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1. AutoSupport7t &M=l AL AutoSupport HIAIXIE S E5H0] XHs 7|0|A MM S AX|ghL|Ct.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

on
o
1
[e)
[l
=
Pl
ofn
riot
MHI
o
o
MUt
0x
ot
O}
=
;}d
o>
-
'5
_l','i
rr
=
>
Ral
N
H
>
H
rg

EHE HESSHI EAE= E2... A

LOADER M[A|X| 7} EA|ElLICE Ch= tHl = Ol S-LCE

21


bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

AAME| AEZR I EAEE 2. J3H...

gEet Cho] 5. Ctrl-CE =& U3 HAIX|7t LEtLE yE =S Lt

AMNAEHIODETE C=Qs TETE MHAKXO| HEEZEEZO|A &A= 74

O -

EEE AASHAHLE SXIBLICE

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZTEZE S HA|EtL|CL.

EdE ZHESHE SRt "R E O[L[0{E WAL T

s 2 =1E flot 28 0|C|of wH| - ASA A900
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T — ]

W £E DJC|oE Xt Ef%, HEED EE % CHAl @X|SH= 2fH0] ZeHELIC.
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dd B2 FR "5 FE =7 2.
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325 A AR Al A= Lo Lot
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o

c. ES2| BES AAH 9102 TIHX| Uo| A WS0| USB BeHA| S210|H0Af AfHHET| 2rolotn 2
MSS Cicts] =2 ZESe D5 FAS AR OS Y HSS B3 9K AL
S2{7} AfAI0fl 25| MA|E|B BER HE0] AIZELIC
O| HIAIXI 7t LIEILX| 29 Ciri-CE FE21 RAIE4 BER Belsts NS Mejst [1g HES2IS B3

2oiZ Selptc,

9. HEER|7I 2%t L= 1jE2] HZ MetroClusterd| = 2R FC O{HE M2 Sldlof gL ct.
a. X2 ZEZ 2El'boot ONTAP maint
b. MetroCluster LEE O|L|A|0|O]E{ 2 MH™BtL|C}: "ucadmin modify -m fc -t iniitator adapter_name"

C. /Al B ZEZ =75H7| floh YRSt

Ch= T
&4z R OILNE SE|HCE wH|eh £, "I EL =0 A ONTAP O|0[X|E S LT

OME LE0|M XS £8 0|C|0] =5 - ASA A900

S ZZMA S0l A|A-2 oot %“é?ﬁfEli’iEXI
Aot7t ZdstEl B2 AAHEA HE

A 45 HE BT H},

* FQ X FHS AQSHM .
° Onboard Key Manager(OKM): 22{AH ™A &t 3 8 H|0|E{ 7t HRErL|C}.
° QE 7| ZE|XHEKM): IEL L EO0f|M CHS mHAo| HeetL|Ct
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pen

CHA|
1. LOADER ZEIE(|A BEEl O|C| 23 T2 M AE A|ZFEHL|CH

boot recovery -partner
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SIHO| Tt OIAIX|ZF EA|ELICE
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
S8 0|C|o] K| 57 ZEMAE DL EZLICE

TZMATH2tRE|[D Installation complete HIA|X|Z} EA[EILICH

AABI2 A otE 20151 CHE HIA|X| B SHLHE HAIRLIC
O HIAIXIZt HAE = E2... Al XYL
key manager is not A AEIOf =27t MX[E|0] UK et&LICE.
configured. Exiting.
a. 210 TEDET HA|E W7HX] 7|Ch2[M| K.
b. =0 210I5t0 M& Z7tS HHetsiN 2.

'Storage failover 22t - ofnode_impaired_node_name

C. 2 JICH RS B2 ChA| ZHAI3) HIZASHE A,

[

key manager is oSS MX|E|RSL|CH 2 ZiCH7| 22X 22 .
configured.

A AEIO] 7] HE|Xt M E AEY £ gl= 32 2F HAIXIE EAISHL 7| 22|Xt7t A= o
(D) X, ofm S¥(2EE £e olR0Ix| Holstats BIAIXI7H EAIELICH A2 3taiet oiAlxlo]

CHS

uol'kllﬂ-

Td0i Felet BXHE AMESHe] 7| 22|XE SR



25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H 2EE 7| 22[0f Chot =S URSHMR.
C. 2tQl HIAIX|7} LIEFLIH &2 S ChA| LZSHAIR.

d. HIAIXK|ZF EA|E[H 282 E 7| 2t2|Xtof| Cist 2] ClO|E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DtUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| XI5t & & s5o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE AS M LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| ot LHE2| o E 20 FLILt

- KMIP AMH CA(s) It LHEE US|, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP ZZ{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 SHAH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 20 YAl HESR T QE{Ho|ALt MM S l=fgfL|Ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EYo|9] IP &
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLICE.
O| IZMAE TIEL LEO|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM .

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22l MEfTt E| 1 ZSEH=X] 2AQU5HM K.

d. AEZ|X|E £|E2] ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FES NetApp=2 HHEFRLICH

ZIof 7t EHAliSt HES NetApp-ASA A9002 2 E|SZIL|Ct

>

SAAQ00 A|ABIS| TN QAT NFL A, NEL HES NetApp O HHEstAR. "2 E
gt 5L WA XMt 82 HIO[X|E oMK,
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S| OjK|(ASA A900)= TH|EHL|C}
Sl D AIARIO| HEIE 1f AIR
MELLLICH U ERXZ 2o w2t S
"image_xxx.tgz" IS NEE MAEst {& Z7t2 717 FAT322 o=l USB S2iA| E2t0|E2 7t QL0{0F BHL|Ct,
O] ZAIOf| A LIS AF2E 4 UZZ 'image_xxx.tgz' IFYS USB Z2A| =210 20]| S AtsHof BL|Ct,
« 28/ 0|C|0{E ST 10| WH|SH= WH2 25 'var' THY A|ABIS S16H0f BfL|CE

° EEE WM E 23l HA ZUME 'var It A|ARIS S5H7| 2l HEH I HES 27t glatch T
MAIS] HA 0l LR e0S HZEO| A=E, O] HAES AESHH MZE 'var' 7+8E HEE + °'*'—|Ef

Py =

(=13
=
o AAE EEHS THSE| SI) HIEHT HBS S¢f var THY AIAHS 223 TR} IX|D o ZRN|AS
S3otz{ & ol HElo| Wt

A E NetAppOll M MSot WXl FRU 714 RAZ W K[siof gfL|Ct.
=

10| SR},

p
[m
M
iz}
=2

Jal
olo
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rr
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° impaired_controller= |FX| #2|E +5t= HES2{LICE

Ao} 7| X3 2 AEf =2l - ASA A900

AE2|X| AARIS| H|O|H EotE RX[6l2{H 2& O|C|0{oM ozt 7| X|J 2 HEHE
2tolsfof SHL|CE ONTAP HZEO| NVE(NetApp 2 & &222hHE XI%OP“ | =I5t

ZHEEEZE S=617| M| 7| 2|Xp7t 24 MEfQIX| =telgtL|Ct.

AEE|X| A|ABIA ONTAP 9.17.1 O| A2 A8l 50l HL CISE AMESHUAR."AIs FE S5 ZXP . A A=A
O|™ K| ONTAP &8l FQ A2 &5 F& 57 T2 MAE ALE3HOF &L}

1CHA|: NVE X[ 22 2olst 1 SHHE ONTAP O|0|X|E CIRZESHM| K.

EEl 0|C|o| WK|E 2IsH SHIE ONTAP O|0|X|E CIREET 4 JYTF ONTAP HZHO| NetApp =& 2 =23HNVE)S

X &st=A i*o.lﬁwlﬂ.

EHA|
1. ONTAP HZTO| A5 3HE X|St=X| 2HOISHM|R.

version -v
Z3H0| Z&El 10no-DARE 22 NVE= A2 Q1 S22 AH HHO|AM X2 =[X| ¥&L|CH

2. NVE X[ 2t M &5t ONTAP O|0|X|E CHR2ZESHM| Q.
> NVEZ} X|2l%|= Z: NetApp Volume Encryption2 AF2350{ ONTAP O|0|X|E CtR2ZE=BtLC
° NVEZ} X[”I%|X| = A NetApp =5 2= 3t 210] ONTAP O|0|X|E CRZESHAM|R.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2 2Lt #8 0|C|of WA Xt St of O|0|X| mpo] BLfL|Ct.

o = = = o
EHA|
1. A ARIOM gd3tEl 7] 2H2|XIE ZHelgL|Ch
ONTAP H{TQIL|Ct o] B3PS HALIC

ONTAP 9.14.1 O| & security key-manager keystore show

* EKMS AHE5HH mrM O] HE S20f| EA[E LG,

=
=
H =0 EAIELICH

0 OF

* OKMZ AHE3SHH oxM O]

« 7| 22X AHE|0] UK $O™M No key manager keystores

configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKME AL831™H external O B E20i| EA|ELICE
* OKMZ AE3H onboard 0| H™E E0f| EA|EL|CH

© 7| ZE|XIF ™ E JqX| %2M No key managers

configured BE &0 0| HA|ELIC}

2. A A=) 7| 22| X7t O A=X| o R0 Wt CHS & SHHE S-S

7| 2E[X7F EEX| g2 B

7| Ha|XI7H TAE 2 (EKM ES OKM):
a. 7| Z2[Xo|M T 7| JEfE EAISHAE L2 2| BHS LHSIM K.
security key-manager key query

= WS 2UStM|R. Restored . 0| €2 7| HE[XHEKM E= OKM)2| 215 7|7t 4
HE|IA=X| FE LIEFHL|CE

Ok

22 HESHD S Ol Hoz
H

3. Hdtel =g H2|X RO w2} HES HXIE 2Z5IM K.

—
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 22 SHM|R. Restored &
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° 7|17} CHE S EASHE 32 true SYEE S0fA:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4E HEESE Qs E=stn 7 EXE TAHY = ASLICH

2HE 7| Z#2|XHOKM)
CtS SHAZ 240l 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE SOA:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES HEo| IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 2= E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32At2] FA2 FHE 2EE 7| 22| = E YHGHMIR.

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5IMIR.

d. B= 91F 7|7t SYUEUA=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM 2.
g Het BEEZ Mt
set -priv advanced
S y AlSSIE= HIAIX|ZF TA|Z|H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRLICH
u K| EA B0l OKME S22 S70l0f = 2 0| M YEIL HRELIC}
i. 22X} 2EZ =S0F}17):

set -priv admin

AEZ|X| A| A0 ONTAP 9.17.1 0| &S &l B2 ER UES AIEYAL."AIS £E 57 ZAF . AIAHol|M
O] 7S] ONTAP &dll Sl E2 =3 RE F7 XS ArE8HOF &L Ct.
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e 1
NVE L= NSE 22 220t 20|= &4 E HEEEZQ| SR E 2A=6l{0fF SL|Ct.

EHE HEERE SeotH A
AEZX[O|M EIOIHE A& MSE = A=E HESEE

Of ZFHofl 3

* SAN A|ARIS ALE8H= 2R &4l ZIEER SCSI S2l|0|=0] CHot OHMIE HIA|X|E 22l8H0f cluster

kernel-service show &LICl. priv advanced ZEEOA HHZ AMMSIH “cluster

kernel-service show % =EO| L= 0|2 & AEHRILICH, ST =0 7t2M AE 3! S
L Eo| &3 MEfZF EA|ELCE

2t SCSI 230|E Z2NA= S2{AE Q| CHE =9 971 Aol A0{0F BHL|CE WHIE TS| o
£ =HIE s ZsHoF gLct.

Xt Sl AEf0l| CHoll FALSEZL EAIEIE a2 &g
"=EE 2T AE STISHRLICH

b 22 AE7F =0 gL o HEZSE

* L2 27K Ol ¢l 2R AR A= 2 FHE 0 UOL 3“—I
HEEHE ZS=517| Hol| 2XE s ZsHOF SLICHEX)

o

=

1. AutoSupport7} 43tz 22 AutoSupport HAIXIE S &30 AtS 7|0|A MM S AX[BLICE

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtS AutoSupport HIA|X|[= 2A| 2t St XIS AH|O|A ‘WM S AH|BHLICE.
clusterl:> system node autosupport invoke -node * -type all -message

MAINT=2h

a. o ZES2 O Z&0M TS FTS LM K.

—
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* =T 27 o] el 2 AEIE U
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* MetroCluster 8X0| Y= AL MetroCluster A& AEf7t MR QT
AFEH('MetroCluster node show')QIX| 2tQls{of BHL|Ct,

|

A AEIO| 21 E MetroCluster 1491 2 0| &

I.

= 3% FEol AojoF SfLICt S AE7F HF §
Xt 5L EHoll CHoll FALSEZ EAIE[= B2 &4 E HEERE S=517| Tl 2ME
EC SRR

HYHel HEER M &g HEERE AASHAHLE SXIELIC

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader =

EdE HEER S=E AZMOF LICE.

Sof MEHS SHolohn, LR AL WAl HES2T A4tE HES?
AT E AEZ2Z l4aof STt

fAL 3 dES
sl ZsHof RfLICHEZ)

g ==t A 3 HY

1. AutoSupport7t ZA3}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|& SZ5t0{ Xt5 H|O|A MM S AXELICt

C}2 AutoSupport HIA|X|= £
AutoSupport invoke - node *

2. MMl HEER 9 2S
HretetL|Ch

ANAG ZEDE £ 0%
DTETEAAR AT 9l2)

0l A 'Storage failover modify — node local - auto-tet false'S

oco=

A7t St XS A oA ‘MM S AH[SLICE: ' cluster: * > system node
-type all-message MAINT=2h'

Hse=

ITEZ JIHIIMAIL.

J2{H...
CtS CHAZ o SgfLCt.

Ctrl-CE =& LS HIAIX[Zt LIEILIH yE +FLIC.

HAMXol ZHEEB 'storage failover takeover

-ofnode_impaired_node_name_'0|A] &4 E HEEZE Q5L
SthefL|ct

EHE HEE| 7|EMS T|Ct2|=

E... 0| EAE[H Ctrl-CE &2

T i
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o[O|X|7t EX|& USB S2iAl E2t0|E S AFE3t0] WA R O|C|0{ol| A|AH o|0|X|E X[t 5= JAELICt. a2]Lt Of
EXt S0l var THY A|ARS =26l 0F ehLCt.

AlZtsE7| o
* FAT322 ZoE USB S2liAl =2t0|E 7t A0{0F 5tH 4GB 0| &fe| 20| QU0{0F BfL|Ct.

o AME HEEZT} MY F0|EH Zi1 SUSHONTAP 0|0|X| HHE CHR2Z EHLICE NetApp X|2 ALO|EQ]
CIRZE MMM S 0|0|X|E CHR2ZES £ QELICE version -v HHE A0 A2 Z9Ql onTaP
HEO| NnvEE X|A|SH=X] EAY £ JUSLICH. BEH Z=ZHO| "<10no- DARE> HAIZ[H ALE F2I ONTAP
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0| NVES X[ #5HX| gig L Ct.

° AF2 £ ONTAP HHO| M NVEZ} X|E|l= AR CHR2E HEO| EAIE 12 NetApp 28 2352
o|0IxIE CrRZ Bt

* NVEZ} XIRE|X] @ 22 CH22C BE0| EAIE 2 NetApp 28 %53t 80| 0[0[X|S CHR2EELIC,
* AJAEO| SB AW AIAHOl HS HIEYT HH0| WRSHK X var THY AAHS St 0f 27} RS

AoHoHOI: o|'|__||:|-

oHA|
1. 1%1 e AL of| M HAESH MH|A 0|0|X|E CHR2ZESH0 "NetApp Support AFO|E" USB Za{A| E2I0|EZ

a. Ho|X|e| Ct2=E A0M HMES| XY SU2Z MH|A O|0|X|E 22 E-fLIC

b. MH|A o|0|X|9| &=E FLICH

() indowsE ASHof 2AXE B F2 WinZip ABSHC] netboot OIDIIE FESHX
= =
= T=

USB S2iAl E2to|E0fl= &4 AESE{IT HH Sl Z0i chet HE st ONTAP 0|0 X|7F A0{OF BL|C},

2. ZAEED 259 22 MAIQ Y70 HE CHS HEES ZES UHE THAEA AAH| 20 F&LICH
3. Hof et AESD ZES ChA| ZAFELCEH

4. USB Z2lA| E210|E2E ZHEER B89 USB &R0 Y LICH

USB 22 TEJ} OfL|2} USB A8 £20i| USB SaiA| E2to| 22 MX|e{o} ShL|C}.

5. ZAEED IES AAH 0O Z B7IX| L 2 SHE0| USB ZaA| E2I0|EHUM Al2tE=X| 2olstn HHES
CICHS| 22 ZIEER| 2 & ZAS ARTHOIS Z HES el QX2 YLCt.
EZE2{7t MAlof| 2tM35| MX|=|H HtZ SEI0| A|ZHEIL|CE,
6. Xt5 HEl A HAIX|7t EA|E|H Ctrl-CE =8| 20 TETE|AM FX| BE TZNA S FCHEtL|Ct SEHsta{H
Ctrl- C% #ELIEF
O| HIA|X|7} LIEFLIX| %O M Ctrl-CE +21 RX|E4 RER BEISH= SMS MENSHLCIS ZHEEHE HE

2Oz FEELC
- HEER7 &% E= 1{E2] HZE MetroClusterdll = 22 FC O{HE 748 S@l6of gfLich

a. X2 BEZ EEl'boot ONTAP maint

b. MetroCluster ZEE JHA|XIZ MATILICE ucadmin modify -m fc -t initiator
adapter name

C. /Xl B REZ 57[517| 2loh FXISHTt

HE A2 AA”0| REE off e E LT,
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USB =210|=20j4 45 2 0]E|of =7 - ASA A900

A Ao A 28 0 SPNESS
LEOM S SHE = ASLICH

AX|gl = USB =2t0|E0|A =1 O[0X|E RE5t1 tEL

AE2|X| AIARIOIA ONTAP 9.17.1 0|42 4% 591 Z2 CIS2 ABSHIAIR. XIS 28 =7 Zil | AIAH0A
O HIHo| ONTAP 4% F9I A9 45 28 =27 HAS ALgefoF BHLict.
Al=8t7] ol

EHA|
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ZE0| &4 HEE2{0f| 20 A=K 2elotM K.
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SB S Al E2t0[E7t JAEX] 2 RISHMIR.
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o c

Of

rr

A

Jhot

|'O

IStHIR. 2= otrt 2dste|of A=X| o 2o w2t 3TA M XEet FMHS

. 2&AME| HEE2{9| LOADER I2 I E0f|A USB Z2{A| E2t0o|E0|M £ 0|0|X|E HEISHL|C}.

boot recovery
57 0|0|X|= USB E2HA| =2t0|E0f| M CHR2 ZEEL|CE

HIAIX|Z} EA|Z|H o[0|X]| O|F

S YHSIAHL “Enter E =21 2= QHol| EA|E 7|2 O|0|X[E HEELICE.
ONTAP H{H0f| 5= EAHE ALESH0] var It A|ARIS SRELIC


bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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ONTAP 9.16.0 0|3}
A= HAEERQ IIEL] HEE2{0f|A CHS THAH I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHS 2 F2MR. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o IEL| AES2{0)M: 24 HES2IS 13 A £F02 MFBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: WY B9l S MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43=el =8 9lo| tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES2{0|N: H2|xt $4EO2 S0pp.
set -privilege admin

f. ARl HEZR{0|M: £27| vy ZA0| 2 I was the restore backup procedure
S ?

g &ME HEERWM: F27| vy &AO| F I .would you like to use this restored copy

now?
h. &24E HEZ20|M: 27| v PELSI2t= HAIXIZ EAEH OHE2E FEMK. ctrl-c 28 Rt
Helmy
I 24 HEESO|M: IS B oILIE tAl 2
* A 2RO A tE ALESHA| gf= 22 RE HIRoM _S4 1 28 2&_S HESHHR
" AMARIO| ADSHE A5t AR CLIZ2E 0|SSHM|R . "Y=otE Sl CH

ONTAP 9.16.1 O| &
2 ME AEEZ|O|AM CHS THA E 2t2HN| K.

a.

1=
1%

o Sestets HAIXITE LELR 7|8 v S

S A7 d3Ho2 kM OH2 HIA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 2I5t2t= HIAIX[ZF EAIELICE
C. F=E2ry S E 7S AEotets HAIXIZE EAI=E.
d. =20ty LEE XF-SI2HE HIAXIZF EAIE LI

e. F2Cty CHA| MBE-StEN=E HAX|ZF BAZH OHEE FEMR. ctrl-c B8 HF7t 22 0.
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=& AH0IES TIEH ZEEZof| HEFILICE
PN

-

AEEX|E E[EH ZEECE FY HYL = & SELLCL

storage failover giveback -fromnode local

NES geotet 22 ChA| 2dotsthR.

riot
jo

H|

Mot

=
=

storage failover modify -node local -auto-giveback true

. AutoSupport?} 2d3tEl 22 XIS 7|0|A MM S SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

S35 £2 - ASA A900

wH| 2L O|C|0{0[A ef=etE SEBLIC

AE2|X| A|AEIO|A ONTA
O|™ H{ZF S| ONTAP Al =

o U
r_©
O}.E—\

¢ BR LE2 MEBSHAR"AIS FE 57 2.

NESE VI Py

7| 2E|Xt FYof| wek AR A otE S5t ot MAESH HAIS ARSI Q. A[AZOA OfH 7| 2E2|XIE
AMESHEX| S| 82 32 FE DIC[0o] A EXtE AIE o et F 3 &lstMR.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

S AH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 JA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotM|a.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3He 7 HIAIX| glo| SRAE ZEXET} LT S7|2t0 Mfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E| D S7[3t7}
NZHOEZ A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| OIS,

security key-manager key query -restored false

O| 2 ZuHE HratolX| gLt Zapot LIEHLEH O O& Zapvt Bhet=|X] g8 Wi7tX| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o -l =

? =4
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

EHo7} HHAMSE HEZS NetApp-ASA A900C 2 E|SL|C}

|E2t 87H ®SE RMA Il*'oﬂ HEE U2 F7I Edot RES NetAppOf| BHetefL|C},
"EE e 81 WA"ARAe 82 H[O|X| S EZSHUAIL
MA

MAIE WHIZfLICE - ASA A900

|_|_C>

MAIE WHsHH M3 S5 4], ™, ZIESS &5, /0 2=, DCPM 2=2 =2[oH{0F BfLIC}.

& &E MAI0[A USB LED Eg% HH =, &l MAIS FH| 24 = A|AE FHH| S0 A
=5k, WA MAIS Mo X2 CtE 74 45 WA AHA[o “II°”—IEf
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=
2. 2 SE0|HE/ZAENM NetApp A|ARQ| H|O|E{0l| AN ASHX| RS SfLCH.

3. 9 uie XhQS AA| FX|FLICH

4. AutoSupport7} 243tz 22 A0|A MM S AX[stT A|ARI0| 2E2t0l0] E ZHOZ of|&E &= 7|2t
HA|EHL|C}

mjo

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2{AE LEQ| SP/BMC T4 AE:

system service-processor show -node * -fields address
6. 22AH A8 ZRPLICL

exit

7. O] CHA|o] 0| LIFE =E9| IP A5 ALE3t0 SP/BMC over SSHO|| 2101510 TId aghs
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8. EAE MA0f| U= 2719 LEE SXIFLICE

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0{|A 2F &= SnapMirror 7|4 2HAHE AE%t= 22{AHS| B! system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. Ct20| HA|E|P S2{AE9| 2t HEZ2{0f Chaf * y * £ LBILICH,
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. 2t ZEE2{7t HE Wi7HX| 7|Ct2l & LOADER ZEZEJL HA|E/L|CH
StESI0] Ol 3 WAl - ASA A900

StER0] 0] 5! WAl - ASA A900
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2. Healthy_nodeO|A] A|AR] A|ZHS HQIBILICE cluster date show
Ut AlZt2 FHE AZIE 7| =22 gLt

3. LOADER 2 I E0f|A, replacement _node:sHow date2| St A|ZHS QIS AR
St 8 AZH2 GMTZ HSEL|Ct.

WA L E9| UYMHGMT)E 'SET DATE_MM/dd/yyyy '2 MEEHL|C}
WH =29 AIZH2 GMT &9 2 'SET TIME_hh:mm:ss_'2 A& stL|Ct
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Eil =, ha-config showS HEA|SH=X]

AAHIO| CFS HEfQI 2 DE AMQA9 HA MEiE...
HA 4 HA

47 O|Ato| LEZ A MCC

MetroCluster FC 7+

MetroCluster IP 714 mcip

2. ZEED 2SO HAIE A|AH HETE A|A” P10t LX[SHX| oM HESE] ZEO| HA HEl

£ "ha-config
modify controller_ha-state "= MASIMAIL

3. MAIS] HAIE A[AE MERTE A|AR 0t LX|SEK] 2EH AHAIS] HA AEH

L™ £ "ha-config modify chassis_ha-
state "= MHBILIC}

A AR |4 - ASA A900
AEZ|X| S HEHI HAES MALESHH wA| BXIE AL,

(HEIPAECTERS

AEED RE9 AEL[X| 3 HERZ HZS CHA| A|ZISHOF hLCt.

tHA
1. A ABIS CHA| AZSLCE
2. 2 ME3t0] #H|0|20| SHHEX| RIBEL|C} "Active IQ Config Advisor”.

=

a. Config AdvisorE CH2 2E6t AX[gfL|Ct.
b. CHAN A|ARIO] CHE MEE 223t CHS CIo|H & S Z=lgLIct,

CHE £32 IYLICH RE C|AS HIJF FAIED 2E C|A3THEH0|

c. Ao 2 Hs St
| 2telste] &2 #|0]= HZ ZHIE AR LI

HEAEE

d. oiiet &S 2250 CHE 20|22 2RIt CHE Config Advisore| £212 2HQIStLCt

2| CIA3E TR CH

AEE|X| A|AHIQ|
Cl|A 30| SetElL|C
efolsfiof g.H-IEr.

AMLHO Q= ER, BXI =2

M- OT, | Dd
_replacement_controllerE £&/g [ff A|AH! D HAZ &It Ef% EW:'OI -_r‘?jEI?i'.le

.—-—I

O] Xtz HA ¥0llM ONTAPE &&i5t= A|ARIOZE MEE LT,

1. replacement_controller?t RX|E4 ZE("™>" TEXE HA|)Ql H2 X E4 REE ZE611 20 TEZEQI
"halt"2 O|SgfLICt
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2. system ID mismatch: boot_ontapZ Qs A|AH! IDE M 2lst2t= HAIX| 7} EA|Z[H
_replacement_controller®] LOADER ZE2ITEQN ZHEERE RElstT yE TLIC

3. replacement_controller 2&0] 'Waiting for 9tet..." HIA|X|7F EAIE mi7tX| 7|CH2l = HAXOl HEZE2{0|M M
OE L] A|ARID7} XSO 2 K™ E|U}=X] &hQIRtLICE. 'storage failover show

W EHol= &4E AEEH0IM AA™ DI ABEACHS HIAIX[QE S7H SHFE O] 3 M ID7t E A= 0{0F
LICt. ChZ OIFI0AM node2E WHIE AMCMH M AAR ID7F 151759706 LICt.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. YeHl HEES M 20 Bt MY A=K elet|ct.

a. 1g Hst £F 'Set-Privilege advanced’ 2 HZASL|Ct

O T E XN EEILICE 'system node run-node_local-node-name_partner savecore'
2 57| Mol savecore BHEO| 2tz E WiHX| 7|CHILICE
LS HES Y=6t0] savecore BF2| T MENE DLIHALY 4 UELICE 'system node run-node_local-
node-name_partner savecore -s'
d. admin #%t +FO 2 24| 'et-Privilege admin’L|C}

o. AEZ|X| AARO| AEEX] = 28 2ot 1HE 32 2EE J| HEE
AMESHEX] G0 w2t ChZ BAL S SHLUHE A0t AE2|X| = =8

o "REE 7| 2| 2zt 7|18 SR CH
o "R 7| 2| Y=t 7|15 SAYLCH
6. ZEEME CHA ®MISELIC
a. HAXNOI HEZEHOM wH|E HEZER | AEZ|X|E CHA| M| SEILICE. 'storage failover Bt -
ofnode_replacement_node_name_

replacement_controller?t AE2|X|E CHA| 7142t REIS tESLIC}

AARID 2LKIZ Qo AL IDE RAISHEHE HIAIX| 7 LIEHLEEH yE =0 OF LTt
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a. 7|=0| 22T 3 HA YWO| HA B FOIX|, 12| Hl0| 2287} JHSBHK|, 5 AX| HYLH EA
‘olx| Eolghict

'storage failover show' @& 2| Z210]|= TtEL H|A| X0 HAE A[AR DI} EZEHE|X| 9400k BHLICE.
7. AT N2 SYEIRA=X] olSfL|ch 'AER|X| CIAT HA-ARA

_replacement_controllerdfl £3ti= ClAT = A A[AR IDE EAISHOF &LICH CHS Gl0M= =& 10] 2Rt
ClAZ0i| A AIAR ID 18737752770] HA|E LICY.

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. A|AEIO| MetroCluster 7tAQ1 A ZHEZ2{ AEl 'MetroCluster node show'S ZL|EZIsHC}

I_

MetroCluster 182 F& B2 E[S2[2H UMl = R & = 22|, 0| 32 Z ZHEE20l| & HEivt

HAIE|H DR O|2{20| gdate g4 BETJH HA[EL|CE "MetroCluster node show-fields node-systemid"
HH £ 2 MetroCluster 40| HA MEHZ SOFZ W7LX| O|™ A|AH! IDE FAISLICE

9. ZAEE2{7} MetroCluster 40| = Z S MetroCluster A0 2t 12 AR X7t Ko AtO|EL| HEE2{Q!
Z% DR Z ID =0 ClAZ3 9| i ARXIF HAIE=X| gelgtLCt.

Cte & Z0| BE Kol

ox
4o

0l

1A

tei0] EegfLct.

° MetroCluster 10| &t AEHQILICE,

° replacement_controller= X5l AO|E0]| = C|AT Q| oixlf AR XHALILCE.

XtXSHA

A AR "4 E MetroCluster 740\ HA E|0| 22t 3! MetroCluster 2|X| 2H

KtMISt g2 2 a
3 27O HFEL|CE FH.

Z0f C|A

10. A|ARIO| MetroCluster 714401 B 2t ZAEE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE|0] Y=X| =l
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZ2{0f| Chsl of|Atx|= 2F0| 'vol show-node-name’ @1 X| &HoIstL|C}

12. HEE Al X}3 E|O|22H 7|5E ALESHA| & AT 22 MY HESZ0||M Z42I5HUAIR. 'storage
failover modify -node replacement -node -name -onreboot true'

HA| A|AR =2 - ASA A900

WA S 2=t A|AH]
Storage Encryption 7+A % Sact
SILICEH A ARIE MA| &S

SH5IHH AEE[X|E M5t NetApp
of E{0] et 2to]dlA S A X[3Hof
= A= oHOF RLICt.

1EHA: A ZIEE2{0f Chst 2to[HIAE A

Ra
%
r
n

ZHOH7t A L EJF BEE (& Z2) 2H0|MA T Q3 ONTAP 7|52 A £91 A2 _replacement_node0| CHSt
M 2tO|MIAE MAX[soF SL|CH EE 2IO[MATL )= 7|52 B2 22{AFQ 2 =0 7| S0l cHet XiA| 7|7t QLojok

gfLCt,

AlZfota] FHof

A AEIOA XS0l ONTAP 9.10.1 O| &2 MY FO|QUCHH off MBE MXIE "OIHEL WM & TENA E EZESH0]
ONTAP ZZ0{|M Z[0[HIA S OO ERLICHAFBSHYA| 2. A|ARIS| X7| ONTAP ZE|AE & ZEE= F2 0flAM
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3. gtgt 7| &... HAIXIZ7L ZHEER 240 uH 2E1 &7 EAIE =, HAEQ HEEZ{0|M A THEL] A|AH]
ID7t RAHS L2 SHE|U=X| &UBILICE storage failover show

HHE Z2H0||= 24E AEEZ{UA AAH” D7} HAZQUCHE HIAIX|QF 2HH SHHE 0T 8! A ID7} EA|=|0{0f
SiL|CE CHS G0l A node2= WHIE HE M A AAE! ID7F 151759706 L|C}.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)
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a. FHHQl HEEZ0|M wHE HAEEZ|9| AEE|X|E CHA| MISELICE. 'storage failover Et2t - ofnode
replacement_node_name'
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wH| HEE2{0f| &3 C|AIOf| Af A|AR! ID7} EAIE|0{OF BrL|Ct CHS 0|0l A= node10| 2Rt C|A 0| Af
AAE D 1517597060| EA|EIL|C,

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 Pool0
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nodel siteA:

dr-group-id

cluster node

HZSHM AR "4 = MetroCluster A 0l|A| HA B|O| 2 2H 5! MetroCluster AQ|X|2H 0| C|A =

£2{7} 'MetroCluster node show-fields configuration-state’ 2

:> metrocluster node show -fields configuration-state

configuration-state

1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured
4 entries were displayed.
9. Zt ZHEE2{0f sl ol A== 2E0| 'vol show-node-name’ 2! X| tolstL|Ct
10. AE2|X| A=ot7t ot 2R 7158 S{6lofF Lot
. MHEE A X3 HO|22H 7|52 AFESHX| & MAtt 22 HA HEES2 0N 2Ho}SHAR. 'storage
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

SM 2: ZAEEZ{7| MetroCluster0i| &L|Ct

@ A|AEIO| 2= = MetroCluster 14491 AL 0] MAIE AFRSHXA| OHAAIL.

LME HEERE Z2l2{H AESE| MEHE 206D, LR 2 HAXl HEER I} AAE HEEY
AER|X|0|A CIO|E|E A& M2 4 YZE AESEE Ql4sljof EHLIC
© LT 27 O| A1 SR AE 7} Q= A o] Qo{oF BHL|CH SE{AE I} HE0|| ¢ 71Lr ng HEZ20
Xt 9! AEHO|| CHSH FALSEZL EA|E|= 2R &ME HEERE Z2617| Mol 2X|E s AsHjof g | CHELE)

"= EE SHAELE S|t

* MetroCluster 30| = 22 MetroCluster 2™ AEf7} LME|0] U0 s =7 A 8l YA
HEH('MetroCluster node show')21X| 2tQIsHOF ghL|Ct.

|

1. AutoSupport7t 24 3%}=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of _hours_downh' AutoSupport HIA|X|E S E5t0] AtF 7[0|A MM S AX|EtLICt

— oco=

C= AutoSupport HIA|X| = & AlZt SOt XIS A[O|A MM S AF|GLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

ol AEZ2{9| 2&0f|M 'Storage failover modify — node local - auto-2t2t false’S AH=
oL
3. £ME HEERE B0 ZELER JIN7IYAIR.

HEl HESHI BAE = e i P

LOADER M|A|X|7F EEA|EILICE Ct2 CHA|2 o|SEfL|Ct.

Hist Chy| ... Ctrl-CE & Ct2 HIAIX|7} LIEHLHH yE FELICL.
AMARI IEOE L= A HMEHQI ZIEE2] 'storage failover takeover
DETEAAH 25 Q1) -ofnode_impaired_node_name_'0f|A 2M = HEEZE QoL

SERLCE

EdE HEEH| 7|EMS 7|Ci2|= &... 0| EA|Z|H Ctrl-CE =8

T =
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3EH: RTC BHE{2|S W MIRfLICt

RTC HHE{2|E uAstHH HEER Z=0i|lM 20| U= BHEZ|E Aot EHM E2|et ChS uH|E HiEE(E
E0ofl 2X|stjof Lict.

1. Otz HXI=|X| 942 22 SHIEA FXISHUAIL.

2. RTC H{E{2|E Zr&LCt.

OfL|H|O| M - RTC HHE{2|E wAlEL|Ct

o RTC HH{E{2]
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e RTC H{E{2| 5t

3. HIE{Z2|S S0 ZHAHA 2oL SHHM S2! Chg SC0llM S0 AL

HHE{2|etS SC0IA 22l off HiE{2|Q] S0l RS AR, HHE{2|0= S22 7|27t EAIE[O
ACH ZHof| SHE=A| fIX|sfiof SLILE EH ZXof| A= HL7| 7|2 = BHEZ[E HEA|
HHX[SHOF Sh=X| 2B ELICE.

©

4. HHI| UX| 248 oM nHE HiE A gL

5. ZHEEZ REO|AM I HiE2] EHE FELICH

6. RTC tHiE{2|2e| S 42 =lst LIS HiE{2|E H|ASS| 7|20|1 ot 2 2] 0o HAELICt
7. HE{2| & |t 2 AL S 7t 2t s| ZEE[0 T S 40| SHHEX| &It AIL

8. #EZE TS YIS ChA| MX|BHL|CE.

4THA: AEER] ZSS ChA| 2X5t0 ARZEWE ZF et

3
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2.

RTC HIE{2[E wA[et = ?;'EE { Z&S CHAl &X|3l{0F BLICE RTC BHE2|E 102 O|Y HEEH ZE0|M 22Tt
2 AZHa s Ao &

AESe| 20| 22 MAIS Y70 I 0 AES2| DES UHE ZNAR A2 Lol YLk
XAI7H QIS W7 AE S DES MAIC] TS| ARISHR| THIAIS.
L0 2t A ChA| AZELICH
0ICI0f ZIH{E(QSFP i SFP)S 22[8t 29 R H0l22 LSt Z2 ThAl Axleof Brict
29l 23 B AZEl0f K| 42 ZS Hel B3 HAIS CHA| A1Zstn Hel Alol2 D FHIZ Ch
Ax|gLct,
ZESe| 28 MHUKE BRBLICH
a 7 WSS Yel 9IKol £ Mol HES2 DE0| FYWI TS| LD TS| A YK THEr| 2
IS 2 s B3 9K ot
() HuEt2usEx es 2ESe DES AA0] Lo B2 1 T3t 318 JHOHR| DHIAIL.
b. OFx| /6K 92 Z A0l B2 FAIS CHA| MAISHIAIR
c. lol2e $a9 2x AEHO= Ho|2 el F/o| AL
d. He Hol2e Fe B3 TAIet Mol CH A TS HAUS HM Y T2HAS AlZC
e. LOADER ZEZE|N AES2|E Ferict
() AAHO|2E ool Srlslel s NvE S48 HRIOED BAR} EAlslet yE Hae Ch
"Cr-C'E 52 2L RELICY
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1. HEESQ A2t Y IWE ALt
a. 'show date' BHOE MAE QI HAEER Q| UMt U A|ZHS =olstrt,
b. cH4 ZHIEE2{2| LOADER ZEIZEO0|A A|ZH U IWE =olgtLct.
c. st AR 'mm/ddlyyyy BHOZ HUME $HEL|CT.
d Zestd
e. HAH HE
2. LOADER ZEIZEO0|AM BYES Y&H5I0| PCle 7tE U 7|Et 1M @A 8 ME7|otstn HEEHE MHELSLIC

3. AE2|X| 'storage failover £t2t - ofnode impaired_node_name’'S Btetsto] ZIEE2{E A &5 MEfZ2
= SELCH

Sto| H| 2 3tEl AL 'Storage failover modify -node local -auto-2t2H true’S CHA| AEEHL|CH

7|E9t o MSE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppof| BHtefL|Ct, 55 Bhet 51 A KM g
LHE2 HIO[X| & HZJHHAI2.

ASA A900 2o =2 ALY

CIS2 ASAA900 2| MEH AFFRILICH BHESICE "NetApp Hardware UniverseS
EZESHL A 2" ASAA900 AFYS| HH| 2EE2 (HWU)OIA 2ISHNIR. 0] 0| X|= T
1ItEN A rggL(Ct

ASA A900 o =8 AMY

ZHE 4: ASAA900 THY MA| HA %
Z|CH YAl B 14.6880 PB

M| 22|: 2048.0000GB

Z WE: 2709 HA ZEE2{7t QL= 8U MA|

ONTAP HZX: b_startONTAP: 9.16.1P2b_end

%2 ONTAP H{Z: ONTAP 9.13.1

27| ZOHR £[Cigf

Sk HA 4 SN B Ao o=z
NAS
SAN 6 88.1H|E}HIO| E / 12288GB

78.30}0[HIO|E
HA % 14.7PB / 13.0PiB 2048.0000
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ofo|Q
2HE 10

22 E |0 H|o|E{7t glELCt.

Z10
o £E
0|4l 100Gbps 32
0|4l 25Gbps 64
0|4l 10Gbps 64
FC 32Gbps 64
NVMe/FC 32Gbps 64
0
SAS 12Gbps 64
e ZE
o 2=
0| 1Gbps 2
RS-232 115Kbps 6
USB 12Mbps 2

AEE|X| HERZ XA

FC; iSCSI; NVMe/FC ; NVMe/TCP;

* X|ofo| AL HM=: 9937 BTU/hr
* 24: 220.502= 100.0kg
* £0[: 8U

L{H|: 19Q1%| IEC 2 =EH(17.721X] 45.0cm)
#0[: 28.82IX|(Z|0| 2 22| a2l T Al 36.821%])
ES

* AE 25/ 5/5E: AT 3048m(10000I E) TEO|A 10°C ~ 35°C(50°F ~ 95°F), ACH & 8% ~
80%(HIS %)

* HIZHS Al 2 /&5 -40°C ~ 70°C (-40°F ~ 158°F), £|CH 12,192m (40,000ft), &L &&= 10% ~ 95% (HIE=),

el 871 71F
E

-

-
[=)
o

ojo
glo

c 2& S8 E3H(LwAd): 7.4; S(LpAm)(FtH ZHEXL 2/ X[): 65.0 dB
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