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boot recovery
57 0|0|X|i= USB E2lA| E210|E0f| A CI2Z=EL|C
HIAIX[ZF EAIZ|H O|0|X| OIS S 2=StHLt *Enter* S == 2= o
ONTAP HTOf| Sti= EXHE At

- 24E ZIEER 9| LOADER ZEIXE0|M USB E2ilA| E2I0|E0|M 5+ 0|0|X|E R-ISfLICE

of #AIE 7|2 o[0|X|E HE.LICE.



ONTAP 9.16.0 0|3}
A= HAEERQ IIEL] HEE2{0f|A CHS THA I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy @20 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHS 2 F2MR. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| HES2{0)M: 24 HES2IS 13 A £F02 MFBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: HY B9l BYS MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43xel =8 9o tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. GIEL| HES20|N: H2|xt $EO2 S0pp:
set -privilege admin

f. 2AEl HEER{0|M: 527 vy ZA0| 2 I was the restore backup procedure
S ?

g &ME HEERWM: £27| vy &AO0| F I _.would you like to use this restored copy

now?
h. &24E HEZ20|M: £27| v PELSI2t= HAIXIZL EAEH OHE2E FEMK. ctrl-c RE Rt
Helmy
I 24E HEERO|M: LIS B oILIE tMl 2
* A 2RO A StE AESHA| gf= 2R RE HIRoM _S4 1 28 2&_S dESHHR
* AMARIO| A2 SHE ALEStE AR CLIZ2E 0|SSHM|R."Y=otE SlefL|CH

ONTAP 9.16.1 O| &
2 ME AEEZ| UM CHS THA E 2t2HN|R.

a.

1=
1%

o Sastats HAIXITE LELR 7|8 v SELICH

S A7 d3Ho 2 ehakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 2I5t2t= HIAIX[ZF EAIELICE
C. =E2ry S@E 7S AEotets HAIXIZE EAIZE.
d. =20ty L EE X{F-SI2HE HAIXIZF EAIE LI

e. F2Cty ChA| MBE-StEN=E HAX|ZF BAZH OHEE FEMR. ctrl-c B8 HFot 22 0.
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

« NABIO| QSIS AFBBIX| B A HE oA _SM 1 Ugt HEl 2 Metsth R
« NABIO| SIS AR A C}2OR O|SBHR "2 s sl E 2egh|ch

4. 2& 70|28 TEH HESE o AZgLICH
PN

-

5. AEZIXE E[E2 HEEHE Fd Ao = =SELCL

storage failover giveback -fromnode local

6. XI=

riot
mio

H|

it

= Moot ZR ChA| 2dtstMa.
storage failover modify -node local -auto-giveback true

7. AutoSupport?t 243tE 2 XS AHo|A MME S

—

gLt

system node autosupport invoke -node * -type all -message MAINT=END

7| 2E|XF FYof| wel AR AotE S5t ot MAESH HAIS ARSI K. A[AZOA O 7| 22|XIE
AE3HEX] &S| B2 Z%'—‘?— S OIC|0| wH| XS AR o Axst AH S AR5t K.
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7188 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 27t YHEASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SRASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BEAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| ol 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BEAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3He 7 HIAIX| glo| SRAE ZEXET} LT S|2t0) Lfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E| D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHatotX| gL, Zap7t LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tX| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport?t M3t 22 XHs A0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt K.

oM ZEZES HEAIL|CE

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP NH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz 5|3 O HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.
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System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

[
=

) Configure node for external key management.
Selection (1-11)2 1

6. XS HietS bl A A2 2.
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z83tEl 22 Ats AH0|A MMS SRITLICE
system node autosupport invoke -node * -type all -message MAINT=END
CHE A
SE O[Cjofo|M L=otE SRS 2 T2 S "Z20| U= FES NetAppE PHeteL|CH 35| oF LTt

20| A= FE2 NetApp-ASA C2502 = HEeHStL|Ct

|E2t e7H XIS E RMA II*'OH HEE 2 2F 7 2t 253 NetAppoi| BHEtRL|CE
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