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° Onboard Key Manager(OKM): 22{AE MA| &< 5! i Of|o|E{7} ERgtL|Ct,
° QE 7| ZE|XHEKM): IIE L E0f|M CHS THAo| HeetL|Ct

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

" /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

EHA|
1. LOADER ZEIEQ|A BEEl O|C| 27 TZMAE A|ZFEHL|CH

boot recovery -partner

SHHO|| CHS OAIX|ZF EAELIC.

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. 28l 0jCjo] MX| S ZENAE DLHELICH

OTZMATH 22|10 Installation complete HIA|X|Z} EA[EILICH



3. NARI2 AotE 2I5ta CHZ HIAIX| & SHLHE FAISLC

O O =

O] HIAIXK|7} EA &= B2... T &Y.
key manager is not A AR Q=7 AX| =0 UX| ESLICE

configured. Exiting.
JN ZETETJH HAIE Wi77hX] 7|CHE| M K.
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| 2301510 XMT S7ts Bretsth K.

'Storage failover 22t - ofnode_impaired_node_name

C. 2 7ICt Atz 2hE CHA| 2H4 o) HIZHdotEl 32,
key manager is ot 57 MX|E|JSL|CH 2 ZICH7| 22X} 22 .

configured.

AIARI0] 7| BHE|XF THS A3 4 g A9 OF HAIXS EAISHD 7| B2|X7t 1A= 0]

() o=x, o 9@ (@EE & oR)elx| Holstats BAIXIZE EAIELICE Al2si2is HAIXof
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| A[ZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMAE A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH &S S ChA| LZSHAIR.

d. HIAIXK|IZF EA|E[H 28 E 7| 2t2|Xtof| Cist 2] ClO|E & YSHAIR.

ot 27 ol wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t AEf7t &l 1 ZS3h=X| &elstM Q.
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'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FsL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} EAIE[H EKM 7+ B3-S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP MH CA(s) It LHEE UG, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
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E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|Z7F EAIE|H 29 YAl HESR T QE{Ho|ALt MM S l=fgfL|Ct.
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TIELH LEO|A MAETH DY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICH boot recovery -partner



7| =27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

d AE2X|E =S HEEYHE o ZUC = =S

'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2det HighdstEl 3.

5. XHS BHBt0| HIZHESHEl A ChA| EHSELIY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

CtZ T

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20| U= FES NetApp=2 HHEFRLCH

20| Y= EEES NetApp-ASA C302 2 HHHBILICE

—

ASA C30 AEE|X| A|AEIO| 1M 9*01IEEE7+H**”0+D4 =t
HISISEM| Q. "2 & Hhet ol A|"XEM|$E Li22 H|0|X|E EXHA|L.
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system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z{AE =9 SP/BMC F£4 AlH:

system service-processor show -node * -fields address
6. 22AH H2 ZFLICL

exit
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8. 2AE MAO| U= 2719 LEE SXILICE

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|A 2F &= SnapMirror 7|4 S2HAEE A8%t= S2{AHS| B! system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| EAIE|H S2HAEQ| 2t AES20)| T3l *y * S LASLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:
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2CHA|: AEE[X] A|AR Sl /O 2E £RE FH|ELICH

o7t 2ot /0 RES ATSH| HAY = ALE AES|X| A[A-D /O 2E &R FHISHIAIL.
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1. HESHA "Rt

2. TOHIH LB I/0 ZE0IM #HO|2S BEISHYAIL.

LES0ll Of ZExtofl M SYLSt ZEOf| CiA| e 4= JAEE #|0|S0f| 2HES X|HSHAL.

I/0 =0 LF 7 L oF SLICHRZEEZL =3 OH2 MEH0{OF &),
Moo AN DX o = AFdh= A ZETJL otk 0] )
@ HIO|22H 7} EB|AHEL|C,

3. AutoSupport7t ZM3tE H2 AutoSupport HIA|X|E SE5H0] XH5 AH|O|A MES AX|RLICE

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

Ol S0, CtZ AutoSupport HA|X|= 2A|2H St XIS 70| A WE S AL/t
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. AE2[X| A|AHIOIM M F2! ONTAP HT ! AE S HEfo 2} 2Rst 3R XIS Brets Hlg-getstt.

ONTAP atef,.. s
B LIt
071 EE  AMEFESL} BN UESAS KIS B2 T
9.18.1RC EENEETEEE
a £NE FESR|o 2a0M 1S BYS
YEBiLict

storage failover modify -node local
-auto-giveback false

b. ol
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storage failover modify -node local
-auto-giveback false

b. 2sICt y XS =S HIZGSSIAIRE LM
?_2h= HAIXIZF EA|=H

9.18.1GAO|d FZEE F—1 BE /O(HOIH MZ)E L= HAZ ol St

o. FoH7H LSt /O RES MHIA0M HASHD MRS HM ®AH FHIE LTt

system controller slot module remove -node impaired node name -slot

slot number

—

b. QIZBICt y _ALSIAIZSLIN?_BHe HIAIXI 7 HA|E| S

OIE S0, O3 B2 L= 22 AEER)2 &% 40 U= Zof7t liet B3 MAY = AL
ZH[St1 M = QHHSLHE HIAXIE EAIRLIC

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be

powered off for removal.
Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. Zoi7t Ylst 1/O EEC| MRUO| THAN U=X| EeletL|ct,
system controller slot module show

£ Z0ol= @F7H S REN Y &8 H20l| tholl scatus BOll "powered-off O|(7t) HA|=|0{0F gLt

68



1. OFZ| HX|E|X| 42 B2 SHIEA WXISHIAIR.

O

N
ozt

o
==
N
ng
0=
rot
=

O 2SS &4 HES0M HMARLIC.

=0 (KON
il QO S ; oh = O 5

o [ - i D B
e L oh = 9 !

I
oo
©

=~
=
'\:\‘
@

(1] /O 2& £TO0| LIALE Al o weto 2 S2f Fuict
(2] lZo| XE 2t P31t @220 oIX| LIS AHB3I0] ZEE2{0IM /0 2SS wiLICt
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ROl 7tExtE|of SEE LT,

b. /IO ZES £F ¢OE ZHATA Lo E1 /O Z=0| HHUE| MHZ 7| M =X &lstM K.
19| Mt REXO| HX|LIAME AESIH 1/0 ZES 2O ES &= ASLICH

C. LIH|LIALS AlA| geto 2 =2 ZYLCt.

WHE /O EES AHO|S2Z HESHIA2.
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system controller slot module insert -node impaired node name -slot

69



slot number

b. UZISITH y _AILSIAIRELIN?_Eh= HIAIX| 7} EA|=H

OIE S0, Ch2 BE2 L= 2(EYE AESD)2 &KX 45 22412 Hetstn T2 M|ATH 43Lt=
HIAIXIE EAIRLICH

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y’

The module has been successfully powered on, initialized and placed into
service.

2. 1/0 289 Z ZETJ 4O XT3t U=K] &QISHAIL.
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event log show -event *hotplug.init*
()  mast el goiols ¥ EE )80 3 2 B AR 4 AL

=H0|l= /0 BEQ Z ZEJI MZXHOZ ARE|AUSS LIEHHE= Lt 0]AH2| hotplug.init.success EMS
O|HIE 7} HA|=|0{0F EL|Ct.

O£ S0{, CtZ £H2 110 ZE edb A edal] Chet X[t d3MZE EHFLIC
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

E5t0 LHE THAIE =RlStHAIR.

a. TE x7|stof AIjstH EMS 2EOE &
3. 1/0 2 £20| M0 SZE1 A5 FH| 7 AR E|R}=X| SOISHMA|L.

system controller slot module show

mjo
10

=3 210ll= &% HE7t “powered-on'=E HA|E|0{0F 6tH, O|= 1/0 2= %& FH|7t H2EAS

system controller config show -node local -slot slot number

/0 2=0| §SH 22 21! Ef7t =0 QM EH E20fl= &R ZE FEE et /0 2= HEIt
HEA|IELCE

g S0, & 40 A= 110 Z=2| R LIS AR Z20| EAIEL|CE



node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/
Slot slot Information

4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

—_—

AER|X| A|ARIS HA AHE MEHZ SstH (ZRO0 w2t Ho|2HE HEEZ{o| AER2[X|E gtetstl, (Heo
Eof Y=X| 2olstn, AutoSupport XHS #H|0|A MM J7|5S CHA|

oA

|

1. AEZ|X| A|AEIO|A Al

Sl ONTAP HT 1t AEE2] LEfo [e2f 2o 2l 2l4=Fl ZEZE{0] A
AE2|X|E et XtE Hhets SEELIC
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HE UL CH
9171 E&= EME HESRI YL HEERE  a AEZ|X|E HEsiH Y HEEHE FY HS
9.18.1RC XIS HO[ 2 Mt L HEi= | SELICL
storage failover giveback -ofnode
healthy node name
b. Zoi7t LMot HEER{Q| 2&0M Xt= diets
S
storage failover modify -node local
-auto-giveback true
9.18.1GA0|d Ol otR HEE /I HSC=E a. AEZ|X|E gretste] H0|2AHEl AEEDE FY
OIEHE Qo 3R Ztz AEN 2 E|S3IL|CE

storage failover giveback -ofnode
controller that was taken over name

b. QlEl HEE2|9| 2&0iM XIS gHetS
St

storage failover modify -node local
-auto-giveback true

9.18.1GA 0|4 E ZEEZZ 2& |/O(HIO|E ME)E Ct2 A Z o|sEL|Ct.
Adstn JAELICt
2. =2| QIEH0|]A T} = Mt] 2! ZEO0f| CHdH 'network interface show-is-home false’2t= 215 st=X| 2letL|Ct

LIF7f FALSEZ HA|E|H i LIFE & ZEZ E|E2L|Ct network interface revert -vserver *
-1if *

3. AutoSupport7t 243tEl 2 XIE 70|A MMS STLICE

system node autosupport invoke -node * -type all -message MAINT=end

6THA|: ZHoH7t

ng
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/0 2= WK - ASA C30

DE0 @FII LMSHAHLL O 2 M50|Lt 7t 7|52 X[5H7| {8t 4ag|0|=7F st
A2 ASAC30 AEZ|X| A|AHIC /O RE2 WAMIELICH uH| TZHANE HEEHE
S=otd, LRI LMSH/O EES WAt ZHEEHE MELSt, LRI LMst BEES
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NetAppdi| 2t2tot= 20| ZetEL|Ct.
O BAHE AtSst0] FOH7H Lot AE2 DES WHSHIAIR.

AlZfoto] FHof

AEE|X| A|AHIQICIE RE M Q4= SHIEHA| ZHEo{of SL|Ct I X| 2 AL 0 HAHE A|&6t7| Mol of
29|8}{0F "NetApp X|&" BfL|CE.
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MBS We AEAT| AAHS B2lHOE ¥E 4
LICH SSHE AFB3te] BMCO 21918t Haig aig

A8tL|CE system location-led on.

E2|X| A A= =2 C|AS|of T2l 17, 2F AEZ2{0fl SHLH4 3719| #|X| LED7F AUELICE. /X LEDZt
30—.‘?'_- S AN ASLICEH

system location-led off U&LICE LEDZ7t AN =X EE= THA

HHS Y=dsto] o|2{%t 7|52 SN
U=K| 2ASHK] A2 22 HYES 2AI0] LEDS| HEE 2HQle & system location-led show USFLICH

&% HES2IE S0l HESe| AE|E Hololn, LRt 22 WA HESR{T} £ 4E HESS
AEZ|X|0M CIO|HE A& M3Y = JAXE HEEZE Qlpdliof LT
O =rofl cHsh
* SAN A|ABRIZ AL8SHE E 2 24E ZIEER SCSI E2{|0|=0f| gt O|HIE HIA|X|E &QI6HOF cluster
kernel-service show &LICt. priv advanced BEOA HHZ MMSIH “cluster kernel-
service show ST EQ| LE O|F"# 2 AE{ULICE, siE =2 7?%’3 A S S 22| BHE MEfTt

HEA|ELCE

2} SCSI 2[0|E T2 A= S2HAEHQ| CHE L =2 oA Aol A0{0F FLICE WM E TS| To| 2=
E=HE sl Zsfjof LiCt.

* LLETL 271 o] &l EHAET} 'E < #HHo |91010F SLICE S2{AE T HEO| AL HA HEER 0| XA
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CHA|
1. AutoSupport7 Z2A3}t=l AL AutoSupport HIAIX|E S ZESH0] X5 70| A MM S AX|EHLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HA|X| = 24|12 S¢F AtE #H|0|A HH S ARILICE

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEER O F&0|M THE BB S YHMAM K.

storage failover modify -node impaired node name -auto-giveback false
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impaired node name -halt true
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ystem location-led off JYSLICH LEDZt AN J=X| E= THAY
LEDS| MEHE =olgt 4~ system location-led show OI—|-||:|'

247l PIESRS SRoR{H ZESE Mei2 Holotn, WS F9 WA HES2|7} AME HES?Y
AE2| KoM HlO[E{Z Al HZE 4 UTE HES2Z ol4efof BT

* SAN A|ABRIS AEot= 32 &4E ZIEER| SCSI 20| =0 CHeE O[HI E m|A
kernel-service show &L|Cl. priv advanced BEOA HHAZ A
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1. AutoSupport7} 2-4%HEl 22 AutoSupport HIAIX|E S &350 X5 H|0|A MM S AX[BL|CE,

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHE AutoSupport HIA|X|= 24|12 S2F XIS 20| A ME S ARELICE

o o

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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6. MY I35 FX|(PSU)l| MY TES CHA| HZERLICH

PSUO| & 0| CtA| S5 EIH el LED7} =440|0{0F LT},

ChAl HESHE B 2... Je{H...
AC PSURIL|Ct a. My I=Z PSUO| Z&LCE.
b. Mgl IE NHENZE M F=E nH™EHL|CL.
DC PSURIL|CH a. D-sub DC T & ZE HHEE PSUO| HZEZLILC.

b. LHH| LIA} 27HE =0 D-sub DC M@ Z &= HUEE PSUO|
nksk-i{Nia3

7. &NE HES2S CHA| MAISH] HA HSOR HEaLch

'Storage failover 22t - ofnode_impaired_node_name '

storage failover modify -node local -auto-giveback true
9. AutoSupport 283tEl 22 XtE AH0|A MHES S(AH siH|)ELICt.

system node autosupport invoke -node * -type all -message MAINT=END

CtA 5: ZAEZE2{| A|Ztat EWE R XSt Tt
RTC HHE{2|Z TNt HEZ2ES AQUstT A HIY BIOSE MANSIH [}S 22 HA|X|7}
() BEMELICK oj2ist BAIXIZF LIEFS 4 200 O TALS A% T 4 YALICE RIC date/time
error. Reset date/time to default RTC power failure error

1. e Helel ZES0IM HHES AIBSH0] £Mt & A[ZhS =RIYLICt cluster date show.

@ HEl HFHM AEE|X]| AI*E“OI SX|E B HAIX|7F EAEH y SME "Reboot
node MEHSI Ctrl-C_E =2 LoaderZ 2EISHL|CE.

2. 2AME HEER9| Loader TEILE| M AlZtat SIS 2HQIBIL|CE cluster date show

a. st ER IME £HYLICE set date mm/dd/yyyy
b. Lt AL AZt2 GMTE MH™EILICH set time hh:mm:ss
c. . 5! A|ZHS SolgtL|Ct
3. Loader IEZEO|M E bye Y3t /0 ZE U 7|Et 74 QA E CHA| 7|38t HEERE MRS

5. Xtz Heto| H|ZMStE|0] Y= B, CHA| ZMSRILICH storage failover modify -node local
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-auto-giveback true

6CHA|: 2ol 7 Lot 2EE 2 NetAppOi| ghet

7|E2t eH| M E RMA X[H0| 2 E U2 2F I & dot 2ZS NetAppoi BretgfL|ct "F5 Hhet 51 WA XtAet
LHE2 HIO[X| & HZSHMAIL.
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