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* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

A

1. LOADER ZEIEQ|A EEl O|C| 27 T2 MAE A|ZFEHL|CH

boot recovery -partner
SIHO| Tt OIAIX|ZF EA|ELICE
Starting boot media recovery (BMR) process.

2. B O|C|0] HX| S ZENAES DL HZFLICH

Press Ctrl-C to abort..

©| ONTAP
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key manager is not | AR 2=ot7t X[ [0 UKX| QESLICE

configured. Exiting.
a. 200l ZEDEJ HAIE WX 7|CH2 (M.

b. =0 200510 ME St BHetsiM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BHE CHAl Zdel HiZdete 3.

[

key manager is oS o7 X E|ASLICEH 2 7ICH| 22|k 22
configured.

AAEIO0] 7| BRIR PHE AES & gl 22 OF HAXIS EASHD 7| B2lxpt 74of
(D) l=x, o Ru(RRE wE 2=)0lx) Sfelstats BAIXI} BAIELICH A%si2i oAIK o
CoHAIR.

4. FHol Mgt BAES AFE5He] 7| 22[XE SeLIch
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AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 &A5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} EA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIXK|IZF EA|E[H 22 E 7] 2t2|Xtof| Cis 2] ClO|E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DtUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3RS S LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| X5 & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE AS M LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| ot LHE2| o E 20 FLILt

- KMIP AMH CA(s) It LHEE US|, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP ZZ{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 SHAH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALL MM S l=fgiL|Ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EY0|9] IP 4
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIEL LEO|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE ChA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22l MEfTt E| 1 ZSEH=X] 2AQU5HM K.

d. AEZ|X|E £|E2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XIz dizt0| H|2MSEl AL CHA| &M 5petL|Ct,
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE

system node autosupport invoke -node * -type all -message MAINT=END

ChZ B
ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FES NetApp=2 HHEFRLICH

Almfst HE! O|C|0{E NetApp 2 Z 2t - ASA C400

ASA C400 A|AHRIS| 1 @471 NEH F2, D BE5S NetApp 22 BN R, . "F5
Hhet 8L A" XEMEE LHE2 TO|X|E B ESHHR
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HE 0|C|] 5 E7 YT EZ - ASA C400

ASA C400 2E2|X| A|ARIS] 2E O|C|0f WHIS AZISHAH WA 27 Al HAE, oot el
2ol EED =, R#E O|C|0] WA|, =+ o[0[X| RE, det =/, A|AH 7|5 &els

7% OF ghLct.

AEZ|X| A|ARIOA ONTAP 9.17.1 O|AFS M3 Z0| AL [}S 2 AIRSIMAIQ"AIS £El 27 Eip | A|AHIO||A
O] HTO| ONTAP &l 2l BR +& £ 57 Z2MAE ALE8H0F gLt
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| A 22| 2=0M 2F7 2dct 2 O|C|0{E M|7H5t wH| & 0|C[o{E X[et g USB S2iAl E2I0|EE
AE3t0{ ONTAP O|0|X|E *%E.* |Ct.

"5 0|02 LY

=2 T od

USB =2t0[=20j|A] ONTAP O|0|X|E REot I A|ARS S/ Ch3 2tF HE eIl

ONATP 2g Hw0lM 2EE 7| 22Xt F40[Lt &7 7| 242|XE S LTt

r

"EHOH 7} ErAS HES NetAppl 2 HhetstL|Ct
7|EQt &M MSE RMA X[ Hof| dEE CHE 237t Wit 2ES NetAppol| BHetetL|ct
= 2E O|C|0] 27 Q7T AR - ASA C400

ASA C400 A|AEIS| R E DIC|01E wAst| Tofl d5H2l uHE ?let E4 2US

S
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AEZ|X| A|AEIO|AM ONTAP 9.1 LS
O|F H{F2Q] ONTAP gt =9I 7o='$ 5 HE| 23 T2 A S A0} BHL|C}.

Chg £

2E 0|CI0{S THBHE o LR Q7 Atdte ZES S 5 el 0[C(ofo|q 2Sst 7| X9 9 AEE Holg
"23s{of BHL|C}

|j0

=3} 7| X3 3 HEf 2l - ASA C400

AEE|X| A AES| H|O|E 2ot X[ot2H £& O|C[0{0l|A f=et 7| X|
2 Ql5HoF °“—IEf ONTAP HZF 0| NVE(NetApp %E 2ot E XIASH=X] 2l
ZEERE ZEo7| Tof| 7| 22|Xot 2 HEQIX] =elefL|t.

* I

AEZ|X| A|AEIO|A ONTAP 9.17.1 0 3
O|™ 9| ONTAP A&l Z0l AR 45 HEl 871 TZNAE A0

1CHA|: NVE X| 22 2olst 1 SHHE ONTAP O|0|X|E CIRZESHM| K.

Ol AR LSS AESIHAR RIS 22 S5 2. A A=A
;

B2 22 MESHUA RIS £E 57 2R L A[A-fAM
;

28 0|C|o| WK E /s SHIE ONTAP O|0|X|E CIREEY = YT F ONTAP HZEO| NetApp =& L=2SHNVE)E

X &Ash=A 2*°|0H\1IR

£

1. ONTAP HTO0| 2 2otE X|ASH=X| 2flstAR.
version -v

Z30| Z2El 10n0-DARE 22 NVE= A2 Q1 S22 AH HHO|AM X E[X| ¥&L|CH
2. NVE X|2l0j 2} HA=st ONTAP O|0|X|E CIRZESHMR.
° NVE7} x|/ %[= Z<2: NetApp Volume Encryptlone AH23t0 ONTAP O|0|X|E CHREERL|CE.
° NVEZ} X|IZ|X| gt= AR NetApp 28 =5} ¢10] ONTAP 0|0|X|E CIRZESHAMR.

@ NetApp X|& AIO|EON|A ONTAP O|O|X|E HTTP == FTP AMHLI 2Z ZE02
CI2ZEgL|CH 28 D0|C|o wA| Xt 5S¢t 0] 0|0|X| It 0| T LBfL|Ct,

2647]: 7| B2IX} AE] ol 8 7Y ey

= (=2 |

EHE HEERE S=oHY| Hof| 7| 22(X 742 2felstn Last HHE MASHA K.
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ONTAP HHQIL|C} Ol HHZ MaetL|Ct
ONTAP 9.14.1 O| & security key-manager keystore show
* EKMZ AFZ3H ERM O]

d 30| EAIELICH

=
=
g 0l EA[EL/C

0g O

* OKME AE3H oxM 0|
o 7| 2R B™E[ QK| %OH No key manager keystores

configured & £&0|| 0| EA|EL|CH

ONTAP 9.13.1 0|5} security key-manager show-key-store

* EKMZ At29IH external O HE £210]| FA|ELILCY.
* OKM2 AF23H onboard O] B Z==0i| HA|EL|CE

« 7| 22Xt B™EE[0] UK %$OH No key managers
configured BE &0 0| HA|ELIC}

2. N2Hlof 7] 22Xt FEE0] A=X| o520 w2t CHE & SttE - RLICt

28

7| 22| X7t 4 E H2(EKM &= OKM):
a. 7| Z2[Xo|M T 7| JEfE EAISHAE L2 2| BHS LHSIMH K.

security key-manager key query

b. £22 HESD S HQISIMR. Restored E. 0] B2 7| HZ|XHEKM L= OKM)2| 1F 77t §3H=
SRR AR E LIEHALICH



Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FHSHA

O
H
Of
k1
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
il

° 7|17} CHE S EASHE 32 true SYEE S0fA:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| M5 NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH 2dE HEESHE Mo S0t T EAE TAY - ASLICE

2HE 7| Z#2|XHOKM)
CtS SHAZ 240l 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE SOA:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mek
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE mAIFLICY
security key-manager onboard show-backup
i wo] HES Mol IiQIo|LE 21 THA0) ZALBHLICY,
T A} S0 OKME +S 2= E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32At2] FA2 FHE 2EE 7| 22| = E YHGHMIR.

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

%
—

d 2 717t =

{0

E| A=K 2ABHM K.

rin
ol

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM HEE MBI K.
g Het BEEZ Mt
set -priv advanced
S y AlSSIE= HIAIX|ZF TA|Z|H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
uH| EA B0l OKME S22 S70l0f = 2 0| i YEIL HREfLIC}
ii. 2|Xt REZ SO0H7t7]:

set -priv admin

+5 BE DL 271E ?ld| ZIEEZ| S = - ASA C400

NVE = NSE 2 S &t=dt 20|l= &4 ZEEDQ S5 E =0 0f gfLCt 740
Mot Zxtof wef HESS S SRotHL &dE ZESHE oA

AE2[X] A|AROM ONTAP 9.17.1 0|2 &l 52 FR LIZS AIESIHA R "AIS 2 57 2 AIA-0fA
O] HTS| ONTAP &l B2l FR 5 £E S5 Z2M|AE ArEsH0F gLict

g4 1: ol 7Y
NVE EE= NSE 2 S 2=t 20i= &4 ZHEEZ 9 S5 & 2=l of gLCt

EHA|
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1. 2AME HEERE 2 TETEZ JIH7HIAL.

& E HEEY I EAE= 2 2™

LOADER MIA|X|Z FEA|EIL|C HAEERY 2&E M7 = o|SELICL

"M JICElE ... Ctrl-CE & Ct3 HIAIX[7F LIEILIH yE FELICH

ANABRIODEDE = 245 HAHQlI ZHEZ2]Ql 'storage failover takeover -ofnode
DE2OTEAAH o Q2] impaired_node_name’0ll A &4 & HEZE2| S Ql4=5tALE SERILIC

Vel AE S0 7|2H S J|LtE[= &... O] EAIE|H Ctr-CE +E LIS

SEELICH

< rp
u [?

2. LOADER ZZIX E0|M 'printenv'E Y50 ZE HE &4
OREE

SM 2: ZLEE2{7} MetroCluster 71401 Q&L|Ct

0!
re
i
I
=t
|IOI'
~
_IT'_
Hu
[d
=
ne
=2
it
N
mjo
Rl
bal
ot
~
~

ro

e FK|7

—_—

LHEAAL HSOHR| gh= R ASOH| g2 = USLHICH

@ A AEIO] 2. E MetroCluster 714401 Z 2 0| XIS AFESHX| OHYAIL.

LM ZESE ZR6Y HESD| MEHS Holstn, LR AL MMl HESE T} A4E HESR
AE2|XOA HOEZ A% MBY 4 UTE HES2IZ A%} &

© LT} 27 O| MRl SR AE T} s A ™o Qlofo

-

=0l RA{OF LIt S AE 7} F0]| gLt o AEE{0f X444 8
HENOfl CH3l FALSEZ} BAIEl= 2 &4 E HESEE S257| Mol 2HE sHZsHof LthEE) "==2

S LB ST|stetL .

* MetroCluster A4%&0| 9= AL MetroCluster A& AEf7F 2ME|0] Q1 8liiE = E7}

-Ijg =] JgIAI-
AEH('MetroCluster node show')@IX| 25O BFL|C}.

A
= =x o

THA|

1. AutoSupport7t Z2A3}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZE5t0{ At AH|O|A MM S AX[ELICt

CtS AutoSupport HIA|X|= & AlZt SOt XtE A[O|A MM S AX|BELICE: ' cluster1: * > system node

AutoSupport invoke - node * -type all-message MAINT=2h'

]

P

EE2{9| 240 M 'Storage failover modify — node local - auto-£t2t false’S AHsQ 2 dhetgtL|Ct

[

o
3. 2MEIHEERE 20 TEIEZ JIN7IYAIL.

SHE HEERHI BAEE E2... O3E..
LOADER H|A|X|Z} BA|ELIC CHE EHAlZ Ol SEfLICt.
ghet o] 5. Ctrl-CE +E Ut HAIX|7t LIEILIEA yE FFLIC
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EME HEES I BAE = E2... O3
MNARIZETE L= A5 ANl ZAE E2] 'storage failover takeover
DETEAAH s ) -ofnode_impaired_node_name_'0i| X &4 & HEZEZE Ql5t7LL
Foishct
24 E HEED0| 7|EME J|Ci2[= ... 0| EA|E|H Crl-CE FE LIS
yE SEeLCt
2M 3: HEEE{J| 2'£ = MetroClusterdi| &L|CH
2ME HEEHE SEOIHH HESS HEIE elstl, Hatt 22 HEES MAS st Maxel HEER I}
24E HEEY AER[X|0| M HO|HE Al& MBS o{of gLt
O] Ztdof| chaH
* YA HEER | MS 3502 o] MXte| opx[o| M S5 HXIE H F0{0f gLCt.
CHA|
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. MetroCluster & E{fE =I5 ZoH7t U=
Hete| Q=X el ct

XtE 2|7t

LHA=X] o F0f w2t ChS FOf| et
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EE27} XA}50=Z HA AE Z2{(MetroCluster show)Z

TltglL|ct.

HESE 244 0l mil

7} s o= Mt AL CHe B S FIEH|Ct

I} S OR HSHEIX| YUALICH  HA AEE2] MetroCluster B 7152 S AL 24| 552
St

7t AtE=C R FSHE|X| @11, HEH HAIXIE HESI]

'MetroCluster SW|tchover' HHOE ANTSIHAL. EXESHEE =l B2 7= X

Hets M=o, ARX|2 7t
HEEASLICH

AR O|

OO 1L

EAE N M 'MetroCluster 2t&

controller A 1::> metroclus

[Job 130]

X R7t HEE|H -override-vetoes' O 74

HEUE O HAS AFBOHE FD AIAH

Ha
o
— OT [== g

MetroCluster operation show HES AI2S

0

EHA EAI P S HASHA HI0[E] o 22| AH[0|EE MS7 |ttt
ter heal -phase aggregates

Job succeeded: Heal Aggregates is successful.

E AE3510] 'MetroCluster 2tel' HHS MAlsHe 4 QELICE O]
237 =g WX|ste ZE ADE H|ol2 HHo|FL|CE,

tof 0| = E|U=X] SISt



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

-

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@ S AFE6t0] RE o 12|H0|EE

gL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X|R7t 7B E|H -override-vetoes IH7HHSE AF25E0] 'MetroCluster 2Hl' HH S RAMS &~ JUELICE O]
MEHX D7 HAEE AHEotE ER AAHS 57 Y2 UKot RE AT E H|QI2 MHQ|BfL|Ct

7. CHA 22{AE0| M 'MetroCluster operation show' HHE A28t 2Hel ZH10| b2 £} =X| 2HelstL|Ct,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} o]l &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotM|a.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li&2 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

o

A&etct.



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HR 7 HIAIX| glo| SRAE ZEMET} LT S|8t0 Mfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E D S7[3t7}
NZHOE A Wikl A4 TSR ohHIK.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| B2 ZuHE HHatolX| gLt Zapot LIEHLEH O O& Zapvt Bhet=|X] g8 Wi7tX| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM LhS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



|E2t 7| x1|15| RMA X|£l0]| MHEI {2 QF 7} LAlst 23 NetAppol| Bt

AHA|

OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

xHE wist

[y

o

H

MUt

Mslst A

o -l =

? =3
storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

_..

HE| 0|C|0{E NetApp 22 2t - ASA C400

dret SLUAH"XEMISE LHE 2 HIO|XI S HZESHUAIL.

MAl uH 72 - ASA C400

MAIS TASIAE Mol HES2 BES AAE| MAIO|M 2ALE A2 SUs @Eo| A
A2 SHOF SHLt.

AABRIOITHE R E 71 247t SHIEA| 2tSoHof LICt. O™HX| g2 22 71& XY R M0l 22|8H0F gLCt.
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* O] BXh= A|ARIOM X[@8h= 2= BT ONTAPOIM ALEE = AELICE
. olﬂxh_ =

cre

=

=] "' A
FTHO| dhaish &~

MHSLICH 2 E S2{AE Q| F2 2ot Mu|A STHS YOI LIS & S2{AEQ U7
o|¢|__||:|.
M H -

SHMA|2.

1

Of BxXt= 271 = 0] U= A[A”E flot AULICH SHAHE Mu[A " o] F S=00| st XiMet g2
HZSHUAR "AEE[X Alﬁ?é!‘é HYHoZ ZRot MAUS FLICE oiZ 710|= - NetApp 7| Rt=E"

AlZst7| o

* WSt AIg Astat X2 FHO| UK SIELIC

o

ONTAPO| CHet 2Z 22| X}

N
2t AEE2{of ter BMC 2 d

o

° It E FYTLICH A A AEf FHE"

° ONTAPE A|AHIS| HE 2E|A2 30| =§fLICt.

° HE 8HZ "Active 1Q Wellness & 2! [&". A|AH 719 249 LED2F 22 oiX A|A”I| U= 2=
22 7|50 Sl

1. SSHE Sall S AH0| 2015tHLL 22 Z& A 0|23 YS/2ES AHE0H0] 2HAEC| LA

£ S20[AE/SAE| M NetApp A|ARO| HIO|E{0f| M| ASHX| Zot == SfLICt.

4. AutoSupport7t 2-3tEl Z2 #H[0|A HHE ARSI A|ARO| 2RI € Ao o &= 7|2t
HEA[RLCE

o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F4A AlHH:

system service-processor show -node * -fields address
6. 22{AH #S8 ZFLICL

exit

7. o[ EHA|o] 0|l LIEE =9 IP F£AE ALE310{ SP/BMC over SSHO|| 2101510 T &zts
S L
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8. 24l MAl0| = 2702 =EE SX[EL|C
system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
StrictSync 2E0{|A 2F %= SnapMirror 7|4 SHAEE AL8%t= S2{AEHS BR: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true
9. CI30| EA|EH S2{AEO| 2t AEE2]0)| Tl *y * £ LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. 2t ZAEE2{7} B2 WEX| 7|Ckel = LOADER ZEZE S BAEL|CE
=M 2: 2 E MetroCluster TA0A HEEHE ZSEHLIC
2AE| ZES2|S S20l2{0 ZES2]| M| Solstn, Wt 32 HES WS Helsto] FAHQl HES{7}
EME HEER AEZ|X|0|M CIOIHE Al MSSH=E diof gLCt

|
1.

MetroCluster 2EllE 2015t Zol7t /= HEEEIF K522 Ho ZAEER{(MetroCluster show)E
Metz| R =X] SolgtL|ct

2. X3 EA7h LER=X| of L0l 2t CHS FOl| okt T BLICE

3

HEER &4 6% |

It RSz M= ASLICH CHE CHAIE TIASLICE

7t RS2 HBE K| RUSLILE Y ZESE MetroCluster BA| 7|52 Sl A[2l2l 2HM SE2
ASHSIC}
T o=

7t XSo= HEEX| g4 HEH HAIXIE HAEStD 7hs5S 32 2HE diZet = LHA|

‘MetroCluster switchover' HHOZ A|TSHMAR. 2HE SHEE £ = FR 712 X2 EM0| 252,

Hets A=YeH, ALK 7t
HEE[RASLCH

HyHel S AE0M 'MetroCluster 22l THA| TA' BE S &&5H0] HIO|E| OH22|AH[O|EE S 7| =& LICt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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X7t HEE|H override-vetoes' If7H HAZE f 504 'MetroCluster 2Hel' HE S A
MEHN D7 HE-E ALBStE R AAHIR 57 B S WX BE ADE H|2l2 MH <
4. MetroCluster operation show BE S AHE610] 20| =& A=K &elgfL|Ct

controller A 1::> metrocluster operation show

heal-aggregates
successful

7/25/2016 18:45:55
7/25/2016 18:45:56

Operation:
State:

Start Time:
End Time:

Errors:

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SIS,

controller A 1::> storage aggregate show

Aggregate Size Available Used$%

State #Vols Nodes
Status
aggr b2 227 .1GB 227 .1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster & tHA| 2

E o3 2|A|0| E( heal-phase root-aggregate) B2
F-EL(C}

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

|27t HEE|H -override-vetoes TH7HH 5 AFESI0] 'MetroCluster
MEHN Of7) HEE AL8SH= 2 AAH-ES 57 & s UX6h= EE &
7. tHA 22| AN 'MetroCluster operation show' E@HS

AtESHO

o 4 gLt of
gict
RAID

E of32|AH0|EE

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
8. &M% HEER ZE0M T 32 HKIE E2[LCH
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SHERI0| WA - ASA C400

LA MAIOIAM A MAIZ ™, ot= E2f0|E Sl ZIEEE] &S 0|Sotl &dE MAIS

SAPEl M|} SUSH mEo| A AR HHELICH

—

. ZIEER ZES 2l

=
MAIE WHStAE O MAIMM ZIEES =2 22[6HO0F BiLICt.
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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gto|
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X
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A QK| X A0| 2 Z |} =X| 2klL|Ct 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| k2t T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
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'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20
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3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlASHo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H4E AL S0 'MetroCluster 2" HH
O] MEHX Dj7Hf HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS IH™QBhLLC,
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4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AI26t0] RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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7. A 22| AE0|A 'MetroCluster operation show' HEZ AF25H0{ 2t ZJ0| 2R =P =X| 2QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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1. RE CJ} "enabled" AtE|(MetroCluster node show)di| Q=X| EtQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR

Group Cluster Node State

1 cluster A
controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.
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2. BE SVMUIM [S 7|37t b2 =Y =X]| 2HQIBHLICE. "MetroCluster vserver show'
o

T 20| ool £3ME|= A}S LIF 0+0|22{|0]4 0] '"MetroCluster check lif show'di| 4=
ol

Mirroring Mode

enabled heal roots

enabled waiting for

5. ARIX|H xtefo| 2tz E|U=X| ZHeletL|Ct. 'MetroCluster show'
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-

cluster B::> metrocluster show
Cluster

Local: cluster B configured
Remote: cluster A configured

SHAEHZHEY SEiof ALH ALK ZHI0] b= E LT

i B |

cluster B::> metrocluster show
Cluster

Local: cluster B configured
Remote: cluster A configured

Configuration State

Configuration State

Mode

switchover

waiting-for-switchback

normal

normal
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EME HEES I HAE = a2{H
Ae
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OTEIIE
TEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
AAE ZES2|E SR0l2{H HES2| HE|E Sololn, Wt Ze HESR HAS Moo FAEQ!
HEER 7t &l AEESS AE2|X|0|M HIO|EE A& NSSH= 3l{OF gfLCt.
Of ZFHofl CHaf
* W HEES 0| TYS SSot2H o] x| opx[2to| MY S5 EA|E A F0{0F HL|Ct
oHA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)=
M= A=X] =relghi|ct

XS EH7h L

7t A0 2 M3 X| &1
'MetroCluster switchover'
FHOE MAZS NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

2™

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIX|E HESID 7tstt R 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster AASHo] C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HE AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELICE
O MEHX D7} HEE A= 3R AAHS 51 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AI26t0] RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HAL-E AFRSHE B AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' B&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

HEED 28 YR 940 AMASHH MAIMM HEER ZES 2c|5H0F LTt

Hel ZH 0| 2= = A=X| =l gfL|ct.
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6. ZEEZ ZES MAl H2 = LOo{HL|CH.
ZEED| I8 SIS MA| BI22 2o mff XIX|SH=X] &felgfLct.
7. ZAEER B85 oFYX0|1 WHot BH0| S5LICH

3CHA: A| AR DIMMES AL

A A" DIMME LA H 2 27 HA|X|E Sl the DIMME AEst1, 37| &

= EQ9| FRU HS AHE5I0d L2
DIMME %2 C}2 DIMME uA|s{oF L|Ct,

d
Ji

CtZ ofLfmiold, O = J7|FE BHAE AESHH AIA” DIMME wHE & ASLICEH
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3. X DIMMES SHIE WEo = &ele = UL E AZ0lA DIMME| Heks 7|S3 FHAL.
4. DIMM 2Z0i| = 5 7H2| DIMM O|HME| S MH3| 20| 270l M DIMME HH CHE 2200l M DIMME
THRLICE.
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®  geine
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DIMME 20| EHEFS| HATEIX|RH &7 B4E 4 ASLICH IR oS 29 DIMME S20| HHZSH D ChA
HUELICH

() DIMMO| 2t M=o S0 TS| LYK FAOR ZABILIC

7. O|XE| &0| DIMM & 222 lX| 2I0f 7| E wh7tX| DIMMS| Mt 7RIS RYAF A HES| F=ELIC
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2 2E22 250 22 MAIS Y70| BE OIS HES2| RES ¥ THA AlAH Yol Yot
() mA7HUS wikx) HES2 252 MAI0] 23| MUK THIAIR.

AT PISH A AR HMAS = JEE 22| ZEL 2& TE|T #|0|22 HELLICL

4. ZIEEE 2 E HX|E AFHLIC
a M IEE WY 32 Ko AZstn M AolE &z 12| S LAl EX[et g HE 35 XIS W
HZLICH
b. 3 2HXIE AE5I0 FHF X7t 4S5H7| AR WX ZIEES RES MAI0f| THEHS| 20 E&L Tt

@ FHUE{7} 2AME|X| UYEE AEER DES MA|N 2| Y2 ol DHESH SIS JI6HK| OHAA|L.

c. = 2XIE BLE =0 Ha Ho| E2|=E HEER RES 7|2Q T3 HESEE 20| 2 2 L3
g3 KIE 3 ?IXIZ L AHAIOH 2ATS| FAfetLICt

HEZEE] 20| MA[of 2T ZAE|H HIZ 20| A[ZHEL|CE RE T2 MHAE SHY FH|E SHHA|2.

d. OFE] MAISHX| QS A A0S Ba| HXIS CHA| MAISHIAIL.
e. MM BEE D2 NAE FHSID 'Cirl-C'E =2 2L E BEIgL|CH

() Aol 28 siRolM BEE FS 202 HEsts SN Mg

f. LOADER ZEZE0|A BYEE 2250 PCle 7t= 3 7|Et M R4S ChA| X7|3tefL|Ct.

9. HE TZNAE ZHSHD 'Cirl-C'E =8 20 TEXEZ HEISHL|C]

AAEO] 28 Mmool M= 2 ZHZ R#EISH=E 83 MEgLCH

ANARS o|ot, AEER] 2SS Hettt CFS, XS HHet0| ThAl ME&E| =& Ao of &L Ct.

1. "eof wat A|ARS CHA| HZELICE
O|C|o| ZAHE{(QSFP = SFP)E 22(3 22 MR AI0|SS ME%t= Z ChAl HX|sHof gfL|Ct,
2. AE2|X]| 'storage failover back-ofnode_impaired_node_name_ 'S XM|35t0] ZHEE2{E M4 25 MEiZ
E|SELICH
3. X}E gteto| H|gM3HEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| M- BtL|CH
6CHA|: 2. E MetroCluster 740l A O 12| A|0|EE CHA| MetetL|Ct

O] X2 2. E MetroCluster 40{| 2t HEEL|C}.
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ChA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rlEtL|Ct

6.

88

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

. BE SVMOIN HS 7|37t 2t 2 £ =X| &QIBIL|CL. 'MetroCluster vserver show'

23 20| o8 3 E|= Xt= LIF 00| 12{|0]40]| 'MetroCluster check lif show o] 2O Z tZE|A=X|
gtolgtL|ct

Aol FP AR e BE 20| M 'MetroCluster A9 X[ HH S ALRI0] AQ K|S LSBT

A

{UX|e 0| 2t E|A}=X| &l BtL|Ct '"MetroCluster show'

SHAETIHTT| B - 290X HEHOf ASH ALK 20| T

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H Krelo] 2R ELIC

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

HHE
HE

i Zot= O A|Zto] 22 ZE|= AL MetroCluster config-replication resync resync-status show
AH25HY 21 ol 7|E M| MEfE =eole = JUELC

= =

ot
St

oR >
ol 40
mo >t

SnapMirror EE= SnapVault TS CHA| A& TtL|Ct,
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EME HEES I HAE = a2{H
Ae
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OTEIIE
TEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
AAE ZES2|E SR0l2{H HES2| HE|E Sololn, Wt Ze HESR HAS Moo FAEQ!
HEER 7t &l AEESS AE2|X|0|M HIO|EE A& NSSH= 3l{OF gfLCt.
Of ZFHofl CHaf
* W HEES 0| TYS SSot2H o] x| opx[2to| MY S5 EA|E A F0{0F HL|Ct
oHA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)=
M= A=X] =relghi|ct

XS EH7h L

7t A0 2 M3 X| &1
'MetroCluster switchover'
FHOE MAZS NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

2™

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIX|E HESID 7tstt R 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster AASHo] C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HE AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELICE
O MEHX D7} HEE A= 3R AAHS 51 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AI26t0] RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HAL-E AFRSHE B AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' B&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

HEED 28 YR 940 AMASHH MAIMM HEER ZES 2c|5H0F LTt

Hel ZH 0| 2= = A=X| =l gfL|ct.
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HiE{2| 2 &S HiE{2| 0l &= CHS HXi2[of 2 m7X] HHE2|E &R0 2EZA 2o &Lt
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3. THg M410| BeiS 435t7| SIoh AIAHO) HNAT 4 AT Be| EZEQH 24 EEOIH Alo|SS HBBLICH
() ol mxtel sisRolx LX) Hol2e HESR| S0 AR,
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a. 7iel IS M 23 IO AZSD B Ho|2 A3 12IS CHl MK CHS B 23 FXIS Helof
ALt
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HEES] ZF0| MA|of RS ZAE|H HI2 20| A[ZHELICH RE I2MHAS SHYE ZFH|

() AAs0l 28 HiRoM BAE 22 202 HEots SN Mg

f. LOADER ZEZE0|A BYES 2250 PCle 7t= U 7|Et M R4S ChA| X7|3t8fL|Ct.

g RE IZNAE BLSHL 'Cirl-C'E 2] 20 ZEXZER 2L

o

AAHO| e Bl01M HEL 2L 202 et SHS MBIt

ZIEED| 252 etet L3, AtS BHeto] ThA| ALSE| =5 A 7sH{of LT

1. 2Q0j| w2t A|A-S THA] HZ LT,

O|c|o] ZIHE{(QSFP L= SFP)E 22(tt 3% Ed® 0|22 Ar80t= Z2 THAl EX[sljof LTt

E[SEUCH

]

2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M35l ZIEEZE HAl &=

SHYAIL.

HEiZ

3. X}s gtgto| H|ZHAMSHEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& BtL|Ct

6CHA|: 2. E MetroCluster #4301 A O 12| A|0|EE CA| MetetL(Ch
0| 22 2= E MetroCluster A 0f| 2t M ElL|C}.

£

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X| 2HQIBHL|CE. "MetroCluster vserver show'
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3. 23 =Hof| olslf £ E|= X5 LIF 00| 12{|0| M 0| 'MetroCluster check lif show'0fl 2O Z AZE|UE=X]
StolgtL|Ct

4. MAEOl 2 AE0| Q= BE L E0| A 'MetroCluster AQ|X|uH' HES ALREL0] AQ XS HSHTHL|CT,

5. AR|X|u Xti0| 2t &R =X 2QIEL|Ct. 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| ZH0| TS| 2 SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAETHFY LEfol| AH AQ{X|HH 20| t= ELIC

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

5t= E‘Il |7*0| 22l Z2|= &2 MetroCluster config-replication resync resync-status show

A =
= =
HHE A5 T Tl 7|2 M HENE etele = AGLICH

6. SnapMirror LE= SnapVault A2 CHA| M&EEHLICH

7CHA|: ZHOH7} L ABE HES NetAppoi| Bt

7|E2t BHH R 2= RMA X|&l0f| AHE L2 27} WHAlst HES NetAppof| BHSHEHL|CE "2 2 ghst ol mH| XM
LH2 2 H|0|X|2 AZSHAAIL.

NVDIMM-ASA C4002 W A|8tL|Ct

AAT0| E2fA| 20| 719l ELpiit 458 NVDIMMO| etsel ejst ofd sto S=

M ZIES2 Z=0|M NVDIMMS AsHOF BfLICE K] tO™ A|AR Ti]Of ErHBfL|CE,

AABRIOITHE 2E 718 247t SHIEA| 2tSoof LICt. 2K 42 22 7|= XY FAM0l| 22[sH0F gLCt.

QLRI AT 1Y QA5 SEUNZRE #2 WA FRU 78 242 WA|SOf Lt

98


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)=
Mt A =X] ZolgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| k2t T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M2 A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlASHo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H4E AL S0 'MetroCluster 2" HH
O] MEHX Dj7Hf HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS IH™QBhLLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AI26t0] RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HAL-E AFRSHE B AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' B&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

HEED 28 YR 940 AMASHH MAIMM HEER ZES 2c|5H0F LTt

Hel ZH 0| 2= = A=X| =l gfL|ct.
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HEZ2{J} AJA| HIOZ k7L O|SSHL|C}

6. ZHEEZ ZES MAl H2 = LOo{HL|CH.
EES| I8 SIS MA| S22 2o o XIX|SH=X] &fel gLt
7. ZAEER B85 oFYX0|1 WHot BH0| S5LICH

3CHA|: NVDIMME WA|ghL|Ct

NVDIMMZ uM|ste{H S7| HE &THel FRU B £= &% 1 210|X &He| FRU BE AIE5t0 EE2 Z=0(A
31l NVDIMME Zt0tof fL|CY

* NVDIMM LED= A|AEIS SEHe f LI 2 C|AH|O|ASt= St ZHlL|Ct. C|AHO|& 0| 2t= &M LEDZ}
THEL|CE.

* NVDIMME| 28 %= ofsste|x|ot
Sofl ciet

VDIMMS IH[67| Hofl LSS XIS 0| S&LIC XAIE 82 8
HESHIN "3l Ao of :

fjo

HA|SH2{H NetApp Support AtO|E0f| 2 013}{0}

@ A AEIO|| CHEE  Statement of 32N
ghLct.
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- NVDIMMS| &Z0f 1= = NVDIMM O|HEf &S M| ZO{M X0 M NVDIMME H'H Ch= 22001 M
NVDIMME 2O{LHO] SHE0H| FLCt.
@ NVDIMM 2|= 2E9| 14 2401 &=0| 7I3iE - A2 Z NVDIMME| 7HEA2|E = A8
Z&LITh
3. FF7| WK ZEE W0l M LHE NVDIMME AT NVDIMME ZA2i0fl 23 T g 220l 2#LIC
NVDIMME] Bl Afo|| |7} A%e| #4324 Mo| £|ofof BfLiCk,
4. NVDIMME 212 &R 2 HELICH
5 NVDIMME £&0f| FHtZ MLt
NVDIMME £20fl ErEHS| FAFEIXIBH $474] FA12 4 QLT DX %2 FS NVDIMME S20| YD
ChAl ArelBfLict.
(D) NvDIMMO| Rt HEI0| 20| TS| HYEIAST| KAOE ABILICE
6. O|ZIE| B40| NVDIMM 2 29| L] 90f 719/ U7HK| NVDIMMS| AEt JH8IRE|S T4 AR Erer
gLk,
7. oflof SHES L,
4t HES2 BES MBI
HES2| BS0IM T4 QA4S DA S HES BES MAO| K TS ST+ RER B0 BiLIC,
1. Of| oflo] HES ©X| 242 22 0o HES HOHAIR.
2. ZES2 20| B2 MAIY Y70 UE CIS HES2 DES UHE ZTHA AR of &LICH
(D) At s umtx HESR 252 MAll 28| delehrl THIAIR.
3. TS MMO| RS 23s}7| 2Us NAHO| HNAS 4 UEES B2| EEQ} & EEO|DH 0|22 HZBILIC,
() ol mtel im0l LX) Aloj22 HESR S0 HHBHLICH
4. AES2 DE XS ARBLIC,
a. Fel ACS FE B A0 HFoD Y Aol BT M2US CHA| MK OIS TR B TS HLo|
HZBLICY,
b. T3 XIS ALSSIO T BT AH50t7| AISE LK HES2| BES M/ EHERS] Loj WHLIC
() HuEt2usx =S 2ESR DES A0 Lo B2 T T3 312 JHOHX| DHIAIL.
c. B3 NS YEOR 52 M3 Wo| B2|=E HES2| BES 7|20 [1S HES2AS 2| Yo Y2 1S
55 2415 3 1312 U ol 2e] LI
HES2| DS0| A0 26| FAE 2 REo| AFELICH RE TRHAS ST FHIS SHA
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d. OF%| MX|5IX| gt2 Z<2 #|0|2 22| XIS CHAl EX[SHUAIL.
e Y RE ZI2MNAE SHSHL 'Cirl-C'E =2 20z RO

f. LOADER T2 E0|M BYES Y245t0] PCle 7t= S 7|Et M QA E CIA| X7|SkgtLCH.
EC_)I

g- RE DTZNAE BLHSHL 'Ctrl-C'E 52 26 ZEXEZ &

ZIEED| Z=3 etet L3, AtS BHeto] ThA| ALEE| =5 A 7sf{of iL|C.
1. 20| w2t A|A-S CHA] HZ LT,

O|c|o] ZIHE{(QSFP L= SFP)E 22Itt 3% Ed® 0|22 Ar8dt= Z2 THAl AX[sljof LTt

A

2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S XM|&d5t0] ZEE2{E M4 X5 MEiZ

E|SEILC
3. At= dizto| vl MstEl AL 'Storage failover modify -node local -auto-2t&t true’S CHA| A& BtL|Ct
6CHA: 2. = MetroCluster -0l A] 0§ 12|H|0|EE CtA| MetetL|Ct
O] Xt 21 = MetroCluster 71A40f| 2t M EIL|C}

CHA|
1. @E L E7} "enabled" AEll(MetroCluster node show)di| =X 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN 57|37t bR E|RA=X| 2lBtL|Ct. "MetroCluster vserver show'

3. £ =A0]| 2ol +HE|= X}S LIF 0k0|22{|0]M0| 'MetroCluster check lif show' 0l d3XHO =2 et E|/U=
efolghL|ct

N
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4. HAEOl 2 AE Q= BE L E0|A 'MetroCluster A X[t HEHS ALRSI0] AQ|X|US LS |CT,
5 x

o
- AKX 20| b2 E|U =K 2RIBLLICE 'MetroCluster show!'

SHAETIHTT| F - 29[ HEHO| ASH AL K| X A0| o T5| 2 SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H Ktelo] 2R ELIC

o i B | —

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=Zot= O A|Zto] 22 ZE|= AL MetroCluster config-replication resync resync-status show
FE5I0] T F2l 7| &M HEHE Eelg &~ USLICH

= - =

TTHA: ZHoH7F M5 2 ES NetAppO| et

9|59f 2H MEE RMA X|EHol| 2 E 2 @77t Zdst RES NetAppOf| BHeteL|Ch, "F& Hhet S A KA e
LHE2 HIO[X|E HZoIHAI2.

PCle tE= At FH=S WA|EfL|CE - ASA C400

PCle EE= HIXt-l FIEE WA|StHH AH|O|22 SFP 5! QSFP 2 &2 7I=0|M £2(5t12
QLEII YHMT PCle EE= HAL! FIEE WA|SH LS FIEE CHA| HHﬂoHOF eL|Ct.

* O] Xtz AAHIOM X A5t 2= HT2| ONTAPOIAM AFEE = AELICE

* NAHS| CIE BE 74 947} 2622 HSefof gLICH 2HX 22 2L

\J

|= X3 S0l Z2fohof BfLICt.

2| K] A A8 SEER0] 40| et CHE BAHS AFEote] &4l ZIEES E =0t
L.

106


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

A1 229 714
EME HEEYE ZEoIHTE FHESSY ME|E Helst, Hast 32 MKl HEEE I}
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o] =roi CHsH
* SAN A|ABRIS AL8SH=E E R &4E ZAEER SCSI 20| =0f| Cit O|HIE MIA|X|E 2QI8HOF cluster
kernel-service show LICt. priv advanced ZENA HH % MEiSHH “cluster
kernel-service show ST =2 LE O|E"# & MEfRULICH, Y == 718 e S i

LEO| &S HEH7F EAIELIC.

2} SCSI £8[0|= ZZMAE SHAEQ| CIE =0 SHH HZof| QLojof BtLICE nHIE TIgst| Fof|
£ ZHE ol ZsHoF LTt

* O 27K Ol 4Rl SHAETE A= 2 FE0 ACOF BfLICH S AE7F Z 0| gL o HESE0
Xt 5L JEHoll CHoll FALSEZ EAIE= B &4E ZEEHE S=5H7| Tl 2XIE o ZoHoF RLICHEZE)
"= EE SHAELE S|t

1. AutoSupportZt Z-43tEl AR AutoSupport HIAIX|E S &80 XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELICE.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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DEDE

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader =

2: Z1EE2{7} 2 E MetroCluster0 Y &LIC}H

= ZEsl2H
ol AEZe{7} A0E AEE?

HEED HEIE

= efelst

5| Qs A HEZ
AEEIXIOHH |Z1|0|E1E A% MSoHES

AASIAHLE SXILICE,

xele

=

o] Ztedof| chat
* HY HEER | HAS 335t o "Xt otx|atof] M S5 TK|E AH F0{0f SLICE
CHA
1. MetroCluster 2'EHE 215t EOj7} Q= HEE2|{7t RSO E YA ZHEE2{(MetroCluster show)Z
HBhe| Q=X BHOISHL|C}
2. Xts "A7H LM =X of 2ol w2t CHS HOoi| w2k X gLt
HEERY &4 08 J2H...
7t SO = MEtE[ASLICH CHS CHAIE T gLt
7t AH5O 2 MEHE|X| LAUELICH HA HAEZ2Z] MetroCluster BH| 7|52 Edll Al&El 2N S22
= ._H:f
7t SO E MEHEX| o, HEH HAXE HESID 7153t 22 EHE sHZT = CHA|

'MetroCluster switchover'
HHOE M2 AT OH,
AKX LHII HEE

MS7|=tefLct.

controller A 1:

[Job 130]

X7t HEE|™H -override-vetoes' Oi7 tH
O MEH™ Oj7f HE
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HAMHMol 22{AE0|A 'MetroCluster

MetroCluster operation show &

ANZSHHAR. ZHE HEY =
FOSHYAIL.
|ASLICE

512l Ch|

—_ = -

R

:> metrocluster heal -phase aggregates

Job succeeded: Heal Aggregates is successful.
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E
AMEdtE 3R AlA”I2

Al

= AHEdt

2

xte)

2AsHo] H|o[Ef of22[H|0[E

EZ=
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AI26t0] RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HAL-E AFRSHE B AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' B&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

20 AEER ZES 2|ELIC

1}

HEED EE WRQ #9240 HMASHAH MAKM ZESS 2= 22[00F &fLIC}.

Hel ZH 0| 2= = A=X| =l gfL|ct.
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6. 7EE2| ZES MA| 8O = o{HL|Ct
HESZ ZE SITH2 MAI $1o 2 Yoid o X|X|Sh=X| =tQletL|Ct
2

3CHA|: PCle 7tIE=E W A|gfL|Ct

PCle 7IEE 1 H|SI2

18 2F 7L EUS PCle 7tEE HOL AEE E=0|M 7tE7H S0 U=
2tO[XE HH CHS ZE

£2{ Z=0{ PCle 2{0|ME CEA| 2 X|oljof ZLICt.
CHS ofLioilold, 12 i 7|28 EHAE AFgt] PCle 7HES @AIE 4 l&LICE

OfL|MH|O| M - PCle 7tEE mA|gtL|Ct
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XIS AtESIH HEZ2] EE0| STt ThLf 24T 5| FAHE WintX| MA| o= HHEDS| 2o F5L T}

0

@ HUE7L AME|T| RS HESE DES Ml of 2 0 T3 32 IR THIAIR.

EE3 ZS0| A0l 2bT5| FA=|™ Hi=Z

om

Of AIZtEILICH R2E ZZNAES Fthe FH|S SHYAL.

4

a. F3 NS B0 Sof 3 WO| B2|=2 HES IES 7|29 O} HESAES YH Lof 923
342 K12 2 1A L2 Aol R3] Bt
b. Ofx| MX|SHK| 22 A A|0|Z Ba| TAIS ChA MA|SHIAR
C. BAHE D2HAS ECHID Crl-C'S S8 202 Bt
() Aol 28 sikolM BEE 22 202 Bests g4 Meshr

d. LOADER TEITE|A BYES 26}10] PCle 7IE 4l 7|E} 2 QAE [{X7|stst0 HEERE
HEEBLICE

A
So

i
™

5. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S M|&2%}0] ZIEER s MEIE

E|SEL

6. X5 gtzto| H|ZM3tEl ZL 'Storage failover modify -node local -auto-g2tet true’S CHA| A& BtL|Ct

St A|ARIS TH7tSotn HEER ZES Hhetet Ch2 AtS HHEt0] ChA] ALZE| == 27Y5Hof

1. 2Q0j| w2t A|A-S CHAl HZ LT,
0|c|o] ZIHE{(QSFP L= SFP)E 2EItt 3% Ed® Al0|=22 Ar80t= Z2 CHAl EX[sliof LTt

2. AE2|X| 'storage failover back-ofnode_impaired_node_name_'S HMZ26t0] ZEZ2|E Mo ZHE ME[Z
E|E2Lct

3. X+ gteto| H| 2 M3tEl AL 'Storage failover modify -node local -auto-2tet true’S CHA| A& EL|CH
7EH7: 2 E MetroCluster 7 40{A{ 0 22[H|0|EE CHA| MEtEL|Ct
0| e 2 E MetroCluster 7140f|2t M ElL|C}.

ChA|
1. BE L CJ} "enabled" AEll(MetroCluster node show)di| Y=X| rlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| 9|8l £ME|= XIS LIF 00| 12{|0]M0| 'MetroCluster check lif show 0| AZ2HOZ b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2| XU HHS ALES5I0] AX[ME AT
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

i
ME

ol o

mio >t
otrie

=
of P FQI 7| ZMO| MefES olet & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)=
Mt A =X] ZolgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| k2t T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M2 A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlASHo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H4E AL S0 'MetroCluster 2" HH
O] MEHX Dj7Hf HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS IH™QBhLLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AI26t0] RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HAL-E AFRSHE B AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' B&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

HEED 28 YR 940 AMASHH MAIMM HEER ZES 2c|5H0F LTt

Hel ZH 0| 2= = A=X| =l gfL|ct.
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Aol 22| FX|of| Ao|22 A FH A 0|S 2| XIS CA| ExX[ off #|o|=0] | ELICt.

HEEC] ZF0| MA[Of| A 2FZF 7H-4LICY,

= 2

= =1

@  TEERTHMAgeE etolsELT

RES MA| 2 oLt
ZEED| I8 SIS MA| BI22 2o mff XIX|SH=X] &felgfLct.
2

== FEX0|1 Heh BH0| s5LICL

3EHAI: RTC BHE{2|E W AIRfLICt

ZEED 28 Wo|lM RTC BIE{2|E #2 L2 S8 HAIE watof LIt RTC HHE{2|Q fIX|= ZEED 28

L

o FRU #g &ZsHIAIR.

CtZ ofiLfmiofd, O = 7|5 & BHAIE AMEdH0 RTC HIEZIE UMY + ASLICE

OHLIM[O] M - RTC HHE{Z|E wAIL|Ct
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a. ool HE ZH0f| U= E3 BS ZEED 2E SYS ol =81
b. 37| HES ZEEZ & FIZQ= Ul T3 2| Sl XX IR 2 SELICH

3. RTC HHE{2|S ZOtA H|AH%t CHE CHAl 77 ZLICE
a. FRU @2 At835to] ZIEER| ZE0iM RTC HiE2|E Z&LICt
b. B{EZ|E SHIM ZHAEA 2oL SEHUM Sl TS SCH0lA S0 JHEL(CEH
HHEIZ| S SH0IM 22IE o HE{2( S0l RS AIL. BiE{2[0]= Z2{A 7|27t

() mAI=lof o0t Zriof Suk2| SIxjsiof itk 0] 2Xol 2l Ceh| 72k thef2lS
OfeE 7| B X|BH0F SH=X| LeiFLICt.

o

C. HH7| UK 258 WMol M UHE BIEZIE HMAZLIC.
d. RTC HHE{2|Q] S4E &feltt L3 HiE|Z|S HIAS3| 7|20]|1 of2 2 =2 SO0l A eLict.

4. HHEJ2|E SAC 2 HAISI SC7t 25| FAIE|0| A 40| SHHEX| 2QISHIAL.
=
=

o. 0o HEE &Lt

ATHA|: HEER 2SS CHA| HX|5t0 RTC HHE{2| WK £ AIZHEWE H™BL|Ct

HEED 28 Uo|lM 78 245 wAet 20= AR MA|O| AEER ZES K|S, ZIESE{2| AlZHE
=2WE At ohZ FE6oF LIct.

1. 00l HE L= ZESE 2 & AHHE OF% EX| &
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. ZES2| DEC| B2 M9 Y0l U O HES2| BES B THARH A2 Lof YELC

XIAIZEAS WK ZEES ZES MAl0 2tT5] A SHA| DFYAIL.

- 20| w2t A|A-S CHA] AZ LT

0z

AHE W7ER] M A] Rt 2 TS| 2of E &Lt

() #H4Et ayeix) ss ZESR DES M of 92 0 Tz 3 IR THIAIR.

a ZZ KIS YBOR =7 A3 Wo| Z2|TE HES BES 7|20 (13 HESHS 2H| Yo 2 kS
&3 NS B2 K2 Lhef Al 2HB| ZAfELich
b. OFX| MX|5tX| 92 A< H|0|2 Ba| ZK|S ChA| AABHIAIR.
c. MM HE DA AES ST Cir-C'E 57 2HE HegL
() AAs0l 28 HiRoM BEE 2L 202 BEots SMS MBI

. 'show date’ BYOR FArEIol IESe|o] U} 8l Al7tS EHoIBiCt,

a =
b. CHAF ZAEE2{9| LOADER ZEXE0|A A|ZH U HWE stolgtL|Ct,

c. st AR 'mm/ddlyyyy HHOZ UWME X TtL|Ct
d. st AL 'AIZt ¥H hh:mm:ss' BHES AH25H0] GMTE A|ZH2 HEEL|C
e. LH& HEES Q| Eu 8 A|ZHS =helgfL|Ct

- LOADER ZEZEO0|M BYES Y250 PCle 7t= 3 7|Et 74 248 ME7|et5t 0 HEEZE R SLIC

. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S H|35t0] ZHEZE2{E HA &5 4
St

. At3 gheto] H|g M5tz AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct

5%HA|: 2. E MetroCluster 7140{| A Ol T 2|A|O|EE CIA| HetetL|Ct

A2 21 E MetroCluster TA0| T M EIL|CT

1. @E L EJ} "enabled" AEll(MetroCluster node show)di| Y=X| 2IgtL|Ct



cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| 9|8l £ME|= XIS LIF 00| 12{|0]M0| 'MetroCluster check lif show 0| AZ2HOZ b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2| XU HHS ALES5I0] AX[ME AT
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

i
ME

ol o

mio >t
otrie

=
of P FQI 7| ZMO| MefES olet & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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6CHA|: ZHoH7t

ng

Mot HEZ2 NetAppoil het

7|E2t o MESE RMA X|Eol| 2HE 2 @77t Zdst RES NetAppof| BHeteL|Ch, 55 Bhet 51 A" KiM|e
LHE2 HIO[X|E HZOHHAI2.

ASA C400 2| =2 At

C22 thel 1712 A Mol ASA C400 AEZ|X| A|AEI0| CHot MEH AFLQIL|CEH 0| AEE|X|
|AEIS| MKl AFFZS E2{™H NetApp Hardware Universe (HWU)E & -E-3H1IR.

ASA C400 2| =2 Atk

* Z2HE 1A ASA C400A THY MA| HA & O|H{ul tHE
* Z|CH YAl 8 2.9472PB

* M2 2]: 256.0000GB

* E WEf: 2702 HA HEE2{7} U= 4U MA|

* ONTAP HZ: ONTAP: 9.16.1P2

* PCle &% =%: 1074

* X|2 ONTAP HZT: ONTAP 9.13.1P1

>
N
o
+0
vy
4
£y

Sd: NAS
* 23 SAN; HA 4 6; ®IA| 22F 17.7PB / 15.7PiB; X|Ci H|22|: 1536GB
Q& HAMN: /1A 22F 2 9PB / 2.6PiB; £|CH M2 2|: 256.0000

« T2 EE: 0|4l 100Gbps; ZE: 47
« TZEZ: 0|4l 25Gbps; ZE: 12

Z1/0
c IZEE: 0|4l 100Gbps; ZE: 24
* T=EZ: 0|H4ll 25Gbps; ZE: 28
« IZ2EE: 0|4l 10Gbps; ZE: 32
* I=EEZ: FC 32Gbps; ZE: 40
* IZE=: NVMe/FC 32Gbps; ZE: 40
* XE:Q
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&2 ZTE

c IZ2EE: 0|4l 1Gbps; ZE: 27
* TZEZE: RS-232 115Kbps; ZE: 4
* TZEZ: USB 12Mbps; L E: 474

AEZ|X| HER/{Z XA
. FC
- iSCS|
- NVMe/FC

* =0|:4U
* L{H|: 1921X| IEC 2 S2H(17.6Q1%| 44.7cm)
* 20]: 32.621X|(#H0| & 22| Ha{Z! ZEh A| 34.721K])

« &= 25/15/AE: A|TH 3048m(10000I|E) TE0A 10°C ~ 35°C(50°F ~ 95°F), AlH &= 8% ~
80%(H|I2%)

* H|ZHE Al 2%/&%: -40°C ~ 70°C (-40°F ~ 158°F), Z|C| 12,192m (40,000ft), 4T &&= 10% ~ 95% (HIS%),

el 871 71F
N

2 SHE 3% MH(LwAd): 8.5 S (LpAm) (2Kt 2/%]): 67.2dB

e
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H

EMC/EMI: BS-EN-55024, BS-EN55035, CISPR 32, EN55022, EN55024, EN55032, EN55035,
1000-3-2, EN61000-3-3, FCC Part 15 Class A, ICES-003, KS C 9832, KS C 9835

m
(o))

N

* EZF 2FH: ANSI/UL60950-1, ANSI/UL62368-1, BS-EN62368-1, CAN/CSA C22.2 No. 60950-1, CAN/CSA
C22.2 No. 62368-1, CNS 14336, EN60825-1, EN62368-1, IEC 62368-1, IEC60950-1, IS 13252(ItE 1)
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