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e. HAXMOIOIEL] HEE2HA 24 E HEEYE 2AZ|Xt +FCE E|SZLICI set -privilege
admin.

f. &M= AEEZOM 7t EA|Z|H was the restore backup procedure successful? &Y
FELICH

g. &M= HEEZHO|A 7t EA|IE|/™M _would you like to use this restored copy now? =
Yy =ELCt

h. &A4E HAEER0|N 24E HEEZE MELYS2H= HAIXIZF LIEHLIH 7|18 v F21 B8 HRE
FEUCtctri-c
i. AJARIOIM 2S3E AHRSHX| b= A _option 1 Normal Boot._E MEfst, J%X| gfO™ 2

O|SELICHY=E SASLICH

=M 2: ONTAP 9.16.1 O &}

a. &ME HEEHU N Y L2 SRSIEH= HAIX[7} LIEILIH 7| € v SELICL

S@ "ot d3otH 225 - ol o H|A[X|7F EAIELICH syncflash partner: Restore from
partner complete.

b. &l HEEZ M S)0| HSYE=X 2elst= HIAIX| It LIEFLH 7|8 =EUCy,
c. 24 HEEM SHE FES AHE5I2t= HAIX| 7} LIEILIH & v =FLIC}

a
rp
0z
I'ﬂ

HEEE M =EE MB-otEt= HAX|Z7E BEAZH 7|8 +&LICHy.
E

@
b
0z
rt

ZHEEZON &4E A
SELICHctrl-c.

EE MEEstets HAIXILLHEILE 7|1E Yy +20 B HRE

f. A|AEIOM 25312 ALRSHK| o= AL option 1 Normal Boot. S MEfSI JEHX| gfoM 2
O|SetLICh AT oE SelgtL|ct

=& 70|22 THEH HEE=0| HEYLICH

. 'storage failover -fromnode local' BEE A5 HEE2{E BretstiA2.

o

SiAst < o] gret

. 'storage failover modify -node local -auto-2t2t true' HH 2 ALE5I0] X3 et 7| s
7|58 S

- AutoSupport?t BEEl 22 HHS A5t A3 #H[0|A M-S H2/AK| system node autosupport
invoke -node * -type all -message MAINT=END SHA|ZfL|C}.
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

0 T2 MATH HINSHH Off "NetApp A& "Z2SHIA| L.

A= =7 - ASA C800

oA HEl 0L M eSetE SR/IgL|Ct.
HEI O|C|0] K| XL A|ZH HEOf| 4Tt MES AIRSI0] REE 7| 22|XHOKM), NSE(NetApp AEZ|X| Y53})
L= NVE(NetApp 28 Y537 SMSHEl A|AEIE CHAIE 2t 3f{0f SHL|C}.

Al 2Bl A E 7] 22Xt mEt Chg 4 S StLE MRSt 2R Mmool SRS

* "SM 1: Onboard Key Manager 7+ g S{gtL|C}"

[=]
LM 2: 9| 7| Belxt A4S =B

o= 1=

=M 1: Onboard Key Manager 714 S S@IgtL|Ct
ONTAP £E! 0|50|M Onboard Key Manager(OKM) 7t S 22lgtL|Ct.

A|Zfot7] FHof

o
UHMSLICL "REY 7| 22| oottt
° "Onboard Key Manager0f| CHS 814 HE QL

* "RELE 7| 2| Yy 8 SHAH A 2= E =elchs SEASS| Fol| BAHE HIHAIL.

T
1. 2 70|22 A HEER0| HEFLICL
2. ONTAP 28! H72| 28 H7olM XEst FMS MEHBL(CE
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ONTAP HHQIL|C}
ONTAP 9.8 O At

) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t =AT

S8 M7 ol EAIRLICH

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B O2NAS A4 DAEX Selg|ct

oM ZEZEES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF YT HAL|X| gigLCt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. A% e 2felo] A HH XS M = 2felE S 20 EaLItt.



=3

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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X ZEZEES BEAIZLICH

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30| 2p(2t) CHE H2 A& TIHSHK| OHYA|L. successfully recovered
keymanager secrets =AM HES I LT E ™ LICE

28 HwolM 4 12 MEI5I0] ONTAPZ A& 2L Ct
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X ZEZEES BEAIZLICH

R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

L

EEa9

Tk

£0f| CHS HAIXIZF A= =X] 2HelgfL|ct.
Waiting for giveback..(Press Ctrl-C to abort wait)

MEH =0 LS B S Y6 THEL ZEED & et A2,

storage failover giveback -fromnode local -only-cfo-aggregates true..

- CFO Of=2|AH|0|ERt RSt = T3 FHS HAFLIC

security key-manager onboard sync

Onboard Key Manager2| 22{AE X = E =SL(CL

19



OlN| ZEZEES HEA[L|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored

automatically within 10 minutes. If any offline encrypted volumes

are not brought online automatically, they can be brought online

manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

S7|stoll 43stH =7t HAIX| glo| 22{AE TETETL gtetEL|CE S7|stt Aof
LEZEZ SO07| Hofl 2F HAIX|7F LIEFELILE @RI +=FHE[D ST|sHt 43
h7bX] AH|£SHA] DHEA 2.

©

1.

gl

BHES YHSIH 2 E 7|7t ST[SHE|U=X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE - o Z2tJt LIEFLEX] §4&LICH

©

12. C}2 BES Y5t MIEQ| L EE ghetgtL|ct

storage failover giveback -fromnode local
13, AFROIR| 2 MESH A [} WYL 2ot KIS uiete =AH|Ct
storage failover modify -node local -auto-giveback true

14. AutoSupport7t 243t 22 CHs HHS st X} 0| A MHS SELICE

system node autosupport invoke -node * -type all -message MAINT=END

A|ZFst7| Hof|
EKM(External Key Manager) 72 S&5t2{H Ct2 M7 gL o}
* Ct2 22 AH 20N /cfcard/kMIP/servers.cfg It Q| EAE = CHS HH:
° KMIP At FAL|CE
° KMIP TEQIL|LC}.
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* CHE 22{AH LE = S20|HE 2B M | It SAEQJLICE /cfcard/kmip/certs/client.crt
* CHE S2{AH LE = 2210|¢E 7|9 It SAM2RILICE /cfcard/kmip/certs/client.key

* CHE 2 AH LE = KMIP AH CAS| Y SAM2RLICE. /cfcard/kmip/certs/CA.pem

EHA|
1.

Tk

£ A0

2. ONTAP 2E&! 0 50|M M 11 S MEiBiL|C,

S8 Hw2l oS EAIRLICH

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

Normal Boot.
Boot without /etc/rc.
Change password.
Clean configuration and initialize all disks.
Maintenance mode boot.
Update flash from backup config.
Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

3. HIAIX|7} HA|=|H 2ot WEE +TY=X| QIS

OIR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct
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Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

Oof|H| =71

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

SCH0|HE S M FE

I

YRS 27 TRAHAT} ABELICE



ol 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

5. HEl M50 SM 12 MEHSIO] ONTAPZE A

I~

2|t

OiR| ZEZES HEAIRLICH

R b b b b b I b b b b b b b I b b b b 2 b I b b b b b A b b b b b b g b b b B b b 4 b b b b b b g b I b b b b g b i 4
* Kk kk Kk k*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R b b S b b b b I b b I b b b b b b b b b b 2 b S b b b b b b b d b b b b e b b d b b b b I b b db b b b b b b b b b b b b b b b b b i 4

Kk kK kK Kk*k

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. XI5 Hrete H|E At 29 22

storage failover modify -node local -auto-giveback true
7. AutoSupport’t 243tEl 2R LIS BHS YA XtE #[0|& WHE SELIC

system node autosupport invoke -node * -type all -message MAINT=END

ZE0| Y= HEZS NetApp-ASA C8002 = BHtetL|CH

(=]
7|EQt BH HMSE RMA X|Aof| MHE CHZE @F 71 2hlst HE3 NetAppol| #hetgtL|Ct,



H"XEMIet LEE2 HO[X|E FZOtHAIL.
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