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AIS B 0|Cj0f BT T2A A ONTAP 9.17.1 0|40l A2t XIIEILICE AE2|X| AIAHO|A OIF BIZS| ONTAP
MY 30l F 45 2 27 W

° Onboard Key Manager(OKM): S2{AE TA| 2= 3 W C|o|E{ 7} BREtLICE.
° Q|2 7| Z|XHEKM): TEL] = =0f|A] C}S THo| et Ct.

* /cfcard/kmip/servers.cfg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

EHA|
1. LOADER ZEIZE0fA 2&l 0|C|o| 27 TZHAE A|ZFEFLICE.

boot recovery -partner

SIHO| Tt HIAIX[ZF FAE LT

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. HEl O|C|of MX| 2 T2 NAE DL|E{ZIEL|C]

OTZMN AV IRE|T Installation complete HA[X|Z} EA[EILICE,

3. A|AHIS ol5 5}

O

i

efolst Chz HIAIX| & otLIE EAIZLICE

Of HIAIX|Zt A== B2...

ﬂli’t

...

1

SH
o
A

-

key manager is not |AE0 Sot7t MX|E|0] QK| & LICE.

configured. Exiting.
a. 2O TETEJ} FAIE U7X Z|CIE| M| 2.

b. =0l 200510 ME St BHetstM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BhE CHAl Zdel Higdete 32

[

key manager is Aot MX| = R}ELICE 2 70| 2e|xf 53 .
configured.

Ae0] 7] Xt 248 LT Gl FP OF UAKIE ZASKD 7| pal) 24El0
(D) 9K, ol RE(REE & 9R)QIX] Holstats tAIXI7H EAIELICE A&stei2 olAlxof
erotul2
= .
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 &A5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. Uity OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H 2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX| 7} LIEFLIH @S S ChA| LZSHAIR.

d. HIAIK|ZF EA|E[H 22 E 7| 2t2|Xtofl Cist 2] ClO|E S YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SASHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.



g &4E HEEDE CHA| XI5t & &5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 25511 H|0|E{E MSstH SHAE KoM OKM 7|E S7I3tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&FsL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE AS M LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| ol & E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALL MM S l=fgiL|Ct.
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* 7|2 AIO|EY0|9] IP 4
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO0|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM .

" FI7t SR EFEX| oM AARI| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted

mroot...

WARNING: kmip init: authentication keys might not be
available.

LR e iR R d b e i b b b e A A R B b R B b R S b B b b R S B R S b R B S e b S b R b R e A i i 4
* ATTENTTION *
* *
* System cannot connect to key managers. *
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22+l MEfTt E| 1 ZtS5=X] 2AQU5HM K.

-

d AE2|X|E ES2 HESRIS WY YO = SYLIC,

'Storage failover 2tgt - ofnode_impaired_node_name '

system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FE= NetApp= HHEFRLCH"

Aot £ 0|C|0{E NetApp 22 2t - ASA C800

ASAF C800 A|AHEIS| 1M @AV} NAH AR NELE BES NetApp S 2 UIHESHM| Q. .
"EE Hie S8 A" XEMSH LHE 2 H0| X2 RSN R.
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UsB S2hA| E2tol=
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MEfE 2Hlsof SL|CH ONTAP HHXO| NetApp =& 2= }(NVE) I%_ F=X| =Helsty,
HEEE S| Tl 7| 22|X7t Edote|o]

EXI =t QISHM| 2.
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o
e

AEE|X| A|AR0|A ONTAP 9.
|

¢ AR LEs MESHAR. At 2 =+ Z2A . A|2-ofA
O|F K72 ONTAP & F2I ;
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1EHA: NVE X|21E 22I5t 1 SHHE ONTAP O|0|X|S L2 ZESHM K.

£e 0|Cjo] WM E 2|si SHIE ONTAP O|0|X|E CHREEY £ JUEE ONTAP HTO| NetApp EE LZSHNVE)E
X Ast=X] 2olstM K.
CHA|

1. ONTAP HZHO| A5 otE X|Yst=X| EQIstA .

[0

version -v
Z3H0| Z2El 10no0-DARE 22 NVEE= A2 Q1 22 AH HHO|AM X2 =[X| ¥&L|CH

2. NVE X|lof 2} 2 &3t ONTAP O|0|X|E CHRZESHAM| K.
° NVEZ} K| &[= Z2: NetApp Volume Encryptlone AH23t0{ ONTAP O|0|X|E CHREEJLICE.
° NVEZI X|¥E|X| &= Z2: NetApp =& 2%t 210| ONTAP O|0|X|E CHRZESHA K.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2ZElL|Ch #8 0|C|of WA Xt St of O|0|X| mjUo| HLfL|Ct.

o = = = o
EHA|
1. A ARIO M gd3tEl 7] 2H2|XIE =HelgL|Ch
ONTAP H{TQIL|Ct o] B3PS HALIC

ONTAP 9.14.1 O| & security key-manager keystore show

* EKMZ ALE5HH mrM O] HE S20f| EA[ELIC.

=
=
H =0 EAIELICH

0 OF

* OKMZ AHE3SHH oxM O]

« 7| 22X AHE|0] UK $OM No key manager keystores

configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKME AL831™H external O B &30 EA|ELICE
* OKMZ AE3H onboard 0| H™E E0f| EA|EL|CH

© 7| ZE|XIF ™ E JqX| %2M No key managers

configured BE &0 0| HA|ELIC}

2. A A=) 7| 22| X7t 0 A=X| o R0 Wt ChS & SHHE S-S

7| 2ER7F EEX| g2 B

7| Ha|XI7H TAE 22 (EKM ES OKM):
a. 7| 2[R M IF 7| JEfE EAISHAE CH2 2| BHS LHSIM K.
security key-manager key query

= WS 2StM|R. Restored . 0| €2 7| HE[XHEKM E= OKM)2| 215 7|7t 4
HE|A=X| FE LIEFHL|CE
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Q|F 7| Z2|XHEKM)
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° 7|17} CHE S EASHE 32 true SYEE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EUA=X] 2A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4 E HEESE Qs E=stn 7 EXE TAHY = ASLICH

2HE 7| Z#2|XHOKM)
CtS SHAE 240l 2t 2t2SHM|R. Restored &
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AEE|X| A[ARI0|A ONTAP 9.1 Al FQl FR LSS AFBSHARQ IS FE =7 2. Al 2= A
O] 7S] ONTAP &dll Sl B2 =3 RE F7 A= ArE8HOF gL Ct.

7| 2E|Xt ol w2t AL Ao olE S5t flot MESH HAS pZSHAR. AILHO0M O 7] 2HE|XHE
AMEBHEX| &t ASHA| 82 3% FE 0[C(0] uA| BXtE ARE wf et HE3 &lsthR
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

S AH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|E S JHX[ 1 JAEX] ASHYAR "2 EE 7| 2a] Y
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MEBfLIC
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} o]l &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[LC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 0P YT EAIE|X| QLI

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAlEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM K.

o

A&etct.
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X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tfL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C
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1.

12.

OlN| ZEZEES HEAL|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HE 7 HIAIX| glo| ZRAE ZEXET} WEELICH S|2t0) Mfste
()  =32f mEze= soppy| Mol F HAIXIZE LEFELICH 257t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gLt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tX| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= E[3 O HIA[X| 7} EAIEL|CH
Successfully recovered keymanager secrets.

oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



OlN| ZEZEES HEAL|CE

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= dist

—

o

H

MUt

Mslst A

o -l =

? =4
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43%tEl 22 Xts AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ch= T

2 O|C|o{ol|M 2otE /et 2 OHEE "220| = FE2 NetApp= HreteiL|Cra=sljof gLt

AIist 2 &l 0|C|0{E NetApp 2= 2t - ASA C800

ASA C800 AE2|X| A|AHRIS 1 QA0 EHOHIZI LMSHH EHof7F YMst 2ES NetApp 22
HISHSIMA|R BN "2 dhet B wA|" XEMIS LI 2 o2k IO|X|E HZTSHMAIL.

MAl
MAl ZH| 9|3 Z2 - ASA C800

ASA C800 AE2|X| A|ARIS MAIE wASHH wH 27 ArtS AESHD, ZEERS
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AAH SEN, TS £, ONTAP Xt 59, 741 84 7|5 252 Teis MA| 24| 87 ARE AESCH

9 "AMA| WA Z=H|"

AAR QX ohef, 1t S 8l =7t £, WA MA 2l #|0|2 20|22 SE S3ll MA| WM E EH[ELIT.

"MAIS WAL
S E MAIM nA| MAZ 7 /A5 FULICH

MAl A 27 At - ASA C800

ASA C800 A|AHRIS| MAIE wH[SH7| Tof| d3 Xl wAof 2Rt 2T AltE £
2IQISHM|R. 07]0= A|ABISI CHE 2= -_r“H K471 M2 2S5h=X| 2helstal, ONTAP of
Ciist 2 22[xt X14 SHO| A=X], SHIE WM MA| 3 2ot =37t A=X] 2elst
ZotELCt.

* AAERISIOHE 2E 718 R4 M2 2tSsH=X| 2felstn, ZS5HK| §h= E2 of "NetApp X" X|#S
QESIMAL.

* ONTAPOf| gt 22 22|Xt xtH SF0| gl= 32 diE AtH SES HsLItt
© wHof 2Rt =Tt FH|7F A=K
* AARIOIM X|@3t= 2= ONTAP HZTO| AMA| A BXHE MY += U

A
=]
* MAl wA| BXt= HIE, NVMe E210|2 S ZIEER] ZES M MAIZ 0[S3t1! WA MAl= NetApp2| MZ2
TE24et IS Y E|ASLICE

© MAl X Xtz AA—> BEHE oLt 20 E SHAEC F2, [HE £ E S2{AES| MH|A FTHo| 7|
ARED BE STO| U AL

ChZ Bt
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chassis-replace-shutdown.html
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chassis-replace-shutdown.html
chassis-replace-shutdown.html
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chassis-replace-move-hardware.html
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chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
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LFMNGSE AESH 2,"MA| WA E ZH[ELCH .

MA| WA ZH| - ASA C800

LAE MAIE ARSI, M 28 QA E oISt AHo|21t ZIEER 2E0| 2HHE 20
ASA C800 AI&%!OHH EAE MAIE uH[E =H|E 2iL|Ch.

A
1. 28 2& ZE0| HZ5I0] 2 B 0[ASI D A|ARS BL{E{-RIL|C]

=
2. ZAEE2{9| 9|X| LEDE AHMIK:

a. AFSILt system controller location-led show $X| LEDS| HZH AEHE HA|SH= HHQIL|CE.

b. 2|X| LEDE HAMIK:
system controller location-led modify -node nodel -state on
2IX| LEDZ} 30& S¢t HM JU&LICE.

3. EFS EU| Mol X 2PAS HT{ED OHS A S Zelsth Q.

4. ZHOM LHBES HU

TR XM QA S NetApp Q2 HHES off E2HstL|Ct
2=

O ME A|AHI| HEE 2E AHO|S0f 2t

E0IMR. O|FH| 5t LtS0fl Of 2ol A &=t RHHHH0]
HEELCH

6. OFX! ®MX|E|0] QK| SCtH MX|SIM|K.

Che £t
ASA C800 MA| STERI0 HIS ZH|3t Sofl= T+ EHAIE £8HO} FLICE ZHES2IE ZaBHLITH .

ZHEEZ| Z=& - ASA C800

AAIE SIA T COIE &2 WRISHD AIAT I UE SstR2l ASA CB00 AE2I
NABle| HEZRIZ ZROHAIR.

Of Xtz 27 == 7190| A= AIARHS flet AL 234

= EE MH|AY 0 A ZZ0f CHSE XIM|TH LIE2 2
ERSIAANQ "AEE|X| A|AEIES HAMMOZ =260 HE

LIC}. 8§ 7}0|E - NetApp 7|& XtE".
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chassis-replace-shutdown.html
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chassis-replace-shutdown.html
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chassis-replace-shutdown.html
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