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Click network In the left pane.
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

27t BAEl= 2. JdEHE...

=
— L =
MNARIZETE L= A5 HMAXol Z1E £2] 'storage failover takeover
DTETENAH s Q13) -ofnode_impaired_node_name_ 'Ol A &4 El HEE2{E QI8 AHLt
STHerL(Ct

alo

S AEEO| 7|E-ME 7|tel= F... O BEA|E|H Ctrl-CE =& Lt
yE SEELIC

SEl D0|C|0{E WAIEL|CE - ASA C250

HE| OIC|{E nAStE{H &AL ZEER RES 226t M| £E 0|C|o{E MX|st CHS
HE| 0|0|X|E USB Z2HA| E2I0|EZ M &6{0f Bl

1EH: ZIEES 2E3 =2l

ZEED 25 WRO 7Y 2400 HHA5tHH HA A[AHM ZHEES E52 E2(ct UE HEEY ZE9 BHE
= 2[oloF ghL|Ct.
T

1. OF2 HX|=[X| 42 F R SHIEZA FRISHYAIL.

- HHOIM HEER 25 T 33 XIE 22 FLIct
CHS

2
3. M Ao|2 1 IK[E 2ot
4

SIS, HE 5 ZRoM #Hol2S 22|dLICt
HEZEE 2 SE0f A= 2K SK|of HXAIE S22 HX £71HC= HHE +2 Ch3 MAIOAM R X B
ZHAEA HEERE dZLICh
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20| 22 OiME wAgLlct

2 0L/ E WH5t| Hof| ZEES EE0M S7| HEE 22
HELch

of
k=)
ry

EE8 IS0 20| A= FE 0IC/0E

2to|H 7t HREIL|CE AEER] 2& L9
£ Xt0[ QA0{OF L.

FE D|C|o{E HMXf2|0of| 2F5t= LIALE 75t H #1 X4 Phillips 3
SU HALZ QUsl| LIAE S40HE|X| BE== 517 2I3l off LIAIE &2

4
2N

CH2 HICIR = & A BHAIE AESHo] 28 O|C|0E wHE & ASLICEH
OHLlmof - R& D|C|{E wA|ELCh

1. &4E B E O|C|0|E HES2 ZE0i|M R0t wHSfLCt
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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d

EE3 259 OIHE =0 2E O|C|0|E 2F5H= LIAE 22l Ct

r\U

ZEER 2=0|M 28 O|C{E SO{SE LI

—_

Xt7| EE2IOIHE ALE5H0] &tEl R E DIC{0{0f[A LIAME RI7{st At 2|of QFHSHA| 2atgfLCt.

e

2
3. £4E RE O|C|01E 220 M =Y = A-A S0 22 Foll sLICh

4. FHI| YX| ZEHE Mol WHE 2 K E HAHst e HESS ZE0| FRAIZLIC
5

- 1 Xt7| EELOIHE AFESH] R E D|C|0{of LIALE &0 ZO0|HAIL.

(D) ®EoICole LIS T2 of 812 JH6HR| DHIAIR. 20| 42 4 YSLIC

AA

3EHl: 2 O|0|X|E F& D|L{0 2 MSFLICH

AX|e wA 2 oiMl= 22 0|0|X|7t §leB =2 USB Z2HA| E2I0|EE AE35t0 28 0|0|X|E T &8HoF FLIC}.

* %2 4GB &2 MBR/FAT32= EUEl USB E2i{A| =2t0[27} QL0{0F gL |Ct
* Y HEER I A Sl At Lot ONTAP 0|0]X| TS| SAHE. NetApp Support AIO|EQ| LH22E
MMM BliE O|0IXIE CI22EY &= ASLICH

=
* NVE7H AFRBIEE MHE A9

=| 22 CIRZC HE| HEA|E CHZ NetApp Volume Encryption@ 2 O|0|X| S
CI2EEgL|Ct

22



° NVEZ7I EM3te|X| ¢t2 AR CRZC HE! HEA|E 2 NetApp Volume Encryption §10| 0|0|X|S
CtRECgL

Il

* AIAO| HA %9l 2 HESS
Ol A2 UEST HZO| WRSHK| UX|SH var THY AIAHS S8 1f 27} YRS

* AIARI0] SB A AlAH Ol

Sasfiof ghL|ct
a. NetApp Support ALO|E0]4 USB ZaiA| Sato|=2 &t Mu|A 0|0|X|S CheRsta SARgLIT,

b. A-|I:||ﬁ O|EI|I|E EH§0| x}o-l _T'_7|-0” |:|-_,_§I:o|-|__|[:_|-

= HBe

c. MH|A o|0|x|9| Y2 ELict

WinZip2 AH2510 netboot O|0|X|E =ZE5}X|

@ WindowsE AHE5t0] 2HIXE FE5H= 32
ARY 2 =& =& ArEgLCt

OFMAIR. 7-Zip EEE= WinRARZL 22 .t

2= Sl El MH|A O|0|X] Dol = = JHe EC 7t ASLIC.

« HE]|
T o

= EFI
d. USB Z2iA| E2t0|E9| | 4¢| CIMEE|0l| EFI EC1E SAIELICH

ot BIOS(Service Image)

HJQ

USB S2iAl E20|E0f= EFI G2 & ¢ HES2{7 8d S At S
0] A0{OF RfLICE.

e. LLES0A USB E2iAl E2t0[E S F|AHELICE

. OFx] MA|3HX| 42 22 0f0f HES BEBHAAIQ.
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- AEES 289 E3 MAIQ Y70l = 2 HEES ZES UE ZHAEA Al2=0| 20| FSLICt
A0|ES =

10 XIS CHAl @RIt
o

USB 2& EEJ| OtL|2t USB ZA|8 £X%0l|l USB S2liA| E2t0|E 5 HX|3l{oF gfLCt.

X3 K| Lol £712F 2He So X Avt2te Yauc
R3 FK| AT T2 HS K| 27102 £21 YT B AR HESR BES LS YLC
A HIHLIZ O] ATl §X| 271242 €D 2 oiHLIZ0| MXtE|o| DY HAbK| A4 BLick
HES2| DE0| AAI0] 23| FAE|D B2 RE0| NFELICL RE TRHAS SHT FHIS SHIAQ.
HES2| DES AW UG MAI] DA 2|9 22 0|7t E 2 B} BiLiCt,

- Xts B8 AZ HAX[7F EAE|S Ctrl-CE 2] 20 ZEIE| AN X 28 T2MAE SThefL|Ct.
StHste{™ Ctrl-CE +8Ltt

Of HIAIX[Z} LIEtLEX| 282 Ctrl-CE +21 RAIEs HEZ BESE gMS MHD O3 ZEER E B

202 fEeCt
- MAJOl| SHLIS| HEER{T} s A|AR-S| Z MRS CHA| HZstn XY 35 EXIE ALt
20 ZETEOM AARIO| 2RI SX|ELICH
- LOADER ZEZEOM HIESZ HZE RS AEHLIC
* DHCP!'ifconfig e0a-auto'S 71 M45t= 2R

THst= BN ZEE HEY3 HES Sot

()  zE=eoM 248 HES o st o
EES A8 £ QIBLICH

ar T2 A AR =21 F0| FHAEQl
At EH ZEQILICE 0] BHOIA eOM

<

' 5 HAS ALYt E 2! ifconfig eOa-addr=filer_addr-mask=netmask-GW=gateway-
dns=dns_addr-domain=dns_domain'

* filer_addr2 AEZ[X| A| AR P FARILICE

* HIDfAS = HA TIE Lo HZEE 22| HESZ Q| HESR I otAILICE
* H[O|ESI0|(gateway)= HIEH IS 2HERILICE.

* dns_addr2 UES30]| Y= 0|F M| IP FAQL|CH

* dns_domain2 DNS(Domain Name System) |2l O|SIL|C}.
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o] MET Ol B2 ALRS
UALITH Aol SAE 0|F

O

- AA

= 8% netboot At URLOI| &2tz =02l 0| 20| HR5HX|
ot Qo

Qo ELict,

@ QIE{m[O| A0 CHE OH7H HTH g o= AUSLICH B ZEZE "help ifconfig"E &1 215tH0]
NE MEZ stols & olA ||},

=2 T AMHd

£ 0|0|X|E SEELICH - ASA C250

USB EZ20|E0|A] ONTAP O|O|X|E &
etL|Ct,

ot o A AES SHSHH 2t HaE =Heldof

1. LOADER ZEIZE0|A USB Z2iA| E210|E0j|M 57 0|0|X|E F &St A|2: "boot_recovery”

O|0|X|= USB Z2A| E2tO|E0[M CI2ZEEL|CE

2. HA|X|Z} FA|E|H 0]0|X| O| E2 YU=SIAHLL 2tHO| 2= otofl A 7|2 O|0|X|S ItHZ AFS STt

3. 'var' I} A|ARIS SELCE

A AR CHE 7|50] (U= 82 2.
HESZ HE a. WA S FYotEt= HAIX| 7} LIEILHH 'y & SFLIC
b. 34 HEEZE 13 Yt £ZF(Set-Privilege Advanced)2 2
At
c. 57 Y HEH 'system node restore-backup-node local-target-

d.
e.
f.
HEH3 HZHo| glaLct a.
b.
c.

26

address_impaired_node_ip_address_'S AsHietL|Ct

Ho{7|E &E|Xt +FC =2 E|ZEILICE 'Set-Privilege admin'

SYE AHE AT AQIX| 2= HAIX|Zt LIEILHH 'y E FELICt.
HEE2E MEYset= HIAIX| 7L LIELIH 'y'E F&LICt

e £ M S SR5t2h=s HAIX|Tt LIEILHHE "n"S S=ELICH

A AEIOM HIAIX]Z7F BAIEH A ARIS RRESL|CH

HA|El H5F0IA * Update flash from backup config * (sync flash)
SHS MEighL(Ct

HCI0IEE Al&StEh= HIAIX[Z} LHEHLHH yE S+ FLICE



A2E| CHS 7|50] U= B2 s L

HEST HZ0| 9T MetroCluster . 9] 242 ZeIst2i HAIXI7} LIEILIS "' S ELiC
M olA
P 780l tEH b. AIABIOIA BAXI7F EAIS|E A ASS XHSE/EL]

=

M
e

C. iSCSI 2E2|X| AZ0| AZE wf7tX| 7|CrEiL|Ct.

CHS HIAIXIZE EAIEE AL TE 4~ ASLCH

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

d. EA|El M50 M * Update flash from backup config * (sync flash)
sS4 MeigtL|ct

YOIOIEE Al&StEHE HIAIXIZ} LHEHLHH yE S FLICE

d. 'aveenv' HHE ALE510] HE Ar S T ELICEH

o. i3 =2 A" 0| w2} CHELICH

éwﬂ 2HE 7| #2|Xt NSE EE= NVEZ A= AR 2 0| STLICH Z Q0] 2t OKM, NSE ! NVEE

27



° AAE0| 2EE 7| BE|X}, NSE £ NVEZF 70 AKX §42 ZR Of MMO| THH|IE 2AZ5HAL.

6. LOADER ZZ2IE0|M 'boot_ontap' HHS dEtL|Ct.

10.
1.

28

HAE= WHE... J2{E.L.
EOQIZEDE CHE EtAlZ ol SELICt.
gret o] 5. a. MEL| ZIEZ2{of| 2algL|Ct.

b. 'storage failover show' BHZ AFE5t0] Bt HAEE2{7} Hiet
ZH|7} =[RA=X| ZelgtL|Ct,

Z& 70|28 IIE HEES 0| AZLLICE
'storage failover -fromnode local' BE S AIE3I0{ ZIEEHE UIESHYA L,

SHAH TEITEH M net int-is-home false @2 ALt =2| QIE{H|0|AE =tQIStL|Ct,

"false"2 HEA|El QIE{HO|AT} Q= AR "net int revert" BY S AF238H0] ST QIE{H|0|AE & ZER
| SELICE
24 0|22 42|l ZHEZERZ £7|1 rsion -v HHES Mlisto] ONTAP HEE stolstL|Ct.

%
'storage failover modify -node local -auto-2t2t true' HE 2 ALE3I0 XI5 2Het 7|5
7158 S+t

mjo
o
=
rot
oY
40
o
s
1ot



USB =2t0[20j|A] ONTAP O|0|X|E R&ot1 It A|ARS SSHH 2tE Ha-F 24elof giL(Ct.
1. LOADER ZEIZE0|A USB E2iA| =2t0|EH0|A S5 O|0|X|E B &SI AIL: "boot_recovery”

O[0]X|= USB E2iAl =2t0|20jM L2 2 =E Lt

2. HA|X|Z} EA|E|H 0]0|X| 0| E2 YU=SIAHLL 2tHO| 2Z otof| EAE 7|2 0|0|X|S ICHZ AFS LY.

3. var T A|AZIS BRI,

AARO L2 7|50l A= 8% I2{H...
=93 o1 a. wio 182 =elstats HAIXI 7t LIEIY v E S ELICH
b. A ZHEE2E 13 H$H +=F(Set-Privilege Advanced)2 2
HHEYLIC
c. F51 W4 HEH 'system node restore-backup-node local-target-

address_impaired_node_ip_address_'S AaligtL|Ct
d. H[of7|E #e|xt £+FO 2 E|EZILICE 'Set-Privilege admin'

e. S FHS MEY AUX| 2= HAIX|Z}F LIEILIH yE
+&LICt

f. AES2E MR St2t= HAIX|7F LEHLIEH 'y E +ELICH

HESZ AZ0| gl&LIct a. i} g SSIEt= HAIX| 7} LIEFLIH "n"S S=ELCH
[ AE
c. EA|El HI=0|A * Update flash from backup config * (sync
flash) S M4 S MERSILICE,

=
>~

Ol M HIAIXIZE BAIEH A ARS RS RLIC

YCIO|EE Al&st2ts HAIXK|ZF LHEHLE yE +=SLICE
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30

AAHRO| OHE 7150 (= E2: dE{H...

HESRZ AZ0| gl a. i TS SRSIEtE HIAIX I} LIEILIH "n"S +=FL|Ct.

MetroCluster IP 1A 0f| Q&LICH

b. AJARIOA HIAIXIZ} EAIZ|H A AR S MR SLCH
=

C. iSCSI 2E2|X| AZ0| HZE ui7tx| 7|CHELIC,

C

S HIAXIZE EAIE[H AL Tl = ASLICEH

date—-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to
Connected for the target iSCSI-target
(type: dr auxiliary, address: ip-
address) .

date—-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to
Connected for the target iSCSI-target
(type: dr partner, address: ip-address).
date—-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to
Connected for the target iSCSI-target
(type: dr auxiliary, address: ip-
address) .

date—-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to
Connected for the target iSCSI-target
(type: dr partner, address: ip-address).

d. EAIE =0l A * Update flash from backup config * (sync
flash) &MS MEHsHL|C}

H 1=

YOOI EE A&StEt=s HIAXZL LHEHLEH yE +=FLICE.

4. 23 Haot o 42 AFYEA=K] 2ol
. ZIEE2|S LOADER ZEZER J}%

a
b. printenv HHOZ &A HA MY S &

d. 'aveenv' HHE At2st0] HE Atet2

5. CtS

_a_
O
O

AA" Fgofl whef ChHELICE



° AA"0| 2E2E 7| Z2|X}, NSE F& NVEZ} PHE F< 2 0|SELICH Z R0 T2} OKM, NSE &
NVEE =& gLt

© AIARO 2EE 7| BE|XE NSE = NVEZ PAE0] UK 82 Z2 0] MMo| EhiIS S=sHiAlR.

6. LOADER ZEIE0|M 'boot_ontap' HHS AgtL|Ct.

HEAE= LHE... i
ZOQZEDE Lt EtAIZ Ol SEiLICt
gt o] 5. a. MEL| ZEZEe{0| 2alghL|C}.

b. 'storage failover show' BHZ AFE3t0] Et2 HAEE2{7} HietEl
ZH| 7t = RA=X| =olgfL|Ct

7. 2& 70|28 MEH AEZ2{0f HZFLIC}

M
]
(T
e
tot
Of
=
>
10)

8. 'storage failover -fromnode local' @S AIE5I0] ZHE

9. E8{AE TEIE0|A netint-is-home false HEHES ALE5I0] =2| QIE{H|0|AE ZHQIBtL|C},
"false"2 HEA|El QIE{H[O| AT} Q= Z R "netint revert” BE S AFR6H0 ST CIE|H|0|AS & ZER
CE[SEILICE

10. 22 Ho|28 22|= HEERZ 27|71 rsion -v HH

(=]
=

' H2q
S o

Aaisto] ONTAP HH S stolgtL|Ct,
11. 'storage failover modify -node local -auto-+2t true = AH25I0 A3 izt 7|53 diHet 2 o] et
7|58 S

o= T

o 2t OKM, NSE, NVES SI8HL|Ct. ASA C250

St HaE MElSH S0l 2EE 7| 22[XHOKM), NetApp 2 E2|X| 2 S2HNSE), NetApp
=5 YSHNVE)7 2 d3tEl A|A=ID 2 El CHASE b= 6l o BFL|CL,
1. OKM, NSE EE= NVE 7142 S)lst= O] AF2E MM ZAH: NSE E£= NVEZt 22 E 7| 22| Kot eH &M 3}E
AL O] EAE A|Zre mff XS ™S S sHOF gL Ct.

° NSE £&= NVE7f gMote| 11 RHE 7| 2E|Xp0t 2detE 32 2 O|SELICH Onboard Key Manager”t
gtM3tEl A2 NVE = NSEE S st Ct.

° NSE = NVEZ ONTAP 9.60]| CHal 2tMotEl 22 2 0| SELICH ONTAP 9.6 0| A2 ASHSH= A[AHI0f A
NSE/NVEE S gL|Ct.

H'I

F

Onboard Key Manager”?| &432}El 22 NVE E= NSEE S &LICt

THA|
1. 2& 70|22 Y HEEH0| HEFLCH.

o (=]
2. Loader ZEIZE0|A "boot_ontap" HHS A5t ZHEZEZHE BEEIgL|CE
3

31



*2E0| BAE = B g, *
LOADER HA|X| 7} EA|EIL|CE HEl {550 M boot_ontap menuZ ZHEE2{E HEIEL|Ct
L e D a. ZEIDE Ctrl-CE YHELICH
b. HIA|X]: Do you wish to halt this node than wait [y/n]? yS
ALL|CH

4. 2E| 50| M A B recover_onboard_keymanagerE /26t TETE| yE stL|Ct

S. O| BAIE AR mff IMOZRE 2 RHE 7| Za[Xie] Y= E UASL|CE

| s W —

6. e} HO|E1E Y=otz HIAIXIZE LIEHLIEH Of EXfQ| AJZF RE201|A 9”*12* He! HIOJHE 20 E&LICh

= T

Security key-manager backup show =& security key-manager 22 E show-backup BEH2| £33 =0
Hr}

() OHOlEts set 5| aHelxt eiel & S w0t 3] AT} SHE show-backup HEE £
sa{glL|ct

Qi CllOE{of ofl:

ot A5t
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

2\

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AABAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVHAVHOAAVAAVAAVHA
AVHAAAHABOHOAAHOAAHAAAHOAAHOAAHAAAHAAAHAAAHOAAHOAAAAAAAAHAAAHOAAAAH
AAAHAAAHAAAHAAAHAAAHOAAHAAAHAAAHOAAAAAAAAAAAAAAAAHOAAAAAAAAAAAAHAMA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAABAAAAAAA . . .
H4nPQMONrDRYRA9SCVBAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

7. BEl H'50{| X Normal Boot S8 MEHBIL|C}.

AlA”IO| Hist 7] B, ZEDER HEIgL|C

8. 2& 70|22 IEL] HEE2E 0|Sst1l "admin"E 2 QIgfL|C}.
9. 'storage failover show' BEZ A260] EZ ZAEE2{7t dtetE! F=H|Jt £[R=X| =elgtL|Ct.
10. 'Storage failover 22t - fromnode local - only-CFO -aggregate true' HE S AF25I0{ CFOTH BHEHSHAA| 2.

=]
© ClAS0] @57} Wistol PRio| MIfsie! Hoj7t Last C|ASS Sa|MoR Hajste], uH C|AIS
wf7tx| A3 E £%0| 22 sLIC

o

° CIFS M[t10] E&{ l0f FHO| Zulict Z2 1ZH0f|A| CIFS MEE B= YHE 2AQUSHIAIL.

—

(D ciFsg zaete coje7 24 4 YL
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° DIELI} "EH|E|X]| QfS" HEZ Q1o BHO| AIstH, NVMEMO| S7|=tE ti7tXx| 52 S 7|CHE Lt

> NDMP, SnapMirror EE= SnapVault T2MAZ Qls HHO| MIfstH T2 M| A S sHA|BLICE XtA[SH LIS
s E2M HMEHE EXSHMAIR.

1. dtzto| 2tZ E|H 'storage failover show' 2! 'storage failover show'-gHet HZHO Z I QH e} ttet AEIS
SIS AR

CFO OfZ2|AH|0|E(RE 0f22|H|0|E & CFO AEMY H|O|E| 0§ 12| A|0|E)BF HA|EIL|CE

12. 2& Al0|E22 A HEERZ o|SYLICL
a. ONTAP 9.6 0|42 Adll Fol 22 Hot 7| 22X} 2EE S7(3HE ALt
b. Security key-manager 22 E sync BHS Al CHS HIAIX| 7} LIEILIH S E =Bt
C. 'Security key-manager key query' 3E0{E 1250{ Onboard Key Managerdi| XZEl H= 7(2| 2HA|
HI|E golst B E 21F 7|9 'restored' column = yes/true@!X| 2QI5HC}

(D) restored(=#iEly 2ol Yes/true(Cl/zh 01219l 2L 12 X2 HME0] SISHIAIR,

d. 7|7t 22{AH AN S7|3HE W7tX] 102 B 7|CHRIL|CE
13. 2& 70|22 TIEL] HEEZE o|SFLILCL
14. 'storage failover -fromnode local' @& & AF25t0] EF2I ZAEE2{E CHA| HISELICEH
15. 'storage failover show' BES AFE5I0] 22 = 32 SOt Hheh MEfE &QIsHA|2.

20 = 7|E90| 22| K| ot ™ 17l X7 Eof| 225 AL

16. 22 AE M TETE0|A "net int show -is -home false" S LSt = A
QIE{H|O|AE LtETILICE

Im
M
o
wa
H
[m
=2
£Q
rr

=]

OIE{H|O| A7} 2 LIFE|0] Q)= 2L false OA 0|23t CIE|HO|AZ = ZER EZZILCI ‘net int
revert -vserver Cluster -1if nodename HH.
17. 24 AH|0|=2 & HEEHZE 7|1 rsion -v HHS A& ONTAP HE S =tQlghL|Ct.
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nodel> ‘storage failover show’
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nodel> ‘storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool
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1873775277 Pool0
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1873775277 PoolO
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured
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The NVDIMM (non-volatile dual in-line memory module) manages the data

transfer from the volatile memory to the non-volatile storage, and
maintains data integrity in the event of a power loss or system shutdown.
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1. MetroCluster #EHE 2Q1510] Zolf7t Y= HEER{It AISC 2 H4 Z{EE2{(MetroCluster show)Z
TS| Q= X| BHOIBHL|C}
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2. Ats BH7t LUY=X]| o R0of| 2t CHZ FO w2t TidetL|Ct,
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b ASe= HetEASLIC Ch= Tl E TSIt

7t AHSC 2 MStE|X| AUSL|CH HA ZAEZE2] MetroCluster AH| 7|52 Edff Al2l=l MM SEt2
2SS}

7t AtsC 2 Metk|X| ¢, HEH HAIXIE AESID 7Tt A2 22X E sHZ Tt = CHA|

'MetroCluster switchover' BEHOZ A|LSHMA|IQ. EXHIE HEY 4 el 2 7|2 XY BEM0| 22[5HMA|2.

FEHS ATHOM, A9|X|QH7}
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3. HAM=EQI 22{AEO|M 'MetroCluster 2H@ THA| A HHS A

Of

tof Ci[O|E| O 22| H|IO|EE M S7|etefLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[t HEE|™ -override-vetoes' OH7i H4E AL 5I0] 'MetroCluster 2Hel' HHS MAIRME &~ QIELICE O]
o X
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MEE O} A4S AFBOHE F2 AIAHS 27 22 YRSt BE ALE HOIS X

0

4. MetroCluster operation show BEZ ALE610] X140 22 E[U=X| &olgtL|Ct.

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

3. 'storage aggregate show' BH S ALE5I0{ O 22| AH[0|EQ| MEHE QIS A2,
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. MetroCluster 22l | 2 E 0 12||0| E( heal-phase root-aggregate) BES AF25I0| £ E 0 I2|H|0|EE

=
st

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

—

MET O} A4S Aot B2 AIAHS 27 212 WX|ots BE ALE HOIZ KHFOIBHCE,

H= o

X[ Rt HEE|™H -override-vetoes DH7HEHR~ZE AF25E0] 'MetroCluster 2Hl' HHES A S 4~ QI&LILCE. 0]

7. CHAF 22{AEO0| M 'MetroCluster operation show' E@H2 AF235H0] et 20| 2t Z £ U =X 2HQIStL|Ct,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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5. HE 0|C|0{E H|Xt2|of ZSL|ct.
a. HE 0|C|0{E Ol EE ZOoZ E&L|C},
b. mztM HES 21 28 0|C|of 20| &7t

2 &1 2g 0jCjof B2 57 2 &3 HES SSLC
c. HE D|C|0JS O 2 FERA 2 A2 HES

= =0 2o R E O|L|0E HMXf2|off DFEfLICt.

6. 0llo] HES H&LICE
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3tHA: 22 O|0|X|E £ & D|IL|0| 2 M&LICH

AX[et wA| 2L O|C|ojoll= £ o|0|X|7t B Z USB S2iA| E2t0[EE AtE3t0] £&! 0|0|X|E T &3l ot
'c'>'|'|__||:|-
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SR CIRaly|
* %] 4GB 22| MBR/FAT322 ZUE USB Z2fA| =2to|=7} lofof Eh|ct

* EYE HAEERI A S At S ONTAP O|0|X| {2 S AHZ. NetApp Support AlO|EQ| LI2Z2E=
MMM B OIUIIIE CHR22EY 4= ASFLICH

E

=
° NVE7t A3t 2 MMEl AR CIR2ZE HE EA|E CHZ NetApp Volume Encryption@ Z 0|0|X|E
CHRECgL

° NVE7I &M3te|X| 42 AR CIRZC HE! HEA|E L2 NetApp Volume Encryption §10] 0|0|X|2
CtREEgL|Ct

* AIAEI0] HA 9l 22 L E 0] HE(0f L0foF BLIk,

* AIAO| S2 A AIAHOl S LEYT0| HAT BRE YINIT var T AIAHS 228 0 3712
T Elefor ghLict.

F

£H
1. NetApp Support AtO|E0| A USB Z2lA| E2t0[E 2 X HSH MH|A 0|0|X| S CHR2ZE8H D SAFRILICH
a. MH|A o[0[X|E HE2 &Y 32t L2 = =8t LT}

He= =
b. MH|A o|0|X|9| &=E FLICH

WinZip2 AH25HH netboot O|0|X|E FESHK|

@ WindowsE AI26t0{ ZHIXE = (=]
H £ T7E METLICL

OFYA|R. 7-Zip EE= WIinRARY,

=5t= 4
zte 2

—

2f= Si{x| 2 MH|A o|0|X| mYUol|= & 7Hel BE It ASLICEH
» _bll_E

= EFI

C. EFI 22 USB Z2HA| E210|22] £[49| L2 E2|0f] ZAFRFLIC

USB E2iA| E210|E0j|= EFI S0 24 HAEED 7 Al 2l A1t St BIOS(Service Image)
HZ 0| RL0{oF SfL|Ct.

d. LES0|M USB Z2iAl EEI0|EE AT,
2. OF%l of]0] HEES EX| 842 B2 0o HES HOMAR.
3. AEEZ ZE9 22 MAI Y70 RE LIS HEEY ZES UHE ZoAHA A|A” 0] 2o &L
4. Q0| w2t #[0|S 22| XIS ChA| BX|5t A|A—S ChA| FARILICH

O|C|0] ZIHE{(SFP &= QSFP)E =28t 3% XHEX|3H{oF LT},

5. 72l 0|22 Fel BF BA
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6. UsB EalAl E210]

USB 2& EEJ| OtL|2t USB EA|€ £X0ll USB S2liA| =2t0|E 5 HX|3H{oF ghLfCt.
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a M@ I=E WY 32 X0 AZstn M Ao|E &z 12| S LAl EX[et g HE 35 XIS T

mhap QR RS ZHARE W7 AL P = EHEFS| 20| FELCE

=)

2
ZEED 20| TS| FHEH FHZ 2HX|7t ST

EE3 Z50| MAlof| 2tT5| YA H HiZ HEI0| AR ELICH RE TZHAS ST FH|E SHAL.

a. Mz XS ABRE =
o
=}

o= Edf =
b. OFz MX|SHX| gt2 H Z0|S 22| XIS CHAl HX|SHYAI2.
8. 2 ZELEOM SX|SHHH Ctri+CE 5231 £

Of HIAIX[Z} LIEILEX|] 24O Ctrl-CE +21 RAIEs ZEZ RES= 82 Hel L2 2HZE RESHH
HEEDE "SAI"SMHAI2.

9. ZAEER7I &% £&= 1122 HZ MetroClusterdl /= 22 FC O{HE A4 2 SldloF gfL|ct.
a. fX|E PEZ HEl'boot ONTAP maint
b. MetroCluster ZEE O|L|A|0|O|E{ 2 M TL|C: "ucadmin modify -m fc -t_initiator adapter_name_"

C. RX| Ee REZ F7[5t7| ?lo FX[etct
HE Aret2 A|A”0| REIE mf odEl LTt
57 0|0|X|E RE LTt - ASA C400

=7 O|0|X|of|M &2l ZIESES RES= BAs AA-O0] 2 E MetroCluster 740
A=K &0 f2f CHELICE

=S8 1: 229 A[AH
USB E210|E0jA ONTAP O|0|X|E RE5t IY A|ARS SRISHH 2tF HEE 2Hls|{of ghL|Ct,
O] Xt= 2= E MetroCluster 80| Sl AIARIN HEE/L|CE

THA|
1. LOADER ZEIEO0f|A USB E2fA| E=2t0|20j|A 57 O|0|X|E BB A|2: "boot_recovery”

O[0]X|= USB Sa2iA| E2t0|20j|M L2 2 =E Lt

2. HIAIX|7t EA|=[H 0[O|X] O|S 2 YUBtALE otHS| 2z otofl HAIE 7|2 O|0|X|E ICHE AtEeLCt.

3. 'var T AlARIS SRBHLICY,
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A2E| CHS 7|50] U= B2 s L

o

HES3 A& a. WA = FStEt= HAIX| 7} LIEILH 'y & FFLIC
b. MM ZHEE2IE 15 #$ £ZF(Set-Privilege Advanced)2 2
gLt
C. 5 Ui HEH 'system node restore-backup-node local-target-

address_lmpalred_node_lp_address 'S AMSHBEL|C}
d. ®Mo{7|E &2|Xt +FO 2 | SELIC: 'Set-Privilege admin'
o 2RUE THZS AT ZQIX| 2 HAIX|7} LIELIH y'E SELICH

f. AEZ2E MRLst2t= HAIX|7F LEHLIEHE 'y E +ELICH

=2 T g

HESZ AZ0| gi&LICt a. e 1S ZUGIE= HIAIX| 7 LIEILIH "n"S FELICt.
b. AJAEIOA HIA|IX| 7} HA|Z|H A ARS R LEBHL|CE
c. Al Hl=0|A * Update flash from backup config * (sync flash)
SMZ MEfBtL|Ct,

YCIO|EE Al&Stets HAIXK|ZF LHEHLE yE +=SLCE

E

a
b. printenv B OZ 3tA tHa MX S OIS},

C. 2tA HATt o ATHE MEE|0] UK & OH 'etenvenvironment-variable-namechanged-value' BEO 2
HASHA|2.

d. 'aveny' BH S A5t HE LIS MEHLIC

S. ChZ =2 AIA"” 0| w2} CHELICH

A A 2EE 7| 22X, NSE = NVEZL FEE|0] QUX| §42 B2 0| MM9| THAE 2=SHHAIL.

[=]
6. LOADER ZZIE0||A 'boot_ontap' BHS 2iptL|Ct.

=

*HEANE = 2. J2{H,  *
ZOQ DTETE CtE CtA 2 o|SEL|Ct.
gt Ch7| &... a. OIEL| ZIEZE2{0f| 23l C},

b. 'storage failover show' B& 2 AFE6t0] EFZ ZAEE2{7}f dietel
FH|7t =R =X] el

=& 0|22 TEL ZHEE=0| HZeL

C
8. 'storage failover -fromnode local' @2 ALE5I0] ZIEE2 S HetstiA,
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9. 28{AE TEIE0f|A net int-is-home false HHS ALE510] =2| QIE{H[0]AE ZHQIBHL|C}.

"false"2 HA|Zl QIE{H|O| AT} Q= AL "net int revert" HHS AR50 8l|T QIE{HO|AE & ZTEZ
E|S&L|Ct
10. 24 70|22 2| AEERE 7|1 rsion -v BHE AHSL0] ONTAP HA S stolstL|Ct

11. 'storage failover modify -node local -auto-2t2t true' H& S AFESI0] Xt B2t 7|52 siR|e A< O] gtet
Jlss 2t}

o

M 2: ZIEE2{7} 2 E MetroCluster0l &L|Ct
USB E210|E0f|A ONTAP O|0|X|E 2&Ist1 etF HaE 2holsl{of gLt
0| EXH= 2= E MetroCluster 71412 A|AHI0| MEELICE.

oA
1. LOADER ZEZE0|A USB Z2iA| E2t0|E0|A 57 0|0|X|E EE I AI2: "boot_recovery”

O[0JX|= USB S2Al =2t0|20jM L2 2 =E Lt

2. HIAIX|7t EA|E[H O[O|X] O|F 2 YBtALE 2tHS| 2z otofl EAIE 7|2 O|0|X|S tiE AtEtLCt.
3. O|0JX|E EX[ot = S/ ZZHAS AZIELICEH

a. i L HS SStetE HAIXIZE LIEILIEHE "n"S F=FLICH

b. Mz HX|gt AZEL0IE AL H MFESHEh= HAIX| 7} LIEHLIH 'y S FFLICH

4. \|AEIO| 2EIE! 0} Press Ctrl-C for Boot Menu H|A|X| 7} LIEILIH Ctrl-CE +211 Boot Menu?} EA|E|™
E

o. gtg HaIt oMt 2 YO A=X] gelg|ot.

CE LOADER TEIZEZ JpZL|CE.

a
b. printenv HHOZ 2tA 4 M S £0I3H

-

Ct.

c. 2t& “4*7f Ol ACHE M=o JAX| QO™ 'etenvenvironment-variable-namechanged-value' BE Q2

d. 'avenv' BHES AIESI0 HE LHES MEELICL

2'= = MetroCluster 742! ASA C4000]|A| 0§ 12| 70| ES CA| MBI

2= = MetroCluster MMM FRU X HIE 2t23t 0= MetroCluster 22| X|H XA S
Zelist 4 QUELICEH J2{H 0|F AMO|E 2| SVM(Sync-Source Storage Virtual Machine)O|
2t MEfjo|n 2 ClAST E0|M HIO|HE MSote 482 HA 2 MEZE =2 £
°'*|—|Ef

o

| ZFAL 21 E MetroCluster T+ 0|3t M ElL|C}.
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ChA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rlEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. BE SVMUIM [S7|3t7t b2 2| Y =X 2HQIBHL|CE. "MetroCluster vserver show'

ok Jjr

o
MEQl SHAHO| U= ZE =E0M 'MetroCluster AQ|X|H' HHS ALESH0 AQX|HS

{UX|e 0| 2t E|A}=X| &RIBfL|Ct 'MetroCluster show'

IefLict
X

[> ox

SHAETIHTT| F - 29(X[H" HEHOf| ASH AL K| 20| 7T

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H Krelo] 2R ELIC

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

g of
Abgst

=
of % FQI 7| ZM0| MefE Bolg & UBLICH

= =

oR >
ol 40
mjo >t

6. SnapMirror EE= SnapVault AS CHA| & SHL|CE

T =HAof| 9|8l 3 E|= X}= LIF Ot0|22{|0]M0]| '"MetroCluster check lif show 0| d2XHO 2 2 E|U=X|

sAHELCt

she | AlZHo] @2l Z2|= AL MetroCluster config-replication resync resync-status show
o (o]
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= Qo 2t OKM, NSE, NVES S $L|CL ASA C400

A HaE MEiS 0= 22 E 7| 22|XHOKM), NetApp AE2|X| 25 3HNSE), NetApp
E Y= 2H(NVE)7I &detEl A| AR 2HAE THAIE 2tZ5{0f SfL|C,
O
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1. OKM, NSE = NVE A S 28}
S ~

o AFRE MM ZE: NSE i NVEVH 2HE 7| Eltet o 2yt
Z2 0 AS AR of BK] 2

1
St M2 S sHOF gL Ct.
° NSE L& NVEJt &8st
2M3HEl AR NVE EE= NSES

i r+0
HI
n

oF \u

ZeE| X7 2 M3tE 2R £ 0| SELICH Onboard Key Manager”}

° NSE EE= NVEZ} ONTAP 9.60] CHslf 2M2otEl A2 = O|SLICH ONTAP 9.6 0|42 HalSh= A|AHI0)|AM
NSE/NVEE S#eL|Ct.
Onboard Key Manager”?| &42}El 42 NVE 2= NSEE S &LICt
ChA|
1. 2& A0|=2 thy HEE{of| AZAYLICL

o (=]
2. Loader ZEIE0||A "boot_ontap" HHS At HEE=2{E BelgtL|Ct,
3

Tk
MU

22

mjo
1ot

FelgfLICt.

* 2E0| HAlE = ER... Y J oo
LOADER HIA|X| 7} FAIE LICH 28 070l A boot_ontap menuE HEE2E R2EFLICH
HES Cf7| = a. IETEQ Ctrl-CE LAFLICE
b. HIA|X|: Do you wish to halt this node than wait [y/n]? y=
| =|o|-[__||:|.

C. LOADER ZEIE0A 'boot_ontap menu' EHS 2BiC}.

4. BEl {50 &HZ HH recover_onboard_keymanagerS st TETE| yS eiL|Ct

5. 0| TAHS AISE i DHOBHE| Yo 2HE 7| M2(Xfe| YT YBILICL

C— =

6. W CIO|H E Y=I5t2tE HIAIXIZE LIEFLEH O] =ALQ| AJZF R0 M XS 2 HIO|E{E 20 E&LITt.

= T =

Security key-manager backup show EE£= security key-manager 22 E show-backup 39| 32 20
L:| 1= El_

@ O| Cllo|E{= 2 oF 7| 22| X} MY & = Hot 7| 22Xt 2EE show-backup BEES Sl
EHE LI

e} CllOEfof off:
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1.

12. 2
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AAAHAAAHAAAHAAAHAAAHOAAHAAAHAAAHOAAAAAAAAAAAAAAAAHOAAAAAAAAAAAAHAMA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAABAAAAAAA . . .
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Z& AH0ISS IHEH ZIEEHZ 0|S5t1 "admin"Q = 2IQIFfL(CY.

'storage failover show' EES A5t Ef2I ZAEE 2|7} HhetE FH|7F E[J=X| =elgtL|Ct.

—

'Storage failover 22t - fromnode local - only-CFO -aggregate true' B S AF235t0] CFORH BHEtSHMA| 2.

=]
° L|A30f QFIH Edlsto] FHO| LoStH Fof 7t LMot LA S S2(X o2 2[5k, WA C|AIES B2

mW7kx| ClA3 8 SRl 22 s CH

© CIFS Al40] ®2f 0f HO| M3t A2 DA CIFS MAS B S SOISHAAIR.

M 4 AL

FF>

(D ciFss m=st8 dolel

o MEL7} "EH| X 3" HEE Qls FFH0| MIistH, NVMEMO| 57|32t m7tX| 58 S¢t 7|CHLICE

° NDMP, SnapMirror EE= SnapVault Z2M|AZ Q16 HH0| MIisHH TEMNAZS SHA[ELICEH XtA[SH LHE

O -

g =M MEHE EBx rﬂxlsa.
= &|™ 'storage failover show' 5!

0| &t % 'storage failover show'-gtet HHOZ U 2 Hhet AEY
Al |9.

i
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CFO OiJ2|H|0|E(RE o a2[A|0|E %! CFO AE}Y H|O|E{ 0§ 2|H|0| E)2t HA|E/L|CY,
£ 0|22 & AEER 2 o|SELCt.
a. ONTAP 9.6 0|42 Adl Fol A2 Hot 7| 22X} 2EE S7(3HE ALt
b. Security key-manager 2 2E sync B S Al CHS HIAIX| 7} LIEILIH S E Bt
C. 'Security key-manager key query' ZE0|E 21235}0] Onboard Key Manager0il M&E 2= 72| &M
HI|E 2&olsta BE Q1F 719 'restored' column = yes/true@X| EHQI5HC}

(D) ‘restored(=#IEy 2ol Yes/true(Cl/z 0l2I9l B 12 X2 HE0] SIsHIAIR,

d. 7|7} 2 AH MMM S7|oH W7tx| 102 F= 7|CHILCEH

Z& AH0IES HEH ZEEHZ O|STLICE.

o
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14. 'storage failover -fromnode local' @& 2 AFE5t0] EFZI ZAEE2{E CHA| HISELICEH
15. 'storage failover show' BEE AFE5I0] 2t2 = 382 SOt Hhet MEfE SIS,
208 = 7|E2Hi0| 2R E|X| o™ 7K X[l Elof| 2SI,

16. 2 AE ¥ ZTE2TE|M "net int show -is -home false" HHS 216t = A

QE{H|O| A S LIEELCE.
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QE{HO| AT} 2 LIEE[0 = BR false OA Ol2{et QIEHO|AS & ZE=Z E|SELIM

revert -vserver Cluster -1if nodename HH.

‘net int

17. 2& 70|22 & HEERE F7|1 rsion -v BES H&SI0{ ONTAP HE S SHlgfL|Ct.

=]

=
18. 'storage failover modify -node local -auto-gtet true' @S ALESI0] X5 Bt 7|52 six|st 2 0] gtet
Jlss 2t}
ONTAP 9.6 O| &2 H&HSH= A|AEIO|A NSE/NVEE S&gL|Ct

|
1. 2& A0l

2. — od
3. 2& S golgtLrt
* 280| BAEE 2. ¢ =
ZaolDZ=2nE 7HA = o|SELICt.
et of7] 5. 3 DEL AES2{0] 2200FLIC,

b. 'storage failover show' HHE AF238t0] EF 2l
ZAEE2|7} detel Z=H|7t El‘iitxl gtolgtL|ct,

4. Z& 70|22 IIE

14 7
local' HHE AIE5}0]

ZAEE2 £ 0|53}0] 'storage failover back - fromnode local -only -CFO -aggregate true
ElZl ZHEER| AEZ|X|E dIESHAA L.

° L2330 F 7t Zdoto] FHO| AniStHE Fofvt Adet CIAIE S2(X 2 220tk WM C|AIE B2
m7kx| Ll A3 E SR 22 s
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(D ciFsg zaete coje7 24 4 YL

o

ME L7} "ZH| =X 43" MElfl= ld) HHo| 4uistH, NVMEMO| S7|eHe Wi77HX| 52 St 7|CHELICt.

—

o

NDMP, SnapMirror = SnapVault Z2AM|AZ QIs HHO0| MIfSH T2 MAE SHH[SLICE XpMITH LHES
st 2M MEHE E*IOP*'MQ.

5. 382 Mk 7|C}Zl F 'storage failover show' HHOZ If| U 2t AEH

=
o =
6. 2HAH & TEIENA "net int show -is -home false" HH2 st = A
QIE|H|O|AE LIESL|Ct,
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QIEHO|AT 2 LIEE|X Y= B2 false 0N O|2{2t QIEIO|AE & ZEE EEELICI ‘net int
revert -vserver Cluster -1if nodename HH.
7. 24 H0|2S A ZHEEHZE K7|10 rsion -v HHS M50 ONTAP HE S &tolstLCt.

=
8. 'storage failover modify -node local -auto-2t2t true' @H 2 ALESH0] A3 Bt 7|52 didet 2L 0] Hhat
Jl=S 2AstL|C}.

9. 23AH M IEDIENAM AER|X| YZ3} ClAT BAI'E AHESI0 23S HEYLIC
10. Hot 7|-2t2|Xt 7| /2| BHES ALESHY] 7| &t2| Mo MEE 2IE 7|2| 7| IDE FAIZLICE
° 'restored' ZEO0| 'yes/true’?l A2, AHEXtE BF 2EE|0] wH| T2MAE 2t5Y = JSLICH
° Key Manager type="external" % "restored" column=yes/true 0|2|2| A E 9t key-manager external
restore BHZ ALE5H0] 215 7|9| 7| IDE =St}

() =aol amete D2 K2 ME(] 2OBHAIR.

° Key Manager type="Onboard" %! "restored" column = yes/true 0|2|2| AL, HQt key-manager 22 =
sync HHES AI2810] Key Manager S8 S CHA| S7|ststrt,

Security key-manager key query &S AL8310{ I authentication keyOll CH3H restored column =
yes/trueQ!X| EtQIstCt

11. 2& 0|22 IIEY HEE2{0o| AZAFLICE
12. 'storage failover -fromnode local' B& S A&5I0 ZHEE2{E BEsHMA|2.

=
13. 'storage failover modify -node local -auto-2t2t true' EE2 AL X3 et 7|52 dixet 22 0] Hist
7|58 S+

Zsto| = 2 E2 NetApp-ASA C4002 2 HhetgtL|Ct

7|2} 87| HIBE RMA XI A0 AHE (2 Q871 LAst HES NetAppol BHEHEILICE S
HTOHIAIR "HE HE 2 AT, DA HO|XI S HESHIAL.
MA

MA|l 1A 7HR - ASA C400

MAIE WA[SHH Wt ZAE S 2S5 & MAIOM &4E MAILL S2e ZEHO| M
MAIZ FAHO0F ghLCt.
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BEolH LS == S3{AF9 ¢R

%F_*OI dh st &~ ASLICEH
ZIEE2|{ £ - ASA C400

4ol Zgtet Z2Xtof mfet ZESHE SR L 24 E HEEDE AeotA|2.
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O] Ext= 2-LE, H|-MetroCluster 7-0]| Sroli M2t HEELICE = 7 O| 49 =7 A= A|2H-H HL &
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6. 2 AEH9 RE LE =X|:

system node halt -node * -skip-lif-migration-before-shutdown true -ignore
-quorum-warnings true -inhibit-takeover true.

StrictSync ZE0| A ZS38t= SnapMirror SynchronousE AF26tH= 22{AE9| AR: system

(:) node halt -node * -skip-lif-migration-before-shutdown true -ignore
—-quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

7. 22{AEQ| 2 HEEHO| Ccl * y * & YHBLICH warning: Are you sure you want to halt node

"cluster name-controller number'?
{yln}:

8. Zt ZAEE2{7t HE W{7HX| 7|Ct2! = LOADER ZEXETL HA|ELICH.
9. PSU H7|/m7| AQIXI7t gl 22 Z PSUS IALt MY AEE EELICE
10. 2} PSUOIAM M@ REE EELICE

M. E2HE MAIS BE ZESE(Q TRI0| AN A=A =QlStct.

=M 2: 2. MetroCluster H0j|A HEZEZE SELLICH

Y ZHEEXE S0l HESD] HEIE =AQlSt, ARt Z HEED TS HEsto oYX HEER 7L
E4E HEER AR XM CIOIHE A% MS5H== o ghLCt,

* NetApp Storage Encryption2 At26t= 2L 2| "FIPS E210|2 L= SEDE ESE|X| b= REZ & E2|7|"
Mol X0l wet MSIDE MAHSHOF LTt "CLIE S¢F NetApp 2=st 7R

M A
* Y HEE 0| HES S35t o Extol oHx|2tol| MY S5 FAIE A FO{0F HL Lt

— o

|

1. MetroCluster AE{S
FBIE| 9l =X| StolEtL|

tot

foIste] Zol7t A= ZHEERI AS22 Fd ZEE2{(MetroCluster show)2
f

2. X5 EA7h LER=X| o450l 2t CHS FOl| okt T BLICE

J

|

HEED &d 6F a={H
7t XEe= R ASLICH CHS EHAIS TIRfLIct
7t S E ALK AELITE FY ZHEZE MetroCluster BH| 7|52 Soll Al=lE 2 SZ2
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HEED

FH

R%E JEHA...

7t Atzo =2 Mete|X| o, HEH HAXIE HESHD 7tsot B2 2XE sliZot = CHA
'MetroCluster switchover' @EHOZ A|LSIMA|R. EXHE HEY £ Q= B2 7= K& BEM0| 22stMAL.
HetS A YO, AQX|QH 7}
HEE|JESLICE

eyl S AE0M 'MetroCluster 2l THA| A BES 2A5H0] HIO|E| OH22|A[0|EE S 7|2t &fLICt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X R7t AR E|H override-vetoes' OH7H H3
MERX O] HE A8t E R AAHIR

a

AFE310] 'MetroCluster 2tal' §HEE MHAHY = AFLIC Of
t

A=
= =
ST AYE YRS ZE AZE H|QlS M olgtL|Ct.

MetroCluster operation show H&Z A2 £ 0| 22|} =X| &l Ct,

0

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

'storage aggregate show' BHS AFE610] 01 12[H|0|E2| AENE =ISHMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

MetroCluster 2H2l £t R E 0 32|7|0| E( heal-phase root-aggregate) BHS AI235I0] £ E 0fI2|AH0|EE
S™EL(C}

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X R7t HEE|™H -override-vetoes DH7HEHEE A
MEfX D7 HA-E AFRSHE B2 AIAH2 57
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7. CHAH

S2{AE{0|M 'MetroCluster operation show' BEZ AFE5H0] 2H 20| AR [} =X 2elpfL|Ct
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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MAIS] HA HMEHE efelstn ot F2 A|AH 20 JA HENE HUTl|o|Edtof fLICt.

1. RXIE4 2EO| HEER R E S ot 22 HEER 2E U MAI2] HA 2EHE "ha-config show"2
HAlELICH

HA MEle BE A QA0 CHsl| Ssof Shi|Ct.

2. A{Alof| CHaH FEAIEN AJAE] MENZE AJAR g0t LX|SHK| @b E 2

a. MA|S| HA 4EHE "ha-config modify chassis_ HA-state "= A& gtL|C}

HA-STATE_9| 22 L3 & ot &= ASLILE

-

. oI_
= mcc

= mcc-2n

* 'meip’L|Ct
= H[S}

b. Aol HF=|A=X| &letL|Lt. ha-config show
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3. OFZ! CEA| SHX| EQACHH LIHX| A|ARS CHA| FHBHY AL

O

4. A A% Q0] WS THA| MAIBHLICE

2EHA|: 2l E MetroCluster 710{[A O 12| AH|O|ES CHA| T EtetL|Ct

et 2 ALICH J2{o

2 & MetroCluster FA 0| A FRU H|E 223t S0f|= MetroCluster A Q| X[ ZH S 23
A3 Z0{|A HIO|HE HM|SsH=

O|F AIO|E Q] SVM(Sync-Source Storage Virtual Machine)0| &4 AEjo|1 2 [

DMES MAF 2o AR E|E2 A QAL|CH

My

0| &t 21 E MetroCluster A0|F M EIL|C}

ChA|
1. @E L CJ} "enabled" AEll(MetroCluster node show)di| =X 2HIgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

= SVMOUIM M ES7|2t7t b2 E| A} =X 2l BtL|Ct. 'MetroCluster vserver show'

T ZHAof| 9|8l 3| = Xt= LIF 0+0| 12j|0| M0| 'MetroCluster check lif show’0l] 8Z2XHOZ A2 | =X|
olgtL|Ct
4. HAXQI 2B AE0| = 2= L E0|A 'MetroCluster AQ| X' HES AL2E10] AQX|UHS LHTHL|CT,

K| X0 2 Z | =X| =kQIBL|CE 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| ZH0] TS| 2 SLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SAE7HE Y SEHo ALH A 2[X[H

-

kel

ol 2t=ELCt
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

A Q| K| EH =ot= O |ﬁ0| 22l Ze2|= &2 MetroCluster config-replication resync resync-status show
HHZ ALEot0] T Il 7|E M| HEiE ol &~ USLICEH

==

3CHA|: Zof7t M5 HES NetAppO| Bhet

7IE 3 87l FIBE RMA X/ H0| S T2 OF 7} 4Dt HES NetAppoll HELICH B HESINR "5 115
gl I TIK|" H|O|X| & EZSIMAIL.

HEED

ZHEEY & WA 712 - ASA C400

WH| XS fle E —_rléé RAE HAESH A2 52 ONTAP 2 HIA| 70| SH= SHHE
= AI_-|E

© DE C2fo|E dayt SHEZ XS5t QUO{oF gLt
=
o

* A AHEIO| MetroCluster 714
St=X| o2& =folBtLCt,

o

oY MPS HENOF PLICH"SHIE 57 2AF HE" O] BAIE AFEdHOf

O| EXIE Ar28l{0f St= AL 4 EE= 8- E MetroCluster A2 ZAEE2{0f| CHSH HE
HEZ2] WA =Xt %"EE LICt. HA Pair2 H|otEl 2o Y AEE[X| HYH HHS
RIS MBE 4 USEZ MetroCluster 2+ THA| 7} ZQSHX| Q&LILCE.

£ WA BXt= HA M*°I
AE5H wA| Al REEH

© QFEJM UM 1N QA2 ZIUHZRE WS DA FRU T4 242 @ABH0} FLIT
- ZES? 2SS SUS DY YHO| HES? DEE DHHHOF BLICH HES ST DHSHE AAHS
ATzo|=8 4 giBLitt.

+ o] MAto| YR Sato|d wi Sajols WS WA 4 YlBLIC
=

=
* O] XM= _ replacement_controller?t O|™ ZHEE2] ZE1 SYUTH HFO| ONTAPOA REIE =2 HE
K|S 2AME ZHEEZEZ{0|M _replacement_controller2 0| S&fL|C}.

© SHHE AMAEO| CHS T l= B-EE HESh= A

Of
o
o
0]
I
r
i)

OE =
A2t

o
° impaired_controller= WX &=
WAl LE = HOWI Js HEEHE WSt MER HEEZ(YLICL
° healthy_controller= H&XQl HEE2{L|C}.

o
« HEER|o| 24 =22 A EHIAE IFAUZ ZHA{SHOF S|},

WA ZZMA Sof| 2l = A= ZHE HEY = AE Xt tist 7|=S MS LI
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B4 1: il AlAH
ANE HES2E BROIH HESE MEHS Holohn, WA A WOl HES2|J} ANE HES?
AER|XOIM HIOIEIZ 4 HIZE & ATE HES2IZ ol4sfof B

tApp Storage Encryption2 At83t= 22 2| X[Ho| w2} MSIDE A ™sHof EL|CH "SEDE ES =X
£ ZEE F[E2|= SYLLCH.

rOZ

* SAN A|ABIS A8SH= B2 O|HIE MIA|X|E &HQI8HOF BLICt cluster kernel-service show)
=4E HEED SCS| £28[0| =9 2. E S=gLct cluster kernel-service show BE2 L

O|F, o =2 A& HEll, oie =2 7184 HEl 8l alie ==9| 25 HEHE EAIFLICH

2} SCSI £3[0|E T2 M AE SHAE Q| CIE =0 BHH HZHo|| QLo{of BtLICE nASE XIgst| Hof|
£ =HIE s ZsHoF gLct.

* O 27K Ol ¢l 2HAE T A= 2 FE 0 AOF BfLICH S AE 7F =0 gL o HEEE

Xt 5L Efoil ol FALSEZL EAIEIE B &4 HEEE S=HY| Mol 2HE SHZ8HOF L ChE X)
"= 2T AE ST|SHRLICH

|

1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. M0l HEER{9 240N 'Storage failover modify — node local - auto-2t2t false’S AH52 2
gEetetL|Ct

() x5 as vmysstIALIL Tt EASR y'E it

3. 2HE HEEDE B ZEIEZ JINHIHYAIR.

EHE HESHI BAE = s
=
o

LOADER MAIX|7} EAIEILILE  CHZ THAIZ Ol SELIC.

gket o] 5. Ctrl-CE +E Ct3 H|A|X[7} LIEILIH yE FELICH

AMABIIEDE L= Qs MMl ZEE8 'storage failover takeover

ZISIE -ofnode_impaired_node_name_'0flA| &4 El HEZE2E Ql4-6t7Lt
STheLct
4 E HEER 0| 7|28 S J|Ci2|= ... O] EA|E[H Ctrl-CE F8
Chs yE SEHYLICL

> oo

M 2: HEEZ{7} 2 E MetroCluster0 Q! SLICH
MNEI ZIEERE Z=ol2H HEEDY MEHE 2Qlstl, HRst 22 HEER MRS Mot MAHol
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1. MetroCluster AEfE 2215104
Mete| Q=X gl ot

-

2. X5 EA7h LER=X| o0

7t AtSC = M| X| 9f,
'MetroCluster switchover'
HHOE MeAZS AT,
AKX I HEE|ASLICE

MS7| =t ct.

controller A 1::> metrocluster heal

—

oj7t A HES2YTL SO WA ZE

et Che mol| whap ElsEtL|C).

J2{H...

ChE EHAIS TAgLICt

> 0
0°I* 0>

.J

_'_

=
s o
=g MKE

t ZAE Z2{ MetroCluster %

L
—_

A 7152 Sl Al

HEH HAIXIE AESHD 7%3._*
ANZSHHAR. ZHE HEE =

OISHMA| 2.

MSot== s{of gfLICt.

SEDE 23 E|X|
E3t NetApp 253t 7HR".
=

74 £0{0f BHLICH,

-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH

S AHE3H0| 0 12| AH|O| EOf 2Ef

—
e ZE2

3. FaEel 22{AE0|M 'MetroCluster 2t THA| A BHES MASHo] G|0|E O 12|AHO|EE

etroCluster 2tl' HH S R AlsHEt
HX|ste RE ATE HQIS MAES

E£2{(MetroCluster show)2
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controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster 2t2l £t 2 E 0 32|7|0| E( heal-phase root-aggregate) &S A5 2E

S A
Oi22[AIO|ES +=FeLICt,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|H -override-vetoes DH7HHFE AFHESHH 'MetroCluster 2t HH St
O MEAX D7 HLE A= 2R AAHE 57 A2 W[t ZE AZE H|Q12 TEoFL|Ct.

ca

—

7. CHAH 22{AEO0| M 'MetroCluster operation show' E@HS AF25H0] 2t 20| 2t Z £ Y =X 2HQIStL|Ct,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -

7EEP| DE SI=90{(ASA C400)= mA|EHL|Ct

HAEE2| DE StSY0S IHStE{P 2AE HESRIS MMt FRU T4 R4S B4
AEEe| DEE 0|S? (12, 2| FEER] BES MAO) LA, AAYS SALA BER
SElgof LIt

1. OFR! HX|Z|X| ¢t2 AL SHIZH| HXISHAIL.
2. Ml Folg 0™ AR E B
=

3. Alo]£2 Z0|2 22| EX|
I
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1
. UZ HF KIS Ol = FE T F 2HKIE SAlof| of2HZ SELICE

HEES] ZS0| MA[Of| A 2fZF 7H LT,

&= e

HEE2{J} MA| HOZ k7t 0| SEIL|C}

6. HEE DES MA| HOZ UojLCt
HEZE2 DE SITHS AHA| BIOZ Lofd mff X|X|SH=X| SHQIgtL|Ct,

7. 7EER DES OHH™O| 1 WIS FHO| =&L|C}

8. uH| HEE2 ZE0|A 0|0 HEES H1 ofL|H|0|M, J2 te= ZEME| THAIE ARSI HEE2 ZEO|A B
20| E 2elgLct
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3. 2t0|X 1 2] AZ0f| A= 2t0[X T3 2HX|E 9= S 37| HE B2 14| ot L2 2I0|ME 212 S0 25
Fof| sLICH
IT = .

4. LI X| 2to| Kol chslf O] THAIS Hr=StL|Ct.
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8. A|AHIO| MetroCluster 71491 AR ZHEZ2{ AEH 'MetroCluster node show'S 2 L|E{2I$HC}
MetroCluster TAIS A AlEHZ E|S2|2{H N S 2 2 M Z2|H, 0| 2L Zt AEE2{0] LTAE AR}
HAZH DR O|2{20] M3tz HA REJL HAIE LIE} MetroCluster node show-fields node-systemid E&
E32 MetroCluster 70| & HEIZ SO0 W7HX| O A|AH IDE HAIRLICH

9. #A

E
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E2{7| MetroCluster TtA40{| = AL MetroCluster AEHO| L}2} Y12 AL X7} XHSH ALO|EQ| HEZ21{Q!
DR Z ID ZEof ClAZQ| {2 ARXH7t EAIE[=X]| 2HQIetL|Ct,

Chs & Z210| 2F &l 32 0] Zo| LT},

° MetroCluster 7+40| gt AE{IL|CH

° replacement_controller= XHslf AO|E0]| U= C|AT Q| oixlf AR XHALILCE.
"4'=E MetroCluster 40| A HA E|0| 32t % MetroCluster A2|X|2H F0f| C|A3 ARHO0| HAEL|CH"

10. A|AEIO| MetroCluster 44! A2 2t ZIEE2{7} 'MetroCluster node show-fields configuration-state’2
TEE0 A=X| ZeletL|ch

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t AEZ2{0]| CHl o A== 2F0] 'vol show-node-name’@X| ZHQlgtL|C}

12. THEE Al Xt3 HO|ZRH 7|5 AR R E AT 22 MY HEE0|M SMSSHIAIL. 'storage
failover modify -node replacement -node -name -onreboot true'
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1. M 2loMdlA 7|7} 2t AL oM WA 2to|MdlA F|& #HOMAIL "NetApp Support AFO[E™ My Support(LH
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b. S20| SHI2H AMEoHX| &= A2 2| license clean-up-unused’ S AFK|EHL|CH

20 LIF &0l 3l ¢ B S5

replacement_nodeE MH|AZ BI2tstY| M| LIF7F 8 ZEO| J=X| &QIst 1, AutoSupport?t EHEl 2L
_replacement_node?| ¥ HS E SEot1, AtE gt 7|52 HAHSHOF SfLICt
CHA|
1. =2| QIE{H|0| A7} & M 3 ZEO0]| CHSH 'network interface show-is-home false’2H= E 11 E SH=X| 2tolstL|Ct
LIF7} FALSEZ HEA|EH 8t LIFE 8 ZEZ E|SZ/L|Ct network interface revert -vserver *
-1if *
2. NetApp SupportOf| A|AHl 22 HS S SEFHL|CE,
° AutoSupportZt A SHEl AL AutoSupport HIA|X| S M&0H0] Y HS S SEHL|CE
° AutoSupportZt Z2HSHE|0] JUX| RO™H E SEBILICE "NetApp X" LH HSE SETILICL
o

3. AutoSupport RX|E4 AL 27t E2|HE 2R £ AL85t0 IERE ZEELICt system node
1

autosupport invoke -node * -type all -message MAINT=END HJH.

4. X5 gheto| H|gMstEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| ™ BL|CH
3CHA|: 2 E MetroCluster &0l A O4T12[AH|0|EE CtA| MetefL|Ct
2= MetroCluster 10X FRU | E 2t2 8t 0= MetroCluster A2|X|8 XA S fleh £ Q&LICH O2{H
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0| &t 21 E MetroCluster ANt M EIL|C}

|

1. BE =7} "enabled" AE(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. O E SVMOUIM M 37|37t 22 E|A}=X| 2HIBtL|CE. 'MetroCluster vserver show!
3. 23 =0 98 £HE|= XS LIF Or0]22|0|M0] 'MetroCluster check lif show'0f]l 2XOZ AR E|}U=X]
2ol

gfLict
4. HAEl S AH A= ZE LEO0|M 'MetroCluster 2| XU HHES ALESI0] AQX|MES ol iL|Ct,

5. AQ|X|dl XtH0| & ZE|UE=X| ERITHL|CE 'MetroCluster show'

SHAETLIT] E - A9 X" HEfof AT A X|H XHAHO[ KT 5| Ml SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waliting-for-switchback

S| AE{7HEA Mol AOT A9IX|u Kejo| AR ELIC

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

B S 4 Zot= Of| A|ZH0] 22 ZE|= AL MetroCluster config-replication resync resync-status show
ALE5to] X3 Zol 7|FEMo| MEfE Solet o~ JUEL|CE

= =

mo >

oF |>
ol d0
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£ ZEE F[E2|= SYLLCH.

rOZ

* SAN A|ABIS A8SH= B2 O|HIE MIA|X|E &HQI8HOF BLICt cluster kernel-service show)
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1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. M0l HEER{9 240N 'Storage failover modify — node local - auto-2t2t false’S AH52 2
gEetetL|Ct

() x5 as vmysstIALIL Tt EASR y'E it
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AMABIIEDE L= Qs MMl ZEE8 'storage failover takeover
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STheLct
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1. MetroCluster 2EHE 21510 EOi7} Q= HEER|7t RSO E A& ZHEE2{(MetroCluster show)2
Mete|R=X] ZolgtL|ct

-

2. X3 EA7h LER=X| of20l| 2t CHS FOl| okt T BHLICE

HEED &4 6R i

It XSe= HeE|ASLIC CtE HHAIS ZiAEL/Ct

It s E MEE|X| AUSLICH Hi HEEZ MetroCluster A 7|52 S A=l & M S22
3ot f

7t XSe= HEEX| §41, HEH HAIXIE AEStD 7hstt 32 2HE di&et = THA|

'MetroCluster switchover' AESHHUAIR. EHE SHEE 4 8l ?5'5,’- 7|& X EAM0
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3. FaEel 22{AE0|M 'MetroCluster 2t THA| A BHES MASHo] G|0|E O 12|AHO|EE
MS7| sttt

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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4. MetroCluster operation show BE2 AL25t0] XH0| b2 =Y =X SHQletL|Ct,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. 'storage aggregate show' BES A0 0iI2|A|0|EQ| AEHE SHQISHYA| 2.
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB

% online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster 2t Tt 2 E 0 22| |0| E( heal-phase root-aggregate) B@ES A5t RE
Oi1Z2|AIO|EE +HELICtL
mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|H -override-vetoes OH7H#H
O MEAX {7} HE M8z 2R AlAH-

ca

S AF83H0] 'MetroCluster 2l HHS AW & 2ALick
S 27 XIS WISt BE ALE 9IS XpEelgLICE

7. ek 2 AE{0| M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz ==X EltLCt.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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42 2 E MetroCluster #80f| 2t HEElL|C}.

1. @E L E7} "enabled" AEll(MetroCluster node show)di| Y=X| 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery

2 entries were displayed.

2. RE SVMOUIN TS 7|347t bR E|RA=X| 2lBtL|Ct. '"MetroCluster vserver show'

3. 83 zH0of| 9ol £3ME|= XS LIF 00| 12{|0]40] 'MetroCluster check lif show o] d3HMOZ AZE|A=X|
sfolstL|LCt
4. Al S AH U= ZE 20N 'MetroCluster 22| X[HH' HHES ALESI0] AQK|MES e BiL|CE
S. ALK =tf0| 2tZE|RU=X| ZHeletL|Ct. 'MetroCluster show'
SHAETZL Y| & - AKX HEfof| A M AL K| ZHA0| K TS| HH SULICE
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
SHAE T F HEjo] ASH AQ{X|E 0| 2tE ELICE
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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tApp Storage Encryption2 At83t= 22 2| X[Ho| w2} MSIDE A ™sHof EL|CH "SEDE ES =X
£ ZEE F[E2|= SYLLCH.

rOZ

* SAN A|ABIS A8SH= B2 O|HIE MIA|X|E &HQI8HOF BLICt cluster kernel-service show)
=4E HEED SCS| £28[0| =9 2. E S=gLct cluster kernel-service show BE2 L
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1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. M0l HEER{9 240N 'Storage failover modify — node local - auto-2t2t false’S AH52 2
gEetetL|Ct
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AMABIIEDE L= Qs MMl ZEE8 'storage failover takeover
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1. MetroCluster AEfE 2215104
Mete| Q=X gl ot

-

2. X5 EA7h LER=X| o0

7t AtSC = M| X| 9f,
'MetroCluster switchover'
HHOE MeAZS AT,
AKX I HEE|ASLICE

MS7| =t ct.

controller A 1::> metrocluster heal

—

oj7t A HES2YTL SO WA ZE

et Che mol| whap ElsEtL|C).
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ChE EHAIS TAgLICt
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A 7152 Sl Al

HEH HAIXIE AESHD 7%3._*
ANZSHHAR. ZHE HEE =

OISHMA| 2.

MSot== s{of gfLICt.

SEDE 23 E|X|
E3t NetApp 253t 7HR".
=

74 £0{0f BHLICH,

-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH

S AHE3H0| 0 12| AH|O| EOf 2Ef

—
e ZE2

3. FaEel 22{AE0|M 'MetroCluster 2t THA| A BHES MASHo] G|0|E O 12|AHO|EE

etroCluster 2tl' HH S R AlsHEt
HX|ste RE ATE HQIS MAES

E£2{(MetroCluster show)2
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB

% online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster 2t Tt 2 E 0 22| |0| E( heal-phase root-aggregate) B@ES A5t RE
Oi1Z2|AIO|EE +HELICtL
mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|H -override-vetoes OH7H#H
O MEAX {7} HE M8z 2R AlAH-

ca

S AF83H0] 'MetroCluster 2l HHS AW & 2ALick
S 27 XIS WISt BE ALE 9IS XpEelgLICE

7. ek 2 AE{0| M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz ==X EltLCt.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]| 2™ O 2 22 | =X|
§Hﬂ

4. MAMEOl 2{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HH S AL26L0] AQ X[ S fHTHL|CL,
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
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1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h
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MS7| sttt

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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4. MetroCluster operation show BE2 AL25t0] XH0| b2 =Y =X SHQletL|Ct,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. 'storage aggregate show' BES A0 0iI2|A|0|EQ| AEHE SHQISHYA| 2.
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB

% online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster 2t Tt 2 E 0 22| |0| E( heal-phase root-aggregate) B@ES A5t RE
Oi1Z2|AIO|EE +HELICtL
mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|H -override-vetoes OH7H#H
O MEAX {7} HE M8z 2R AlAH-

ca

S AF83H0] 'MetroCluster 2l HHS AW & 2ALick
S 27 XIS WISt BE ALE 9IS XpEelgLICE

7. ek 2 AE{0| M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz ==X EltLCt.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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CHA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| A =X| =HQIEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. 'MetroCluster vserver show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
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SILICH cluster kernel-service show H@EH2 L
AMEH Ol STt L E o] XHE AENE HA|SHL|CE.
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1. AutoSupport7t Z43}=l AL 'system node AutoSupport invoke -node * -type all-mes
MAINT=number_of hours_downh' AutoSupport HIA|X|E S E50] At5 7[0|A MM S

o
dds

CHE AutoSupport HIA|X|= 2A|12E St XS #H|0|A AHM[SLICE clusterl:> s
autosupport invoke -node * -type all -message MAINT=2h

TIsE7| o

AL HEZER|0f

sl Zslof RLICHEZ)

sage
of gLt

ystem node

2. MAHMol ZHEE2{9| 240 M 'Storage failover modify — node local - auto-22t false’' S AHSQ 2
gtetetL|C
() x5 uss vzysstIZELIL Tt BEASR v'E Yeigc
3. AME| HEERE 2O TETEZ JIHIIMNAIL.
EME HEER I HAE = J2{H..
Ho
OTT =n
LOADER MIAIX|7} EAEILICE  CHZ A= Ol SELICt.
gtet 7] 3. Ctrl-CE +& CH3 HIAIX| 7} LIEILIH yE SEL Lt
AMARI TEOE L= A HAMEQI ZIEE2] 'storage failover takeover
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=

AME HEZHE
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Hetote] doHel ZEERI &4E HEE AER[X[0f|M HO|EHE A& MSot==
)

* NetApp Storage Encryption=S AtE3dt= 2 O] "FIPS E2}0|E £= SEDE ESE|X| = BEZ

2|7|" MMo| X| & w2t MSIDE A HsHOF BLICH "CLIZE S%F NetApp 2=t 72"

c Y HEEH O A

mn
min

|

HE S0t o Zxto| opx|atof| MY 35 XIS H F0o{of LICt.

1. MetroCluster 4} H% Solsto] Eolf7t A= HEERZ 7 SO E A ZAEE2{(MetroCluster show)E
T 3hE| Q1= X| BFOISHL|C}

2. X5 EA7h LER=X| o0l 2t CHS FOl| okt T BLICE

HEED &d 6E S s
It Xse= HEE|ASLICH ChE EHAIS TIAELICt

-

F ZAIEE2] MetroCluster | 7|2 Soll A= E HH| S22
,_H:

>0z
o°=* 0

—_—

7t XEo= HBEX| 41, HEH HAIXIE AEStD 7ttt 32 2HE diZet = THA|
'MetroCluster switchover' AESHUAIR. ERE SHEE £ = R 7= X 2AM0
HHOZ M2 A=, FOSHYAIL.

A X[LMIE HRE[R}SLICH

3. Faxel 22{AE0|M 'MetroCluster 2t THA| A BHS MASHo] G|0|E O 22|AHO|EE
MS7|sketLct.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

etroCluster 2Hel' HHZ MAIS 4~ UELICH
21 Xoig giX|st= B E AT E H|Q12 XA Q| gtL|C},

-

K27t HEE|H "override-vetoes' Ii7H HEE ARSI !
O MEAX {7} HLE ABSH= 2R AIAHRIR

—

pN3
A

2

4. MetroCluster operation show HHS A3}

1%

Of A= E|A=X] Sl BtL(Ct.

=

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQIBIMA|L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227 .1GB

% online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL

=2E
= o T —
Oi2Z2|AHO|EE +F Lt
mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
X|R7t HEE|H -override-vetoes TH7HHS~E AHESH0] 'MetroCluster 2H@' BES A 5 JUSLICH
Of MEHM D7 HEE ALESH= 2R AARE2 57 AYE W[5t ZE AZE H[QIS THFofSfL|Ct

7. tiA 22{AE0|A 'MetroCluster operation show' E@ES At25t0] 2H Xt 0| A Z £} =X| 2olet

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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HEEBLICE

5. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M|23t0] ZHEZ2{E HA 25 AE(2
E|SZLct

6. X5 gtzto| |2 stEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& BtL|Ct

of LhE AbS gheto| ChA| MEEE=F 2F0HOF

O|C|of AHE|(QSFP = SFP)E 22[et B2 38/ #0122 A&tz FR ChAl &XI8tof &L Ct.

2. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S HM|&5t0] ZEE2{E Mt X5 MEiZ
T SELICH

3. X}z gheto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct

7T7: 2 E MetroCluster 7140{|A] 0 12| #[0|EE CIA| MBtatL|Ct

2 E MetroCluster #40|lA| FRU 1M E 2t2%t Z0|= MetroCluster 22| X[ ZtA S 3 4 QUIELICEH J2{H
0| AtO|E 2| SVM(Sync-Source Storage Virtual Machine)0| 24 AE{jo|1 2 C|A3 E0f|M HI0|HE HEst=

TNS MA A MEIZ E|E2 4 USL|CH

0| AL 2 E MetroCluster 4012t ML |Ct,

CHA
1. RE =7} "enabled" AtE|(MetroCluster node show)di| Q=X| &tQlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]| 2™ O 2 22 | =X|
§Hﬂ

4. MAMEOl 2{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HH S AL26L0] AQ X[ S fHTHL|CL,
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o

=
of FP FQI 7| ZMO| MefES olgt & UBLICH

o o

Mo >t
otrie

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH
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tApp Storage Encryption2 At83t= 22 2| X[Ho| w2} MSIDE A ™sHof EL|CH "SEDE ES =X
£ ZEE F[E2|= SYLLCH.

rOZ

* SAN A|ABIS A8SH= B2 O|HIE MIA|X|E &HQI8HOF BLICt cluster kernel-service show)
=4E HEED SCS| £28[0| =9 2. E S=gLct cluster kernel-service show BE2 L

O|F, o =2 A& HEll, oie =2 7184 HEl 8l alie ==9| 25 HEHE EAIFLICH

2} SCSI £3[0|E T2 M AE SHAE Q| CIE =0 BHH HZHo|| QLo{of BtLICE nASE XIgst| Hof|
£ =HIE s ZsHoF gLct.

* O 27K Ol ¢l 2HAE T A= 2 FE 0 AOF BfLICH S AE 7F =0 gL o HEEE

Xt 5L Efoil ol FALSEZL EAIEIE B &4 HEEE S=HY| Mol 2HE SHZ8HOF L ChE X)
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1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. M0l HEER{9 240N 'Storage failover modify — node local - auto-2t2t false’S AH52 2
gEetetL|Ct

() x5 as vmysstIALIL Tt EASR y'E it

3. 2HE HEEDE B ZEIEZ JINHIHYAIR.

EHE HESHI BAE = s
=
o

LOADER MAIX|7} EAIEILILE  CHZ THAIZ Ol SELIC.

gket o] 5. Ctrl-CE +E Ct3 H|A|X[7} LIEILIH yE FELICH

AMABIIEDE L= Qs MMl ZEE8 'storage failover takeover

ZISIE -ofnode_impaired_node_name_'0flA| &4 El HEZE2E Ql4-6t7Lt
STheLct
4 E HEER 0| 7|28 S J|Ci2|= ... O] EA|E[H Ctrl-CE F8
Chs yE SEHYLICL

> oo

M 2: HEEZ{7} 2 E MetroCluster0 Q! SLICH
MNEI ZIEERE Z=ol2H HEEDY MEHE 2Qlstl, HRst 22 HEER MRS Mot MAHol
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1. MetroCluster AEfE 2215104
Mete| Q=X gl ot

-

2. X5 EA7h LER=X| o0

7t AtSC = M| X| 9f,
'MetroCluster switchover'
HHOE MeAZS AT,
AKX I HEE|ASLICE

MS7| =t ct.

controller A 1::> metrocluster heal

—

oj7t A HES2YTL SO WA ZE

et Che mol| whap ElsEtL|C).

J2{H...

ChE EHAIS TAgLICt

> 0
0°I* 0>
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=g MKE

t ZAE Z2{ MetroCluster %

L
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A 7152 Sl Al

HEH HAIXIE AESHD 7%3._*
ANZSHHAR. ZHE HEE =

OISHMA| 2.

MSot== s{of gfLICt.

SEDE 23 E|X|
E3t NetApp 253t 7HR".
=

74 £0{0f BHLICH,

-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH

S AHE3H0| 0 12| AH|O| EOf 2Ef

—
e ZE2

3. FaEel 22{AE0|M 'MetroCluster 2t THA| A BHES MASHo] G|0|E O 12|AHO|EE

etroCluster 2tl' HH S R AlsHEt
HX|ste RE ATE HQIS MAES

E£2{(MetroCluster show)2


https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB

% online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster 2t Tt 2 E 0 22| |0| E( heal-phase root-aggregate) B@ES A5t RE
Oi1Z2|AIO|EE +HELICtL
mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|H -override-vetoes OH7H#H
O MEAX {7} HE M8z 2R AlAH-

ca

S AF83H0] 'MetroCluster 2l HHS AW & 2ALick
S 27 XIS WISt BE ALE 9IS XpEelgLICE

7. ek 2 AE{0| M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz ==X EltLCt.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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3. Al0|E2 Zol= 22| X0 NEDAEH f , AI0120] HEE XS FHBIHM
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A0|= 2| FX|of A0|E2S HA FH A0S 2| FXIE ChAl x| f Ho|S0| Ha|F LTt

4. ZEEE ZE0|M #H0lE 22| KIS 22|5t0 3tZ0of| SLICt
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7. 1EER| RES HEXO| 1 WLt EHO| &LICH
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LOADER ZEZE0|M BYEE 235t PCle 7= 8l 7Bt 71 245 ME7|ototn ZIEEHE MHELE
A

A E2|X| 'storage failover back-ofnode_impaired_node_name 'S H|235t0] HEZE M A 25 ALY

E[SELCH

A= o] H| 2 M shel AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& TL|CH

557 2. = MetroCluster 7-&0i[A 0 12| AH|0|EE CHA| T &HRfLICH

2 E MetroCluster 10| A FRU X2 223t S0{|= MetroCluster AQ|X|8H XtAS Lolst 4= OI&L|CEH O2{H
A3

0| AIO|E2Q| SVM(Sync-Source Storage Virtual Machine)0| &4 AtEjo| 1 2 C|

THS WY 2% HE|2 HSY 4 YBLICE

of %

=

1.

==2T M-d

A2 21 E MetroCluster 1A Tt M EIL|CT

B E =7} "enabled" AEi(MetroCluster node show)di| Q=X| &HolghL|ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2 E SVMUIM MES7|2t7t b2 E| R} =X]| 2HIBELICE 'MetroCluster vserver show!'

SHAETLTT| & - 290X HEHof| ASH AL K| 20| TS| HH SYLICE.

—_ =

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

E0|M HIO[EE MSdt=

=7 2ol s == XS LIF 0r0| 12{[0] 40| 'MetroCluster check lif show'0ll 43X O 2 2 E|A=X]
grolgtL|ct

HMAEOl 2B{AH0| A= ZE =0 A 'MetroCluster A2|X|8H' HH S AL26L0] A X[ S $HTHL|CL,

A QX =t0| 2tz E| A} =X ERILICE 'MetroCluster show!
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S| A7} A Mefol QLW A9IX|u Krefo] 2RELICH

=

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

A Q| K| M Zte= | AlZto| 22 Z2|= Z S MetroCluster config-replication resync resync-status show
HHES A0S0 XA FQl 7| &Ml HEHE ol = AUSLICEH

6THA|: Eof7} YMSH 2ES NetAppOll Ehet

7|E9t o MSE RMA X[ &0l EHE 2 QFIH Zdst RES NetAppOfl BHtEfLICH & HESHIAR "5 HE
S, WA HO[X|E HZSHAIL.

ASA C800 A[AH
2X & 23
01710 AIZh M| U A SRS HELIC

ChE2o| TA(ASA T4 EEOIAE Crrsh ZEIX HA FOIA Mgt & UBLICH

 HHE T
7h IO Chst 2fo|e Y37E T3HE CAE KAl Q14 JHs3 POFRILIC
 "H|CQ B

FEEREEREEEREL
IS

X7t HEIX0f CHet 2to|E 2371 TotEl 22191 THAE XA,
A|AHEIO| MetroCluster IP 71AQ1 AR £ XS AL "MetroCluster IP 1A S A X[EfL|Ch XA,

itk E THA| - ASA C800

W= AlZf2 2 AX] S A0S HAUM £7| AA- S 27(0f| O|Z7(7HK| ZHE QL Al AR
AX|of chet J2i X|HS MSELC.

S MERLICH'ASA C800 24| Bl 28 X[E S HZESHUA2" NetApp AIAH AX|0f o=t 22
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Guided Setup= AFE0I0] 27| A|AR F8E +8ot= 0|2 20 = HITIL 1707} JASLICE
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o [Option 1: Connect to a Fibre Channel host]
o [Option 2: Connect to a 10GbE host]
o [Option 3: Connect to a single direct-attached NS224 drive shelf]
o [Option 4: Connect to two direct-attached NS224 drive shelves]
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o [Option 1: Connect to a Fibre Channel host]

o [Option 2: Connect to a 10GbE host]

o [Option 3: Connect to a single direct-attached NS224 drive shelf]

o [Option 4: Connect to two direct-attached NS224 drive shelves]
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* [Option 3: Connect to a single direct-attached NS224 drive shelf]
* [Option 4: Connect to two direct-attached NS224 drive shelves]
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* [Option 3: Connect to a single direct-attached NS224 drive shelf]

* [Option 4: Connect to two direct-attached NS224 drive shelves]
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* healthy_node= _replacement_node2| HA ItEL{IL|LC},

CHA
1. refacement_node?t LOADER ZEIXE0|| JUX| RO H A|[ARES LOADER ZEZEZ FTHELICEH

2. Healthy_nodeOf|Ad A|AE! A|ZtS SHOIBILICE cluster date show
Emet AIZH2 REE AZIE 7| &2 gLCt
3. LOADER ZEZIXE0|AM, replacement_node:sHow dateQ| =Mt A|ZHS SQISHIA|R

= S AIZH2 GMTZ HSELCt.

n

4. Lot AL WH| LE9| IM(GMT)E 'SET DATE_MM/dd/yyyy '2 MHEHL|C}
S. st AR WA LEO| A[ZHS GMT eI Z 'SET TIME_hh:mm:ss_'2 MA$HL|C}

6. LOADER ZEIZE0|A replacement_node2| Mt 8l A[Z+S SQIBILICE show date

S 8 A|ZH2 GMTZ |2 E/L|Ct

2| MAIS| HA SEHE 2felstn AFetirt
EE2 259 HA MEIE 25t ot Z2 AL P40 LX|SH=E HENS HUC|0|Edtof BfLICt.

1. M Z1EE2| 289 SX|E4 BEUM ZE FMH QAT SUSHHA ME ha-config showS EA|SH=X| &olstL|Ct

r

HA ¥Elil= 2= 74 2240 CHsl SLsHof ghuct.

2. AEED ZEO| HAIE AAE MEfT XA 43 AKX|SHK| o™ HEEE] HE2| HA &EHE "ha-config
modify controller ha-state"= A& gtL|Ct

HA AEfQ| Zf

rlo

Ct

gl

 OILIY &= AFLICEH

o '6".

> mcc

° 'mcip’L|Ct
o H|S}

3. HEER ZEO| HAIE AAR AMEfTE A|AH 743 AX|SHR| ko™ HEES] ZE2| HA &EHE "ha-config
modify controller ha-state" 2 M&HgL|C}

4. 40| HAE|J=X| &IBtL|CE. ha-config show
AER[X|E MHEHESHD ClAS M S 20l5to] wH| "XHE AlS et
1THA: A A" 2]

EE 289 AELZX| 8l HEHA HE #H[0|=23 CHA| HZELICE
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THA|
1. AN|ARIS CHA] A Z L Ct

2. 8 AH83t0] A[0| 0| SHIEX| &HQIRILIC} "Active 1Q Config Advisor".
a. Config AdvisorE CH2 2611 AX|gL|Ct
b. CHA A|AEIO] CHE HEE 24T CHS OIo|H =& & S=/gL(ct
c. A|0|E A HES 2ot 3 &3S &QlgLICh 2E C|A3 HOJ AR D 2E CIASTH 530
HEA==X] 2olsto] 2 Aol HZE 2XE sHZZLIC

2tHA|: CIASE T E LIt

AEZ|X| A|ARIO] HA Y L0l = 22, BALBE Al al o| A|AH”! ID7t RAHSO 2
ClATO| EHELICE replacement_controllerS %'32* mf A|AE D HE S Selst CHS E%:'Ol THE A=K
gtolshof ghct.

O] ZXt= HA Y0l A ONTAPE 2&l5t= A|AHRI|R HEELICY.

1. replacement_controller7t RX|E RE(™>" TEXE FA|)Ql 22 |X|E4 2
"halt"2 0| S&fL|C}

i

Z25l0 2 TEDEQ

2. system ID mismatch: boot_ontapZ 218l A|AE! IDE XA Olst2t= EI1|)\|7(|7f HA|=H
_replacement_controller®| LOADER ZEZE0|AM HEEHE 2SI yE LHLICH

3. replacement_controller Z2&01 'Waiting for Bt2t...' HIAIX|7F EA|E ©i7tX] 7|ChH2l & HAXQl AEZ2{0f| A A
IE L] AMAR D7} RS2 2 X[HE|J=X f—ﬁ.*.o_'ﬂl-lﬁf. 'storage failover show

HHE =2H0||= 24E AEEZ{UM AAH” D7} HAEQJCHE HIAIX|QF 2HH SHHE 0™ B! A ID7} EA|=|0{0F
SiL|C} CHS G0l A node2= WHIE HE M A A|AE! IDZF 151759706 L|C}.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

D3 BER 24 Tgotets HAIKIT} LIELIS Y2 SEY + 4Lt 18 BE TEET}
LIEHEFLICH*>).
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

b. @E F0| HIE NAEEILILCE 'system node run-node_local-node-name_partner savecore'
c. Hiet HHZ MAMBt7| Mo 'avecore' HHO| 2tz E WH7HX| 7[Ch2| AL,

LS BE S Y=o savecore BHQ| Il MEHE ZLIEHAY = JESLICE. 'system node run-node_local-
node-name_partner savecore -s'

d. admin #%t +FOZ 24| 'et-Privilege admin’L|C}

—

AMEBHEX] G0 W2t ChE BAL § SHUHE At AE2|X| = =28 29

=

5. AE2|X| AIAHO| AER|X| i 2E A8l PHE FQ RHC I B2|S ALSOHEX| L ol
7 g

o "QEE 9| J_}E| or§§|. 9|§
o "QIE 7| | Azt 7|15 SRYLCH

6. ZIEEHE CHA| M3 ELICt.

a. HHMl HEEZ0|M LK E HEER| S| AEZ|X|E CHA| HSELICE 'storage failover 2t -
ofnode_replacement_node_name '

replacement_controller?t AEZ|X[E CHA| 71 et &S 2t=gtL|Ct.
AAEHD 2LXIZ QIsH A|AH IDE FAISI2HE HIAIX[ZF LIEILIH yE 2=sHof SfL|Ct.
(D) 7120l Hesp e HEolE 4 Attt
"AH2 FQ1 ONTAP 9 H{HOf| St= 117124 1AM SHIXE o2 HA|L"

a. 7|Hi80] R E T HA KO| HA K5 01X, 12| 3 Ej0| 2287t JHSER|, F AER|K| HULH EA
oIx| erelstLct

'storage failover show' @& 2| Z2{0]|= TtEL] H|A|X|0|A] HAE A[ARN DI} ZEHE|X| 90Ok HLICE.
7. C|IAA7} MCH 2 S| A =X| SOIStL|CH 'AER|X| CIAT EA|-ASHAH
_replacement_controller0fl £5t= ClATE= M A|AE IDE EAISHOF BL|CH CHS 00N = & 10] 2R3t

CIAZO| A A|AE! D 18737752770 EA|ElL|C}.
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8.

10.

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

A|AEIO| MetroCluster A2 AL ZHEE2{ Ml 'MetroCluster node show' & ZL|E{ ST}

MetroCluster 282 HAt AME|Z E|S2|2{H uK| S 2 B ME HE|[H, 0| 2 Z ZHEZ2{0f| A=l A7}
HALZ|H DR O|2{20| 2rM3tE| 0 HA REJH HEA|ELICEH MetroCluster node show-fields node-systemid E&
Z2 2 MetroCluster 7+40| F& HE{Z SO0 W7EX| O™ A|AR IDE EAIRLICH

gl

EZE2{7| MetroCluster 1A0]| = Z 2 MetroCluster AEHO| L}2} 212 AKX} RHSH ALO|EQ] HEZ 219!
A2 D
oT

RZ D ZCof C|A3o Qg ASKI7I EA|E|=X| &olst|C}
ClS = =740| R= %ol Z2 0] &{0| L QBHL|C},

° MetroCluster 7+40| et AE{IL|CH
> replacement_controller= X{sll AfO|E0]| = ClAT S| X ARKLRLICE
"4 E MetroCluster T80 M HA EH|0|Z 21 2 MetroCluster A X|2H S0 C|AT AQFHO0| HAEIL|C}
A|ABIO| MetroCluster 7181 AL 2t ZIEE2{7} 'MetroCluster node show-fields configuration-state’ =

THE O] A=K ALt

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

Zt AEZ2{0f| Chal| o A== 25 0] 'vol show-node-name’Q1X| 2HQIStL|C}
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12. THEE Al X+ HO|ZH 7|5 AMESHR| R E Tt 22 MY HEEH0|M SMSSHIAIL. 'storage
failover modify -node replacement -node -name -onreboot true'

HH A AE 52 - ASA C800

AARE HH 239 = 75t H NetApp Storage Encryption T&(2R8t 22)S Z#lotl
M ZIEZ2{0f Ciet 2fo| A S EX[oh = F|EQF &t7H MES & RMA X|Eof| 2 E thi= &t
HIS NetAppl 2 Btetsl{of Shi|Ct,

1EHAI: ONTAPOI M W K| ZIEZ210]| CHet 2to[ A S AX[ghL|Ct

ZHOf7} MBS 2T ER (= ZH) 2t0| AT QB ONTAP 7|52 A2 59 A2  replacement_node0f| CHSH
M 2to|MIAE MX|sHoF ghL|Ct. EZE 20| AT Q= 7|59 AL 5‘31* B o 2t =0 7|0 cist XtA| 7|7t QLo{of

gLt

Of ZhHofl CHaH

2O MIA F|1E MX|SHY| MK = BZE 20| AT HQSt 7|52 _replacement_nodeO|A] A& ALEE 4~ JELICE

J2Lt 24E LEJF 22AEHS RYUst LEQI AR SiE 7|S0l it 210 MIATE JOH J|5S HEAY £ lELItt

CESH 20N 2o AT Q= 7[sS *fg3f':'4 20| MA AHoFZ E4OHK| Y2 4 JALBE 7153t ot e

_replacement_node0i| u | 2tO|MIA 7| EE= F|E AX(sHOf SfL|Ct

AlEtst7| Mol

2to|MIA F|= 28Xt 2 4|0|0{OF BfLCY,

2Ho|MIA F|1E MX|E £ U= 902 R0 7|Zto| /JELICE |0 7|ZHo] 7(||—ft':I D E O|™ 2fo| AT} 2 SHEILICE,
K= 2to|dA 7|5 HX[SH = R0 7[ZH0| ELEZ| Mol 2E 7|2 24A|12F SO MX|sHof grL|Ct.

oHA|
1. A 2to]dIA 7|7t HRtt AL oA wA|E 2to|MA F|& BHOMA|R "NetApp Support AFO|E" My Support(Ui
X|2l) MMof|l M Software licenses(2ZE 0] 2t0|MIA) £ MEdstL|Ct,

@ Zast M 2fo|dlA 7= XS 2 MR IOl oMY Fa= HEELICH 302 0L
2tol A 7|7t ZetEl OIEHI°'° UK Rt BR 7= X3 BM0| ElotH AL,

2. 2} 2lo|MA F|S 'A|AH 2to| M A Tt 2fo|MA A E 2fo[dA 7|, 20| MA 7] 2 BX|FL|Ct

3. Hot R 0|H 2to| A S HASLCH.
a. OJArE 2o A 2Fol2to]dA 2| - OALE - A[Z3|0|H
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