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1. AutoSupport7} 2-43HEl 22 AutoSupport HIAIX|E S &80 XH5 H|0|A MM S AX[BILICE system node

co=2 1

autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHZ AutoSupport HA|X|= 2A|1Z2E SOt AFS AH|O|A MM S AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h
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S 1: Y2SHK| @f0 =L Ct
‘boot recovery -partner ONTAP 9.16.0 O| &

k=) =
o= =2 —
A8t MEL L=E0M onTap O|OIX| (RE OILY =) & =7 = UASH

AlZtst7| o

TEZ RESHD oY =] RE 0|C|0f7 AAE|H Loader TEIEO] LS HAIXISL £E) T2 M AT}
SX| Lt
SNMNHE .

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
O| HIAIX|Z7t EA|Z|H ONTAP O|0|X|E S{lsHof BtL|Ct

THA|

1. Loader T2 E|M boot_recovery -partner HHE YUATIL|CE.

§Hﬂm|m“4ﬂ7fstarting boot media recovery (BMR) process press Ctrl-C to
abort.. EA|E|1 7] MZAO| A|ZHELICE

2. Loader’t 22 Z2{AE ZEE 145l1 £ Edll NetbootS Melsto]| mzat T2HAS
http://<remote-partner-IP>:65530/recoverydisk/image.tgz BLIE{ZL|C}.

Netboot7t 8| starting BMR .. O 2FHO| HAE|W EX| Z2AHATF 22 EL|CE

a. 7| 22Xt LG K| 2 2 TS HAIXZF EAIELICE



key manager is not configured. Exiting.
b. C+Z HIAIXIZ7t EA|Z|H Onboard Key Manager(OKM)7+ A4 £l ZilL|Ct,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

2 0|5510] 21 T2 M AE 2t SHL|CH

C. Ct2 HIA|X|7} EA|Z|H EKM(External Key Manager)0| A&l ZAQILICt EKM =29 2 0| 5310
ST DTEMNAS et=oL|CH

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

3. BMR ZZ2MAEZ DL|E{sIH IIEL{ 7} U] 1M env I}, MDB 2 RDBE 2318 2 QI&L|LCH,

4. LEJt R EE T BMRO| 2t2E A2 CH33 Z&LICh

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

=M 2: Onboard Key ManagerE AI23 2371 USL|Ct

‘boot_recovery -partner ONTAP 9.16.0 O[&Z 4 =
AHE5t MEL E0|AM onTap O|OX| (28 OC|Y| =7)E =7Y = USLICE.

AlZfot7] FHof

LEE HElstn ol =0 HE| O|C|0{7f £24E|H Loader TEZEN| CHS HIA| X[t BE TZ MAT}
S X EL|Ct
S = .



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

O HIAIX|7} EA|=|H ONTAP O|0|X|E S@lsHjof gfL|Ct

1. Loader ZEZEW|A boot_recovery -partner BES UEIL|CE,

otHO| HA|X|7} starting boot media recovery (BMR) process press Ctrl-C to
abort.. HA|E|1 28 =5 Trof £7| =tol 5 AX[7t A|ZHEL|CE

a. Onboard Key Manager(OKM)7t & &l 2 Ct3at 22 HIA|X|7F EA|E/LICE

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

Are you sure? (y or n):

2. mEmEN y S YELc

| — |
3. 7t EAIE|H 2EC 7] 22|Xto| chet S E AAHBLICt Enter the passphrase for onboard key

management:

4. A2 S Boldh= HAIXKIZL EAEH 2EE 7| 22|Xtof tieh 2= S CHA| S CH.
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

S Z2MATE JZE|H CHZ HAX| 7L EAIEL|CE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
5. BMR ZZMAE ZLEZSIH DIEL{ 7} #Y] 14, env IHY, MDB % RDBE =+g £ JU&LICH
SH0| EEH =TI HFEIE|0] ZEMAT} tZ ELICE

=M 3: External Key Manager’ /= 23

‘boot recovery -partner ONTAP 9.16.0 O|&Z 4 =
AHE5t MEL LE0|AM onTap O|OX] (28 OC|Y| =7)E =7E = USLICE.

LEE RESID oY =0 REl O|C|0{7} &4 E|H Loader ZEZEO0]| CHS HAIX|t & T2 M|AT}
SX|ELCH
SNMNHE .



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...

Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
O HIA|X|Zt EA|=|H ONTAP O|0|X|E = 6HoF SfL|Ct.

THA|

1. Loader ZEZEW|A boot_recovery -partner BE S UZEIL|CE,

tHO| HA|X|7} starting boot media recovery (BMR) process press Ctrl-C to
abort.. HA|E|1 28 =5 Trof £7| =tol 5 AX[7t A|ZHEL|CE

a. EKM(External Key Manager)0| # 8 El H CtS1t 22 HIA[X|7F EA|ELICE

Error when fetching key manager config from partner
169.254.139.209: 28

Has key manager been configured on this system? {y|n}
b. 7| 2|7t +HE L _y E etch

key manager is configured.
Entering Bootmenu Option 11...
Bootmenu &M 112 74 MY S MHTPEY = ALE 2= EKM 74 HEE AEXI0A HAILICH
2. ZZTETENN EKM 24 S AEL|CE.

—

o Xk % 0| ME = [HEE EKMO| A SMSIEAS nf Q3RS LICH X7] EKM A A| it 2
(o]

[
SUst HBE Yo BILIC,

A
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3. Keystore UUID % 7} SHIEX| “cluster vuIiD &QITHL|LCE
a. IEL . E0f|M “cluster identity show' @& 2 A&5t0{ S2{AE UUIDE AMefL|Ct

b. IIEL] =20 vserver show -type admin ™I} key-manager keystore show
-vserver <nodename> BYZ ALE5I0{ Keystore UUIDE AMEfLICE.
C. HIA|X|7} EA|E|H Keystore UUID X 22{AF UUID #t2 LHELICL

=

A
gg sl
AJNAL'
™ Mg

O OEH =25 A

75'% 7| MZEA UUID 2 23 AE UUIDE A& 7| MHo| Qe
Mroot-AK 7|0l A &S

rr

*x-NETAPP-ClusterName: <cluster name> =2AH vuip Y x-NETAPP-
|

KeyUsage: "MROOT-AK"' Keystore UUID HM0| CHgt E =2Qlstd SHIE 7|7}
U=X| =felgfL|ct.

4. ONTAP = =0]| CH3t Mroot-AK X=3| &l 2712 @L|E{&lgtL|Ct

o ZZMA0M 7|E SUY = YCH THE HIAX| 7L BEAIE|H Ml AL 2ojM eOMS FE8HOF BHLILH.

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

KA KRR AR A AR A AR AR A KR A AN A AR A AN A A AR A A ARk A A AR A A A A A A Ak A kA, Kk

& ATTENTTION *

* *

E System cannot connect to key managers. &3

* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

a. “boot_recovery -partner'recoverery ' E0{| A HHS AMSHBIL|CE,
b. EKMO| it SME S3stEH= HIAIX|I 7L BEAIEH(y £=n) 25 _n_ S(8) MEHELI|CL
8712 TE X EOf CHal _n_optionS MEHSHH A|AEIO| 2E 0|70l M SX|ELICE.
C. CtE 23 AH L E0|N /cfcard/kMIP/servers.cfg It MEHE £EIBtLICtH O HEE R L|Ch
* KMIP MH{ FA]L|C,
* KMIP ZEQIL|LC}.
* Keystore UUIDRIL|C}.



* /cfcard/kMIP/certs/client.crt I}U 2| 22I0|HE QB A SAERIL|CH

* /cfcard/kMIP/certs/client.key T} S20|HE 7| SAFZLCE

* /cfcard/kMIP/certs/ca.pem It 2| KMIP A{t{ CA AHE.
d ZEIZE _systemshell_S 225t bootmenu0iAl systemshell 2 22 BILICE.
e. A|AHEN A 0 70lA eOM, SIOtA ST 3! H|O|EQ0|Q] HESQIZE FHTLICL

f._exit HHS ALZSH0] Him A|A” &S SEBLICHL

SE H&7t LIEFELICE 11 EKM S 2 A& M
Y
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124 2EE 7| HE|XHE SAYLIN

O ZXtel A2t 220A X
t

FEEE AMESHH 2EE 7| 22| XHOKM), NSE(NetApp AEE|X| 252} L=
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AARE HAS t=olof LTt

@ NSE = NVEZF 2EE L= QR 7| 22[Xiet o S4StE[of /= R 0l ZAE AR o] 24X e
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1. ONTAP 2&! 0|70l 4 10:

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2? 10

2. T2MAL ALHEE RSt

=

TAHSHHAI2.

This option must be used only in disaster recovery procedures. Are you

sure? (y or n):y

3. 2R{AE HHO PSS £ W YBLIC
() o==s st S0t 220 of2 Y2 EAISIX kL

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ HEAIE £30| 2p(2t) CHE 2 A& TIHSHK| OFYA|L. successfully recovered
keymanager secrets =X sHZE2 £t LR E +HTLICE

6. 28 oM S8 12 MEISI ONTAPZ A& SEELICH

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. HEEE{Q| 2&0f| 7t BAE|=X| 2RI8tLICt waiting for giveback..(Press Ctrl-C to abort
wait)



8. HMIEL LE0N MEL HEEZE HetstiAQ. _ AER|X| HY2H B2t - fromnode local-only-CFO-
aggregates true _

9. CFO OH12|AH|0|E0|| M2t BEISH S security key-manager 2 2 E sync HES ALt

10. Onboard Key Manager2| 22{AE

—_—

xH o @l

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

M. BE 7|7} S7|8tE|Y=X| 2IEHL|Ct. security key-manager key query-restored false IL|Ct

There are no entries matching your query.
() =eis o H0lM falseS TERS ©f 2t LIERX] 4BLICH

12. IIEEHOM = EE Hteh: AEZ|X| HYQH B2t - fromnode local
M 2: 2|8 7| Za|xt M FH0| U= AAH
ONATP 28 0j70lM 2F 7| &t2|xt 78 SRgL|CE
AIEFSE2| Hof|
EKM(External Key Manager) 782 S&lst2{H Ct3 &7t ZQefL|C}.
* CH2 22{AH S0 M /cfecard/KMIP/servers.cfg I Q| SAHE E= CHS MEIF Lt Ct
KMIP At FAQL|CH
* KMIP ZEQILILC},

CH2 22{AH & £E= 220|AHE S M| /cfcard/kMIP/certs/client.crt TFY AHE.
CE 22{AH 20N /cfcard/kMIP/certs/client.key IFL S| SAHE L= Z20|AHE 7|

L2 22{AH LE E= KMIP A/ CA2Q| /cfcard/kMIP/certs/CA.pem It AtE,

|
1. ONTAP 2&! Hi70lM &8 11 S MEiSL|C}
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 11

2. HIAIX|Z} HA|E|H 2ot YRS YR =QlS.

3.

a

b

C.

d.

2t
=

a
b
c

d

- Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y

. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
CHAl CHSab 22 HAXIZF HEAE =2 JSLIC

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n} _n_
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y

LEIZE ciet YEE MSELIC.

. Enter the client certificate (client.crt) file contents:
. Enter the client key (client.key) file contents:
. Enter the KMIP server CA(s) (CA.pem) file contents:

. Enter the server configuration (servers.cfqg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. 21 T2 N AT} QAZEIL|CE

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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5. HE HF0M SM 18 MEiSIO] ONTAPE A& REELICE

F
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* Select option " (1) Normal Boot." to complete the recovery process.

*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.
Boot without /etc/rc.
Change password.

Maintenance mode boot.

Reboot node.

Selection (1-11)7? 1

Clean configuration and initialize all disks.

Install new software first.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

S8 = 28 000 uM| Z2MAS A=BLICH

Z& S Felght
Z&0]| CHS0| EAIE J2{H
a2
2O DEDE 6THA|IZ O|SELICE.
gret o] 5. a. tEL] AEE2{0| 22lgLCt.
b. _storage failover show_EEE AtE3st0] ELZI ZAEE2{7} Ytet =H| 7}
E|}=X| gelgtL|ct.
24 0|28 ItEL] ZHEE2Z 0|S5}t1 storage failover -fromnode local-only -CFO-aggregates true BE S

Af% tod EPJJ HEED AER[X|E ESEUCL

° L2330 F 7t Zdoto] FHO| AnistHE Foli7t Fdet CIA3E S2|XH 2 22lote, WM CIAIE S

m7kx| Ll A3 E SR 22 SLCH

° OEL7} "ZH|E[X] 38" 2 ¢lsl FF0| &

S 7|CHELICt.

I3t= B TtEL ZHofl HASHe| A|AHI0| S7(|=HE Wi7tX| 52
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4. clustershell ZEIXE0|A| _network interface show -is -home false_ d&

. 2& A0|22 TIEY ZHEE 0| AZL
. 'storage failover -fromnode local' @H2 A5t ZHEEZ

=
= | =]
. storage failover modify -node local -auto -giving true_BH 2 AI25t0] XI5 HetS ALESHX| Y= MYt

o

pd

DMP, SnapMirror EE= SnapVault Z2MAZ QIsH HZI0| MISIH T2 HAZ SHH|EHLICH XIMISH LB
N 24 MEE EZsHAI2.
o

—

OF

_,_
N

gl
Ol

ICt2l = storage failover show_commandE A26t0] HU 2 AMEHE 2HolstL|Ct,
o
=

=2| QE{HO|AE LIEELICE

QIEI|O| AT} 2 LIBEl AL “false’net int revert -vserver Cluster -lif_nodename BEE AtE35t0] s
QIE|HO|AS & ZEZ E|SZ/LC}

- 2& 0|22 e HEERE 0[St version -v BHE A0 ONTAP HT S =helgtL|Ct.
=

. E M85t storage encryption disk show =H2 AETLICE

7| B MHO| HEE 01F 719| 7| IDE HEAISH{™ security key-manager key query EHES AF2SHAAIL.

° 'restored' ZEO| 'yes/true’?! B, AFEX= 25 2EE|0 N T2MAE gt  JUSLICH

o =5l 2 = 0|2|9| gf0|™ Key Manager type external Restored 'yes/true'_security key-manager
external restore_BE S AIESI0] Q15 7|2 7| IDE SR ELICE.

= |

() mzol anjoiet 12 X2 ME(] SISHYAIR.
o =Gl 24 = 0|Q|9| Z}0|™ Key Manager type onboard Restored ‘yes/true'_security key-manager
2HE sync HHE A2t S1E LE0M F2tE 2EE 7|2 S7|skgL|Ct

security key-manager key query_command £ AF25t0| Restored 2E 215 7|0l CHol Z &= yes/true
o2\ SO|5EAI
=(8) SRISHA L.

Ct.

=

—
Ze 29

. AutoSupport?7t Z243tEl 22 SYSTEM NODE AutoSupport invoke -node * -type all-message

MAINT=end_commandE AH&5I0{ X5 #[0|A MM S S2I/AN| sixeL|Ct.

co= T

20| = 2 ES NetApp-ASA AMKQ 2 HHSHL|C}

|E2 2H MlZE RMA X[H| 28 E 2 2F7F it #ES NetAppoi| HretghL|Ct.
FE gk 5 wA"AbMISE LHE2 H|O|X|E HZESHAIL.

—

= O-1

£ UH YIEER -ASAAIK

CIS Y IEZL CHAof w2t HAEER ZES WH[SHMA|IL.
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controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
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AME HES2E ZRoIH HES2 ME|S HolotT, LR A HANQI HES2 T 24E HES
AE2|X|OA HOEE A% RBY 4 YTE HES2IS Q%o FLIC

Of ZfHofl 3

* SAN A|2EIS AEOI= B &4 ZEER SCSI 22[0|=0] Cigt O[HIE H|A|X|Z =2Hldlof “cluster kernel-

service show &L|LC}. “cluster kernel-service show priv advanced ZE0|A HHS MsHstH = 0|2 st
oo | Mef, s 20| 7t AEf 2 ST =0 2tE AEiJF HA|E/LICE

2} SCSI 23[0|E T2 A= S2AHQ| CHE L Eof oA Aol 00 FLICE WH|E TS| Toj| 2=
=HE sl Zsfiof LICt.

* 2T 271 o] el S22 AETt 'E < A=l AojoF ghL|Ch SHAEIF A AL & HEEZ 0| X4 8l
AEHOI| CH3H FALSEZ EAIE= & —’.'_“— el HEEE{E Z=57| Mol 2HE s ZsHof SLIChEZE) "= =2
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S 1: Y2SHK| @f0 =L Ct
‘boot recovery -partner ONTAP 9.16.0 O| &

k=) =
o= =2 —
A8t MEL L=E0M onTap O|OIX| (RE OILY =) & =7 = UASH

AlZtst7| o

TEZ RESHD oY =] RE 0|C|0f7 AAE|H Loader TEIEO] LS HAIXISL £E) T2 M AT}
SX| Lt
SNMNHE .

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
O| HIAIX|Z7t EA|Z|H ONTAP O|0|X|E S{lsHof BtL|Ct

THA|

1. Loader T2 E|M boot_recovery -partner HHE YUATIL|CE.

§Hﬂm|m“4ﬂ7fstarting boot media recovery (BMR) process press Ctrl-C to
abort.. EA|E|1 7] MZAO| A|ZHELICE

2. Loader’t 22 Z2{AE ZEE 145l1 £ Edll NetbootS Melsto]| mzat T2HAS
http://<remote-partner-IP>:65530/recoverydisk/image.tgz BLIE{ZL|C}.

Netboot7t 8| starting BMR .. O 2FHO| HAE|W EX| Z2AHATF 22 EL|CE

a. 7| 22Xt LG K| 2 2 TS HAIXZF EAIELICE
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key manager is not configured. Exiting.
b. C+Z HIAIXIZ7t EA|Z|H Onboard Key Manager(OKM)7+ A4 £l ZilL|Ct,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

2 0|5510] 21 T2 M AE 2t SHL|CH

C. Ct2 HIA|X|7} EA|Z|H EKM(External Key Manager)0| A&l ZAQILICt EKM =29 2 0| 5310
ST DTEMNAS et=oL|CH

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

3. BMR ZZ2MAEZ DL|E{sIH IIEL{ 7} U] 1M env I}, MDB 2 RDBE 2318 2 QI&L|LCH,

4. LEJt R EE T BMRO| 2t2E A2 CH33 Z&LICh

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

=M 2: Onboard Key ManagerE AI23 2371 USL|Ct

‘boot_recovery -partner ONTAP 9.16.0 O[&Z 4 =
AHE5t MEL E0|AM onTap O|OX| (28 OC|Y| =7)E =7Y = USLICE.

AlZfot7] FHof

LEE HElstn ol =0 HE| O|C|0{7f £24E|H Loader TEZEN| CHS HIA| X[t BE TZ MAT}
S X EL|Ct
S = .



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

O HIAIX|7} EA|=|H ONTAP O|0|X|E S@lsHjof gfL|Ct

1. Loader ZEZEW|A boot_recovery -partner BES UEIL|CE,

otHO| HA|X|7} starting boot media recovery (BMR) process press Ctrl-C to
abort.. HA|E|1 28 =5 Trof £7| =tol 5 AX[7t A|ZHEL|CE

a. Onboard Key Manager(OKM)7t & &l 2 Ct3at 22 HIA|X|7F EA|E/LICE

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

Are you sure? (y or n):

2. mEmEN y S YELc

| — |
3. 7t EAIE|H 2EC 7] 22|Xto| chet S E AAHBLICt Enter the passphrase for onboard key

management:

4. A2 S Boldh= HAIXKIZL EAEH 2EE 7| 22|Xtof tieh 2= S CHA| S CH.
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

S Z2MATE JZE|H CHZ HAX| 7L EAIEL|CE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
5. BMR ZZMAE ZLEZSIH DIEL{ 7} #Y] 14, env IHY, MDB % RDBE =+g £ JU&LICH
SH0| EEH =TI HFEIE|0] ZEMAT} tZ ELICE

=M 3: External Key Manager’ /= 23

‘boot recovery -partner ONTAP 9.16.0 O|&Z 4 =
AHE5t MEL LE0|AM onTap O|OX] (28 OC|Y| =7)E =7E = USLICE.

LEE RESID oY =0 REl O|C|0{7} &4 E|H Loader ZEZEO0]| CHS HAIX|t & T2 M|AT}
SX|ELCH
SNMNHE .



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...

Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
O HIA|X|Zt EA|=|H ONTAP O|0|X|E = 6HoF SfL|Ct.

THA|

1. Loader ZEZEW|A boot_recovery -partner BE S UZEIL|CE,

tHO| HA|X|7} starting boot media recovery (BMR) process press Ctrl-C to
abort.. HA|E|1 28 =5 Trof £7| =tol 5 AX[7t A|ZHEL|CE

a. EKM(External Key Manager)0| # 8 El H CtS1t 22 HIA[X|7F EA|ELICE

Error when fetching key manager config from partner
169.254.139.209: 28

Has key manager been configured on this system? {y|n}
b. 7| 2|7t +HE L _y E etch

key manager is configured.
Entering Bootmenu Option 11...
Bootmenu &M 112 74 MY S MHTPEY = ALE 2= EKM 74 HEE AEXI0A HAILICH
2. ZZTETENN EKM 24 S AEL|CE.

—

o Xk % 0| ME = [HEE EKMO| A SMSIEAS nf Q3RS LICH X7] EKM A A| it 2
(o]

[
SUst HBE Yo BILIC,

A

1t
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3. Keystore UUID % 7} SHIEX| “cluster vuIiD &QITHL|LCE
a. IEL . E0f|M “cluster identity show' @& 2 A&5t0{ S2{AE UUIDE AMefL|Ct

b. IIEL] =20 vserver show -type admin ™I} key-manager keystore show
-vserver <nodename> BYZ ALE5I0{ Keystore UUIDE AMEfLICE.
C. HIA|X|7} EA|E|H Keystore UUID X 22{AF UUID #t2 LHELICL

=

A
gg sl
AJNAL'
™ Mg

O OEH =25 A

75'% 7| MZEA UUID 2 23 AE UUIDE A& 7| MHo| Qe
Mroot-AK 7|0l A &S

rr

*x-NETAPP-ClusterName: <cluster name> =2AH vuip Y x-NETAPP-
|

KeyUsage: "MROOT-AK"' Keystore UUID HM0| CHgt E =2Qlstd SHIE 7|7}
U=X| =felgfL|ct.

4. ONTAP = =0]| CH3t Mroot-AK X=3| &l 2712 @L|E{&lgtL|Ct

o ZZMA0M 7|E SUY = YCH THE HIAX| 7L BEAIE|H Ml AL 2ojM eOMS FE8HOF BHLILH.

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

KA KRR AR A AR A AR AR A KR A AN A AR A AN A A AR A A ARk A A AR A A A A A A Ak A kA, Kk

& ATTENTTION *

* *

E System cannot connect to key managers. &3

* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

a. “boot_recovery -partner'recoverery ' E0{| A HHS AMSHBIL|CE,
b. EKMO| it SME S3stEH= HIAIX|I 7L BEAIEH(y £=n) 25 _n_ S(8) MEHELI|CL
8712 TE X EOf CHal _n_optionS MEHSHH A|AEIO| 2E 0|70l M SX|ELICE.
C. CtE 23 AH L E0|N /cfcard/kMIP/servers.cfg It MEHE £EIBtLICtH O HEE R L|Ch
* KMIP MH{ FA]L|C,
* KMIP ZEQIL|LC}.
* Keystore UUIDRIL|C}.



* /cfcard/kMIP/certs/client.crt I}U 2| 22I0|HE QB A SAERIL|CH

* /cfcard/kMIP/certs/client.key T} S20|HE 7| SAFZLCE

* /cfcard/kMIP/certs/ca.pem It 2| KMIP A{t{ CA AHE.
d ZEIZE _systemshell_S 225t bootmenu0iAl systemshell 2 22 BILICE.
e. A|AHEN A 0 70lA eOM, SIOtA ST 3! H|O|EQ0|Q] HESQIZE FHTLICL

f._exit HHS ALZSH0] Him A|A” &S SEBLICHL

SE H&7t LIEFELICE 11 EKM S 2 A& M
Y

.3"9

k=3
= =
Ct2 220 ot HAIXIZF 2AIZ|H O|Fof| =Tt Z4 HEHE UHARLICH

[>

* /cfcard/kMIP/certs/client.crt TFL 2| SAHEO| USLIT? {y/n}
* [cfcard/kMIP/certs/client.key TFA 2| SAHZO| UZLIT? {y/n}
* [cfcard/kMIP/certs/ca.pem It 2| AH2O| JUELIT? {y/n}

* /cfcard/kMIP/servers.cfg TFL 2| SAHZO| QUELIT? {y/n}

6. 7|7t MCHZE SR|IEH S7 T2NATL ALE D E5 MRS L

20| Y= EEZS NetApp-ASA A70 % ASA A90C 2 HHtBHL|Ct
|E2t S| Iﬂgil RMA X| &0l S E CHE @FT 7 YMst 222 NetAppdi| BHetetL|Ct.
"SE ket 8l IA"XIMIe LHE 2 H|O|X[E ERSHUAIL,
5 Uy
SE O|C|0] WK HZIEZES - ASAAT0 % ASA A0

£8 0|C|0{E wH[ole™ L 2 EE HAIE HoHAIL.

4
om
(]
o
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"2HLC o3t 7|12 eelgLot
A ARl Hot 7| Za|Xtot 2dot|o Q=X Ee= P=otEl AT A=K Sl L|C
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auE 21E
AEE BHLCt

o »21g) 0|C]ofS mHBLICH

A28 BHE| DN QF 7L LS £ 0]C[0f2 Mel DHE RE 0|C|0jS HX|3 TS USB S|
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E2t0|EE A8t ONTAP O|0|X|E A& £ D|C|o{= H&eL|Ct.

e "= 0|0|X|2 SE/gL|C

= T od

USB E=2t0[=0{A| ONTAP O|0|X|E REIot I A|ARS S0 CH2 2tF HE ehelgfLct.

ONATP 28 Hm0lM 22 7| 22|xt 714 E= 2F 7| H2|AHE SR YLICH

o "XHOf 7} Eh A Sh

St HE 2 NetAppl 2 HhatgiL|Cte

=]
]
7|E9t 2 MSE RMA X[ 20| BHE 2 QFIH Zdst RES NetAppof| HretetL|Ct.

HEl OC|of WA 27 AR - ASA A70 5! ASA A90

=2 OIC|01E W57 | Tof| L2 27 Ates dESHAIL.

2
rot
Rl
bal
(]3]
N

* "image_xxx.tgz"E X&' % 7tS 71Xl FAT322 TOHEl USB Z2fA| E20|E 7t QLo{of BHL|C},
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1. ONTAP 2&! 0|70l 4 10:

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2? 10

2. T2MAL ALHEE RSt

=

TAHSHHAI2.

This option must be used only in disaster recovery procedures. Are you

sure? (y or n):y

3. 2R{AE HHO PSS £ W YBLIC
() o==s st S0t 220 of2 Y2 EAISIX kL

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA

5. B TZ M AT bR EILICE



Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ HEAIE £30| 2p(2t) CHE 2 A& TIHSHK| OFYA|L. successfully recovered
keymanager secrets =X sHZE2 £t LR E +HTLICE

6. 28 oM S8 12 MEISI ONTAPZ A& SEELICH

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. HEEE{Q| 2&0f| 7t BAE|=X| 2RI8tLICt waiting for giveback..(Press Ctrl-C to abort
wait)
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8. HMIEL LE0N MEL HEEZE HetstiAQ. _ AER|X| HY2H B2t - fromnode local-only-CFO-
aggregates true _

9. CFO OH12|AH|0|E0|| M2t BEISH S security key-manager 2 2 E sync HES ALt

10. Onboard Key Manager2| 22{AE

—_—

xH o @l

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

M. BE 7|7} S7|8tE|Y=X| 2IEHL|Ct. security key-manager key query-restored false IL|Ct

There are no entries matching your query.
() =eis o H0lM falseS TERS ©f 2t LIERX] 4BLICH

12. IIEEHOM = EE Hteh: AEZ|X| HYQH B2t - fromnode local
M 2: 2|8 7| Za|xt M FH0| U= AAH
ONATP 28 0j70lM 2F 7| &t2|xt 78 SRgL|CE
AIEFSE2| Hof|
EKM(External Key Manager) 782 S&lst2{H Ct3 &7t ZQefL|C}.
* CH2 22{AH S0 M /cfecard/KMIP/servers.cfg I Q| SAHE E= CHS MEIF Lt Ct
KMIP At FAQL|CH
* KMIP ZEQILILC},

CH2 22{AH & £E= 220|AHE S M| /cfcard/kMIP/certs/client.crt TFY AHE.
CE 22{AH 20N /cfcard/kMIP/certs/client.key IFL S| SAHE L= Z20|AHE 7|

L2 22{AH LE E= KMIP A/ CA2Q| /cfcard/kMIP/certs/CA.pem It AtE,

|
1. ONTAP 2&! Hi70lM &8 11 S MEiSL|C}



Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 11

2. HIAIX|Z} HA|E|H 2ot YRS YR =QlS.

3.

a

b

C.

d.

2t
=

a
b
c

d

- Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y

. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
CHAl CHSab 22 HAXIZF HEAE =2 JSLIC

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n} _n_
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y

LEIZE ciet YEE MSELIC.

. Enter the client certificate (client.crt) file contents:
. Enter the client key (client.key) file contents:
. Enter the KMIP server CA(s) (CA.pem) file contents:

. Enter the server configuration (servers.cfqg) file contents:

99
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. 21 T2 N AT} QAZEIL|CE

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.



5. HE HF0M SM 18 MEiSIO] ONTAPE A& REELICE

F

KA KAk AR A AR A A AR AR A AR A AR A AR A AR A AR AR A AR A AR A A KA A AR AN A AR A A A A AR A AR ARk kK

khkkkhkkhkkhkkk kK Kk k kK

* Select option " (1) Normal Boot." to complete the recovery process.

*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.
Boot without /etc/rc.
Change password.

Maintenance mode boot.

Reboot node.

Selection (1-11)7? 1

Clean configuration and initialize all disks.

Install new software first.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

S8 = 28 000 uM| Z2MAS A=BLICH

1. 2& &2 golgLct
ZE0i| CH20| EA|=| 2™
a2
EIQOEDE 6THA|IZ O|SELICE.
gret o] 5. a. ME ZEE2(0f 2aQIgL(C}
b. _storage failover show_EEE AtE3st0] ELZI ZAEE2{7} Ytet =H| 7}
E|}=X| gelgtL|ct.
2 =2

A3 Ef ?iEEH ﬁEEIIIE EIEE'I—IEh

° L2330 F 7t Zdoto] FHO| AnistHE Foli7t Fdet CIA3E S2|XH 2 22lote, WM CIAIE S

m7kx| Ll A3 E SR 22 SLCH

° OEL7} "ZH|E[X] 38" 2 ¢lsl FF0| &

S 7|CHELICt.

I3t= B TtEL ZHofl HASHe| A|AHI0| S7(|=HE Wi7tX| 52
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=
. clustershell ZEIXEO0|A _network interface show -is -home false ™

. 2& A0|22 TIEY ZHEE 0| AZL
. 'storage failover -fromnode local' @H2 A5t ZHEEZ

=
= | =]
. storage failover modify -node local -auto -giving true_BH 2 AI25t0] XI5 HetS ALESHX| Y= MYt

o

pd

DMP, SnapMirror EE= SnapVault Z2MAZ QIsH HZI0| MISIH T2 HAZ SHH|EHLICH XIMISH LB
N 24 MEE EZsHAI2.

OF

o
o
[l

_,_
N

3

ol

HI

ICt2l = storage failover show_commandE A26t0] HU 2 AMEHE 2HolstL|Ct,
o
=

=2| QE{HO|AE LIEELICE

QIEI|O| AT} 2 LIBEl AL “false’net int revert -vserver Cluster -lif_nodename BEE AtE35t0] s
QIE|HO|AS & ZEZ E|SZ/LC}

- 2& 0|22 e HEERE 0[St version -v BHE A0 ONTAP HT S =helgtL|Ct.

— -

=

. E M85t storage encryption disk show =H2 AETLICE

7| B MHO| HEE 01F 719| 7| IDE HEAISH{™ security key-manager key query EHES AF2SHAAIL.

° 'restored' ZEO| 'yes/true’?! B, AFEX= 25 2EE|0 N T2MAE gt  JUSLICH

o =5l 2 = 0|2|9| gf0|™ Key Manager type external Restored 'yes/true'_security key-manager
external restore_BE S AIESI0] Q15 7|2 7| IDE SR ELICE.

= |

() mzol anjoiet 12 X2 ME(] SISHYAIR.
o =Gl 24 = 0|Q|9| Z}0|™ Key Manager type onboard Restored ‘yes/true'_security key-manager
2HE sync HHE A2t S1E LE0M F2tE 2EE 7|2 S7|skgL|Ct

security key-manager key query_command £ AF25t0| Restored 2E 215 7|0l CHol Z &= yes/true
o2\ SO|5EAI
=(8) SRISHA L.

Ct.

=

—
Ze 29

. AutoSupport?7t Z243tEl 22 SYSTEM NODE AutoSupport invoke -node * -type all-message

MAINT=end_commandE AH&5I0{ X5 #[0|A MM S S2I/AN| sixeL|Ct.

|

23| = 2 ES NetApp-ASA A70 ! ASA A902 2 HHtstL|Ch

|E2 2H MlZE RMA X[H| 2FE 2 2F7F Ao #ES NetAppoi| HretghL|Ct.

MA

= O H

S bzt gl JH|"KENSH LI2 S I|0]| K| 2 &XSHAAIL.

MA| K YZTEZZ2 -ASAA70 I ASA A90

CHS Y2 E= R A0 T2t MAIS 2R Ct.

o "AHA| A Q7 AFSHS HESH|C)

= O
MAI 2ES LAEHHE ET 27 AFgS S0 oF LIt
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