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ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
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"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 JA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MEBfLIC
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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SHE MEBILICt recover onboard keymanager
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ALK EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
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AA
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AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAXIZE EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHSH 22{AE MA| S E dBtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZBHR 7 HIAIX| glo| ZRAE ZEMET} wEELICH S|2t0) Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HIGHAS.

security key-manager key query -restored false

O| B2 ZuHE HHatolX| gLt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 53 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

[
=

) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o -l =

o ol.
e 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Zhoj 7t WHAlSt HES NetApp-ASA A1502 2 E[EZILICH

|E2L & MSEl RMA X[&of| 28 & iz LRI Lol HES NetAppOf| HhetetL|Ct.
'FE Eret 8L AAREAISE LHE 2 HIO|X|E HZESHHAIL

—_

MA|

MA| 2H| 7H2 - ASA A150

MAIE nAst2{H M@ 35 &K, StE EBl0|E QI AEERY B8 e HE2 &4E
MAOAM A MAIZ O] S5t &&El MAIS &l MAI2t SEot ZRO[ A MA|Z HFFOF

efLct.

A ARIO| CHE RE 74 247t SHIZA| ZSsljof »L|Ch J™X| g2 < 7|& X

-hI

Aol 22lsoF grL|Ct.
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* O] BXt= A AEMM X H5t= 2= HT2| ONTAPOM AEE = ASLICE
0

* O] Bt RE EEIO|E S HEER B = &S M MAIZ 0|Ssts 7HE D NetApp2l M 718 242
T ELCH
* Ol EXt= BH ICt. 2-AEE2] 2{AH9| L, LIE L& S AE 9| MH|A 2H0| SHEO 22

S mEL
=
STHo| et &~ AUSL|CH
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EE2| Z2 -ASA A150
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TG0l Mot Extof wel AEEE S SRotHLE &4E ZESE S esHA L,
SH1: UFEEe 714

E1E MulAg off Y& S=0f chet ZtMet 82 2

O| Axt= 271 L= FH0| Uis A ARIE @It AALICH S2{A
HAE L|C}. 3{Z 7}0|= - NetApp 7|& Xt=E".

AEOHIAIR "AE2| K] A AE

mjo
oxd
0z
ial
[o]
HU
o
HU
Of
[
rH
rdo
o =
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SE57| Mol LheS +&oHoF Lt
° Bt S FYYLICH A AE JEf HA
° ONTAPE A|ARQ| 2F 2| A2 0| =-tLC
° B 81 "Active 1Q Wellness Z& 5 92" AILH 18 249 LEDSH 22 M AL U= 2=
2= 7|=8l SLC.
A
1. SSHE S¢ll 22{AF 0| 2T0I8tHLt 22 2& A[0|23 BE/ZES A8310] ST 2E{ Q| LA

S 2210|QE/SAE|M NetApp AIAEHQ| G|O[E{0f AN ABEX| ROHEZ BHL|C}
3. 9|F Q) xS UA| SX[FLICE

4. AutoSupport7t 24d3tEl ZR AH[0|A HHS ARGt A[ARO0| 2EEt0l0| E A= o &E|= 7|2t
NI

o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. RE Z2|AE| 20| SP/BMC F4 Ald:
system service-processor show -node * -fields address
6. 22{AH HS SZeLC

exit
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7. o[ EHA|o] EHof| LIEE ==9| IP 45 ALE310] SP/BMC over SSHOI| 2101510 TH &zhs

— o o
SLE>ELIC
TE/AES MEdts 32 St S2{AH HE[X XHH SEE AE5IH HEE2{of 2L

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync ZE|AM Y E|= SnapMirror S7|4] 2HAEE AI8H= 22AEQ| 22 system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore

-strict-sync-warnings true
9. CH30| EAI=|H S2AEQ| 2t AEER{0f el *y * & =BIL|CE

Warning: Are you sure you want to halt node <node name>? {y|n}:

_

©
I
-

—_—a—=—=

7t A= E217t % w7tx J|ctel ¥ LOADER ZEZEJ} BAEL|CH
M 2: ZZEE2{7} MetroCluster T&0i| AELICH
(D) NAH0| 2t MetroCluster 742! B2 0] BAHE ALZSHR OHIAIR.

£AE ZESRE ZR6t{Y HES2| MElS Zolstn, LR 29 MATl HES} A4E HESR
AEE|X0)M CHIO|EE A& HZE 4 UTE HESAZ A%

* LEIH 27K Ol 4l SHAETE A= B2 FE0l A0JOF SfLICt S AE7F Zol| AL Ho HEEE0f At 8
HENOfl TH3l FALSEZ} BAIE|l= 2 & E HESEE S=57| Mol Z2HE sHZsHofF LthEHZE) "= =2
S AEQ ST|stetL .

* MetroCluster A780| U= 8 MetroCluster A& AEf7F A= J0 S =71 MH 9l HA
AEH('MetroCluster node show')@IX| 25O BHL|C}.

£

1. AutoSupport7t ZA3}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|& SZ5t0{ Xt5 H|0|A MM S AX|ELICt

Ct2 AutoSupport HIA|X[= F A2t St XIS AH|O|A MM S AR[BLICE: ' cluster: * > system node

AutoSupport invoke - node * -type all-message MAINT=2h'

2. M0l HEER{9| 240 A 'Storage failover modify — node local - auto-2t2t false’S A5 Q2 HtetstL|Ch
3. &MEI HEERE ZE TETEZR JIHIIMAIL.

EHE HEEY I HAR= 2. JdEH..
LOADER H|A|X| 7} HEA|E LI} CHE CHAIZ Ol SRILIC.

gret o] =...

Ctrl-CE +E ttZ HAIX|7t LIEILIH yE FFLICH
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1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rIEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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Cluster Configuration State Mode
Local: cluster B configured switchover
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il
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Local: cluster B configured normal
Remote: cluster A configured normal
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XS B0l YH0|E 2& HIAIXIE Ztotof BfLICt. YIH[0|E HIAIX| 7}
LIEILHH YHI0|EVL 2RSS =eloh= HIAIX| 7L LIEHE mi7tA]
Ctr-CE =2 88 ZZMNAE SHIHX| OHYAIL.

Press Ctrl-C for Boot Menu H|A|X|7} EA|Z|H Ctrl-CBF =&L|C}.

Helof AH0|E7} FEtelp £ Z2N|AT} 20
DTE2DEZ ZFELICL update_flash HES AMatisH

(D) s =02 3250 15 2Y ANS Holshs ge
Ctr-CE 52| SA24 2= Sefsiof SLiCk
SChst2{ e Cir-CE 2L,

HAIX|ZF EAIE|X] 0 ZIEE2| IE0| ONTAPZ REIE|H 'halt S
2 Ct2 2 ZE T EO||M boot_ontapS 216t H|A|X| 7}

BAIEH Ctl-CE FE Ct2 R4 RER RElgLCt

f. 28 HFoM RX| 22| 2E FHS MEiBL|CE

° B8 BE T2 B0 ChZ2k 22 HIAXZE EA|

|y

LR W AAH D HHQE 2=

M

IM RXIES DEZ Mg | HAXI HEZR

1Bt AEESE WMSt = AJAH-> A2
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M3t sholgt|ct

uM HEE ZEQ A7 EME HA YO o HEER BE L= SEY 72| gl Az Mot 2helsliof
LI AlZba ;7 LX[SHA| gEQ™ A2 X}O| = QI3 22I0|UETL STE= AS YX[SH7| floh WA HEEZ

LEE0M SiE et AlZhS THEFsHOF LTt
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O =fe4oi| CHH

SHHE AAHEIf ChS Tl Rl BE S HEdtes 20| QLI

CHA
1. refacement_node?t LOADER ZEIZE0|| JUX| $OH A|ARES LOADER ZEZEZ FTHEILICEH

2. Healthy_nodeOf|Ad A|AE! A|ZtS SHOIBILICE cluster date show

2Utet AlZt2 FHE AZIHE 7|22 2 L L}

I

3. LOADER ZEZIZE0|AM, replacement_node:sHow dateQ| =Mt A|ZHS SQISHIA|R

=S AIZH2 GMTE HSELCt.

n

4. ZQst AR WA =9 IM(GMT)E 'SET DATE_MM/dd/lyyyy '2 A& stL|Ct
S. WQsAL WA =9 AZHS GMT 2|2 'SET TIME_hh:mm:ss_'2 MAetL|C}

6. LOADER ZEIZE0|A replacement_node2| Mt 8l A[Z+S SQIBILICE show date

= S AIZH2 GMTZ HSELCt.

2CHA|: ZAEE2] D59 HA MEiE =tQlstn ™St Ct
ZHEER ZE2| HA MEHE &Qlstn st 32 AAH 1Mo AK[SIEE HEHE LH|0|ESHOF RL|Ct.
1. M HEEZ REQ RXIE4 ZEOAM 2E FHRAT 5L HA MEH ha-config showE EA|SH=X| &hQlgtL|Ct
HA MElE B 1M QA0 cish SYsHof BLct.
2. MOl CHoH FEAIE] A AR AERZF A AR AT AKX|SHK| Qb= BR:
a. MA|2] HA AEHE "ha-config modify chassis_ HA-state "Z A& gtL|C}
HA MEHQ| 2t2 ChE & St = JASLICH
- -6}
* mcc
= mcc-2n
* 'mcip’ & LICt
* H|3}
b. MH0| HAL|A=X| &QItL|Ct. ha-config show
MNA”S MYt CIATS HEHLICH - ASAA150

WH| XS 2ot A|ARES MH| 2oz HI6EH AER|X|E MItsst, ClAS
rHerete stolstn NetApp Storage Encryption 782 S(ER3t 22)st1, N 7 E 220

=
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Chst 2to| A S AX|SHOF BfLIC A|ARS HA| 25 HEZ S# 57| To| L&
2t=ol|OF ghLCt.

]l
2
mjo

12 A2 J 3]

HEEZ 259 AEEZ[X| & HEQ I HAS &SI H LIS 2 AMESHYA|R. "Active 1Q Config Advisor" .

ChA|
1. Config AdvisorE CH2 2 E56t1 M X|fL|Ch
2. CH& A|AEIOf CHot HE S 2ot OIS |0l =T 2 S=IgLICt
3. Al0|E HZ s S O3 £ S HIYLICL ZE C|AT 4Ot BAE| 2E ClAT T 30| A= =X
gtolsto] #2 #0|2 HZE EHE sHEYLICH
4. st HE 2=2/5t0] CHE #[0| &2 &el$t CHS Config Advisor®| =2 =tQlgfL|Ct,

AEE[X] A A”O] HA Y Liof| Ql= B2, Xt T2 Al 7|E280] ZdotH M ZEES 29| A2 ID7} AHS22
ClAZo| 2EELID S8 28H AL-ME IDE CI230 522 [ slof LICt.

—_—

F40f| SHE 2XIE ALE3HOF BHLCE

ZEED 0|F=t CHE 2AE TMEHAR.
HA & SM 1: HA A ARQ A|AH D HE S ehelgtL|Ct
=g M 2: ONTAPS| S A A|AH0 A|A™ IDE 522 T ELCH

SM 1: HA A|AEIO| A|AE D tHHZAS StOISHL|C}

_replacement_controllerE £2/& i A|AH ID HE S 2ol CZ HEO| FHE[UA=X| 2els{of 2hL|ct.
0| Hxt= HA ¥0|lA ONTAPE &ist= A|AHI0)2H XM ZEL|CE,
1. replacement_controller’t RX|E4 RE(M™>"TETE FA|)Q AR RX|E4S 2EE SF6t] 20 TETEQ!
"halt"= 0| S&fL|Ct

2. system ID mismatch: boot_ontapZ 215l A|AEI IDE A Olst2H= HAIX|7F EA|ZH
_replacement_controller®] LOADER ZEIZE0|A HEEZE BElst1 yE STt

3. replacement_controller 2&01 'Waiting for Bt2t...' HA|X|7t HEA|E W7LX] 7|Ch2l = HAXQI HAEZ2{0f| A A
OIEL A|AE D7t AFSO 2 X|HE|R}=X| 2lstL|Ct. 'storage failover show

HHE Z2H0f|= 24E HAEEZ{0A AAH” D7} HAZQUCHE HIAIX|QF 2HH SHHE 0T 8! Af ID7} EA|=|0{0f
SLICH CFS OIMIKIM node2= WHIE HXOM A A|AE! IDZL 151759706 L|Ct.
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:
151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

- HYHQ AEER 0N 20| HEIt MY A=X] elgL|Lt.

=]

° "RELE 7] 2e| g2t 7|E S Lo
o "Q|& 7| 22| ot 7|E SR ELICH

a.

"M‘%

a.

EE3E CHA| MSELIC

HMAXol HEZER0| AN WH|El HAEZ2{9| AER|X|E CHA| S ELICE. 'storage failover et -
ofnode_replacement_node_name '

replacement_controller’t AEZ|X[E CHA| 71Kt &S 2t=gtL|Ct.
A AR D S2YXIZ Qs A|AH IDE R AlSt2Hs HIAIX| 7} LIEFLIH yE ={sHof oiL|Ct.
() 710l H2se ARae HEo £ YBLIC

E2| ONTAP 9 O] St= 178 719 2HXE HOLEHAIL"
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ELTo]
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FLiCt
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1}

'storage failover show' @& 2| Z30{l= LtEL] HA[X[OA] HAE A|AH! DI} I EHE|X| QFOFOF BHL|CE,

, A2| 0 E|0[2LH 7t 7hSTHX|, F 'AEE|X| HYLH HA|

a. 1z st £ 'Set-Privilege advanced’ 2 HZATL|Ct
g BEE AL Tstet= HAIX|7F LIEILIH YE SEY = JASLICHL 18 EE TETED;
LIEFEFL|CH*>)

b. IE A0 HTE XZEEILIC. 'system node run-node_local-node-name_partner savecore'

c. gt HH S M3MstI| Mo 'avecore' HHO| etz = mi7tX| 7|Ci2|MAIL.
LS BEES Y=o savecore BHO| 71l MEHE ZLIEHAY = J}ELICE. 'system node run-node_local-
node-name_partner savecore -s'

d. admin #%t +FOZ 24| 'et-Privilege admin’L|C}

- AEE[X| A|AHI AEEX| B 28 Yo7t THE 22 2EE J| BHE|E MESt=X| = 27 7| HE|E
At8SH=X| o 2o w2t CHg "AH B SHLIE AL8SH AEZ|X| Bz 28 Y= 2t 7|52 S26Hof gfL|ct.
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7. C|ASTL MCH2 SRR 2RIttt 'AER K| C|AT EA-AFH!

_replacement_controller®f| &st= ClAT = M A|AR! IDE HEA|SHOF LIt CHS Ofl0fl M= == 10| 2%t
CIA30f A A|AE! ID 18737752770] EA|E/L|CE,

—

nodel> ‘storage disk show -ownership’

Disk

Aggregate Home Owner DR Home Home ID Owner ID DR Home ID

Reserver Pool

1.0.0

aggr0_ 1 nodel nodel - 1873775277 1873775277 -

1873775277 Pool0

1.0.1

aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

S 2: ONTAPS| 52| A3 A| A0 AIAH IDS $£502 eIt

=o0od
S AH NAHONE AANS BN Y MEIZ HS2)7| Mo C|ASES A HES2{o| AAH D2 4508
ECC -
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. OFX| THEESS
oA RXH4 BER RElsts SMS MEfBHIAIR.

ClA3 A&

otX| f2 AL replacement_nodeZ MEE!SID Cirl-CE 2] BE TZNAE LSO, HAIE

—

AARID 2LKZ Qo A|AR IDE RAISHEHE HIAIX|ZF LIEHLEH YE i2d8H0f LT},

AAE IDE

ELICt

FA 2O UREZ HAIE= 0T A" IDE 7|= 3l of LTt

CHS o= 118073292| O|™ A|AHRI IDE EELILCE



5. disk show HZHO{0|A &2 A|AE D HEQI'C|AA MEtEt-s 7| & A|AH! D C|AT ZHEE-s 118073209'S
ALE6I ClAT AR S L BtLICt

6. C|AS T} SHIZA S AJ=X| SolgtL|Ct
WH =0 £t CIAIN M AAE ID7F EAIZ|[0{0F BfLICH CFS G0l M= A|AE 10] 2R3 CIAIE M

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (1180732009) Pool0 J8XJEI9LC system-1
(118073209)
disk name system-1 (118073209) Pool0O J8Y478RC system-1
(118073209)

AAE D 1180654812 EA|BHLICY,

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)

7. AEE|X] A AEI0| AE2|X| EEE ZE Y2t AHE 3R 2EE 7| HE|E ABSH=X| £ QR 7| HEE
AMESHEX] G0 2t CZ BAL & SHLUHE At AE2|X| 2= 2§ 20t 7|5S S&of L.

8. boot:'boot_ontap' ==5 HE

A Al

ANAHIS A 2 2R E41512{H NetApp Storage Encryption #4(ER% 22)8 /5t
EE3{0f thet 2to] A S dX[et = 7| Eot &f7H MESE RMA XA 2FE 2 fufel

M 2

E

° "REE 7| 2| st 7|E SRS
==
|

o "QIR 7| e A2t 7S

ot
o

ABl 22l . ASA A150
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FaotefoldlA 7|12 dX|et = |0 7|ZH0] ELEZ| Toi| 2= 71E 24A2H St AX[stof LTt
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AIAEI0| A XS0l ONTAP 9.10.1 04+ A3 F0|2ACHe o MBIEl HALS "AFF/FAS A|AZI0)
(D) 2toldx Eo|ES 98t OjE{2E DK S m2 A AAFGSHAIAIR. AlAS| £7| ONTAP Ha|AES
I D2 AL oM XtASH LIS & ESHIA|2"NetApp Hardware UniverseS & ZSHUA|2",

e

1. M 2to|dIA 7|7t Rt AL oA mA|E 2to|HA F|E BFOMA|L "NetApp Support AFO|E" My Support(L
X|2l) MMOof|l M Software licenses(2ZE 0] 2t0|MIA) £ MEdstL|C},

() EawMEHouasisisoz uus
<]

SE[0] TS| O|H| 2 FA= TSELILE 30 O[LHO
2todiA 77 Lot O] Y S &R Rt F

? 71z XA BM0 22[stHA2.
2. 2} 2IO|MA F|E A AR 2IO|MA FT}F 20| MA AE 2HO|MA F, 2l0|MA 7| 2 HX|RL|C
3. Hot L 0|H 2to| A S HAZLCH.

a. OJALE 2t0| A 2ol 2to|dA a2l - OJALE - A|Z3[0]M

b. 50| SHIEH ALESHX| = AL2H 2| 'license clean-up-unused’E AHA|EL|C

2CHA|: LIFE &5t U He 5 SEELIC

Bi2tst7| Mol LIF7t 2 ZEO| Q=X &lst, AutoSupportZt B - El AL
t1, XtS dtet 7152 M= sHof gL Ct.

replacement_nodeZ AMH|AZ
_replacement_node?| ¥H HSE S5

OF

EHA|

1. =2| Q2IE{H|0| A7} & M S ZEO0]| CHSH 'network interface show-is-home false’2H= E 11 E SH=X| 2tolstL|Ct

LIF7t FALSEZ HA|E|H S LIFE & ZEZ E|E2LICt network interface revert -vserver *
-1if *
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2. NetApp Support0f| A|AR AU HSE SEBLICE

=

° AutoSupport7t g-%tEl 22 AutoSupport HIA|X|E M&50] YH HS E SESILICH
° AutoSupport7t Z-3tE|0] UX| ROH E SEHLIC "NetApp X" LA HSE SELLC

3. S AEC| HENE SHQUFLICL "ONTAPOIA ASZES ALESI0] 22{AE Aef HAS S86H= 2 XtAlet
E2 KB =AM E EZsHAI2.

4. AutoSupport RXIE4 ER7L ER[HE 2 & ME80] =28 ZEYLICI system node

autosupport invoke -node * -type all -message MAINT—END'%%i

5. Abs ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& BtL|Ct

3EH: 2 = MetroCluster 7+0{Af O 22[H|O|EE CEA| HEEtL|Ct

O] 22 2 E MetroCluster A40{| 2t HEEL|C}.

£

1. RE CJ} "enabled" AE|(MetroCluster node show)di| Q=X| &tQlgtL|Ct
cluster B::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A

controller A 1 configured enabled heal roots
completed
cluster B
controller B 1 configured enabled waiting for

switchback recovery

2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =AU =X 2HQIBHLICE. "MetroCluster vserver show'

4. FAPROl 2 AE0f Q= BE =0 MetroCluster A9/A|# S ALR3t0] A9IX|Hg 28

i
5. AQ|X|HH =A0| 2t Z |} =X &QIBL|CE 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAEHZHE Y SEof] AT A K|

kel

ol 2t=ELCt.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

K|uig et=st= O |.7_*0| 22l Z2|= &< MetroCluster config-replication resync resync-status show
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kernel-service show &LICt. priv advanced BEOA HHZ MMSIH “cluster kernel-
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1. AutoSupport7} 43tz 22 AutoSupport HAIXIE S &30 AtS 7|0|A MM S AX[BLICE

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CtS AutoSupport HIA|X|= 2A[ZH SOt X}E #H[O|A MM S AF|BfL|CL.

o o

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
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1. RE CJ} "enabled" AEl(MetroCluster node show)di| Q=X| &tQlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR =R} =X 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =0l o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show o] 2O Z 2tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2| XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.
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Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.
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5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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2E 0|C|0f2 RIX2I0| DHH LIAFE HHBH2P #1 A4 Phillps SIS S2ko|i7t Zetct,
()  #==2 25 tol 271 Motz ole) LIS Slofta|x] Q=2 o] 9IsH of LIS $2 4
9l XHA{0] 2A0{oF BHLICE,
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o ZEED ZS9| OIHEL0| £ E O|C|0{E 1= LIAE 22|RLIC)

a
b.
C.

d.

ZEER Z=0|M 28 O|C|{E SO{SE LI

- 1 X}7| EEIOIHE AHE3H0] &&tEl R E DIC{0{0[A LIALS RIZ{st Xt 2|of QHSHA| 22rgfLCt.
4% RE QLK E 2700 M 2T ZHAEA S0 28 Fofl SLIC
7| SR 2T HolM nAHE FE 0iME Mot AEEH ZE0| RAZLIC

[=]
1 Xt7| E2O|HE AHESI0] £ E D|L|0fof] LIAFS @11 RO MAI2L.

LIAE U5 ZO0[X| DFYAIR. O-FX| 4™ HE D|C|07t &4E 5 ASLICE

LS—1L- T — o=

- ol HEE 2X|EfLIct.
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LiH| LA
2. ZE22| BES MBI
a. ZES2| BEO| B MAIQ Y70 W& C1S HES DES UHE INAA AIAH0| Lof YLITt,
b. AES2| BES MAI| 23| Uoj YBLICE
° d

o
oz

o
02
o2 O4 Od

>
=
I

0y ox
Ral
0z
Al
10

1R K 22 HEERY ZES REEA QLI

e. e & HFL|E2| MEtol M HX| &7t |0 2 o|FLIE0| MXt2|o| DFE winkX| A& Lot
HEER EE2 &AM HUSHT MA2l ZME|2 22 0|7t &[5 s{of §HL(Ct,
3. ZAEER 2 & 1/0 A|0|E& CA| HZFLICE
4. M@ AEE MY 33 K0 AZStD MY AH0|S T2 L E CHA| HX|oHCHE M2l 33 EXIE T
HAZAgLICH
HEZ2 50| 2EIZ A|ZSI1 LOADER ZEIXEO|A HEL|CH
CHS ChA|
£4E 22 D|C0E SO E wH|Sh 2,"IIEL lE0A ONTAP O|0|X|E S L

OIE =0 XF=31=l HEl O|C|o] 27 - ASA A250

ASAA250 AAHIO| A B&! 0|C|0] X[ E KXot = X5 28 0|C| S TZMAE
AZESHH OHELH L Eo| M S Bele £ JUSLICH B3 TZHA 0| A|AHS 4SSt
SMSHE|0] JEX| 2ol A2 Tl 7| A5 3t RS OrtetL|Ct 7| SSs7t 2 MetEl AL
AMAHIS 2200 TSt MESH CHA| S QL BHL|CY.

At= HE| 0|C|of B T2 MHAS ONTAP 9.18.1 O A0 ATt X|QIEIL|CH AE2|X| A|AEI0| O] S| ONTAPS
Al 0| AQ "4 = HE| 21 MA'S AFRSHIAIL.

* T2 UK FYS =AQSHM .
° Onboard Key Manager(OKM): 22{AE| MA| f5 5! W] Cf|0|E{ 7} R BHL|CE.
° Qf 7| HE|XHEKM): TIE L EO0|M CHS THo| HRetL|Ct
* /cfcard/kmip/servers.cfqg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

EHA|
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bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html

1. LOADER ZEZEO|M £E 0|C[0] §7 ZZNAS AZELICE

boot recovery -partner

StHO| CtZ HIAIX[ZF FAE LT

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. 2 O0|C|0] HX| 57 ZZNAES DL EHZFLIC

D2MATL 2EE T Installation complete HIAIXIZF EA[ELICE

3. A|2HI2 Aol E gelst Chg HIAIX| B SHLHE EAIRLICH

ol BIAIXIZ EAIEE Z2... Lt xr]
key manager is not AARIO 2B 317 Mx|E|0f QK| Q&L

configured. Exiting.
a. 200l ZEDEJ HAIE WX 7|CHE|MR.

b. =0 200510 ME St BHetsiM g,

—

'Storage failover 22t - ofnode_impaired_node _name '

key manager is oS o7 AX|E|ASLICEH 2 7ICH| 22|k 22
configured.

A|AHEIO| 7] ZE|Xt S AEY £ Q= B2 2F HAIXIE EAISH2 7| 22|X7t F G| 0f
@ A=K, HH FA(RELE £= 2[R )AX| &elstet= HIAXIZE EAIELICH A58 HAIX|of

EStMR

= .

4. P40 Mot BAE AFE5He] 7| 22lXE SR eLIch

1M



25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @S S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 22 E 7| 2t2|Xtof| Cist ] ClO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DS SASHEM S5 Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| XI5t & & s5o = E[SELIC
'Storage failover 22t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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v, M8 A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|stH
=

E|H
A
T

otE
o)

E
P
N

ONTAP ZZ{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|ALL MM S l=fgfL|ct.

(=]

* 7|2 AIO|EY0|9] IP 4



* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.

QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

HE &flstMIR.

Ol Z=MA= ME LEO|M MESH DUS /S =8 HREL LD O HAZ
Ho7tM 2.

© 717t YBHOE B7E|X| 4O AIAH

0

=l0|
DEDENM S5 Z2MAE CHA| HAHBLICH boot recovery -partner

STE|D 2F 81 A0 HA|X|7F EA[ELICH LOADER
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7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE XRYS = A[ARO| CHAl 22l MEfTt E| 1 ZS5=X] 2Q5HM K.

d. AEZ|X|E £/E2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

CHS THA|
ONTAP O|0|X|E S5t =E7t 7HSE[0 HIO|HE XMSotl LIH"Z20| Rl= £ 52 NetApp= BretefL|Ch
AMuljst 2E! 0|C|{E NetApp0il £t - ASA A250

ASAA250 AIAEIS| T QA0 QR USRI HE RES NetAppol HHESHIAIR. XHH 2t
B "R E vig 8 A" HOIKIS AZBHIAIL

[
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

220 5 57 Y2 EZ - ASA A250

N @7 AFSS HESID, oS

WHMStY, = o[0[X|E Bt
AEE|X] A|ARS] 28 O/C|d

z28ia, 2 0jcjois
Lo
o=

2t915t0 ASA A250

J
r

AE2|X| AIAZI0] ONTAP 9.18.1 0|42 A8 F0l 39 "5 Sl 27 HA'S(E) ABSHIAIR. AAH0| O
HHo| ONTAPS 4% 501 A2 45 HEl 27 HAH2 ALgsof gLt

o "SE OIC 27 Atets HERILCH"

S8 0|C|o] uH 25 At

9 "ot 7| XY A HEHE &

=]
A AEof 2o 7] 22| X7t 2-dot|0] [=X| = Y2ohEl CIATTE JAEX] 2RIl

mjo
oY
alll
ot
~
il

o

o
-
i)

rd
[m
!
i}
M
o
Hu
mot
r
n

e "5 0L E wHEL Cr

AAE 22| REOAM 2F 7L Lot 281 0|C[0{E M st WA £ 0|C|0{E EX|¢t Ch2 USB S2iAl =202 S
At83t0 ONTAP O|0|X|E & EILIL.

"= O|0|XIE RYELIC

USB E=2t0[=0{|A| ONTAP O|0|X|S REIot1 I A|ARS S CH2 2tF HE ehQlgfLict.

ONATP 28 w0l 22 7| 22Xt F4O0[Lt 2 F 7| Z42|XE S L Ct.

"EOf 7t ot R ES NetAppl & ghetgtL|Ch
A

|2l @B E 2 LRI LS RES NetAppof| HHetRtL|Ct

=& 28 0|00 57 2+ At - ASA A250
ASAA250 A|AEI0| REI D|C|OJE WAI5E7| Hofl ASHQl WHE 93t T Q7ig
ol USB Z2{A| E2IO|E 7} =X, O8]

EE0t=R =0 |3Pélkl9 o710ll= 751"*3* &g
SHIE LA RE FXIE A5t U=X| 2elst= 20| ZetEL|Ct.
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bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
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bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
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bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

AE2|X| AIAO| ONTAP 9.18.1 048 A1 501 29 "X} e) 27 HA"S(8) AFBSHIAIR. A2 0] O
HZo] ONTAPE A% 50| 32 45 HEl =7 HAtS Aot BiLiCk

USB Z2liA| E2fo|=
* USB Z2HA| E2I0|EJt FAT32E EUME|U=X| &OISHM 2.
* USBOll= CIE2 MEY = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IFY.
o Z=H|
SAMSICH image xxx.tgz IS USB Z2A| E210[E0]| SAtELICE O] Y2 USB Z2A| EBI0|EE ALESH
ONTAP O|0|X|E M&E mjf AFREIL|CH,
M @A IA|
AHIist 148 QA E NetApp 0| XMSot wH 248 A2 WARHL|CH

CHS CHA

S8 0|0 E wANsh= O 2Rttt o7 AMes dESt 2 & "SE 0|C|0fof|M =st 7] X2l 3! HEfS =feletL|ct
uAa-Ha- °|-|__ C

T o = .

st 7| X2l 3 AEl =2l - ASA A250

AEZ|X| A|AHIO| |0 EotZ2 RX|st2{™ LHE! O|C|0{of|M &3} 7| X[ 8 MERE
etolsHof °H-| Ct. ONTAP HT 0| NVE(NetApp =& S 3HE X|St=X| &elstn
ZHEEZHE Z=EOH/| [ 7| 22|Xt7F 2M MElQIX| =HolgtL|C},

1CHA|: NVE X|2/S 2101511 2HIZ ONTAP O|0|X|Z L2 2 E8HM| 2.

S8 0|C|o] WH|E /5 SHHE ONTAP O|0|X|E LI22EY = ATE ONTAP HTO0| NetApp 28 L= SHNVE)SE
X|@st=A] 2HlstH K.

g
1. ONTAP H{Z0| 53812 X|2ISH=X] EQIoHH|L.

version -v
Z3H0| Z2El 10n0-DARE 22 NVE= A2 Q1 S22 AH HEO|AM X2 E[X| ¥&L|CH

2. NVE X|ofl w2t ME st ONTAP O|0|X|E CHRZESHA K.
° NVEZ} X[ %= Z2: NetApp Volume Encryptlone AL&3t0{ ONTAP O|0|X|E CHR EEBILICE.
° NVEZt X[ AE[X| ¢i= B2 NetApp 2& 2=2t §10| ONTAP O|0|X|E CHREESHAM L.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2ZElL|Ch £& 0|C|o WA Xt St of O|0|X| mo] HLfL|Ct.

2CHA|: 7| 22| X} AtE} =H0l Tl

= - X

T ey

EHE HEEE SEoHY| Hof| 7| 22(X 742 2felstn Last HHE HASHA K.

chA|
1. ANAHRIOM 24tEl 7] 22[XIE golet|ct.
ONTAP HZIL|C} O HS HALICt

ONTAP 9.14.1 O| &

security key-manager keystore show

24
o

* EKMZ ALE3HH ExrM 0| =0l EAIELICE

W M

u ]
o
* OKMZ AFE5H okM O HE Z0]| HA|ELICH

o 7| 2|7 B™E[ YX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[5} security key-manager show-key-store

* EKM2 AF238H external 0| & =20 HA|E L|LC}.
* OKM2 AF2SH onboard O] B Z==0i| HA|EL|CEH

* 7| ZE|XIF B™EO JAX| £29M No key managers

configured & £&0|| 0] EA|EL|CH

2. N 2HIof 7] 22|X7 0] A=X| o520l w2t CHE & SHtE - BfLICt

7| 22| X7t 4 E E2(EKM EE= OKM):
a. 7| 2K M 15 7| SEHE EAISIEH 2 F2| FHS LA K.

o

security key-manager key query

{2 2QISIM|R. Restored E. 0| E2 7| ZE2|XHEKM E= OKM)2| 015 7|7t 4
2E LiEpAL|CE

Ok

Ho=z

3. Fstel = H2|X FHU| w2} HESH HALS 2EEHAR.
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 22 SHM|R. Restored &

BE 7|7t EAE= B2 true SHE S0AM:

>
0z
ul

= HEED

]

2FHSHA

O
H
Of
k1
O
H
|1l
>t
i
el
0%
ot
4>
30
o>
I~
o

° 7|17} CHE S EASHE 32 true SYEE E0|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EA=K] 22A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4E HEESE Qs Z=stn 7 EXE TAHY = ASLIC

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mek
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WRstLCL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIXIZF HA|2|H 32At2] FA2 FHE 2EE 7| 22| Y= E YHSHMR.

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

%
—

d 2 717t =

rin
ol

E| A=K 2ISHM K.

{0

security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .

e. OKM ZEE MM 2.
g @t HER Meh
set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} o]l &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ALK EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Li82 20 d &Lt
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BACKUP————————————— -
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. ¢l2{0| BLIH Enter 7|12 F #H F2M|Q.
B o2 AT} AZE| D CFS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM K.

M MEH 1 28 H'70M ONTAP 2= 2&I2 Al&ELICt
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

7. AEER| 2&0|| CIS HIAX[7} EAIE|=X] 2HQISHH .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

9. CFO TARteZ REIS = 7| 2HE|XHE S7|2HSLIC,
security key-manager onboard sync

10. HIAIX|Z7} EA|Z|H Onboard Key Managerdi| CHEH 22{AE A S E 2T CL.
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZBHR 7 HIAIX| glo| ZRAE ZEMET} wEELICH S|2t0) Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HIGHAS.

security key-manager key query -restored false

O| B2 ZuHE HHatolX| gLt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A

139



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)
CHA|
=4E HEEH| 25H0:
1. 24 HEEZ 0| 2& #0282 HESHMIR.
2. M MEl 11 ONTAP 2E! HF0l|A.
28 072 o|E EAISL|CH
(1) Normal Boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.
(6) Update flash from backup config.
(7) Install new software first.
(8) Reboot node.
(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)? 11
3. HAIXIZt EAIEH Het FHE MR HRISHN K.
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OlM| ZEZES HEAIL|C

Do you have of the
{y/n}
Do you

{y/n}
Do you

Copy

have of the

Copy

of the
of the

have copy

have a copy

Do you

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

4. HAIX|7H EA|E|H 220 E 3! M HEE l=dgfL|ct.
a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z3tst0] 22t0|HE F|(client.key) I LHES & BiL|Ct.
C. BEGIN % END £& Z&5t0| KMIP At CA(CA.pem) It LHE S = BfL|Ct.
d. KMIP NH| IP FAE 2SN K.
e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 53 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o2t =

o
T .

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

S oCjofoM L=etE SRSt = LSS 20| U= FE2 NetApp = BretefL T &3 0F SfL|Ct.

| M€ RMA X &0l @& 2 @77 ot RES NetAppOf| 2HetefL|Cf.
"EE dhet 5L WH"REAIEE LHE 2 HO|X|E EESHHAIL.

r
*

A A
MA| ZH| YIZZ - ASA A250

A 27 S HESD, HEEHE S28D, MA
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2. ZAEEZ{9| /K| LEDE AHMIK:

a. AFE3IC system controller location-led show /Xl LEDS| HX| MEHE HA|SH= EH

b. 2|X| LEDE HAMIK:

MAIE LHsk7| 25
EE3 EE0| 2

ZH|ot2{B 2N

AS S0{0F HLIC}.

=S DUEELIC

system controller location-led modify -node nodel -state on

/Xl LED7} 302 S2 AN Q&LICt.

5. XZEH A|AEl0]| o
HEELICH

6. OF% HX|=|0f RUAX| ACHH HXISHAIR.
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- SSHE Sdll S2|AH| 28t 22 Z£ #H0|22t ME/2ES AMESIH 22 AH2 =0

£ S2H0[AE/SAE| M NetApp A|ARO| CIO|E{0f| M| ASHX| ROt == SfLICt.
Q|F i XS LAl SKILICE
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZ2{0f| Chsl of|Atx|= 20| 'vol show-node-name’ @1 X| &HoIstL|C}

12. HEE Al X} E|O|22H 7|5E A8SHA| & AT 22 MY HESZ0||M 425 AIR. 'storage
failover modify -node replacement -node -name -onreboot true'
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1Ct7|: ONTAPOAM WA| ZAEZE2{0] CH3t 2tOo|MIA S M X[ErL|Ct
EON7 hAlist L EJF BE (B &) 2t0| AT QB ONTAP 7|52 ALE Q1 22 _replacement_node0| CHat
M 2to| MIAE MX|sHoF gL|Ct, EZE 20| AT Q= 7|59 L %aﬁ Eo| 2t =0 7|0 st XtA| 7|7t Qlo{of
gLt

o Zrdof| ChaH

2t 7|5 HAX[SH7| FMK|E EE 2f0| A
L 24E =ET7F 2 AF9 YT EQ
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7t 23t 7|58 replacement_nodedll A A& AF2E 4= Q&L|CH
A2 sliie 7|s0l CHSt 20| AT JOH IS HEL &

St 20| M 2O MIATE Sl 7|58 AFESHH 2HO|MA Aokg E45HK| bg = Y= Jhstt ot e
_replacement_node0f| uA| 2t0|MIA 7| EE= 7| E M X[s{OfF SFL|LCE.

AlZtst7| o
2to[MlA 7| = 28Xt & 4|0|0{0F BfL|Lt.

2to|dlA 7|15 A 9022| 70| 7|Zt0| ASLICE. ROl 7|Zt0] X|LtH 2= O 2to[ AT R etE Lt
R efo[dA 7|15 EX|ot = || 7[2H0] ELI7| Tof| 2E F|E 24A12F SO EX|3H{0F FHLCH.
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* SAN A|ARIZ AL8SH=E E R 24E ZIEER SCSI 20| =0f| cigt O|HIE HIA|X|E &QI6HOF cluster
kernel-service show &LICt. priv advanced ZREO|A HHZ AHAMSIH “cluster kernel-
service show i LEQ| LE O|E"# T AENULICH, siE E2| 7tE84d el 3 siE =9 23 AEfT}

HA[ELICE

F

Z} SCSI 23[0|E T2 M|A= S2AHQ| CHE L =of e Aol L0{oF SLCH WH|E TS| T 2=
=HE sl Zstiof LICt.

* =01 27 O] el 2{AEI U= ?é'—?— ol A0ojof LTt S2{AE7L ol AL HY HE
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EC RS RS E o
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CHA
1. AutoSupport7t ZM3}tEl AL AutoSupport HIAIX|E S ZE5H0{ X5 70| A MMHS AX|EHLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CtS AutoSupport HIA|X|[= 24|12 St XIS AH|O|A ‘WM S AR|BHLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEER O 2&0|M THE BB S YHSIAMIR.

O O o

3. EME ZEEHE R IR PH7HEAI2.
EdE AEEHIL BEAEE F2... O3E.L
LOADER MA|X| 7} EEA|ElLITE ChE tHAl= o|SELICE
gret o] 5. Ctr-CE =& U3 HAIX|7t LEtLE yE +=FLICt.

MAROZEDE = o TEDE HYHQ AEEH0M &dE AEEE AASHAHL SXIRLIC

—

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|ELCE,
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AZSHAE wH 7 AtdS ZESHD, AES2E T&ot1, £E DILE wHst1, A|A-0]| O|0|X|E =dt=S
3HCHE, AAE 7|5 S ERlstMR.
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HiE| 0|C]of DH|Of TS 7 At

S8 0|C[01E wAsor & w] AE2[X| A|A-M HEESE SEHLICH

"HE 0|0 E wH|RfLCt
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El 0|C|o{of| A O|O|X|E SletL|Ct”
E2{0| M ONTAP O|O|X|E S&TfL|Ct.
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BHE S NetAppl 2 HhatgtL|Cte
7|E2 2H HI%EJ RMA X| &0l MHE 2 2T I LAISH 2 ES NetAppd 2HetetL|Ct,

—

>

IS 2E/ O|C|o] 27 Q7 AR - ASA A400

ASAA400 2| RE D|C|{E wA|ot7| Hof| d5Xel WM E floll 2R 7 ArdS
EE5I=A] 2QlstMR. of7|0l= SHIE wA| R£E O|C|0{E 71X A =X] 2elsti, —’.'_“—é*E._l
HEE2{9] e0S(eOM HX[) ZEO| 20| §l=X| &felstn, 2EE 7| 22|XHOKM) E= 2%
7| ErE[XHEKM)7} 2ot 0] A=X] 2elsts 20| mHE|L|C,

[ =]

Its 28 0|C| 57 TE=M|A= ONTAP 9.17.1 O| M0 M Tt X| R EILICH AEZ|X| A|ARINA O™ HHT 2| ONTAP
A Zol AR 'o5 HE 53 FHX,

o Zol7L ErAlist 1M @ A2 NetAppdlM X386t Zdat
7

x =
+ &AE| AEE2{9| eOM(EIA]) ZETL HEl0f Y2 237t 8l
eOM LELS AHS 2E 27 I2N|A S0t & 2EER 7t S0 ALBELIC,

* OKM2| 22 S AH A L=t W] oo[E{7t ERetL|Ct.
* EKMQ| R ME B0 M L3 THAQ| SAR20| EREfLIC

° [cfcard/kMIP/servers.cfg I,
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° /cfcard/kMIP/cert/client.crt IF.
° [cfcard/kMIP/certs/client.key It
° /cfcard/kMIP/certs/ca.pem I+,
* 2HE RE OO0 E UNY = SHIE HEER0| BHEE 8= 40| Z2ELICH

o _EHEI ZEED_= R A2 E st A= HESSYLICH
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Its 28 0|C| 57 T2 M|A= ONTAP 9.17.1 O| M0 M Tt X[ R EILICH AEZ|X| A|ARINA O™ HHT2| ONTAP
Al Zol AR "5 HE| 53 HX,
2AE HEEE S2ot2H HEED MEfE &Qlstn, LRt AR MMMl HEER I} &4E HEEY

al 2
AE2X[OM CIOIHE AL MSE & A=F HEESE 2A5aloF Lt

Of ZfHofl CHaH

* SAN A|AEIS AREt= AR &AME| HEZ2| SCSI 230/ =0]| CHEH O|HIE DA
kernel-service show ¥LIC}. priv advanced ZREOA HHEZ A
service show S LEQ| LE O|S"# & AMEHULICH, SiEh =2 7}
HA|ELICE

ofpp M
%
el
m

tH “cluster kernel-
M ATER Sl St L Eo| Rts AFEf T}

2t SCSI 2H[0|E E2 M|A= 22{AE{Q| LHE L E2F 2H| #ZHof| A0{0F HLICH 1HE TAsI| Hoj| 2=

—-—I1I = SHZ3sHOF gLCt.

* 2T 271 O] el 2{AEI U= 75'—?— ol A0joF LT S AE{TF FE0l| AL HY HUE
HEHOfl TH3 FALSEZ} BAIEl= 2 &dE ZEEEE Z2517| Ho|l 2HE sl ZsH0F LT

S 2B ST|stetL .

o

1. AutoSupport7} 43tz 22 AutoSupport HAIXIE SE3t0] AtS 70| A MM S AX[BLICE

=
XX

[=

{0l X4 2

X)'"LEE

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHZ AutoSupport HIA|X| = 2A|12F St Xt A|0| A MHE S ARELIC.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEED O F&0|M THE BB S YHAM K.

storage failover modify -node impaired node name -auto-giveback false
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZETEE HA|LICE.
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e 0|C|0{7t Azl EHEZ 2HHS| FHAE[JI=R] SIS )

12. HE 0/C|o|Z RxF2|ol ZSLIC
a. HE 0|C/0|E OiHEE Zoz SLICt,
b. Izt HHES s8] 2E 0]Cjo] 2o 271212 £1 HEl 0/Cjof BS =2 Ieky 33 HES S5Lt,

K=3
=
c. RE O|C|0E O2HZ +2HAM Mz 5 HES S0 22 £ E 0|C[0{E MAt2[of 2F gLt

13. oo HES R&LICE

Ct= T
&4z R O|ILNE SE|HCE wH|eh 2,"IE =0 A ONTAP O|0[X|E S LT

THEY =E0A AHS 28 0]C/of 27 - ASA A400

ASAA400 A A0 M| £2E DIC|0| HXIE EXIet 2, X5 FE DL S Z2MAS
AlZfote] MEH 29| 4S SEHY & ASLILH 57 T2 ML S| A|AH2 2250t
23t RHES HILICL 7| Y=ot 2-dstE|of

SA31E|0f QK| SHOISHT ALE S0l 7| AS3 RUS 2
QU FL, AIAHS EoIS 93t XS ChA|S ohLyBiLCt

AtE 2 O|C[0] 57 Z2AH[AE= ONTAP 9.17.1 0| ol M 2h X FELICH AEE|X| A|AFO0f|A O BT 2| ONTAP
M9 501 42 45 2 = BA

° Onboard Key Manager(OKM): S2{AE TA| 2tz 3 9 O|0o|E{ 7} BRetL|Ct.
° QIF 7| 2| XHEKM): TEL =E0{|M ChZ THAo| Bt

* /cfcard/kmip/servers.cfg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

CHA|
1. LOADER ZEIE0|A 2E! O|C| 23 TZMAE ARSI CH

boot recovery -partner
SHHO|| CHS O AIX|ZF EA[ELICE,
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. B 0|00 HX| S Z2NAES DL HZFLICH
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O=MATL R E[D0 Installation complete MIA|X|Z} EA[EILICH

3. A|AHIS ol 5}

0

efolst kg HIAIX| & otLIE EAIRLICE

=

i

Of HIAIX|Zt A== B2...

ﬂJS’t

...

1

SH
=]
A

-

key manager is not | AR 2=ot7t X[ [0 UKX| QESLICE

configured. Exiting.
a. 200l ZEDEJ HAIE WX 7|CHE|MR.

b. =0 200510 ME St BHetsiM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BHE CHAl Zdel HiZdete 3.

[

key manager is oS o7 MAX|E|ASLICH 2 7ICH| 22|k 22
configured.

AAEIO0] 7| BRIR PHS AES & gl 22 OF HAXIS EASHD 7| B2lxpt 74of
(D) l=x, o R(RRE wE 2=)0lx) Sfelstats BAIXI} BAIELICH A%si2i oAIK o
CoHAIR.

4. P40l Mgt BAES AFE5He] 7| 22[XE SRIeLIch
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @S S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 22 E 7| 2t2|Xtof| Cist ] ClO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DS SASHEM S5 Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| XI5t & & s5o = E[SELIC
'Storage failover 22t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|stH
=

E|H
A
T

otE
o)

E
P
N

ONTAP ZZ{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|ALL MM S l=fgfL|ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EY0|9] IP 4
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QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE IIEL L EO0|A MAETH IIY S S5t L EE P SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBSO E EFEX| oM AARI| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE CHA] HHBLICE boot recovery -partner
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7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE XRYS = A[ARO| CHAl 22l MEfTt E| 1 ZS5=X] 2Q5HM K.

d. AEZ|X|E £/E2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20| U= FE= NetApp= HHEFRLCH

Aot HE! 0|C|0{E NetApp 2Z Htzt - ASA A400

ASAA400 A|ABRIS| 1 QAT NEH AR, NFEE BES NetApp 22 HH2SINR. . "2 &
HEeh S A" XhM|et LHE 2 H[O|X|E ERSHMIK.
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AEZ|X| A[ARIO|M ONTAP 9.17.1 0 A F2 BR OEE ABHA At FE =+ ZA . A[A”0AM
O[T TS| ONTAP ¥l Tl FR =5 RE =I5 BAE ArEdH0F LCt.
UsB Zz{A| E2to[=E

* USB Z2iA| E2I0[E Tt FAT32

* USBOll= CIE2 MEY = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IFY.
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e |
SASICE image xxx.tgz LU USB Z2§A| Sato|Eof| BAREILICE 0] IIUS USB Z2HA| E2t0|HE AHRSH0]
ONTAP O|0|X|Z F&3t 0 AFREIL|C}.

T A WH|

MISt 14 RAZ NetApp Ol M2 IX| 74 QA2 mHELICE

CHS CHA

S8 0|0 E wANsh= O 2Rttt o7 AMes dESt 2 & "SE 0|C|0fof|M =st 7] X2l 3! HEfS =feletL|ct
uAa-Ha- °|-|__ C

T o = .

5ol 7| X2 5l MEf &2l - ASA A400

AE2|X| A|AHIS| MO EOtZ2 RX[st2{H 2E! O|C|0{oM 253t 7| X&) 8! MEHE
stolsf|of °H-| Ct. ONTAP HT 0| NVE(NetApp =& S 3HE X|St=X| &elstn
ZHEEZE S=617| M| 7| 22|X7t M MElelX| gtelgtL|Ct,

AEE[X] A|AEI0|A ONTAP 9.17.1 0 A S FR LES MBS RIS FE =+ ZA . A2 -
O] HZIS| ONTAP &dll Tl E2 =3 RE F7 XS ArE8H0F gL Ct.

1EH|: NVE X[ 2 =¢85t SHHE ONTAP O|0|X| S L2 ZE5HM| 2.

SEl 0|C|0 IHIE flsf 2HIE ONTAP O|O0|X|E CtR2ZEET 4 Q== ONTAP HHO0| NetApp =28 LS SHNVE)SE
K| §st=X| 2olstM| 2.

EHA|
1. ONTAP HTO| Y=ot E X|5t=X| Zelsth Q.

version -v
Z30f| ZeEl 10no-DARE B2 NVEE AL F¢! S2{AE HHEO|M X|HE|X] gb&L|CH

2. NVE X|210] @2} =3t ONTAP 0|0]X|2 [ 2 =8 R,

° NVEZ| X|2l|= ZHL: NetApp Volume Encryption2 AF25t0{ ONTAP O|0|X|E CI2ZE=%HLCE.
° NVEZ} K| E|X| o= A2: NetApp 28 23t ¢10| ONTAP O|0|X|E CHR2ZESHM Q.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2ZElL|Ch £& 0|C|o WA Xt St of O|0|X| mo] HLfL|Ct.
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T ey

EHE HEEE SEoHY| Hof| 7| 22(X 742 2felstn Last HHE HASHA K.

chA|
1. ANAHRIOM 24tEl 7] 22[XIE golet|ct.
ONTAP HZIL|C} O HS HALICt

ONTAP 9.14.1 O| &

security key-manager keystore show
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o

* EKMZ ALE3HH ExrM 0| =0l EAIELICE

W M

u ]
o
* OKMZ AFE5H okM O HE Z0]| HA|ELICH

o 7| 2|7 B™E[ YX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[5} security key-manager show-key-store

* EKM2 AF238H external 0| & =20 HA|E L|LC}.
* OKM2 AF2SH onboard O] B Z==0i| HA|EL|CEH

* 7| ZE|XIF B™EO JAX| £29M No key managers

configured & £&0|| 0] EA|EL|CH

2. N 2HIof 7] 22|X7 0] A=X| o520l w2t CHE & SHtE - BfLICt

7| 22| X7t 4 E E2(EKM EE= OKM):
a. 7| 2K M 15 7| SEHE EAISIEH 2 F2| FHS LA K.

o

security key-manager key query

{2 2QISIM|R. Restored E. 0| E2 7| ZE2|XHEKM E= OKM)2| 015 7|7t 4
2E LiEpAL|CE

Ok

Ho=z

3. Fstel = H2|X FHU| w2} HESH HALS 2EEHAR.

234



Q|F 7| Z2|XHEKM)
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° 7|17} CHE S EASHE 32 true SYEE E0|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EA=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH 2d4E HEESHE Mo S0t T7 EXE TAY - ASLICE

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mek
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WRstLCL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIXIZF HA|2|H 32At2] FA2 FHE 2EE 7| 22| Y= E YHSHMR.

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

d. B= 91F 7|7t SYUEUA=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM HEE HASIN K.
g Het BEEZ Mt
set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
uH| B B0l OKME S22 S70l0f = 2 0| M YEIL EREfLIC}
ii. 2|Xt REZ SO0H7t7]:

set -priv admin

+5 el O|Cjo 2712 QI ZHEEZ S= - ASA A400
NVE = NSE = A=t 20= 24 HES2{S| S=S 2A=00f LT 780
Kot Fxtof| el AEERE SEHLE £24E AEERE AdtdA 2.
50l A2 L1332 ASSHIAIR IS & =7 FAl . AIAH0A

AEE|X| A|AEIOA ONTAP 9.17.1 O|AHS Al
O|™ 9| ONTAP 2l 21 AR 5 HEl 531 HXIE A0 ELCt.

M 1: TR 2y
NVE & NSE &2 23 30| AN HES2|o| SRS 2R6Hof BLiTt.

EHA|
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1. 2AME HEERE 2 TETEZ JIH7HIAL.

EHE HESEHI HAE= E2... d2H

LOADER H|A|X| 7} HA|EL|C} HEER 2E HMAH 2 o|SHLIC.

"M JICElE ... Ctrl-CE & Ct3 HIAIX[7F LIEILIH yE FELICH

ANABRIODEDE = 245 HAHQlI ZHEZ2]Ql 'storage failover takeover -ofnode
DE2OTEAAH o Q2] impaired_node_name’0ll A &4 & HEZE2| S Ql4=5tALE SERILIC

< rp
u [?

SEELICH

2. LOADER ZEIZE0|M 'printenv'E Yt ZE HE 2t
ORKE-E

SM 2: ZIEE2{7} MetroCluster 710 U&LICH

ro

e FK|7

—_—

LHEAAL HSOHR| gh= R ASOH| g2 = USLHICH

(D) NAH0| 2t MetroCluster 742! B2 0] BAHS ALZSHR ORI,

AE2X[Of M EO|HE A& MESE

AME AESRE ZastaY AESR MRS HoIotn, LR A9 HANQl HESa{7 4E HESH
ot 4 *
* 7} 27K O|AQI ZHAE{T} QUi B AN A0{O} FLITH SAE| T} HAO| AL HA 2E
Arefoll CHoH FALSEZ BAIElE 29 AAE HES2IE SR0t7| Ho| 2HS ofZsHoF BILICKAE) "=E8
Z2{AE(et SI[sHLICH.

* MetroCluster 20| = AL MetroCluster A& AMEf7F FME|0] Q1T ST =7}

4% gl XA
AFEH('MetroCluster node show')@!X| ZHQIsH{OF gHL|C},

A
= X oo

o

1. AutoSupport7t Z243}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZE5t0{ XI5 H|0|A MHS AX|EL|Ct

oco=

CHS AutoSupport HIA|X|= 5 A2 St XS 70| A MMS ARX|BILICE: ' cluster1: * > system node

AutoSupport invoke - node * -type all-message MAINT=2h'

el AE S0 7|23 J|LE[= &... O] EAIE[H Ctr-CE +E Lt

{0l x+4 2

2. ANl ZHE E2{9] 240X 'Storage failover modify — node local - auto-2tet false’E AHE 2 2 ghetphL|Ct
3. 2MEI HEERE ZE TETER JIHIIMAIL.

E4E HEESHIL BAE = E2... J3H..

LOADER MIA|X|7F EA|EIL|CH LIS A2 ol SgLICt.

get o] ... Ctr-CE +E L2 HIAIX|7t LIEHLIH yE +ELICH
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EME HEES I BAE = E2... JH..

MNARIZETE L= A5 ANl ZAE E2] 'storage failover takeover

DTETENAH s Q13) -ofnode_impaired_node_name_ 'Ol A &4 El HEE2{E QI8 AHLt
Foishct
E4E HEED0| 7|E¥ME J|Ci2[= ... 0| BAIE|H Crl-CE FE LIS

=M 3: ZHEE2{7l 2= MetroCluster0f| U&LICt

EHE HEEME S=otHH HAEER HEIE &loty, 2ot ZR AESR TS Tt Yo HEE{7t
&g HEEY AE2[X|0|M HIOIE{E A% RMSSH=S sljof RfLICt.

* Y HEE 0| HES S35t o ZExtol oHx|tol| MY S5 FKIE A FO{0F Lt

1. MetroCluster 2'EHE 2Q15t0] EOj7} Q= HEE2|{7t RSO E YA ZHEE2{(MetroCluster show)Z
Motz =X] ZelgtL|ct

2. X3 EA7h LER=X| of 0l 2t CHS FOl| okt T BLICE

ZHEEZ 24 8 e H

7t S22 MBtE|RAELICE CtS CHAE TibetL|Ct

7t AASC 2 MBE|X| AUAESLICEH HMA ZHEE2] MetroCluster 2| 7|52 Edl| A2zl HA| S22
Sl

7t Atso 2 MetE|X| HEH HAIXIE HESID 7ts8t A 2H|E s st = CHA|

'"MetroCluster SW|tchover' HHOZ AN EMHE HEY + = B2 7= K@ BN 2[5t AIL.

Hets A SYeH, AKX 7t
HEE[R}ASLCH

g

3. HY=EQl 22 AE 0| M 'MetroCluster £ EHA| TA HHS M6t H0|E 0i22|AH|0|ES MS7|SHELCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X971 A -override-vetoes' 7} 1148 AIB3101 MetroCluster B18!' TS M AW 4 2lgLict. o]
MR O B4 S ALSSHE FP AAHS 27 XS WX|sts BE ALE HOIS WY OIBHCY,

4. MetroCluster operation show H&Z A5t 20| A2 &Y =X| &roletL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@ S AFE6t0] RE o I2|H0|EE

gL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X|R7t 7B E|H -override-vetoes H7HHSE AF25E0] 'MetroCluster 2Hl' HH S RAMS &~ JUELICE O]
MEHX D7 HAEE AHEotE ER AAHS 57 Y2 UKot RE AT E H|QI2 MEQ|BfLICt.

7. tHA 22{AEA 'MetroCluster operation show' E@HS At25t0] 2Hel 20| 2AZ £} =X 2HQlstL|C,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2M4E HEER IE0M T3 32 KIE E2[LCH
28 0L E uAstl 5 28 57E FH[ELICH - ASA A400

F8 0|C|0{E wHoleH &4E HEER 255 2lotn WA 28 0|C|0|E AX|$ OHS
2A| E2O[E 2 M &8HOf SfL|Ct.
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.
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Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.
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Configure Advanced Drive
Partitioning.
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——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM K.

M MEH 1 28 H'70M ONTAP 2= 2&I2 Al&ELICt



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAXIZE EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHSH 22{AE MA| S E dBtL|C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZBHR 7 HIAIX| glo| ZRAE ZEMET} wEELICH S|2t0) Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HIGHAS.

security key-manager key query -restored false

O| B2 ZuHE HHatolX| gLt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

254

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 53 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

xHE wist

[y

o

H

MUt

Mslst A

o -l =

? =3
storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

HE| 0|C|0{E NetApp 22 gl - ASA A400

| E2F &t I1|-3-5_| RVMAX|Eo| 28 & iz 2FI Lot £5S NetAppOl| BHetelL|Ct.
H

Hbeh S5 WH|"XEMISE 82 HO|X| S RS AL

—_

MA| A 7H2 - ASA A400

MAIE WA[SH ™ ot AEE 2S5 &4 MAIOM &HE MAILL S2S ZEO| M
MAIZ FAHO0F gLCt.

A|AE]

O|CI2 BE M QATJ} SHIZA| s sffof gfL|Ct. O K| 9

FIO

B2 7|z XY M0l Z2[aHOF gLCt.
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

* O] BXt= A AEMM X H5t= 2= HT2| ONTAPOM AEE = ASLICE

IELICH 2= 2 AR 2 2ot MH|A SHS FHsHH UE == 2{AFH UR
|

st & QIELICE
ZHEE2| £ - ASA A400
Ao AMetot =X U2t HEERE ZSEI7LE 24 E HEEZE QoA 2.

24 1: MAIE XS O AESHE ZL|C}

Of Bxt= 271 .= 0] U= A[A”E flot ALICH SHAHE Mu[A " o] F S=00| st XMe g2
HZSHUAR "A BT Alﬁ?é!‘é HYHoZ ZRot MAUS FLICE oiZ 710|= - NetApp 7| Rt=E"

AlZst7| o

* WS ALg Astat X2 FHO| UK SIELIC

o

ONTAPO| CHet 2Z 22| X}

N
2t AEE2{of ter BMC HZ2d

o

° It E FYBLICH A A AEf FHE"

° ONTAPE A|AHIS| HE 2E|A2 30| =§fLICt.

° B& 8HZ "Active 1Q Wellness & 2! [&". A|AH 719 249 LED2F 22 oiX A|A”I| U= 2=
22 7|50 Sl

1. SSHE Sall S AH0| 2015tHLL 22 Z& A 0|23 YS/2ES AHE0H0] 2HAEC| LA

£ S20[AE/SAE| M NetApp A|ARO| HIO|E{0f| M| ASHX| Zot == gfLICt.

4. AutoSupport7t 2-3tEl 22 #H[0|A HHE ARSI A|ARO| 2RI € Ao of&dE= 7|2t
HEA[RLCE

o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F4A AlHH:

system service-processor show -node * -fields address
6. 22{AH #S8 ZFLICL

exit

7. o[ EHA|o] 0|l LIEE =9 IP 45 ALE310{ SP/BMC over SSHO|| 2101510 Td &zhs
S L
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0{|A 2F %= SnapMirror 7|4 SHAEE AL8%t= S2{AEHS B! system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C}Z0| HAIEH 2 AEQ| ZF AEZ2{0f CHsl| *y * S A=PLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

-

o
I
-

. 4 HEERI} HE Wi7tX] 7|Ct2l & LOADER TEIXEJ HA|EL|CH

:l:
o
—_—
oo
r
M
-

E{0f| HAS S5t 0| EAI2| otx[to| M S5 EXIE A FO0{0F &LCt.

Il

1. MetroCluster 2EHE 21510 EOj7} Q= HEER|7t RSO E A ZHEE2]{(MetroCluster show)2
Mete|R=X] ZlgtL|ct

=

2. X3 EA7h LER=X| of 20l 2t CHS FOl| okt T BLICE

ZHEEZ &4 o8 2™

7t XAASL 2 MetE|RAELICE CtS CHAIE TIfgtL|Ct

7t AH5o 2 MEBHE|X| AUpESLICH XA ZHEZE2] MetroCluster 2| 7|52 Edl| A2l HH S22
LSt

7t AASS = MetE|X| o, HEH HAIXIE HBESHD 7ts3ot A 2H|E sfZ2st = CHA|

'MetroCluster switchover' @EHOZ A|TSIMA|R. EXE 2T £ Q= 2R 7I& K& BEM| 29stMAL.

MBS ASHOD, A9IX| 87}
ZEE e

3. FAHQI 22AE0|M 'MetroCluster 2t THA| A B S M0 C|0|E| 0§ 22| AH|0|EE M S7|SFEL(Ct

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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X7t HEE|H “override-vetoes' If7 HIEE f
MEHH Of7 HS-E MBSt 3R AIAEIR 57 & % gX|ots BE A *HE H1|

4. MetroCluster operation show & & AL&3t0] &t

0
|19
.9

controller A 1::> metrocluster operation show

heal-aggregates
successful
7/25/2016 18:45:55
7/25/2016 18:45:56
Errors: -

Operation:
State:

Start Time:
End Time:

S. 'storage aggregate show' BHE ALE5I0{ O 12| AH[0|EQ| HEHE QIS A2,

ml

controller A 1::> storage aggregate show

Aggregate Size Available Used$%

State #Vols Nodes RAID
Status
aggr b2 227 .1GB 227 .1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster & tHA| 2

E 0§32|H|0| E( heal-phase root-aggregate) HHS AEst0] R E
sEehct

Oi2Z2|HIOIES

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

X R7t HEE|™ -override-vetoes DH7HEH P AFRSHM 'MetroCluster 2H' HHES IH A S £~ QI&LICE. 0]
MEIN Of7f HLE ALESHE R AAHIS 57 2SS WR|St= ZE &
7. CHAL

22{AE{0f| M 'MetroCluster operation show' BHES AI2510] 2l ZtH0| AZE|HE=X]

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. aAlE| HE

O - —-—
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5t=90{-ASA A400S wA|EHL|C}

L2 A0 M A MA|Z ™, StE E210|H Sl ZIEEE EES 0|30t &4 E MAIS
A AA|9} S2U3t BRO| A AAIZ HIBLICH.
1E0): ZES2 282 2Bt
MAIZ THISH2{21 O|%t MAlO|M ZIES2 BES 2alsio} gLict.
1. OFE| FXE|X| B2 2L SHIEA FAISHIAIL.
2. 72l A0l DH HAS 223 C13 M BF WA Aol2S L2BLich
3. A|012S Ao|2 22| FH|o| HASH= T3 U 2T AEUS F 142, Ao|Z0| HZE KIS FHsIRN
HES2| DEOIA AR A0 21 SFP(UAS 228 Lalgiitt
Aol 22| FKIof AHoIZS KA £ 0|2 22| HAIS CHAl LA/ o Aol 0| HalELic,
4. AES? BEO| A Q2EO|M Aol 2 B2 HAIS L2loto] S0 SLIC
5. % 33 HHIS o2 2 ChS £ X2 SAl0f ofeh= SELIC,
HES2| 250| MAIOIA o2t ALLICE
6. IES2| BES MA| o2 LojdiLict
HEZ2| D5 SIEHS MA| ${O2 0| uf X|XISH=X| SQIBLIC,
7. AES2| BES oHXE 20| £1 MAlQ| T2 HES2| RSO CiHAE 0f EAIS BrEBLIC,
2507 T ol St
MAIZ TS 0 # 2RSS DA MAIZ SOt ST XY A4S 2HBH0F BILICH
1. OFE| FXIE|X| B2 2L SHIEA FAISHIAIL,
2. HjTe| o ZBI0 Rl YTE TS CHS MA| T2l 2 AESOIA HIHO| H2IH T7tK| YAOE HHS
S2lgLIC R 39
3. M DS Y WSOl 22| KIS o2 L2 C1S W WES OB o= SYLCt.
W BES MA0IA o7 HojZ RO o|SBiLict
4 DES MAOIA THIZ YA MUD, (2 202 W DES XIX[St0 MAIOIA ZS2IX| LES SHAIR
gy iz 2oz M

HWRES 02 22l
LIMX| ™ 2 =0f Chal] ¢/2] tHAIS gt=st
HWRES Y70l SHE TS A 20 Eo{

=iz
2= A ETO0[S HES| =3 MAlo 2tF5] &

Lot

©© N o O

o o
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9.

U

A HSS B AXITHA S2 A HE iRl X7 B2 22| S UH EHF AKI0f A=K 2lgfL|ct.

_ % M=
10. LIMX| ® ZS0f CHsl O THAIS Br=St|Ct.

SEHA|: FH| 2 tE= AAE IHH[S Lol M MAIS W ARl Ct

u M| MAIE EX|5H2H HA ZH| 2 =

rir

AARIHHISONA 71E MAIE 22/3H0F ZLICt

1. AHAl =& XIFO|M LIS 22leLch

2. & A20| A= HEHOIM O MAIE AIAR FHH| A KL= | 240] 24 2| Uof| M 2o{ H CFZ $HZ0l| SLICt
3. OFx] HX|=|X| b2 Z2 SHIZA HXISHUAIL.

—

4. AAHEIHH|S EE= EH| 249| 24 2| U0l MAIS 2AISH0] F A0 WA MAIS TH| 2 EE= A|AH] FHH| o]
Mx|BH|C}
= = .

O MAIE ZH| 2l tEi= AIAR FHH|R0)| 2HED| 2o F&LICE
6. O|T AHAIOI A 2|3 LIAFS AHZSHO] AfAIQ] S FH| 2 = A|AR FHH| S0l g gL,

7. OFx] HX|6HX| gt2 Z 2 HIZS AX|ect.

M

4THA: AEER 252 SXIELIC
M MAIO ZEES 2RES EX|ot = FEI6lof LCt.

St MAlol| 271e| AEER] 2E0| A=
YA KIOAL HERIE Al 257 | 20 3] SQELICH
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g BHE DZMAEZ ZCHSID 'Ctr-C'E 52 26 TETEZ RESL|CT,
A AHIO] 22 RN HEE 22 2E0HE 25t IHS MEFLICL
4. O™ tHA|E Bt 5t0] M AAlO]| & HI AEEHE HX[fL|Ct.
TH| AHA| K| - ASA A400

7|EQt eH ME= RMA HH| dHE T2 MA|Q] HA MEHE =Holsta ZHo7t 2ot B X
NetAppdi| Et=2t6HOf ofL|Ct.

fjo

MAIS] HA HEHE efelstn ot Z2 A|AH 20 XA HENE HUT|o|Edtof LICt.

1. QX|E4 REQ AHEER BE Z otLIM 22 HEZER ZE U MAI2| HA AEE "ha-config show"2
HAlgL|Ct

HA el ZE 714 Q20 cish SsHof gL|ct,
2. MfA[Of] CHEH FEA|El A| AR AERT A| AR 3 UX|SHK| Ob= H2:
a. MAl9| HA 4EHE "ha-config modify chassis HA-state "= M BtL|C}
HA-STATE_9| 7}2 Ct2 & St &~ /}SLICH
L -6-}
* mcc
= mcc-2n
* 'mcip’&L|Ct
= H[S}
b. MF0| HAL|J=X| &lSfL|Ct. ha-config show
3. OFE| ChA| SR QAUCHH LIHX| A|ARIS CEA| MEHYAL.
4. N AHI QHHO|| H| ™S ChA| AX|RHLICE

2CHA|: 2 E MetroCluster LA 0| A Of 22| A|O|EE CHA| MetetL|Ct
0| AL 21 E MetroCluster 0|2t M ElL|C},

CHA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| A =X| 2HQIgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR =R} =X 2lBtL|Ct. '"MetroCluster vserver show'
3. B3 XA o8l £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]l 2™ O 2 22 | =X|
§Hﬂ

4. MAMEOl 2B{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HH S AL26L0] AQ X[ S fHBHL|CL,
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o

=
of P FQI 7| ZMO| MefE olet & UBLICH

ol o

mio >t
otrie

oF |>

6. SnapMirror E£= SnapVault 74 & CHA| A& ELICH
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O HXIE A0} 8t= 2R 4 = 8 E MetroCluster 22| ZEZ2{0]| L3t HE
HEED WA =Kot & %'%*Lllif HA Pair2 H|otEl ol 3! AEZ|X| HYLH BHS
298 H2E 4= Y222 MetroCluster 2t THA| 7t H Q8K 4&LICE

E2{ WA BAt= HA 49
ArE3sto] WK A| RSCH

* QRTF WU 7Y R4S BIYNRLE B2 DA FRU T4 Q42 DABH0F BLICH
- ES? DSS SYs DU Q0| HES DEE DABIOF ULICH HESE DSV DA AU
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* SAN A|AHIS AtESHE HQ 24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LLE O|E"# & ME{RULICH, ST =22 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH FZof| QLojof BtL|CE BHIS TIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|0l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 8! AlEHOf| CHo FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HEEI BAE = J2H...
32
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEES AE2(X[0|M HIO[HE A& MSOt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| k2t T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz HMEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M2 A=, FOSHAIL.

AQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIHo] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' D7l H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 271 XA 2 UKot ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ2 A2t O Z|AHO|EQ| MEHE SQISIMA L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online
raid dp, mirrored, normal...

0 mccl-a2

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

XR7t HREH -overrlde vetoes D7 42 AL238}0] 'MetroCluster g}gl_ H2 S TYAISSE A QUAL|C}
O] MEHM Di7ff HHAZ AIRSt= ZHQ A|AHIS 271 XIS HIX|Sle DE ATE

O T H= o

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

Hel ZH0| 2= = A=X| =l gfL(ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

ZHEZE2{-ASA A4002 wH|EtL|Ct

HES2| DS S1EY0|S DHSID AE HESS HH3tD, FRU T4 245 24
ZESe D8R 0|53 C13, WA ZES 252 MAl0| A3t AlAHE SXl24 BER
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2t0|M E 22| Ct
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oHA|
1. refacement_node’} LOADER ZEXE(| UYX| ROH A|AHS LOADER TETEZ FLHEHLICE

2. Healthy nodeO|A] A|AEI A[ZHS =tol

%

LICt. cluster date show
Mot A7 A E AZIHE 7| EC 2 gfL|Ct
3. LOADER ZZIEO0||A, replacement node:sHow date2| LM} A|ZHS SISIAAIQ

= S AZH2 GMTZ HSELCt.

4. LQSt AR WM =9 LM(GMT)S 'SET DATE_MM/ddlyyyy '2 MXstL|Ct
S. WD AR WA =9 AZH2 GMT 2|2 'SET TIME_hh:mm:ss_'2 MABtL|C}

6. LOADER ZEIZEO0f|A replacement_nodel| &Mt 8l A|ZHS &tQIBtL|Ct show date

=0 A A[ZF2 GMTZ S EL|C

Il

HEE2 O HA AlEHE =folst ZQdh A A|AH Mt AX|SIEE MEHE HO|0|EdlOF eL|Ct
1. M ZEE2 BE9 QXE4 REUM RE LH AT ST HA AE ha-config showS HEA|St=X| &HQlstL|Ct

HA AEl= B E M 40 CHel Ssof shL|Ct.

2. AEED ZEO| FAIE AAH AEfTE AAH 43 AK|SHK| o™ HEES HE2| HA &EHE "ha-config
modify controller ha-state"= &M %L|C}

HA AEfo| gt

ro

Ct

dlo

S OILIY &~ AF L

° '6'.

> mcc

° mcc-2n
'meip’ & L|CH

° st

o

3. HEEE ZEO| HAIE AAR MEfZF AJAR 10t AX|SHX| ko™ HEZR| ZE9| HA 4EHE "ha-config
modify controller ha-state"= A& ghL|Ct

4. d¥Oo| HZAE|U=X| &QIRILICE ha-config show

AEZ|X|E MAFHSHL C{A3 LGS &QI5t] wM| BAHE ASRLICEH

12 A 23 3]

EEZ 259 AEZ|X| Y HER S AZS QST LSS AE3HIA|L. "Active |Q Config Advisor”

280


https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

1. Config AdvisorE CH2E =6t AX|gfL|Ct,

Of

QU213t Ck3 HlolE 47 & 22

fLICE.

I

1o
o

1

St o
oy

>

rot

SfLICH 2E CjA3 7t BAED BE LA 7 EH0| EAZ =X

Hooo o
st
=

=
%
-
n

N
=t
o
12
o
i
i
_o'l
i
ful
rn
X
o
o
mo mu
ot

CHS Config Advisore| £ 2fQlgtL|Ct,

AERX] A|ARI0| HAY LHO|| = B2, BAL SR Al 7|28H0| HMSIH A AEEZ] ZE2| A|AH” DI AIS2E
ClA3of Z2HELICE _replacement_controllerE £ &I U A|AR! D HZZ =0lot CHS HZEO| LHE[U =X
£HQlsf{ofF gLt
O] A= HA Yol ONTAPE & &lsH= AJAHITH M ELICE.

1. replacement_controller’t RX|E4 BEM™>"TEOTE FA|)Ql 2 RXE4 ZEE ZF60 2 TETEQ!

"halt"=2 0| S &fL|Ct

2. system ID mismatch: boot_ontapZ 218l A|AE IDE XA Olst2te EI'||)\|7(|7f HA|=H
_replacement_controller®] LOADER ZE2IE0|AM ZHEERE BEISIT yE QBT

3. replacement_controller Z&01 'Waiting for Bt2t..." HIAIX|Z7F EA|E Ti7HX] 7|ChH2l & HAXQl HAEZ2{0f| A A
IE L] A|AE! D7} AFS O 2 XN E[F=X| i.*?_'E.“—lﬁf. 'storage failover show

HHE =2H0f|= 24E HAEEZ{OA AAH” D7} HAZQUCHE HIAIX|QF 2HH SHHE 0T 8! A ID7} EA|E|0{0F
SiL|CE CHS G0l A node2= WHIE HE M A A[AE! IDZF 151759706 L|C}.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

23 DEE A% LYORAE AKVH LELD Y2 SHY S UL 28 25 ER)

b. @E F0| YOI E NEEILILCE 'system node run-node_local-node-name_partner savecore'
c. ttet HHS AASII| Hofl 'avecore' BHO| =2 E W7IX| 7|CHE|HAIL.
Ch2 ™S Y=5IK savecore BHO| Tl MEHE RLIEHZY o J}FLICE. 'system node run-node_local-
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node-name_partner savecore -s'

d. admin #%t +FOZ 27| 'et-Privilege admin’L|C}

5. AE2|X| AIAHO| AER|X| T B Ut TNE AL 2HC 7| B2 A
XSl Of=o] w2t TS At 5 1LEE ALBSI0] ACI| w2 B8 2ot

° "RELE 7| 2| 2ot 7S
o "Q|E 7| g2| ot 7|E SRELICH

6. ZIEEE CHA| M3 ELCt.

a. ANl HEEHO M LH|E HEER | AER|X|E CHA| M| S ELICE. 'storage failover B2t -
ofnode_replacement_node_name '

replacement_controller?t AEZ|X[E CHA| 7184t &S 2t=gtL|Ct
AAEND EYX 2 Ql6 A|AE IDE RAISIEHE BAIX|Zt LIEILIH yE d2dsHofF SfL|Ct,
@ 7|5HH0] HREH HREHE Y & USLICH
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I

'storage failover show' B&E2| Z210]|= TtEL] H|A|X|0|A] HAEl A[ARN DI} ZEHE|X| 9400k BHLICE.
7. CIATIL M E SEHEJA=X| &lSL|C ' AER|X| C|AT EA|-AFH
_replacement_controller0fl £5t= C|AT = M A|AE IDE FAISHOF L|CEH CHS Oloi A= & 10| AR$H

CIAZO| A A|AE! D 18737752770 EA|ElL|C}.

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. A|AHIO| MetroCluster 71491 A ZHEE2{ AEH 'MetroCluster node show'S 2 L|E{ZISHC}

MetroCluster 182 & ¢EiZ =S2[2{H UM = R 8 Ex Ze|H, 0| 3R 24 ZHEE0| & et
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HAIE|H DR O[2{20| gdste| 1 F& BETJH HA|ELICE MetroCluster node show-fields node-systemid E&
E3 2 MetroCluster 40| F4& AEfZ S0t W7HX| O] A|AE! IDE HEAIRLICE

9. ZAEZ2{7} MetroCluster TtA0]| = Z 2 MetroCluster AEHO| [I}2} 212 ASX}7} RHH AIO|EQ| HEZ 20!
ZL DR Z ID ZE0f C|AZ Q| Y ARt HA|Z|=X| 2tolghL|Ct,

Che £ Z710| 25 ol

oX
4o

0l

1A

teio] EegfLict

° MetroCluster 7t0| M=t AFEHQIL|CE,

° replacement_controller= sl AIO|E0]| = ClAT Q| oixf AR XHALICE.
"4 = MetroCluster T140{| Al HA E{|0]| 2 2H 8! MetroCluster A2|X|2H F0j| C|A3 AQH0| HAEL|C
10. A|ARIO| MetroCluster #4421 B 2t ZAEE2{7} 'MetroCluster node show-fields configuration-state’2
TEE|0] JY=X| ZlgL|ct

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZE20| cisl 0| A %|= =50l 'vol show-node-name’QIX| 2HQIgtL|Ct

12. HEE Al XS EI0|ZR2H 7|52 AHESX| = E AFo 22 HY HEER0|M 242452, 'storage

oOT oo
failover modify -node replacement -node -name -onreboot true'

HH| A|AH 22 - ASA A400
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LIF7t FALSEZ EA|Z|H o2t LIFE 8 ZEZ E[SELICH network interface revert -vserver *
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4. AutoSupport FX|E4 =Rt E2|HE R E A8 AERE ZEYLIC system node
autosupport invoke -node * -type all -message MAINT=END HJH.

SEEE MESH S2{AH HE| HAUS s85t= LE "KIME

5. Abs ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct
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3EHA: 2 E MetroCluster +440{ A O 22[H|0|EE CHA| HEtetL|Ct
0] ¢l 2= E MetroCluster 4 0f| 2t M ElL|C}.

|

1. BE =7} "enabled" AEll(MetroCluster node show)di| A =X| 21|

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State

1 cluster A

controller A 1 configured enabled

completed
cluster B

controller B 1 configured enabled

switchback recovery
2 entries were displayed.

Ct

Mirroring Mode

if show’of| M3 %

2. BE SVMUIM S 7347t b2 =} =X ZHQIBHLICE 'MetroCluster vserver show'
3. B 10| oIsf 43 E|= XIS LIF 0F0|22|0|40| 'MetroCluster check |
golstL|ct

4. HAHQ! 23| AE{0] Y= DE 0|4 MetroCluster ASIX[H S AL10] A9|X]4

UK =A0| etZE|A}=X| &IBL|CE '"MetroCluster show'

SHAETHTT| & - AQ(X[HH" HEHof| ASH AL K| ZH0] TS| A

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured switchover

Remote: cluster A configured waiting-for-
So{AE T FH A HEfo] ASH AL|X[# =0 2tz E L|Ct.

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal

switchback

heal roots

waiting for
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AKX 2tFSH= O] AlZH0] 22 Z2|= 2 MetroCluster config-replication resync resync-status show
HHES AESI0] A FQl 7|E M| MEHE Fole = AUSLICH

ATHA|: Zol7H et £35S NetAppo| ghet
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AMARO| CHE 22 714 2471 SHEA HSooF LICh. IZX| 2 32 715 X2 £M0 22/0H0F LT,
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Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ 24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LLE O|E"# & ME{RULICH, ST =22 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH FZof| QLojof BtL|CE BHIS TIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|0l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
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Xt 8! AlEHOf| CHo FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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32
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEES AE2(X[0|M HIO[HE A& MSOt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| k2t T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz HMEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M2 A=, FOSHAIL.

AQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIHo] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' D7l H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 271 XA 2 UKot ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ2 A2t O Z|AHO|EQ| MEHE SQISIMA L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Al &~ QUESLICE
E

O MEAX| D7 H4E Aot B AIAHS 27 XS Yot BE

O T =]

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

ZEED B8 UR FEa40f AMASHAH MAIM HEER ZES 22|3H{0F LT}

=
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a M IEE WY 32 Ko AZstn M AolE &z 12| S LAl EX[et g HE 35 XIS W
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() Aol 28 siRolM BEE FS 202 HEsts SN Mg

f. LOADER Z2IX E0||A BYES 25l0] PCle 7IE 4l 7|E} 1M QA E CIA| X7|3}8tL|Ct,
9. HE TZNAE ZHSHD 'Cirl-C'E =8 20 TEXEZ HEISHL|C]

AA”IO| 28 Hm0M HBEE 32 20Z RESH= SMS HEHELIC

=
AES2 DES WY TS, K5 HE0| CHA ALBEIZE Mo} giLICt.
1. WRo| et AIAMS Cha| HZELICH
0|C|0] ZAM{E(QSFP T SFP)Z 22I3t 29 B4R AOIS2 AHBHE Z ChAl S|eof BHLC

2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S HMIZ26t0] ZHEZ2{E Mo Xtz ME[Z
E|E2Lct

3. X}= dtzto| H|ZHAMSHEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& EtL|Ct

6CH7|: 2. = MetroCluster 80| A O 2|AH|O|EE CEA| HetetL|CH

0| AL 2. E MetroCluster A2t M E/L|CT,
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2 E L7} "enabled" 4EH(MetroCluster node show)0ll Q=X| &tolstL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

. BE SVMOIN HS 7|37t 2t 2 £ =X| &QIBIL|CL. 'MetroCluster vserver show'

23 =0 o8l £3ME|= Xt= LIF 00| 12{|0]40]| 'MetroCluster check lif show o] 2O Z tZE|A=X|
gtolgtL|ct

HMAXOl FP AR Qe BE 20| M 'MetroCluster A Q| X[ HE S ALRI0] AQ K|S HEHBHL|C

A

{UX|e ZA0| 2t E|A}=X| &RlBfL|Ct. 'MetroCluster show'

SHAETIHTT| F - A9/ HEHOf| ASH AL K| 20| T

—

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H Krelo] 2R ELIC

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

HHE
HE

i Zot= O A|Zto] 22 ZE|= AL MetroCluster config-replication resync resync-status show
AH25H 21 ol 7|E M| MEfE =ole = UELC
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ 24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LLE O|E"# & ME{RULICH, ST =22 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH FZof| QLojof BtL|CE BHIS TIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|0l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 8! AlEHOf| CHo FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
32
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEES AE2(X[0|M HIO[HE A& MSOt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| k2t T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz HMEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M2 A=, FOSHAIL.

AQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIHo] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' D7l H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 271 XA 2 UKot ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ2 A2t O Z|AHO|EQ| MEHE SQISIMA L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Al &~ QUESLICE
E

O MEAX| D7 H4E Aot B AIAHS 27 XS Yot BE

O T =]

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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HEZEE Z50| A0 &tXS| ZAte|H HEZ 2EI0| A|ZELICH RE TENAS FSHE FH|E SHUAIR.
d. Otx] MX|SIX| g2 22 70| 22| BXIE CiA| BR[SHHAIL.
e MM BE DIZMAE Sttt 'Cirl-C'E 52 EHE 2EgL|Ct,
() AAs0l 28 HiRoM BAE 22 202 HEots SN Mg
f. LOADER ZTZ2IX E0f|A BYES 2i5t0] PCle 7= X 7|EF 1M QA S CHA| X7|Sk8tL|Ct,
g HE ZEANAE SHID Cri-C'E 52 20 TETER BB
A AEIO| 2E 0F0M HEE= 22 EHE REISH= SMS MEISLCL
5CHA|: ZHEER BES && MEE SAFL|Ct
ANABIS 3|45t00, HEER 2SS ettt O3, AtE Bheto] CHA| AL E| =8 A X sHof BiL|CE.
1. HQo| w2t A|A-IS CHA| HZELICE
O|C|o| ZAHE{(QSFP == SFP)E 22[¢t 22 4R A0|S S AME%t= Z ChAl EX|sHof gfL|Ct,
2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S XM|&5t0] ZEE2{E M X5 MEiZ
E|SEILICt
3

. Abs gteto] H| g M StEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| AEEHL|CE

6t7: 2. E MetroCluster 74 0f| A 0 12| |0 EE CHA| 2tetL|Ct

of %

|

A2 2L E MetroCluster TA0| T M EIL|CT

1. 2 E L E7} "enabled" &Ell(MetroCluster node show)d| Q=X| SFQIgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM S 7|37t b2 =R =X ZHQIBELICE 'MetroCluster vserver show'
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3. 23 =Hof| o8l £ x|= X5 LIF 00| 12{|0| M 0| 'MetroCluster check lif show'0fl 232X O Z AR E|UE=X]
StolgtL|Ct

4. MAEOl 2R AE0| Q= BE L E0| A 'MetroCluster AQ|X|uH' HES A0 AQ XS HSHTHL|CT,

5. ALK Xti0| 2= E|R=X| 2QIEL|C. 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| ZH0| TS| 2 SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAETHFY SEfol| AH AQ{X|HH 20| t= ELIC

il

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
AQX[HE 2t=5tH= O |7*0| 22l Z2|= &2 MetroCluster config-replication resync resync-status show
HHE A5 T Tl 7|2 M HEHE el = AGLICH

6. SnapMirror LE= SnapVault A4S CHA| M&EEHLICH

TEA|: ZoH7E &

0=

st HE2 NetApp0i ghel

7|E9t 2 MSE RMA X|Eol| BHE iz QFIH ZUlst RES NetAppof| BHtetL|Ch, "5 Bhet 5 K[ XA g
LHE2 HIO[X| & HZSHAIL.

NVDIMM-ASA A400S oA gfL|C}

ANAE0| Z2iA| =FHO| He| ELtAHLE AEE NVDIMMO| ZEtEQl HEf7L Ol Hez SEE
mf AEES Z=0|AM NVDIMME wH|sHof 2FL|Ct JZHX]| La*Q'l' A|AE T o] ARt

AAHO| CHE BE 14 @47} 2625 ZHSsiof it 1|
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2 71& XY 2Mo Z2lsl{ofF gLct.

40

>

LFEI LYY 1Y R4S SSUNZRH U2 WA FRU 74 Q42 WH|3{0F gHL|C},

Tl Heet BXtof| w2t HEZESE ZRSILE 24 E HEEL

—

]

2SHA|L.
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ 24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LLE O|E"# & ME{RULICH, ST =22 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH FZof| QLojof BtL|CE BHIS TIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|0l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 8! AlEHOf| CHo FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
32
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEES AE2(X[0|M HIO[HE A& MSOt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| k2t T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz HMEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M2 A=, FOSHAIL.

AQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIHo] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' D7l H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 271 XA 2 UKot ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct,

306



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ2 A2t O Z|AHO|EQ| MEHE SQISIMA L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Al &~ QUESLICE
E

O MEAX| D7 H4E Aot B AIAHS 27 XS Yot BE

O T =]

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

ZEED B8 UR FEa40f AMASHAH MAIM HEER ZES 22|3H{0F LT}

=

Hel ZH0| 2= = A=X| =l gfL(ct.
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= ofthS MAl 52

Lol X[X[sH=X| gtelgfL|Ct,
=2 tEA0|1 WHot HHo| s&LICH
3CHA|: NVDIMME WS}

NVDIMMS WAt ™H 37| HE ATl FRU W L= £ 1 210|X ATHe| FRU M AR50 ZHEEZ ZEOA
e NVDIMME %totof gtL|Ct,

* NVDIMM LEDE AlA”IS SHE M LHES CIAH0|Y5t= St 28 IL|Ch T AE|0|F 0] 2= &M LEDIt
JHELICE.

* NVDIMME| 2HIX = L2 otE[X|2 NVDIMME wA|st7| Hof| LHE S X[R+= 0| ZSLICE XiMet LIE2 £
HESHYAR "2|Z -] Chiet 28" & LRIHAIL.

@ A AHI0|| CHet _Statement of 214 _S HAISH2{H NetApp Support AO|E0f| 2191510}
SuCt

308


https://mysupport.netapp.com/info/web/ECMP1132988.html
https://mysupport.netapp.com/info/web/ECMP1132988.html
https://mysupport.netapp.com/info/web/ECMP1132988.html
https://mysupport.netapp.com/info/web/ECMP1132988.html
https://mysupport.netapp.com/info/web/ECMP1132988.html
https://mysupport.netapp.com/info/web/ECMP1132988.html
https://mysupport.netapp.com/info/web/ECMP1132988.html
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128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

1. 27| gE
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(D NVDIMM2 AIAE DIMMI} &25] CHELICE.

NVDIMM: Slot 11
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2. NVDIMME| &0 = & NVDIMM O|HE B2 M| LA £20|A NVDIMMS THH CHS A 20j| A
NVDIMMZ 2L St 0| FLIC}.
@ NVDIMM 2|2 HEQ| 1M @40 20| 7}sHE 4 QoD 2 NVDIMME| 7HEXIZ|E ZAMAE A
E&LICt.
3. HM7| WX TAEE oM IHE NVDIMMS 7HLHD NVDIMMS 2 A 2|0f &3 &2 CHS &2 0 SELICt
NVDIMMS| Tl AO|2] L X|7} AZIo| EHut UXIMO| £|0{OF SHL|CY,
4. NVDIMME MX|& &2 2 BH&LICH
5. NVDIMME &£20] £HI2 MUTtL|Ct
NVDIMM &£20]| Thohs| ZAFE| X[ T &1 A| ZAFg 2 QIGLICH I X| k2 A2 NVDIMME £20| MA™E &St
ChA| &flBtL|Ct.
@ NVDIMMO| ZLsHAH HEL| S20| 25| MUE|A[E=X| SO 2 HAFSL|CE
6. O|®E| E40| NVDIMM 2 ££2| X| 2of 7|ZE w7}X] NVDIMMS| ATt J}EXI2|E ZMAE | Thets)
+=ELICt.
7. 0|0l HEE H&L|CH

4ol HES 282 M

2 IE0IM T4 RAS TN T AES2 DES Ml WK CHS
1. OFx| oflof HES x| 2 S oo HES HOUAR
2 AEE? 20| B2 MAIS Q70| I O} HESY DES UHE

XAZE S Wtk AEES 2E5 MAI0f 269

3. Tk M M| Ktelg 2%t| 2Is AlAS0f ANAE 4+
() ol mxtol simsolx Lioix Hol2e HESH @
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ESAPN

UTE EE| mEY 2

4. AEZ? 25 MX|S g2y
a Mg ICE ©el 23 HHo| AZstn Bel Holg B3 12
Azt
b. &3 AIS ALSBI0] BT EHAIT A EI| NS UK HESE 2E
() et ayein gs HESe
c. &3 K|S Y=o Saf 3 Wo| Zr|TE HESH 2ES J/2
&3 A2 T3 21K LR AAIo| 2HEie) ZAreLIC

HEES] ZEO0[ MA|of 23| FAEH HIZ FE
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d. OF%| MX|5IX| gt2 Z<2 #|0|2 22| XIS CHAl EX[SHUAIL.
e Y RE ZI2MNAE SHSHL 'Cirl-C'E =2 20z RO

f. LOADER T2 E0|M BYES Y245t0] PCle 7t= S 7|Et M QA E CIA| X7|SkgtLCH.
EC_)I

g- RE DTZNAE BLHSHL 'Ctrl-C'E 52 26 ZEXEZ &

2
UEES LSS Yt LhS, XtS HHEt0| ChA| ALEE| =5 27sHof LT
1. HQof w2t A|A-RS ChA| dZ gL Ct
O|C|of HAHE|(QSFP = SFP)E 22[et 82 34/ #0I2S AMEdt= R ChAl &X[8tof L Ct.

2. AE2|X]| 'storage failover back-ofnode_impaired_node name_'S XN|35t0{ ZIEEHE MM 25 MEfZ

=g

1A

3. X}z gheto| H|ZMSHEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| & etL|Ct
6THA: 2. = MetroCluster T+4J0{| A O 22| A|O|EE CHA| M etEL|CH
0| P 2 E MetroCluster A2t M ElL|CT,
oHA|

1. BE L EJ} "enabled" AEll(MetroCluster node show)di| Y =X| &IEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. O E SVMOUIM M 37|37t 22 E|A}=X| 2HIBtLICE. 'MetroCluster vserver show!

3. S5 240l ofst £+ =|i= XHS LIF 0to| 32{0[440] 'MetroCluster check lif show'0ll §3X2 2 2tz E|AU=X
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4. HAEl SHAH A= ZE 20N 'MetroCluster 2| X4 HHES AHESI0] AQK|MS M BiL|CE,
5

o
- AKX 20| b2 E|U =X 2IBLLICE 'MetroCluster show!'

SHAETIHTT| T - 29[ HEHOf| ASH AL K| X 0| o T5| 2 SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H Ktelo] 2R ELIC

i B = —

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
ARQK|HMES 2tESH= T | |7*0| 2zl Z2|= Z <L MetroCluster config-replication resync resync-status show
HHES A5t Tl S 7|FE M| HEHE 2ol 4= ASFLICH

6. SnapMirror EE= SnapVault 7142 CHA| A gtL|Ct,
7THA|: ZORTF Y WoE R ES NetAppo| Bt

7|E9t o MESE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppof| BHtefLICt, "S5 Hhet 51 A KM e
LHE2 HO|X|E HZESHIAIL.

PCle == MKt 7tE - ASA A4002 | SHL|Ct
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O] =roi CHsH
* SAN A|ABRIS AL8SH=E E R £4E ZAEER SCSI 20| =0f| it O|HIE MIA|X|E 2QI8HOF cluster
kernel-service show LICt. priv advanced ZENA HH % MESHH cluster
kernel-service show ST =2 LE O|E"# & MEfRULICH, Y == 718 A S i

LEO| &S HEH7F EAIELIC.

2} SCSI £8[0|= ZZMAE SHAEQ| CIE =0 SHH HZof| QLojof BtLICE BHIE TIgst| Fof|
£ ZHE ol ZsHoF LTt
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Xt S JEoll CHoll FALSEZ EAIE= B2 &4E ZEEHE S=5H7| ol 2XIE o ZoHoF LICHEZE)
"= EE SHAELE S|t

1. AutoSupportZt Z-43tEl AR AutoSupport HIAIX|E S &80 XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELICE.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader =
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1. MetroCluster 2'EHE 21510 EOi7} Q= HEE2|7t RSO E M4 ZHEE2{(MetroCluster show)Z
H3he| Q=X BHOISHL|C}
2. Xts "A7H LM =X of 2ol w2t CHS HOoi| w2k R gLt
HEERY &4 08 J2H...
7t SO E MEtEASLICH CHS CHAIE T gL|Ct.
7t AH5O 2 MEHE|X| LAUELICH HA HAEZ2Z| MetroCluster 2H| 7|52 Edll Al&El 2N S22
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'MetroCluster switchover'
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controller A 1:

[Job 130]

X7t HEE|™H "-override-vetoes' Oi7 tH
O MEH™ Oj7f HE
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HAMHMol 22{AE0|A 'MetroCluster

MetroCluster operation show &
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:> metrocluster heal -phase aggregates

Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Al &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 2 S WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

Hel ZH0| 2= = A=X| =l gfL(ct.
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7. ZAEER BE3 oFYX0|1 WHst HH0| s5LIC

3CH7|: PCle 7t=E wH[BLICH

PCle 7tEE WH|ste{H @RIt Zdot PCle 7tEE 0t AEEE ZE0|M =T S0 U=
2tO|XE i Chg ZIEER] 2=0] PCle 2t0| M E CHA| EX[3HOF LTt
CHE OHLITOIN, T = 7|2 CHA|S ALS3HO] PCle 7HES M2 4 U&LICE

AN

OHL|H[O] M - PCle 7IEE mA|EtL|Ct
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b. OF~| AX|3HX| ¢t2 H<2 #A0|= 22| HXIE CHA| BX|SHUAIL.
St

=
C MM RE D2 ;A F5t1 'Ctrl-C'E =21 202 2L

() 2ol 28 ool BEE A2 202 BEsts g8 Meshr
d. LOADER ZEZE0|M BYES 22510 PCle 7tE 3 7|Et 74 @45 ME7|3tst HEEHE
CLENE

5. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S H|26t0] ZIEEZE Mo &5 AE
E|SELICH

6. X5 gtzto| |2 stEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& BtL|Ct

ot LHE XIS gheto] ChA| MEEEF 2F

O|C|of AHE|(QSFP = SFP)E 22[et B2 34/ #0IES MES= FR ChAl &X[8tof &L Ct.

atjof

2. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S M|&35t0] ZEE2{E Mt X5 MEiZ

o

= SEL

3. Xt= Hizto| H| 2 M stEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& stL|Ct
7¢HA|: 2 E MetroCluster 71440{| A O O2[H|0|EE CHA| MetaL|Ct

0| A2 2 E MetroCluster 4012t ML |Ct,

|

1. BE CJ} "enabled" AEl(MetroCluster node show)di| Q=X| &tQlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR =R} =X 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =0l o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show o] 2O Z 2tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2| XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

i
ME

ol o

mio >t
otrie

=
of P FQI 7| ZMO| MefE olet & UBLICH

oF |>

6. SnapMirror E£= SnapVault 74 & CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ 24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LLE O|E"# & ME{RULICH, ST =22 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH FZof| QLojof BtL|CE BHIS TIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|0l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 8! AlEHOf| CHo FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
32
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEES AE2(X[0|M HIO[HE A& MSOt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| k2t T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz HMEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M2 A=, FOSHAIL.

AQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIHo] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' D7l H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 271 XA 2 UKot ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ2 A2t O Z|AHO|EQ| MEHE SQISIMA L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Al &~ QUESLICE
E

O MEAX| D7 H4E Aot B AIAHS 27 XS Yot BE

O T =]

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

ZEED B8 UR FEa40f AMASHAH MAIM HEER ZES 22|3H{0F LT}

=

Hel ZH0| 2= = A=X| =l gfL(ct.
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR =R} =X 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =0l o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show o] 2O Z 2tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2| XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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storage failover takeover -ofnode
impaired node name -halt true
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= flet MEst tHAIE QgL Ct,
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xS B 0|Cj0f BT TRA A ONTAP 9.17.1 0|40l A2t XIIEILICE AE2|X| AIAHO|A OIF BIZS| ONTAP
Mg 30l F 45 2 27 W

° Onboard Key Manager(OKM): S2{AE TA| 2= 3 W C|o|E{ 7} BREtLICE.
° Q|2 7| Z|XHEKM): TEL] = =0f|A] C}S THo| et Ct.

* /cfcard/kmip/servers.cfg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

EHA|
1. LOADER ZEIZE0fA 2&l 0|C|o| 27 TZHAE A|ZFEFLICE.

boot recovery -partner

SIHO| Tt HIAIX[ZF FAE LT

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. HEl O|C|of MX| 2 T2 NAE DL|E{ZIEL|C]

OTZMN AV IRE|T Installation complete HA|X|Z} EA[EILICE,

3. A|AHIS ol5 5}

O

i

efolst Chz HIAIX| & otLIE EAIZLICE

Of HIAIX|Zt A== B2...

ﬂli’t

...

1

SH
o
A

-

key manager is not |AEO Sot7t MX|E|0] QK| & LICE.

configured. Exiting.
a. 2O TETEJ} FAIE U7X 7|CIE| M| 2.

b. =0l 200510 ME St BHetstM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BhE CHAl Zdel Higdete 2.

[

key manager is Aot MX|E|R}ELICE 2 70| 2e|xf 53 .
configured.

A0 7] Xt 248 LW Sl FP OF WAKIE ZASKD 7| pal) 24El0
(D) 9K, ol RE(REC & 9R)QIX) Holstats tlAIXI7H EAIELICE A4stzi2 olAlxof
Erotul2
= .
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @S S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 22 E 7| 2t2|Xtof| Cist ] ClO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DS SASHEM S5 Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| XI5t & & s5o = E[SELIC
'Storage failover 22t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|stH
=

E|H
A
T

otE
o)

E
P
N

ONTAP ZZ{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|ALL MM S l=fgfL|ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EY0|9] IP 4
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QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE IIEL L EO0|A MAETH IIY S S5t L EE P SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBSO E EFEX| oM AARI| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE CHA] HHBLICE boot recovery -partner
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ERROR: kmip init: halting this system with encrypted

mroot...

WARNING: kmip init: authentication keys might not be
available.

LR e iR R d b e i b b b e A A R B b R B b R S b B b b R S B R S b R B S e b S b R b R e A i i 4
* ATTENTTION *
* *
* System cannot connect to key managers. *
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE XRYS = A[ARO| CHAl 22l MEfTt E| 1 ZS5=X] 2Q5HM K.

d. AEZ|X|E £/E2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

CHS THA|
ONTAP O|0|X|E S5t =E7t 7HSE[0 HIO|HE XMSotl LIH"Z20| Rl= £ 52 NetApp= BretefL|Ch
Aot HE! 0|C|0{E NetApp 2Z - ASA A800

ASAF A800 A|AHIS 14 R*7f O ER, agH
"EE ek 8L A" XiAIS LHE2 HIO|X|E EHZESHM K.
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1. 24HEl AE E2{9| LOADER ZEIZE0|A USB Z2HA| S2t0| 204 27 0|0|X|E REIFHL|CE

boot recovery
57 0[0|X|= USB E2iAl E2t0|20f| A L2 ZEELCH

2. HIA|X|7} EA|E|H o|0|X| O|EE RI=SIHLE *Enter*E =21 2= Qtoll EA|E 7|2 0|0|X|E Mgt

3. ONTAP H{T0f| St= HAHS AHZSHM var IFY A|ARS SELICH
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ONTAP 9.16.0 0|3}
M= HAEERQ IIEL] HEE2{0f|A CHS THA I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EA|Z[H CHS 2 F2MR. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o IEL| AES2{0)M: A HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: WY Be BYS MLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43xel =8 9o tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES2|0|N: H2|xt $EO2 S0pp.
set -privilege admin

f. ARl HEZR{0|M: £27| vy ZA0| 2 I was the restore backup procedure
S ?

g &ME HEERWM: F27| vy &AO| F I .would you like to use this restored copy

now?
h. &24E HEZ20|M: £27| v BELSI2t= HAIXIZL EAEH OHE2E FEMK. ctrl-c 2E OlF7t
Helmy
I 24 HEESO|M: IS B oILIE tAl 2
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a.
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THg Sestats HAIXITE LELR 7|8 v S

S i d3Ho2 hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete
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A 2I5t2t= HIAIX[ZF EAIELICE
C. 7=E2ry S E 7S AEotets HAIXIZE EAI=E.
d. =20ty LEE XF-SI2HE HIAXIZF EAIE LI

e. F2Cty CHA| MBE-StEN=E HAX|ZF BAZH OHEE FEMR. ctrl-c B8 HF7t 22 0.
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5. AEEX|E H| S8 ZEEDE T MY R FSELICL
storage failover giveback -fromnode local

6. XI=

riot
o

H|

it

= Moot ZR ChA| 2dtstMa.
storage failover modify -node local -auto-giveback true

7. AutoSupport?t Z243tE 22 Xts AHo|A MMS SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 2ot YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 JA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MEBfLIC
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} o]l &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ALK EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Li82 20 d &Lt
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. ¢l2{0| BLIH Enter 7|12 F #H F2M|Q.
B o2 AT} AZE| D CFS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM K.

M MEH 1 28 H'70M ONTAP 2= 2&I2 Al&ELICt

385



X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

7. AEER| 2&0|| CIS HIAX[7} EAIE|=X] 2HQISHH .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

9. CFO TARteZ REIS = 7| 2HE|XHE S7|2HSLIC,
security key-manager onboard sync

10. HIAIX|Z7} EA|Z|H Onboard Key Managerdi| CHEH 22{AE A S E 2T CL.
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZBHR 7 HIAIX| glo| ZRAE ZEMET} wEELICH S|2t0) Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HIGHAS.

security key-manager key query -restored false

O| B2 ZuHE HHatolX| gLt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)
CHA|
=4E HEEH| 25H0:
1. 24 HEEZ 0| 2& #0282 HESHMIR.
2. M MEl 11 ONTAP 2E! HF0l|A.
28 072 o|E EAISL|CH
(1) Normal Boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.
(6) Update flash from backup config.
(7) Install new software first.
(8) Reboot node.
(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)? 11
3. HAIXIZt EAIEH Het FHE MR HRISHN K.
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Do you have of the
{y/n}
Do you

{y/n}
Do you

Copy

have of the

Copy

of the
of the

have copy

have a copy

Do you

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

4. HAIX|7H EA|E|H 220 E 3! M HEE l=dgfL|ct.
a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z3tst0] 22t0|HE F|(client.key) I LHES & BiL|Ct.
C. BEGIN % END £& Z&5t0| KMIP At CA(CA.pem) It LHE S = BfL|Ct.
d. KMIP NH| IP FAE 2SN K.
e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 53 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

dafet &

o ol.
e 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END
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£ 22AH 29 SP/BMC T4 AlH:
system service-processor show -node * -fields address
SSAH S SEELCL
exit

O EtAlo| Z20f LIZE =0 1P T
SLIE{>BHLCE,

i

AHE3810| SP/BMC over SSHO|| 2101810] I Atsts

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2ENAM 2FE|= SnapMirror S7|Al 22{AEE AR8t= 22{AEQ ALR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

CHS0| EAIZ|H S2{AEQ 2t AEE2{0f sl *y * & Y=L}

Warning: Are you sure you want to halt node <node name>? {y|n}:

-

Zt AEE2(7t Y& Wi7tX| 7|Ct2! & LOADER ZEXEJ HA|ElLICH.

—_— =

L

7
2E Z28 2, "MAIS A FLICH .

393


https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html

MA| A - ASA A800

SHE|I0| o2 215 ASAA800 A|AEIS| AHA|E W[50} 5= &
A

£ 3% 1N o= HESD
M7, =2t0|E 4, &4 MAl ®MA, WA MAl EX] 8 Al 718 24

MR 7F ZetE L
1507 712 MAOIN ZES2 252 FABtLIC
7|E MAIOIN ZHEZ2| RS HATLIC

THA|
MAIE WA|St2AH O] MAI0M ZIEES ZES =2[HO0F LIt
1. OFZ| HX|E|X| 42 22 SHIEA WXISHIAIR.
(=]

2. Hel o]

oo
r
ro
Ok
I

02
Ras
=2
>
X
o
1
mjo
Hr
i
oo
r
iul

o &= A

394



(o)
ikl
ol
=

6. ZEE2 253 MA| ${o= oL,
ZEEY & sithe MA| 8o Yo{d mf X|X|sh=X| =heletL|ct.
7. EEY BES S 20| 1 MAIS| CHE ZEER 2E0H| oM x of EHAIE BHEELct

2GEHA|: E2LO|EE M MAIZ ol SELICt
7|1Z A O|AMM M HO|AZ E2IO|EHE 7M.

|

b. i HES TS| 2l K2 SAH SYE0|M E2t0|EHE 22[8H CHZ E210|EES MA0M ZH A A 2o

=
>
=2
Rl

n
o
[
i
Mo
o
2
>
=2
>

o
2

=
-
=l

() colol=s 2o s g4 5 22 A8 RS XA,

() cetols sz ostuict 242 WRBH| Soh THstt 8 M TR
3. O[F MAIS| S2t0|HE A MAI2] St 0] RHOj THELICH

4. CEI0|EE MA| Qtoz 2E2 A Lo E&L|CH
# HE0| HZEOf B2 S| ™MEtL|Ct.

ZH

=
[== Ly —)

Ot

5. LID{X| S2f0| =5 MAlof EEHsS| 2of $e Cf

gjo

= 9= 20| E2to|E S0 D@t ct.

HSO| E2t0|E FH2|0f THt SHIZAH| B =5 Z HSS MHMS| FHotof LT 2ot &Ef7t =|H =72t
2|7h gLt

B~ 0¥

6. A|AHIQ| LIHX| E2t0|E0f sl o] ntE S Bt=gtL|Ct.

SEHA: TH| 2 EE= AJAE FHH|S LA AHAIE W AR CH
| 2 = AAR IR0 A= 2E MAIE M MAIZ RASHYAIL.
T

T MAL Z2E XI-M LIALS 22l

2. 5 AZ0| A= HEfOlIM O™ MAISE AIAR FHH|SH fE= | 240] 24 2| Uof| M 2of H CFZ $HZ0l| SLICt

—

3. OF%| HX|E|X| gt2 E2 SHIZA FXIBHIAIL.

395



4. A AR FHH|R = EH| 2o 24 2| Aof| MAIE BEASH0] F ALE0| WA|E MAIE ZH| 2 tE= A|AE FHH|Sof
A—lx|'6+|__| |:|-
= [=] .

O. MAIE ZH| 2l = AJAR FHH|RI0)| 2HES| 2O F&LICEH
6. O AHAIOII M 22[St LIALS AFZ3H0] MA[2| TS ThH| 24

7. OFX| 2X|SHA| g2 2 HIRS XISt

I'IF

A|AEFHH[Soff D gL Ct

4THA|: AEER] 2SS M MAl0 EX[L|Ct
M MAlO EES 2SS EX[et = £EIHOF LT},
St Aol 271o] AEES 2E0| A= HAYS| BR, HEES RES EXAI5ts =M= MAI0f 2tE3

HHEXIOA HE- S Al =5H7| 20 5] SRELICH

1. ES2 252 2 MAI Y710l StE ChS HESE ZE3S BhE ZoAHA AAH0| 2o d&LICH

@ XA S WIHK] HES2 DES MAIO] 23| MUK THIAIR.

ZEE2 ZE0| CHA| HESt 22| ZEES THA| HZ L.

%
E3 25 2K S AZFILICE

a. AEEd 20| SLEat 2Lt ES| FAE WikA] MA| ¢t 2 HHES| o &L Tt

() AH4EL 245Ix) Q=2 2ESE DES M) of 92 0 =3 32 IR THIAIR.

a. B3 NS ATOZ S3 W3 WOl 22| YK 7|89 TS FF 9IH2 ELICH

b. Mgl TC2 e T3 I AZOHT M A 0|2 HI LIS Ch BAIB TS B 23 FHS Mo
HZBLICH
Fel0] B7s|s FA| HES2| DE0| RYEY| NS BE TZNAS ST FH|S SHAIR.

AEERE MX[gL|Ct
CHS Al
2£4HE ASAAB00 MAIE WAHSHD 714 RAE CHA| AX[ot 20)|= CHS THAIE SsoF LICH"AA| WH[E
t=gfL|ct
S Y uH Z2MAE A=A - ASA AB00

AESES YHESHT AAH AEHS SHOISH S TELH HES NetApp O 15101 ASA
AB00 MA| ZK| x| 0|8} EH7S 2t ZOHAAIR.

—

396


chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html

1EHAI: A2 HA HEHE 2teldtn B etL|Ct

EHA|

1. X E ZEQ| 7HEEE 2& F olLioN 22 HEEZ ZE U MA|2| HA #EHE "ha-config show"=
TAIEL|C

HA MElE 2 714 Q20 cish SsHof gL|ct,
2. M{A[Of] CHEH ZEA|El A| AR AERT A| AR 3 UX|SHX| o= H2:
a. MAlQ HA 4EHE "ha-config modify chassis HA-state "= MM BtL|C}

HA AEfQ| Zf

ro

Ct

gl

S OILIY &~ AF LI

. 3t
= mcc
* 'meip’L|Ct
* H|3}
b. HH0| HAL|U=X| &QlgtL|Ct. ha-config show
3. OFE| ChA| X QAUCHH LIHX| A|ARIS CHA| MEHHAL.

4. A2 QFHO| HI-S CHAl AX|gLCt,

-

HEZ2| £I310| AR E S CI2S ALRBI0] A|AEI AEIZ SOIHAIA|2. "Active IQ Config Advisor” . HZAE

7|E9t 2 MSE RMA X|Eol| 2HE iz QFIH ZUlst RES NetAppof| BHtetL|Ch, 55 Bhet 5 K[ XM g
LHE2 HIO|X| & HZSHMAIL.

0
o>

]

EEd

HEEZ uwH YIZZE - ASAA800

ASAAB00 AEZ|X| A|AEIO] HEZR|E nKH|SHHH AAE HESRE 2610, HESHE
M7et = M HEEHZ WA, A|[AH L85 S2lotd, AEE|X| 2|24 HOHS WA E

o "HES2 BN 27 AS HESHIAIL"

ML 28hyd, 2ot =7, ONTAP At 5, 718 24 7|5 452 ZYT AEE2 uH 27 AgS dEYLICL

o — o
S HEERE S=oHL ot HHHQ HESR{7t &4E HEEY 2B X|0|M HOIHE A& M3 =+

397


https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html

L|C}.

I.

-
o
=

190 mep AL AEE MY

L|Cf

}.

H|7HstD, FRU

.
o

=

=

gLt
| ZHEEH

XIgLct.

AtE

4

AL
A
=

ES
—

L|Ct.

|.

-
o
(=]

ET{Z CHA O]

|

A5t AEE|X| 2

e "HN HESS wA"

PNy
S

EEEM

m:

b

F

- ASA A800

I.

o

.
o

HEES WM 27 A

W | St
=
oISt

=
=

Al2gI] T
&}

=
ZEX| 2 A=K

ASAA800 A|AHIOI ZHHEEDR
SOl A2, of 7|0f
WK AEEZE

M 7ts EX[(FRU)Z ALt

=mbs|

FLIC.

=

PNy

.
[<)

o ¥
— —

DR

I.

AHESHA| DhM|R. FZoICH " EZE] ot=20f 2|0 = ZAt

=

=
B2 LSS AESHMR. "SHIE S5+ 24t ME" o] ZXHE At

.I
At

=
[

OI b
Mo
(=)

| —

] QA E NetApp Ofl A

o

A

A o7 Arets HESHYAIR.
0] =0

-
g

gL,
£

2 &

213H.
L|Ct.

F

o
|

F

.
=
=
=]
=
=)
=

x
(=]

* A|AHIO| MetroCluster 7

2%

+ BE cajo|s Hmyt SutE HESD YLojo}
HE
X

Aol &
7HEEZ R

fLICH AEER ZES W[5 A|l2E-S

-
(<]
=

U

1EZ2{QILIC}

2 HEY & YSLICh

O|sliStM| 2.

H

* 0| EX}ojM= E20|ELE E2to|E M
=

=

e

—

—_

X|
L.

| Xt
(=]
[
—_

=]
T
=

o
* O] 2XolM ALEEl= HEER 80

398


controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-systems-upgrade/choose_controller_upgrade_procedure.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html

S
A Xz{o
c ZEERQ Z& FHS HA

ChZ B

ASAA800 ZIEET uA @7 MES HAED 20|= L3 HAIE Ao of HLICh &4 E HEEHE SELIL,
&4E ZHEED] - ASAAB00S Z=ELICH

D2 0 BIO|E| £US WRISD NAT 1B ES 2wsta{t ASAABOD AE2IK
E=22 ERSAAQ

Of ZhHofl CHaH

* SAN A|ARIS AESH= 32 &4E ZAIEER SCSI =2I|0|=0f cHt O[HIE HIA|X[E &2l80f cluster
kernel-service show ®LICt. priv advanced REOA HHEZ AMSHH “cluster kernel-
service show ST =2 L= O|F"#E MEfRJLICH, ST E2| 7tEH é!EH Ao =l XF AEHTt
HA|EIL|CE

Z} SCSI =3[0|E T2 M|A= S2AHQ| CHE L Eof o A Z | LOo{oF RLICE WM S TS| Toj| 2=
=HE sl ZsHiof LiCt.

* LLEOH 27K Ol el 2 ARt 'E 2 A=l AojoF ghL|Ch S AT | AL Y HEES 0| X4 8l
AEHOl| CHOH FALSEZL EAlEl= E2 —’.'_*— el AEERE S=ot7| Hof| 28 E SHEsHOF FLChEZE) "==2
ST AEC ST[SHRfLICt.

THA|
1. AutoSupport7t M3tz H2 AutoSupport HIAIX|E =E5H0] XtE A[0|A Hdg ARBLICE

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HIA|X| = 2412 S¢F ZtE #|0|A HH S ARILICE

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

O
18]
1
Ot
iul
=
Pl
ofn
riok
MHI
Mo
E
ik
0x
fot
Of
>
;ﬂ
o>
-
'5
_l','i
r
E
Ral
N
=]
>
"

B

399


controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EHE HEERI BAEE 2. I3E..

LOADER M|A|X|7F EEA|EILICE CHS ©HA2 o[ SEL|Ct.
HIS CHY| = Ctrl-CE 2 C}3 HAIX| 7t LIEtLIH yE FELICL.

AMAROEDE o= o TEXE  HYXQ HEESS 0N &4 HESEE AASHAHLE SXIELIC

- O - -

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZEZEE HA|LICE.

S22 ZRY T 2 S0} HESZ2S WAELICHELC

ZHEEZ| 2 & St=90] wA| - ASA A800

S=90f nFof Eretist 2 ASAAB00 A|AHIS | *E%H% WHBHYAIL. WA BEol=
ol ZHEEDE Mo, 74 Q45 WN HESHZE |7[4, uN| ZESS S EX[ot1,
MEESH= 2hgol e LICE

HEES LSS WHSHHL AEER 2 LR A= FERAE uAlg o MAIM HEER ZES 22|3H0F
'6‘I-|__||:|-
EhA|

1. OFZ| HX|E|X| 42 22 SHIEA HXISHIAIR

2. MAlS| BE E20|E7 ZATtof| THEHS| FHAME| 0] Q=X =HQlStL|Th AX| &7t 2t E2l0|EE =23 HE

t
AFENZ} = Oi7bR| =2 L}

400


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

O

Tolaslls 4

A WA, RS,

@%ﬁ%%&%%%
= AN el

<>
=
= = <]

—

3. A AR HEfof w2t ZESE E2to|EE HYSHUAIL.

— 0

0.

a.

storage aggregate show -raidstatus !*normal*

.

2tZ|™ There are no entries matching your query. AIESHMRLHS 6t THAZ
FEhEl E2t0|ET JEX| =elgtL|ct. .

T

o O
o

2z

© o
O ol

>
0%t

1S AL CHEA| L= 82, & HEE2{0|M AutoSupport HIO|E|E =510 NetApp |2 E 0|

=7t RS MM L.

Mo og
10 ol
I

of
2

system node autosupport invoke -node * -type all -message
'<message name>'

b. Ty A|AH! = OfH] E20|E RR0|M F=2tEl E2L0|E ZH|E gfeleti|t.

!

Ho

event log show -severity * -node * -message-name *disk.missing¥*

* HAHO| HI2tE|™ There are no entries matching your query. AISSHMRLIS THAZ 0=

» HE Ml A CHEA| LIR_EeE 2, & ZHHEZ2{0f| A AutoSupport HIO|E{E %510 NetApp X2 E |

system node autosupport invoke -node * -type all -message
'<message name>'

401



Aol= MANEEHE AHolE 1 FXIE M Ch2 HEH S5 ZRI0M #H 0|22 &M K.

— = =2=2 J0—

2l HX|o| B2 AEMS &5 St EER] ZE0|M AL A 0[St SFP/QSFP 2=
9l

IKIE 7|§°H FAlR.

Alo|E 2| FX|ol|l A0|2S EAH FH A 0|E 22| FX|S ChA| EX[e off #|0|=0| FHa|ELICt.

402

E9| oIS AME = MAOf| A BILHYAIR

FE JE0M HEEZ ZE0M T S3 X

]
ol
X
I
>
£0
H
Jhu
os
rOI’
mujn
mjo
MU
r
r
)



of Zxt7| 2=2lXl

=
=

gl HAEE 2

=
|2.

AESH] | XISt A

LICH ZIEEE 2S0|AM
=

M0
o

KO

ro
Ho

o
K

—_

= &3 "ol 22 42|t LIEM HXF2|of

LI_I_
i
| <ID
M._wu.s
- 595
g ot
4 olI®™
ol ol
= :_
=
< _”__“.___H__u
w__ln_ TS
[} EE
ol ™
W wia
o I
u ™
W o wl
LI |__A|.ﬂr.._
o %o
b5
or KO
Ul = o
™ %o Ho
X Mmoo
e Ho &
X WR
KO mIx
fo WE
M0 o] g
ofl <1 RO
&l oo
N o

L|Ct.

FEIXF2 0 2FE

[m]
—

o2

b HFS
- O o

.
o

o ot ol S JHSHR

ol
THo

EN EEE F7|HAL.

w

EHA|

HIZ

HEgez £

2

403



7ic
EE

2 M 259 7IEXIEIE HEEY 252 Y70
& 22 20| ELICt

SfLct.

2 WSS WK HESH ZEE |
HMxte|off 1EE w7tk W 2=S A

3. LIHX| M 2E0f Cish of HHAIS &t

T

ATH7|: NVDIMM H{E{2|ZE O|SEhL|Ct

NVDIMM BiE{2|E W8 HEER ZEZ F7|HAI2.

EHA|
1. 37| HE HIHE €1 20| XA NVDIMM BHE{2|E Z&LICE.

404



37| HE 2t0|X

9 NVDIMM HHE{2| E2{1

9 NVDIMM HHE{2| ZH

o O * A|ARIZ BT Uf NVDIMM H{E{2| HEE EE LED7t ZHi0|HA ZSeHA| HIZ2|0f| LHES

= S =

C|AH|O|FRfLICt. C|AH|0]HO| 2t2E|H LED7F HELICE

2. HiE{2| E2{15 o} HiE2| E2{1 EH0|| = SEE =21 220 2235 223 TS 22U0)| A HHE{ 2|
A0l=2 =elguct

3. HiE{2|E T 37| HE 3l 7EEZ ZE0|AM iE2|E S0 7{HLCt.
4. HiE{2| W2 UH|E HEER ZEZ 7! TS NVDIMM 37| HEH| MX|EHL|Ct.
a. HiE{2| WS 20| sty b

=] g S TS| =2 ®MA2( o DFEJ=R] 2l gL
b. B{E{Z| 2212 E 2t0|X A2U0f =10 Z2{2Jt HXI2[0f] DFHE[0] A=X| 2elgfL(Ct.

=
il

2|

405



5EHA: PCle 2t0|XME E2[&LICt
e HEES 20| PCle 2t0|XE MAHSHIA2.

|
1. ZEE2| ZE0M PCle 2t0|HE 22[SfLICt,

a. PCle 7IE0]| /€ 4 Q= SFP EE= QSFP R ES 25 E2|ghL|C}.

b. 2}0|xf £IZ2| 2l0|X &3 KIS MW ZE B2 SEILIC
2tOo|X7t ZIEEE] Z=0{A o2t /|= St LT,

C. 2l0|NME 9|2 S0 S22 ME & Al7|1 2tofxe| gt Eo| ZEED EE2Q ZAME[0M 22|==F

—

il Ol= = 1
ot Ch3, 2t0|ME HEER ZE0M S0 22l o3 P01 HHst #H| s&LIC.

20| X 1(21% 2t0[X]), 2t0|X 2(Z 2t0|X) B 3(LEZ 210IX) &= 21X

[ =]

2. 2ME HEER 259 LHMX| 21| Xof| CHeh 2f2| tHAIS BtEgfLCt.
3

- uH| AEER{Q| gl 2t0|Xof| CHal ¢ HHAIS H=St = X|ZLIC}

6THAl: A|AE! DIMME O| S&fL|Ct
AAE DIMME LN HEED 82 F7|HAL.

|

406



- DIMME 2HIE Yo = uH| ZEES Z=0 4T = ATE 270 /= DIMME| S 7|=8l FHAIL.

H
HE HHs| 2o SROM DIMMS HH TS £X0|IM DIMME 20{

DIMME| ZZ0f = F 7i2| DIMM O| XM E
TH'ELCE,
@ DIMM 2|2 HEQ| 74 40 20| JHiE = A2 B = DIMME| 7HERI2|E EHAE A
O,
DIMME X £X2 #&LITt
DIMME &£X0f SHI2 MLt
DIMME &X0f Thehs| ZATE[X| T 7] Z2fe = JELICH JHX| f2 22 DIMME £20i| MAEZSHD CHA|
gt
@ DIMMO| #sHA| HEE|0] £20] M| HURJAE=X S22 = HARIL|CH
O|HE{ B0 DIMM & B2E29| LX| 2[0f 7| E uh7tX] DIMMS| AT FFEIXIZ|E ZMARA| Chets| S=&L|Ct,

LtHX| DIMMO| CH3l O] THAIE

7CHA|: NVDIMME O| S &L C}

NVDIMME 1H|8 HE

=

A

1.

ZHEEZ| Z=0|A NVDIMMZ %

E3 252 F7/|HAML.

2=E

407



408

L

- NVDIMM: SLOTS 11 & 23

NVDIMME
FHAe.

NVDIMME]
NVDIMME

®

. NVDIMME
. NVDIMME

NVDIMMZ

ool HE

NVDIMM

ChAl Af Lt

®

wH HEEZ RE0| SHIE WSO Z Mt £ QEE 470 Q= NVDIMME| #ak2 7| Zsl
AZ0f| Y= F NVDIMM O|HEH BiE MHS| LA £20{|A NVDIMME THH CHS 220N
UO{LHO] StZZ0]| FLICE.

NVDIMM 2|2 HEE9| 4 @40 20| 7tsiE 4 YS T Z NVDIMMS| 7HEXIZ|E ZAHAEA|
E&LCt

AL =22 HELICH

S20|| EHIZ AQStL|Ct.

£ 20f| THES| ZERME| X0 2l A| ZHakEE 4 QIEL|CH O™ X| k2 A2 NVDIMMS &2 A Estn
NVDIMMO| Z#SHA| HEL|| £20f X 5| MUE|U}=X] SO = HAFRIL|CE



6. O|HE{ O] NVDIMM & 22| L. X| 2|0f| 7|Z w7HX| NVDIMMS| &2 7FERIZ|E T AR A TS|
FELIC}

7. O|H™ THA|E =310 CHE NVDIMMS O| S&LILC
8EHA: £& O|C|{E o|SFLICt
FE 0[C[0E UHE HEER ZE2 F7IHAL.

=22
1. 20| X 3 Of2oll § HE D|C|0jZ HOMAIQ

2t0[X 3

Phillips #1 E2+0|tH

S 0/C|of LEA}

O|C|ofE RE LT

2. ZEEE ZE0|M 2E 0|C{01S HHeLICt
1 &% E2tO|HE ALE3I0] £ E OHHE & U= LIALE ®IH8HD LIS FFE S 320f| SLIC)

a.
b. &l 0|Cjojo] ZHS FH 2 O|C|0|E MM 9|2 ST CHZ £ 0|C[01S L2000

IR
=
Hu
1]
S
ol
XM

409



=l guct.

3. REIOICI0{E M ZEER EE=Z §7|1 EXgLCt.
a. 2E D|C|ofo] 7HERtE|E 22 5t Fof| StE Cha ZHARA 2200 £8t2 2o YELIT
b. £ E D|C|0{E OHEE Zo= SE&L|C
C. BE D|C[0] LIALE AHE3t0] B2 E DIC|0|E O E =0 g gttt

LIAFE L2 ZO[X| OHHA|R. OFX| oA 2 E D|C|0{7} &2 = ASLIC

9EtA: PCle 2t0| X E & X|EILICE

WHE HEER 250 2t0|NME 2RISHUAL.

2to[ME HEES E=0f Lz s5LIC

&3 X7 H7IH B3 2|7t 2to|x ST S 2o|M e HEER 2E0f FHIZ ot&LTt
d. PCle 7tEOIM M7l SFP &= QSFP 2ES 25+ ME ALY
2. LIMX| PCle 2tO[Xoi| CHah 92| THA|E gh=gtLCt.
10THA: ES2] 255 XL
EE2| 253 CHA| ZXot ML ch
|
1. ZEER 252 28 MAIQ Y70l = Chg HEER 2SS S ZHAYA AL Lol F&LTh
@ KIAZL XS WK HEER RES MAO 23] & USHA| DHEA 2.
2. ZRoi| m2t AIA-S ChAl AZ gL
O|E|0] ZAHE(QSFP = SFP)S 22|38t 32 847 #|0|=S AH85t= 32 CHAl EX[sH{of BHLiCt

3. AEE ZE MUK S 2AZFLICt

a. ZAEEC| EZS0| STt Lt M| TAHE Wi7kX| MA| e = HHES| 20| FELC)

() HdErt2usx ges 2ESR] DES A0 Lo B2 T T3 212 JOHX| DHIAIL.

a. Az eiKE ZeR =3 &3 Mol 22l Wntx] 7|22 LhE &= fIXIZ tHELCH

410



0| E7E[= ZA HEEY ZE0| REE7| AL #E I2MAS SHE FHIE SHHUAL.

r
L)
oA

FX|E CHAl EX[SHYAL.

=
=
4. 2uE ZEEZE CHA| 2[5t HY 2522 E[SELICH

storage failover modify -node local -auto-giveback true..
6. AutoSupport7} 2-83tEl 2R XIS A0O|A MME S/ A

system node autosupport invoke -node * -type all -message MAINT=END..

UHEASAAB00 ZIEEERIE uAet 20l|= THS THAIE S&sH0F RILICH A AR 22 SR

—

ASAA800 A|AHEIO| MAMOZ XtZsh & QIEE AEZ|X| 2|AA HOAEHS 1IN HEERZ
HISISIMA| . dhet FXH= AAEIOM ALESHE o5 fd(Y 28 88 Es 2EE 7|
**EIIP(OKM) A 2h)0f| 2t CHEL|CTH

SIERIO] WA 2tEdtn |X| 22| HEZ 2RI 20|= wA| AEESQ| ot9 =& AAH> TS &elstn 2o
et Al A" ™S LRI

12 A AR A[ZHS B35t efolstL|rt

x| HE g2l DEC| AT LTS HA 4ol By HESe| O S STy D40 ohElel Al Aist Holshol
SILICF. AIZFh L AKIBHR] QFOR AIZ 202 olsh 22f0lAE 7t SEHE|E 2 WRs| 9o Al HES2

LE0|M SiE et AlZhS THEFYsHOF LTt

O =fe40i| CHaH

SHHE AAHEI ChS Tl = BEE HEdtes 20| QLI

ChA|
1. refacement_node?7} LOADER ZEZE0| QUX| #OH A|ARS | OADER ZEZEZ FTHfL|CE

2. Healthy_nodeOflAd A|AE] A|ZtS SHOIBILICE cluster date show
Ut AlZt2 FHE A E 7|EQ 2 gLt

3. LOADER ZEIZE0|A, replacement node:sHow dateQ| St A|ZHS OIS AR

411


controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html

= S AZH2 GMTZ HSELCt.

4. L@t AL 1N =9 LM(GMT)E 'SET DATE_MM/dd/yyyy '2 MAeHL|Ct
S et AR WK =9 AZHE GMT T2 'SET TIME_hh:mm:ss_'2 MESIL|C}

6. LOADER ZEZEO0f|A replacement_nodel| &Mt 8l A|ZHS &tQIBIL|Ct show date

= A A[ZF2 GMTZ H|ZE LT

ZEZE2 ZEQ HAMEHES &0lstD LRSt AR A|AH M1 UX|SIEE AEHE AC|0|EHOF ELCt.
1. M ZHEE2 2EQ RX|E4 ZEUM ZE FHRATH SYsHHA MEH ha-config showS EAISH=X| &helgtL|ct
HA AEl= B E M 40 CHal Ssof shL|Ct.

2. ZAEED| IEO| BAIE A|AH ME7F A|AR 40t AX|SHX| to™ HEER] ZE2| HA 4EHE "ha-config
modify controller ha-state"2 & %L|C}

HA AEfo| Zf

ro

Ct

dlo

S OILIY & AS L

° '6'.

> mcc

° 'meip’&L|Ct
° H|5t

3. HEER ZEO| HAIE AAR MEf7} A|AH 43 AX|SHK| o™ HEEZ ZE2| HA &EHE "ha-config
modify controller ha-state"= &A™ grL|Ct

4. BY0| HAEU=X| 2HQIRILICE ha-config show
CtS ©HA|

AE2|X| BlAA0 AQAS WH| HESB|Z CHA| 0TS S0l HALES 28sHop HES] wH S 2HRLIC}
Bhct
= .

20| HUHOR S 4 s Amalx 2|42 KofUS aH HESe2
IXHe A|ARIOIN ALSSHE et Q¥ (B 98 Ei 2BC J)
|

22| XHOKM) = s})of| h2t CHELIC.

12 A|AE— 9]
EE 259 AEZ|X| Y HESRA HES &stzH LHSS MBI AIL. "Active 1Q Config Advisor” .

ChA|
1. Config AdvisorE CHREEs MX|gL|Ct.

2. CH& A|AHIOf Cist JEE Y=ot Ch3 oy +8 & S2IgLIct
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3. A0|2 HZ Y2 2=t Ot £HS &AYL|Ct R E C|AT HOJ FA|E|D 2 E C|AT T E£H0| EA|E| =X
2tolsto] H2 #[o|2 HZ EHE sHALICt
4. sz B2 Z2lsto] CHE #|0| 22 &Qlst CHS Config Advisor?| £ 2 =tolgtL|Ct,
2¢HA|: CIA3 E TP RLICE
AEZ|X| A|ARIO] HA Y Lol = 22, A TSE Al 7|E80| LAstH M ZIEERY ZEQ| A|AH! IDI AIS2E
ClA3of| EZELICE replacement_controllerS HEIE I H AARID HES 2ol CHg HE 0| AAHE|JA=X]

eolgioF ghL|Ct.
O &A= ONTAP HA 8o = Hdlidh= A|AR0|2E HEE LT,

A

1. replacement_controller?t RX|E4 ZE("™>" IETE HA|)Ql F2 |FA[E4 2E
"halt"2 O| S EL|Ct

Z25l0 2 TEDEQ

1

2. system ID mismatch: boot_ontap2 218l A|AE IDE XA olst2H= HIAIXI 7L EA|EH
_replacement_controller?| LOADER ZEZEQ|M ZHEEHE EEISI1 yE YHSILICE

3. replacement_controller 2&01 'Waiting for Bt2t...' HIAIX| 7} EA|E ©i7}X] 7|ChH2l & HAXQl AEZ2{0f| A A
IE L] AAER DI} AFS Q2 XM EH =X 2RIt 'storage failover show

W o= &4 AEEH0|M AL IDIHABEACHS HIAIX[QE 7H SHFE 07 S M ID7H EA|=[0{0F
SLICt. ChZ oIFI0 A node2E WHIE AR M A[AR ID7F 151759706 LI Ct.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

b. @E F0| HXE XZELIC. 'system node run-node_local-node-name_partner savecore'
HIS

Aalst| Mof| 'avecore' BHO| 2t & W77FX| 7|CHE|MAIL.

LIS HHS YU=5I0] savecore HHQ| Tl AEHE TLIE{ZIE 4= QIELICE. 'system node run-node_local-
node-name_partner savecore -s'

413



d. admin #$t £F0Z 27| 'et-Privilege admin’&L|C}

o. AER|X| A AR AER|X| L= 25 2oVt 1HE FR REE 7| 22|E MESHEX| EE QR 7| H2|E
AMESHEX] G0 W2t ChZ BAL & SHUHE AFE5HH *EEIXI EE =5 g2st 7|52 S0k gL Ct.

° "RELE 7| e g2t 7|E S Lo
° "Q|F 7| 22| ot 7|E SR ELICH

6. ZIEEE CHAl MISELICt.

a. ANl HEEH| M LN HEER| S| AEE|X[E CHA| M| S ELICE. 'storage failover B2t -
ofnode_replacement_node_name '

replacement_controller?t AEZ|X|E CHA| 71X <t HE

o

g c
AIAE 1D BYUAIZ 918 NAH IDS SAIstEH BIAIXIH LIERIR y2 Qjisfof BHLic
(D) 7120l Hesp HeHs HElE 4 Attt
"AHg F91 ONTAP 9 HiEO| 2= 17184 P4 ZHIXS SOpRAAIR"

a. 7|2Ho| 2tz El = HA 0| Y&t 25 X, 2|1 HO| 2L 7 7h58HK], & 'AEL|X| L LH HA
QIX| slgtL|ct

'storage failover show' BE2| £2{0f|i= TtEL] HAIX|0|A HEE A|AH D7} Zete|X| QE0tOF SfLCt.

7. CIAZTTI MU 2 e A=K

_|i0I-

[IBILICE 'AERIK| LA EA-ARH

_replacement_controller0fl £5H= CIATE M A|AE IDE EAISHOF BL|Ct CHS O0ME =& 10] AR$H
Cl|A30f| M A|AE! ID 18737752770| EA|ELILCE,

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. A|AHIO| MetroCluster 71491 AL ZHEZ2{ AEH 'MetroCluster node show'S 2 L|E{ZI$IC}
MetroCluster A2 HA MENZ Z|S2[2{H uM = H 2 ML Z2|H, 0| AL 2t AEE2{of| LM El AEfIt

AL DR O|2{20| 23tz HA REJL HEA|ELICH MetroCluster node show-fields node-systemid E&
Z2 2 MetroCluster 7+40| F& &E|Z SO0 W7HX| O™ A|AR IDE EAIRLICH
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9. ZAEE2{7} MetroCluster 740l = 22 MetroCluster AEH0]| 2t 2z ARt xHsH AHO|EQ| HEZ2{QI
ZS DR E D 0| C|ATS| Yl ALK BEA|E|=X| EHolstL|C},
ClS = =740| R = %ol A2 0] &{0| L QBHL|C},

° MetroCluster 71A10| et AE{QILICE,

> replacement_controller= X{sll AfO|E0]| = ClAT S| SR ARAHRLICE
"4 = MetroCluster A0 HA E|0] 22 3! MetroCluster A9 X|2H F0| C|A3 AR HO0| HAEL|CH

10. A|AEI0| MetroCluster 7421 A 2t ZAEE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE0 J=X| ZelgtL|ct

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. Zt AEZ2]0f| i3l o A== =2 F0] 'vol show-node-name’@IX| ZHQlstL|Ct
12. THEE Al XtS HIO|T2H 7|SS AIESIA| R HETt 22 Ha HEER 0N M5, 'storage

failover modify -node replacement -node -name -onreboot true'
HH A A" =3 - ASAAB00

AAES HH 2HO 2 =752 NetApp Storage Encryption 78 (2 Q¢!
M ZAEE2{0f CHst 2}o|MIAE M|zt = 7| EQ} & H2= RMA X|&lof M
HES NetApp2 2 HH2tsljof ehL|Ct,

1CH7: ONTAPOA wA| ZAEZ2{0f| CHS 2tO|MIA S MX|fL|Ct
Zof7t S - E 7 B (L E E) 20| AT QP ONTAP 7|52 A8 52 ZS _replacement_nodedi| CHSH

g ¢
M 2tO|MIAE EX|sHjof BIL|CE EFE 2I0| AT U= 7|59 F2 S2{AH2 2 20| 7|50f theh XiA| 7171 RLojot
L.

O =te10i| CHaH
2tol A 7| & EX[st7| FNA[= EE 2fo| ATt Ié' ot 715E _replacement_nodeOilM A& AFEE 4~ JELICEH
a2t 24E 2 ETF 22 A YT LEQI FR Y VIS0l tiet 2to| AT QIOH J|5S HEAY  YELIT

TS 20l A 2lo| AT Qs 7SS *f93f”‘| 2IO|MIA H|okE E4SHX| %2 £ YLD Jhstt ot e
_replacement_node0i| uA| 2tO|MIA 7| EE= F|1E AX|sHOf BfL|C
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1. M 2to|dIA 7|7t Rt AL oA nA|E 2to|HA F|E BEOMA|L "NetApp Support AFO|E" My Support(L
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@ Zast M 2fo|dlA 7= XS 2 MY R0 ol oMY FA2 HEELIC 302 0L
2to| A 7|7t e O|HU S X et 2 7| X7 20 225HHUAIL.

N
N

f2to[A 7|5 A AR 2o A =TF 2fo[dA FE Blo|MA 7|, 2fo| A 7] "2 dX|ghL|ct

Q38 A2 0| 20| MIAZ X|HEHLIC}.

—

w
ne

a. OJALE 2to|MA =tol2to|MA HM2| - OJALE - Al&2|0]M
b. E£0| SHIE2H ALESIX| = A2 Q| 'license clean-up-unused' S AFK|EHLICH
2CHA|: LIF &0l 3 9 HS S5

replacement_nodeZ AMH|AZ BHEHSL7| Mol LIF7F 2 ZEO| Q=X| 201811, AutoSupportZt A& El 2L
_replacement_node®| ¥ HZ E =51, A& et 7|52 THAFSHOF LT

THA|

1. =2| QIE{H|0]A T = M 8l ZE| CHH 'network interface show-is-home false’2t= 21 S st=X| &lstL|Ct

LIF7t FALSEZ HA|E|H S LIFE & ZEZ E|E2L|Ct network interface revert -vserver *
-1if *

2. NetApp Support0f] A| AR 2 HSE SESL|CE

=
° AutoSupport7t g-stEl 22 AutoSupport HIAIX|SE ME5H0] YH HS E SELLIC
° AutoSupport?t 24StE[0f JAX| %O H S ZETIL|CE "NetApp X[2" LH HE S SERILICE

3. 2 AE{Q| HEHE =UQIBILICL "ONTAPOIAM ATRES ALE5I0] 22| AE MEf HHE +WSt= LY KAE
LHE2 KB 2AE HZoHHA|I2.

4. AutoSupport FX|E4 =27t EE|HEl R E A8 A=RE ZSEYLIC system node
autosupport invoke -node * -type all -message MAINT=END HJH.

5. X+= Bt2to| H|2H M3zl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|C}

3CHA|: Zof7t M5 2ES NetAppO| Bhet
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system node autosupport invoke -node * -type all -message MAINT=END..

SEHA|: o7 &

0=

st HES NetAppOf gtet

7|E2t & MEE RMA X|EHol| 2HE 2 77t Zdst RES NetAppOf| BHeteL|Ch, "5& Bhet 51 A XiM|e
LHE2 HIO[X|E HZOHHAI2.

NVDIMM HHE{Z| A - ASA A800

ASAAB00 A|ARISI NV HIE{Z|= ET Al SR8 A|A” IOH & EESH= JES 5122
HiE{ 2| SFE0| SO{S7{Lt 2T LI7| AZSHH WAHSHUYA 2. WA Z2AHA0= &4
HEESE N1, HEEZ E5S M5, NV HIEZ[E wA|otd, ZEE EZ=S CHA

HX|5tT, QBT BB HES NetApp OF HESIst= XQ{0| THE/L|C}

ANE HES2E ZRolH HES2 NE|S HolotT, LR A HANQI HES2 T 24 E HES
AE2IKOIM HIOIEIS Al HTE 4 YEE HES2YS ol4ofof LI

Of ZfHofl 3

* SAN A|AHIS AL2StE FQ &4 E ZIEZE2] SCSI 20| =0 CH$t O|HIE HA|X|E &QI80F cluster
kernel-service show &LICl. priv advanced BEOA HHZ MAMSIH “cluster kernel-
|:

service show Y ==9 O|"#IE SEHRLICE, sliY =29 718d JEf S aliY = =9 & JEl7t

HEA|ELCE

2} SCSI 23[0|E T2 M|A= S2AHQ| CHE L E=of e Aol L0{oF RLICE WH|E TS| T 2=
=HE sl Zstiof LICt.

* BTt 27 o &l S AETt 'E 2 A Zol| AojoF ghL|Ch S AEI | AL Y& HEES ol XA 8
EHOl| CHOH FALSEZL EAIEl= & —’.E el AEERE S=6t7| Hof| 2HE sHZsHofF LChHZE) "==2
S AEQ S7[sttL Tt

Ch
1. AutoSupport7t ZM3}tEl AL AutoSupport HIAIX|E S E5H0{ X5 70| A MM S AX|ELICE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CtS AutoSupport HA|X| = 2A|7F S0t Xt 20| A MM S AXISLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

O
o
1

o}
2
4
Pl
ofn
riot
MHI
mjo
E
Tkt
0x
LO_I-

(o]}
>
]
o>
-
)
'}
r
=
>
Ral
N

H
>
H

g

439


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

AR HEEH I EAR= 22... O2{H..

LOADER M|A|X|7F EEA|EILICE Ct2 CHAIZ 0| S &fL|Ct.

Hhet Ch7| &... Ctrl-CE 2 C}3 HAIX| 7t LIEtLIH yE FELICL.
AMAHIOZEOE L= Qs TETE  MHAMO HEEZ UM 2ME HEERE QA SHLE SX|EHL|CY.

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZEZEE HA|LICE.

HEED BES WASHHL AESR 28 LR A= FERAE uAlg o MAIM HEER ZES 22|3H0F

£
1. OFZ| HX|E|X| 42 B2 SHIEA| HXISHIAIR.
2. MAl9l 2= E2to[H7 |0] Q=X 2felgtL|Ch HX| &7tz 2} EE0|ES =5 BE

P ST Thets| Bt
AENZF El K| =ELICE

WA W W A
9&7 9&7 Oy W \VAVHN Vi@ Vi@ VAV
VDV V9 W YULOOLAQ [0 W V%

AN kD |

E
a. X AEER MM 24 RAID 2F & &5 XMot JE, I &Ef £= = Chofl siEdt= 2F0| JA=A

7—1(» <>l

440


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

storage aggregate show -raidstatus !*normal*

© o8
T
T rigt

-“iﬂ

™ There are no entries matching your query. AIESHMQCHS 12| B
=l E2to|ET} J}=X] ZHolgfLCY. .

oo
2

d

Mo 02
n=
0%t

10 o of1 o
Ot

2

Ty

FXIE TN L.

system node autosupport invoke -node * -type all -message
'<message name>'

It AJAR = OfH] E210|2 RR0M =2iE =202 2H|E 2helRtLCt.

event log show -severity * -node * -message-name *disk.missing*

0%
o

Mo o2

o5t 7t XA E LY L.

system node autosupport invoke -node * -type all -message
'<message name>'

- [HE 2 olE MANHH 2 0l2 21F FXIE M Ch2 W& S5 FRIM #H0|ES B2AM K.

7#HEE

Ho| ZK[o AR AERS &5 71| OMIR dEE2 DE0M ALE 7 0|= 2 SFP/QSFP 25

SEE0M AlolE 22| FXIE 22[5t0] eHZol LIt

1
Z = XS oz =8 UE F 2iXIE SAl0f ofefi = SEILIC.

2 Z=O0| A0l M 2FZk THEHL|CE.

A=

ILCI2A e HR, & HEE2{0|M AutoSupport HIO|EHE £=EI8t0] NetApp XK E!0]|

O| HI2tE|™M There are no entries matching your query. AESHMRLCHS BHAZ Ol

H Ao At ChEA| LRE B2, & HEEZ2{0|A AutoSupport HIO|E{E &5t NetApp X[ o]

441



EEi i

e a2
o8 —

3CHA|: NVDIMM HHE{2|E mA|EL|Ct

DA NVDIMM HE{2| 2 HEER DEUA MMt A HHE{2|E HESER DEO| MX|5H0] WH|SHA|L.
chA|

1. 37| HE HHE &

1 2t0|XM0f|A NVDIMM BHE{2| S AH&L|CE.

442



37| HE 2t0|X

9 NVDIMM HHE{2| E2{1

9 NVDIMM HHE{2| ZH

o FO|: * AN|ARIZ FTH Of NVDIMM H{EZ2| ZAEE EE LED7| Z80|HM Z2A| HIZ2|of LHES

C|AH|O|FRfLICt. C|AH|0]HO| 2t2E|H LED7F HELICE

2. HiE{2| Z2{25 Kot HHE(Z| Z2{1 EHO| U= SEES =2 20|M 228 22| O3
A0l=2 =elguct

3. HiE{2|E F1 37| HEQ ZHESE ZE0|M HIEZ|E S0 22 T2 Holl SLICH
4. WA HHE{Z|S ZFOAM THELIC

5. NVDIMM 37| HEO| WX|E tHE{2| S MK[EL|Ct.

2ZU0f| A BHE] 2]

=
a. HiEf2| MS SROf| AUStLL HiE{ 2| WS THEts| S8 MXt2|of D™ ER=X] StelgtLct.

b. H{E{2| 2225 2t0|X £20f =10 Z2{2Jt MXI2[0f 2HE[0] A=X| ZfelgfL|Ct.

443



6. NVDIMM 37| HEE EH&L|CH

IT

2137t 2200 MU= 2 A=K 2HASHAL,

4T AEE2 ZE3 MKt

HEZ2| BES CHA| MX[31T MBS

1. ZIEES 259 £2 MAIQ 2710l SHE TS HESE 28

mjo

B RYAR AIAHO] Lof YHLIC
(D T2 antR HES2 BES A0 TS| MRISHA THIAIL.

2. o waf A|ARS CRA] HZFLICE

3. AEE?2| BE MKIS eBpLICt

a. ZIEER Z50| STt} TrLt HD| HAHE WX AA| e = BHEFS| 2o EEL T

() HuEt2usx es 2ESe] DES AAl0| Lo B2 o Tzt 212 JHOHR| DHIAIL.

— O

a. 3 2K E YZCE S &3 mo| 22|E m7ix| 7|2¢! Cts &3 |IXI= WEL(Ch
b. M FEE M S5 TK[of| HZst M A0|E &S LS CHA| BR[OS MY 2 HKEH
HAAgL|CH
M2I0| E1E|= SA| AEEE RDE0| BEIL|J| A|ZIStL|CH BHE T2 HAS SCISH TH|S SHAAIQ

ZE| XIS CHAl 2RISHYAIL.

=
= o
4. AME HES2Z CHA| R[St HA HE02 HEALICH

S. Xi& Hreto| H|ZdotEl R ChA| 2dststt

A2,
storage failover modify -node local -auto-giveback true..
6. AutoSupport7t Z4%tEl 22 X5 AH0|A MES S/ A

o

system node autosupport invoke -node * -type all -message MAINT=END..

SEHA|: Zoi7t &

0=

ot 2E2 NetAppoi| Bzt

7|E9t o MSE RMA X|Eof| BHE 2 QRIH Zdst RES NetAppf| HretgfL|ct. "5 & Het 5
LHE2 HO|X|E HZESHIAI2.

444

o

akeh 81 WA "XEA S


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

PCle 7t= uH| - ASA A800

|245t7| et 2 a8|0| =7t
MA|Q. N EXt=
2 HEE, J2|10 Zof &M 2EEZ NetApp Ol

ASA A800 A|AEIQ| /O RE0| DEAHLE, O
LRStAHLE, 71 7|50 st A e 2E
ZHEED S, Mo &M /O 2 E WM, ZHAEE
Hietst= nfH o2 LM EIL|CE,
Al=kst7| o

* NetApp M| BZ = Dt HES Z=H|s| SA0f BhL|Ct.

=
© AEEIX| AARIOITHE 2E T8 247t M2 ASsh=A] &elstn, ZS5HK| ¢h= 2 71s X 2EM0

FOSHYAIL.
* O] Xtz AA”IOM X JSH=E 2E HT2| ONTAPOIM AFEE = AUELICE

* AABRIOIOHE 2E 718 2471 SHIZA| 2tSo0F BfLICH 2FX| g2 B2 7I= XY RA0l| 22310 gLCt.

245 ZESRS R HESE AE|S Holotn, LR 29 MAHQI HESEJ} AAE HESS
AE2|X|0IA BIO|EIS 4 HITE 4 UTZ HES2IS Qlofof B

Of ZhHofl 3

* SAN A|ABIZ A8t AR &4E ZIEEZ] SCSI 22|0|=0f| Ciat O|HIE HA|X|E 22I6HOF cluster
kernel-service show &LICt. priv advanced BEOA HHZ MMSIH “cluster kernel-
service show offe =EQ| L& O|F"# 2 MEfULICI, sHE =] 7tEM Al Bl s Lt E2| &tF AEHIt
HEAEL|CE

2t SCSI 230|E Z2 A= S2{AE Q| CHE =9t 7H Aol A0{0F BHL|CE WHIE TS| Holl 2=
=HE sl Zsliof LICt.

* LEOH27K Ol ¢l 2HAETE A= 2 FHEO JAOF BfLIC S AE7F = gL o HEEE 0 A+ 8
HENOf| CH3ll FALSEZ} BAIEl= 2 & E HESEE S55t7| Mol 2HE siZsHof LChEZE) "==2
S 2B ST|stetLCt.

CHA|
1. AutoSupportZt Z2A3}tEl AL AutoSupport HIAIX|E S ESH0] X5 70| A MM S AX|IEHLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHS AutoSupport HIA|X|= 2A|12H S¢t XHS AH|O|A ME S AR|BHL(CE

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEEZ O F&0|M THE BB S YHAM K.

445


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

LOADER

e
[l
-
J

MEI ZEERE E TETIEZ Y

Eg7} BAE= &

HIAIX| 7 EAIELCH

| 5.

2. MA|Ql RE E20|H 7} Ztntof| SRt

AR E TR =

ol
WW%W
i il

3. Al
a. Maxd
2holst

446

IIIHJ
r
fal

PH7HE A2,

J2{H,..

CHS EHAIZ Ol SEfLICt.

Ctr-CE =& U3 HAIX|7t LHEHLE yE =S LIt

HYHl AEERH M &dE HAEERE UASHAHLE SXIRLIC

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|ELCE.

=]
o] HEE[O A= AL HX| 27=e= 2 E2fol=2

O
(]
L]

= =<

i
r
o

UAe FERAE UMY O AN ZHEES Z=3 22[6H0F

0%
O


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

storage aggregate show -raidstatus !*normal*

© o8
T
T rigt

-“iﬂ

™ There are no entries matching your query. AIESHMQCHS 12| B
=l E2to|ET} J}=X] ZHolgfLCY. .

oo
2

d

Mo 02
n=
0%t

10 o of1 o
Ot

2

Ty

FXIE TN L.

system node autosupport invoke -node * -type all -message
'<message name>'

It AJAR = OfH] E210|2 RR0M =2iE =202 2H|E 2helRtLCt.

event log show -severity * -node * -message-name *disk.missing*

0%
o

Mo o2

o5t 7t XA E LY L.

system node autosupport invoke -node * -type all -message
'<message name>'

- [HE 2 olE MANHH 2 0l2 21F FXIE M Ch2 W& S5 FRIM #H0|ES B2AM K.

7#HEE

Ho| ZK[o AR AERS &5 71| OMIR dEE2 DE0M ALE 7 0|= 2 SFP/QSFP 25

SEE0M AlolE 22| FXIE 22[5t0] eHZol LIt

1
Z = XS oz =8 UE F 2iXIE SAl0f ofefi = SEILIC.

2 Z=O0| A0l M 2FZk THEHL|CE.

A=

ILCI2A e HR, & HEE2{0|M AutoSupport HIO|EHE £=EI8t0] NetApp XK E!0]|

O| HI2tE|™M There are no entries matching your query. AESHMRLCHS BHAZ Ol

H Ao At ChEA| LRE B2, & HEEZ2{0|A AutoSupport HIO|E{E &5t NetApp X[ o]

447



8. ZEEZ ZES MAI H12Z LO{LH D QHEE 0| HWHDt HHO| S&LICH
EED SO SIS HHE = MAOA HLHMA|L

3CH7|: PCle 7t=8 wA[BL|CE,
PCle 7tEE uH|st2{H CHA 2t0|X0f Rl= PCle 9}594 ZEONM AHO|21 2= QSFP & SFPE H|7{st1,
HEEZ 2=0||M 2t0|XE 22[6t1, PCle 7IEE H|AHot = M 7IE2 WA|SHD, 2t0| Xt 2= QSFP 2 SFPE
ZEO| CtA| AX[St2, LEQ| #|O|=S CHA| ’éor*'AIQ
EHA|
1. WA Ft=7} 20| X 1Q1X| = 20| X 2 tE= 3Q1X| SHolgtLCt,
° 2l0|X 10| A 100GbE PCle 7= uH|st= AR 2-3CHA| 8l 6-7HHAIE AFERLIC
° 2l0|X 2 EE= 30{|A PCle 7= WH|SH= B 4THA|I R E] 7EHAIEX] £RSHYA| 2.
2. ZAEER| 2 E0|M 2l0|X 12 22|gfL|Ct.

a. PCle 7tE0]| /U= #= U= QSFP 2&3 ML

b. 2}0|x 12| 20| EZ KIS MW ZE B2 SEILILC.
2tOo|X7t ZIEEE] Z=0(A o2t /= St LTt

C. 20| E 9= S0] S2[1 S &ll 0O|SAI7|1L 2t0|X{ e TZ &lo| EED] ZE9| MM EE|E=F

448



ool HE

20| X &= 2 X|

=S = g=F EA
o &2 10| 100GbE PCle 7E7t Q= 210X 1(2IZ 2to|X)

3. 2t0|X 10{|M PCle 7tES E2|8tL|Ct.
a. PCle 7t=0f| HMAE £ U= E 20| E &
b. PCle 2t0|X £H0|| = &2 Hajglg £2
c. 2l0|Xo|lM PCle 7tES 22|t}

4. AEER ZEO|M PCle 2l0|ME 22[tL|Ct.

a. PCle 7}E01| 92 4= Qli= SFP £ QSFP 282 25 22|gfL|ch,

b. 2t0|X 2IZ2o| 2t0|X FHF 2HAIE W Z&E Zo= SEILICL
2to|X7t ZIEEE] ZE0(A 22t 9= SEtZLICt.

C. 2f0|ME ?|2 S0 S2[1 WE &3l 0|
oF Ch2, 20|ME HEES EZ=0M S0 2

Al7|11 2f0|N 9| Tz &l0| ZIEER 29| BME[0M EEEER
| oHE QrE X0l Wt #HO| S5LICH

mu

r

449



5. 20| X0l M PCle 7IE

6. PCle 7t=

a. PCle 7+E0f| M|

b. PCle 2}0|X Z£Hof
c. cto[xofM =3 miEd

= -4
= =0

& 2t0|A) &£

C -

4

2t0|X 2 EE= 39| £H g

3(LEZ 2to[X) &3 2|

2l0|X 2 EE= 39| PCle 7tE

.
T
M
I

AN

| = #==2 =efi3l

=]
g A=E 2o|X

1
d. 2o|X0|M PCle 7tIEE 22|}

£ 2lojxel s

=
a. =S 20|X 9] Ft= A 7M0f| SkE Tt 2H0[A{ o] A2l

®

b. 2l0|H 2 E£= 39 &

C.

FtE7t 2tO[ A AZlof 2

05
=

2
=2
1
ujo

AT AR T 220S o FF ¢

7. 2l0|ME HEEZ ZE0f| AXIHLCt

450

a. 210|x<| 2

=
b. 2to|H = #

C.

I-Zl.
(== ]

= ZE
EE9

—

EiX|E Of2iE =

2E9

EEZ 280 L2 55

L|C}.



EHa Xzt &7 &= 2Kt 2to[X SlHat SHEL 2fo[x = HEER Z&0| £HIZ RSLIT.

d. PCle 7}E0|AM H7HEl SFP 2ES 25 R{EHRFSIL|CH
4tHA|: ZIEER DES MYAK|BHL|CH
ZHEED RES CHA| X5t "L EIg|Ct,

£

1. ZEE2 259 22 MAIQ 70l HE TS HESE 28

fjo

U ZAAR AAS0l 2of ALC
(D) Azt e umx AESR 252 MAl 28] ARlehr] THIAIR.
2. TR w2t AU T HFBILIC

OjC|of ZAHE{(QSFP = SFP)E £2[3t ER

oH

199 A0 22 ALRSHE B ChA| MRJsHoF Bt
3. ZAEZE 25 WAUKS Y=L
a ZAEE2| DEO0| S} OILE 2HS| BAE WIkR] MA| OO THEHS| Lof WL
EE2| REO| He| TR &3 BT AAELICH
() AH4EL 245ix) =2 2ESE DES Ml of 92 0 =3 32 IR THIAIR.

Tio| 222 Wi7ix| 7|22l thE &= !IXI= LHELIC
=1
a

b. & S 8 Ha 22 E ChAl X2 k2 TE S5 TXIE T
HEgLIC
0| E7E[= ZA HEEY ZE0| REE 7| AZELILE #E I2MAS SHE FHIE AL

oe| FRIE CHAl 2X[5HHAI2.

0

=
=
x5t Yot 2HSe = = SELCH

storage failover modify -node local -auto-giveback true..
6. AutoSupport7t &43tel A X3 AH[0|A Hd g S2/AH| s

system node autosupport invoke -node * -type all -message MAINT=END..

SEHA|: o7 &

0=

st HES NetAppof Btz

7|E2t eVH| MESE RMA X[H0| 8E = 2F I 2ot 2FS NetAppOi BretefL|ch "F& Hhet 51 WA XtAet
LHE2 HIO[X| & HZSHAIL.

451


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

2

ra
OH

= HX| stA gk - ASA A800

ASAAB00 AAEIS| AC EEE DC HEl 23 HX|(PSU)7H 1Y LIZIL @XS3i= 29
LH[BI0] AIAHO| PFHOR HESfs O B HAS KSHOR BIUEES 1AL

[y =]

WA 282 D OHef M S2t0] S HH|A —EEI&H, HH AolEgE &1, 1
It MESEL0|E WA ChS, H&Eof| EhA| HZEot= A2 g &L
M 33 TAI(PSU) BH0l= tHY PSUS FRlofA 22l5tD, el Al0[SS &1, 7|Z PSUS 2201, N8
PSUS Mot Chg CHA| Mol HZsHs Ztfo| ZHELICE
Hel 32 BAE S240| FHojLtT Aol JHsELICH PSUE @H[et7| QIsh ZE SRS B TRE st
o] ol i
0| Hxts t #of stLte] PSUS mA|SHE G AFRELICH,

()  PSUB MMM Ealet = 2% ool @Alste 20| BBLICE AL2H0l A% HSLHRIE ONTAPE

PSUE mA[g m7hx| 40| XsHEl PSU CHE HAIXIS 2&0f 2L/

o
rn
fot
Mo
on
oy
3=
rr
o
rn
1]
il
40
ogt
10
U
w
(e
i
ot
A
o

>
>
fo
00t

Al LikeE At2EtL|CE

452



=4 1: ACPSU 3tA

A2.

A

M|ste{H Ct

E!
i

AC PSU

1. OF%| HX|E|X| 42 B2 SHIEA HXISHIAIL.

2.

£y

2F HAIX] E= PSUS| &

3. PSUE

<

2| g LICt.

IH

AolES &H&LICH

PSUE ZEE2] Z=0|M SAH 7HHL|CE

0o

fulJ
Ik
Ol

w

o
KO
g

L

oF
i

e

4l

2|X| g0 CHX[X|

—

=

-
o

[

{ 222 o ZIEE 250| LA

A

KO
no
Mo
|
il

453

L|Ct.

o -d

=0 A8 20| GELICE
ME

=2

1

[
t®[XE2|off 22

=
=
—

O

o=

HIS
o o
Zofl 2o

A

3

S
—_
= ’kl

=

L|C}.

N
LHH ®Mxt2|of] 2 & E mi7tx] PSUE ZE

=

=

]
Kl Lhs HLE{ o3t K2 HZE of

}

o

CCk7,
=

N
LS HHE{ S &4S XISt PSU

ORYAIL.

fars e §
o-d

=

®

= "ol
o

X
(]

.l

a
b.



6. PSU 70|22 CtA| HZE L CH.

a. M AHO|22 PSU U M| CHA| HZ LIt
b. Ml #H|0|2 0N HX|E Ar2st0{| M H 0|22 PSUO| D™ EL|LCt,
PSUO| 0| CtA| 32 =™ MEH LEDZ} =A40|0{0F BFL|C}.
7. 7|EQt eHH M2 E RMA X[ &0 HE= i E QF 7t 2hAlist BES NetAppOl| BHetetL|Ct, "2E diet 5l
WH|"KEMTE LHE2 H|0|X| & & ESIMAIL.
SM 2: DC PSU &tA 2
DC PSUE WH|SIHH LIS THAE ASHUAIL.

1. OFZ| HX|E|X| 42 B2 SHIEA HRISHIAIL.

x
|
2. 25

HIAIX| EE= PSUS| EZHH @2 | EDE S w A PS

(=

g AgiLic

a. S2{30]| A= LHH| LIAFS AHE5H0] D-sub DC #|0|= FH4IE S ELIC.
b. PSUOIA #H[0|=E Z2I5t0] [tz HatgfL|Ct.
X

Ha HE +E L2 PSUE ZIEER ZS0|M A JHHLICE

LtH| LEAL

D-sub DC T2 PSU #|0|E2 74!

o] & SHE
el 25 HX HE

454


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

a. Y22 ABOl0] WHIG PSUS| JHRI2IS HESR] BEQ| YT0| E 3 XIXSHIAIR.

o
b. ZZ "ol 22 42| W MXI2|ofl 1™ E wi7tX| PSUE HESE 20| ZHAEA 2o &L

HH S8 A= R HYEZ M2 AZE[0] o S 2ot M|xt2|off DFE LI

@ LHE 4B Q] &42 HIX|SI2{H PSUE A|AHIO| 20| @S off 2t 812 715X
ORMAIL.
6. D-sub DC M & #|0|=2 CIA| HATILICE.
a. M #A0|2 HYIEE PSUN| £&L|CH
b. £Z0| LIAIE AME35t0] H &l #H|0|2S PSUO|| D™ EHL|CY.

PSUO| & 0| CtA| S5 EIH el LED7} =440|0{0F LT},

7. 7| Et & HI-‘-El RMA X[&of| EFE iz @77t LS 2FS NetAppo| BretetL|c}, "F5 2t 5!
W H|"XEAISH L8 2 HIO|XIE EESHAIL.

HAIZEAA BiE{ 2] 2K - ASA A80O

Zeloh Az S71910 2| Z5h= AMH[A 3L 0 Z2[AH|0[M0] A% 2SSt S 5t2{H ASAA800
AAESl HAIZH 2F(RTC) BIE2[(ZEHH 2 F ol BiE{2[2t1 BhHE wHSHA|L.

[ |
AlZrst7| FHof
« AlABI0|A X|28He BE ONTAP HFO| 0O HAIS ALY 4 QICHs HE ofsfeiLiCt.
O,

* AMABRIOIOHE 2E 718 R4t M2 2SsH=X] 2fRlstiAL. J-X| §i2 2 7 K& FMof| 22|3fof

£ME AESES Zadle{w AESR AES solstn, Rt A WAl HESa|7} AAE HESa]
AE2[X|IA HO|EZ A4 HIZE 4 YT HES2Z ol4si0f FLICH

Ol =0l ChaH
* SAN A|ARIS ALE5H= R &4 El ZIESE] SCSI =2i|0|=0] CHet O|HIE HA|X
kernel-service show ¥LIC}. priv advanced ZEEOA HHES AMHAHS

service show S& =9 L& O|E"F & MEfRIL|CH siE ==9| 7t
HA|ELICE

|£ 2QIsHOf cluster
tH “cluster kernel-
o Ael Sl 2ol 2tF AEHTt

otoﬂl

2} SCSI 2[0|E T2 MA= S2AHQ| CHE =2 e ol AL0{oF FLICE WH|E TS| T 2=
EHE sl Zstiof LICt.

* =T 271 o] el 22 AETt 'E 2 Aol A0J0F LT S AT B0l AL Yo HAESE0)| XA 2
ALEHO]| CHoH FALSEZt EAIE = & —é el AEEE{E Z=5t7| Mol 2HE sHZsHof RLCh(EZE) "==2

S LB ST|stetL .

o

455


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

1. AutoSupport7 ZA3}tEl AL AutoSupport HIAIX|E S E5H0] X5 70| A MM S AX|IEHLICE.
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LIS AutoSupport HA|X| = 2A|7F SOt Xt& 70| A MM S AX|EL|CE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

O
18]
i
Ot
n
4
Pl
ofn
riot

I

o
=5
MUt
0x
_I-O'_I-
Ot
>
]
o>
i
)
n

-
=
>
Ral
N
H
>
"
Lo

EdE HEERHI BEAEE E2... O3E.L
LOADER MA|X| 7} FEA|EILITE ChE tHAlZ o|SELICEH
gEet Cho] 5. Ctrl-CE =& U3 HAIX|7t LEtLE yE =S Lt

ANARIOEOE b= s TETE FUXQI HEEZ M 24E HESHE QA ISHALE SX|gLCt.

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZTEZE S HA|EtL|CL.

2B AEEY ZE2 22Tt

ZEED ZES WMSHHLL AEER Z& LR A= FERAE wAE o MAIM HEZE ZES 2&|5H0F
gLt

2
1. ofx| HXIEX| 42 AL
B7

Ht2
ol THEFS| FHAEO A=K 2ARfLICH HX| &2IHEe 2 2 E2fo|E

0'|>| m}o

2. MAl9| 2= E2t0|E 7}
HEN7F 2 T7ER] =L

i
Hr
i}
o2
Mt

456


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

O

Tolaslls 4

A WA, RS,

@%ﬁ%%&%%%
= AN el

<>
=
= = <]

—

3. A AR HEfof w2t ZESE E2to|EE HYSHUAIL.

— 0

0.

a.

storage aggregate show -raidstatus !*normal*

.

2tZ|™ There are no entries matching your query. AIESHMRLHS 6t THAZ
FEhEl E2t0|ET JEX| =elgtL|ct. .

T

o O
o

2z

© o
O ol

>
0%t

1S AL CHEA| L= 82, & HEE2{0|M AutoSupport HIO|E|E =510 NetApp |2 E 0|

=7t RS MM L.

Mo og
10 ol
I

of
2

system node autosupport invoke -node * -type all -message
'<message name>'

b. Ty A|AH! = OfH] E20|E RR0|M F=2tEl E2L0|E ZH|E gfeleti|t.

!

Ho

event log show -severity * -node * -message-name *disk.missing¥*

* HAHO| HI2tE|™ There are no entries matching your query. AISSHMRLIS THAZ 0=

» HE Ml A CHEA| LIR_EeE 2, & ZHHEZ2{0f| A AutoSupport HIO|E{E %510 NetApp X2 E |

system node autosupport invoke -node * -type all -message
'<message name>'

457



4. (X2 2012 MAHHH A 0|2 1T FXIE M L2 M 32 HKI0M 70|22 E2AM K.

— =

. AlO|E He| HX[Q| WAZ AEME L& StMR. ZIESR EZE0M A|AH #|0|E2 SFP/QSFP 2 &
o /IXIE 7|§°H FAlR.

Alo|E 2| FX|ol|l A0|2S EAH FH A 0|E 22| FX|S ChA| EX[e off #|0|=0| FHa|ELICt.

6. ZEZ2 ZE0|M #[0|2 22| HXIE 22|5t0] otZ0of FLCt.

7. SZ EF KIS ot 2 £ 2 ChZ 5 XIS SAlofl of2liz SELCE

HEEE] ZS0| MA[Of| A o7t 7H4LICY,

EEiE

8. ZEEE ZES MA| Ho=Z Lo{LiT eHE 0|1 HHEH HHO| s&LICH
HEED ZE9[ otttE LME = MA[OA HILHEA|L

3CHA|: RTC H{E 2| WA|gfLICt

RTC BiE{2|E LAISHYAIL.

RTC HIE{2| WA EXt= ZIEE2{7t R2|X|'2 ZHQIX| VER2 ZHQIX|of w2t CHELICE of2f B S AHESH
HEEg Ddlo 2= x| A % MEHSIAA| .

Of ZfHofl CHaf

458



QX AEERS| 2 HiE{2|= 2t0IXN 2(F 2t 2t0IX) Of2ol| 2, VER2 ZIEEE{2| 22 DIMM &% 20
ALt

459



el EE
£
1. ZIEE2| ZE0|M PCle 2t0|X 2(Z7t 2t0|X)E 22| Ct.

a. PCle 7t=0f| I &= = SFP EE= QSFP 22 25 22[gLCt.

b. 2t0|X 21Z2o| 2t0|X ZHF 2HAIE W Z&E Zo= SEILICL

— 71

2to|X7t ZIEEE] ZE0(A 22t ?l= St LTt

ME[of| A
off &LICt.

o Olo HE

9 2to|X 2(5 < 2to|X) E= 2 X|

2. 2}0|X 20| M RTC HH{E{2|E Z&LICH

460



o ol HE
9 2t0| X 2

e RTC HHE{2| 8! 512

3. HIE{Z2|S S0 ZaAHA 2o SHHM S8l Chg SC0lM S0 H-LICEH

HHEIZ| 2 S SH0IM 22IE m BiE{2( S-doi| R2ASHYAIL. BiE{2[ol= Z2{A 7|27t

@ EAE|0] loH S| SHEZA| @|X|siof LICt 20 22X A= Hot7| 7|= = BiEEE
O{EA| B XISHOF Sh=X| LRAFLICE.

o
rH
N
o
A
|'-|+0
L Ok
> 0f0
JI
=2
>
El
=t
ol
=
m
i
i
=
N
ot
E
i)

- RTC HiE{2|9] S¢S =l ChS HIE2[E H[AS3] 7|S0|2 ofH2 =2 SHof| ALt

JAFSH] S 7t bS] A= A1 S40[ SHHEX| 2RUSHYAIL.

~ (o)) (@) SN
==
o
L]
i
\ _|;|0
e
I
Hu

7
[
EE2| IS0 AX|FLICt.

'}
o
Ral
i
™
Im
M
i1
Ha
mn
2
=
i
OHr
o>
~
ful

= X7t Z21H &= 2 X|7F 2to|M K S o[ = HEES Z=0f| EHIZ gSLIC
d. PCle 7ZtE0|lM M7E SFP &8 25 A& fL|Ct.

VER2 ZHEE2]

461



CHA|
1. DIMM 2X0|A| RTC H{E{2]|

i
Pl
o>
i
_I'_l_

o ol HE

9 RTC HiE{2| & }LZ

2. HiE{2|E SO ZHARA Lo SCIM S8 CHS SEOIA S0 AL

HiE{2|etS SCE0IA 22l o BiE 2o S0l RS AIL. HHE{2|0l= S2iA 7|27t

() =Aslof glonf Soiof Stk 9lxieor BLICH BT 2Hol Q= st ISt thEf2lS
Of(E7| tix| oo} SH=X| efFLICE,

3. I UX| 248 WMol M uK| S HiE2|S M eLIC
s §
—

aH
d2 gelet O3 HIE 2| S H|AF3| 7|=20|1 ofH 2 =2 S| ALt

o

4. RTC HHE{2|<]

o. HIE{Z|E SO 2 ZHAISH SC{7t 25| FAE|0 Q1 SH0| SHHEX| &SI AIL.

= - -

1. 2ES2] D50 B2 MAIS 20| & [+ HESR DES U TAARA| AAH0 Uo| FBLICH

= MAlOf] 25| & USHA| OHHA|L.

Ral
>
N
80
mjo
=
e
Im
Mg
1.
H
mn

462



2. O waf A|ARS CRA| HZBLICE
O|C|of AHE{(QSFP £= SFP)E 22[et B2 8/ #0I2S A&tz ER ChAl &X[8tiof L Ct.
3. ZEEZ ZE MEKE 2AZFLCt

a. ZAEEC| ZS0| STt Lt M| TAME Wi7kX] MA| e = HHES| 20| FELCE

(D) HdErt2usix =S 2ESe| DES A0 Lo B2 T T3 212 JHOHR| DHIAIL.

a. B3 PYHE 9O =2 &3 Wo| 22| YK 7|29 TS B SIAIE LRILICH

b. Mgl BES M T I AZotD M A 0|2 HI L2IS CHA BAIT TS MY 33 FKIS Mo
HZBLICE
Felo] B7ss A AES2| DE0| BYEY| AFBILICL HE TZNAS FEHE FH|ZS SHIAIR.

C. OF%| &X|5HX| ¢i2 B2 70l 2E| FRIE LAl EX[SHHAI2.

4. £ME ZES2IES CHA| MOl HA BSO g SLIC,

storage failover modify -node local -auto-giveback true..
6. AutoSupport7t Z4%tEl 22 X5 AH0|A MES S/ A

system node autosupport invoke -node * -type all -message MAINT=END..

5THA|: Fol7t &

0x

gt HEZS NetAppd| ghet

7|E9t o MESE RMA X|Eol| EHE 2 QFIH Zdst RES NetAppof| BHtefL|Ct, "5 5 Hhet 51 A XM e
LHE2 HIO[X| & HZJHAI2.

ASA A800 2| =R ArY

2 ASAA800 2| MEH AFARIL|CEH BFRESICE "NetApp Hardware UniverseS
S A" ASAAB00 AFZS| MK ZE2 (HWU)U|A 22I5HM[R. O] H|O|X|=

a — -
0t Ys HrgEL

ol
=

ASA A800 | =L Atk
Z2E 1M ASAAS00 THY AHA| HA &
Z[CH |IA| 22 6.6096PB

0|2 2]: 1280.0000GB

463


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com

Z HE: 2712l HA ZEE2{2} 48712 E2I0|H 20| U= 4U MA|

ONTAP HH: b_startONTAP: 9.16.1P2b_end

Y HA &

ofo|
=2EE 10

et
0|4l 100Gbps

Obt

10

et

0|4l 100Gbps
0|4l 25Gbps
0|4l 10Gbps
FC 32Gbps
NVMe/FC 32Gbps

SAS 12Gbps

&g ZTE

o

O|H4l 1Gbps
RS-232 115Kbps
USB 12Mbps

464

Al 8%

[0

39.7PB / 35.2PiB

6.6H|EfHIO|E /
5.9It0|HIO| E

20
16
32
32
32

32

A~ B~ b

x| Hi22

7680GB
1280.0000



AEZX| HEYZ XY

FC; iISCSI; NVMe/FC ; NVMe/TCP;

ro

EMC/EMI: AMCA, FCC, ICES, KC, 2232, VCCI

: BIS, CB, CSA, G_K_U-SoR, IRAM, NOM, NRCS, SONCAP, TBS
tM/EMC/EMI: EAC, UKRSEPRO

tM/EMC/EMI/RoHS: BSMI, CE DoC, UKCA DoC

EMC/EMI: BS-EN-55024, BS-EN55035, CISPR 32, EN55022, EN55024, EN55032, EN55035,
N61000-3-2, EN61000-3-3, FCC Part 15 Class A, ICES-003, KS C 9832, KS C 9835

* BZF 2HX: ANSI/UL60950-1, ANSI/UL62368-1, BS-EN62368-1, CAN/CSA C22.2 No. 60950-1, CAN/CSA
C22.2 No. 62368-1, CNS 14336, EN60825-1, EN62368-1, IEC 62368-1, IEC60950-1, IS 13252(ItE 1)

o

e
rd

o
o

M4 oM O O Ol
I

ro
)

r

H

m
»

[m]
dX A 4F

7| M AlZf: AX| 3 2F 2tE3 S dEfLct
M22 2EZ|X| A|AES X5t AF5H= atE S 2fLidh= Crefet 2HX A Sof|M

I
MES = ASLICE

 HHE T

7t 2EIX0f thet 20| 2 >ATE Tt HAIE XIHQ| Q4 7tser PDFYLICE

* "H|C| 2 EHA"

il

A X1ES bICIE HBELICH
IS

Z=7F ARIX0f Chet 20| 2 >ATt EotEl 22l HAIE X|E.

k= THAl - ASA A900

b= A= 2 EX| 8 #H[0]S HAUM £7]| A[A- S2{ 27100 O|27[7HK] LR A A

465



MX|ofl cHet J2HZl X|ES HZEL|CE NetApp A|AE! Mx|of &3t 2 0] 2HIX
AtESL| Y.

i

Ct2 2T E AFBSHMA|. "AFF A900 A X[ 2! A& X|£l"

1]

(i)  ASAAQ002 AFF AQ00 AIA®TH S HX| HAIE ALSBILIC
HIC|R AF - ASA A900
Ct= HIC| 20| M= M A|AEIS] 2X] S AH[0|Z HE djE EHELI.
OHL|t|O] M - AFF A900 %] 2! HH XX

(D ASAA9002 AFF A0 AIAEIZ SUBH HX| A AFZBILIC

&M EHA| - ASA 900

O HIOX|0f| M= LEIE Q] NetApp A|AE EX[E ¢let XMt HHAIE X|H S MISELICEH
KiMIeE EX| XIS He{H o] EME AFESHUAI2.

1EHA|: 2K Z=H|

T

AARIS X5t H NetApp Support AO| EOf| A ﬁl’é% OFE0, A|ARIE SE5I1, 2to[dlA 7| E Brotof gLt
CESE A| AR BH= A[0| 2 £t RYS &olstl EX UEYI YEE $+H 6l oF gLc.

Off CHSE M| A HEH0| QUO{OF BILIC} "NetApp Hardware UniverseS &SI A| 2" AIO|E QT AtSH 8l A=

A AR CHEE 3271 HEE SQISHUA| 2.

st A

Off CHet HMA HotS THE £ UELICH'ONTAP 9 ZE|= = E" T T 2| ONTAPO|A Of A|AEIOf| CHSH XEA|SH
HE2S =QlstAIL

AtO[EOI| M CIES ®MSSHOF LTt

. AEElxl AlAE-IIOl 2H _g_7|-|:l|_||:|-
* Phillips #2 E210|H{

* H EE2IRXME A A|ARIS WEI 29K U HE L= &0 dBdt=

P

JtHIERZ AlOI=

SSN: XXYYYYYYYYYY ]

3. &2 70|29| =2t RUS FHeldtn 7|F gLt

466


https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/Jan_2024_Rev3_AFFA900_ISI_IEOPS-1481.pdf
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4c222e90-864b-4435-9405-adf200112f3e
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286

CHES EoAM =
UniverseES &t

=
=

"NetApp Hardware UniverseS E X5 A| Q"

AolE RY...

25GbE Ci|0|E]
Aol

32 Gb
FC(SFP+ Op)

40GbE
HE23
Aol

100GbE
Aol=

[}

& A0

jx

CAT 6, RJ-

45(F 2 %)

Oro|2 2 USB

=& Aol

HE Aol2

HII & O
HE Bz 5 20

X66240A-05(112-00639),

0.5m

X66240A-2(112-00598), 2

X66240A-5(112-00600), 5

X66250-2(112-00342), 2m

X66250-5(112-00344), 5m

m

m

X66250-15(112-00346), 15m

X66100-1(112-00542), 1m
X66100-3(112-00543), 3m

X66100-5(112-00544), 5m

o FLICt EOof Lt AUX|
Of AHE R E =RloHHA|I2.

XE6211B-1(112-00573), 1M il

X66211B-2(112-00574), 2m

X66211B-5(112-00576), 5m

X66031A(112-00436), 1m
X66032A(112-00437), 2m

X66033A(112-00438), 3m

HIZ HS X6585-R6(112-
00291), 3m

X6562-R6(112-00196), 5m

e

£
dlo

St
ol
£
dlo

T

oro
LS —

Aol==2

Ht2 A2 Hardware

CHet...

HIE23 Alo|2

FC 2 4 EY3 AHo|lg

Ol |ofE, 22 AH
HEHZA

HESZ,
NVMe AEZ|X|
o|H4ll H|0|E

SS{AE HERZ

FC& HERZ

2| HESRZ 3L ojHdl
EIlS

Windows EE= Mac H&

IZ2E0M 2TEQHE
dX[ste 3% 2& HE

AAE HBES AT

—

467


https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com

4. £ ZELLICH "ONTAP 74 70| = £ HZoUAQ" 27 CHg o e 70| =of LEE
2CH7: StEQ0f HX|

R0 w2t 4-ZAE 24 IE= NetApp A2 FHHS0| A|ARS HX[3HOF BILICY.

1. Heof w2t Y 7|ES XIS,
x

2. 2| 7| Eof ZEHEl XAl wat A|ARS dX[5ta nFELIC

o

ORRCSERCEE

rﬂ
e
rA
MO
=
(T
ne
[
$0
<
ks
g'_l-
-
iul

N LIFTING HAZARD

90 Ibs. (41kg) ! E

Empty chassis

240 Ibs. (109 kg)
Fully-populated chassis

3. 0|2 22| HXIE HZLLITH R EX).

=
= 0
— 0
0 o
=
=
Handles and cable
management device
4 MﬁEﬂ bl

4 249| #|X|E LIEFHL|C}

468


https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613

Controller A Controller B

~ gmm gmmp g
- ¥ | _ e
— Emmmmp gb ==y B

- B
-— I

— |

= Fﬁlﬂﬂ.ﬂ o o
- I—FL.I.H 7
Emmpgmegg ?

PSU 1 PSU 2 PSU 3 PSU 4

2= S2AE HHS MESHAHLE 22{AH UHHYIE HIE/AIE ALESI0 HEEDE HIERZO

469



ZEE2{Q 22| HEY3, Ol HERI U &a| ZEE= AQX|of| HZELICH 2HAH QEHUE IEE &
HEE=0| Ao[22 AZELICH

AIZFSE7| o
A ABIO| AQXIE HESH= SOl CHEE XiM[eh LHE2 HIERIR Zt2[XI0A| E2[6HOF BfLICt.

ZEO| #0|22 MU 0f Hol2 B Bol WS AGHIAIR. Ho|2 HY B2 BE HEYY BE EE
Chet 912 S

2
4]
ii}g
-
o Il

=2 dH-H=

() 7IIEiS wuw o @ solst Seiopict. @2 420k o SI2 AUEE Aol
SIHYCITH CHA AIESHIAIL.
1. ofLioo|MolLt JBIZ ALgStoY ZHEB2{2t A9IK| Atole] Aol S ekRBLICY,
OfLIDHO1A - A9IX{7} gl 2ie & BR{AEE 0|22 HHB|Ct

Controller B

- To 25 GbE
netw?]rk
switches

i mER ] 1

]
| o I )

Controller A

)| -—

|| —
;\J

n——-

-\

-—
=Tt
E swiches g o R
B

X
= ma®

To 32 Gb
FC network
switches

To 32 Gb
FC network
switches

To host

h netw%rk
switcl
o I

To host
network
switch

PSU 1 PSU 2 PSU 3 PSU 4

To management
network switches

470


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=37419c37-f56f-48e5-8e6c-afa600095444

A

2t AEE2{0|M ABfLIC

0|2 22HAH AIHAHUE ZE:

A
=
o A
=

25GbE HEH 3 22X #[0|=:

22 A3 Y B3(e3a X e3c) W 22 A9 XU BY(e9a U e9c)2| EZ 25GbE

[m]
HEHZA 22{X|0f HZELICE,

#|0|Z2 32 Gb FC A &:

&% A5 2 B5(5a, 5b, 5¢ & 5d)2t €% A7 2 B7(7a, 7b, 7c X 7d)2| #A|O|=

EEZ 32Gb FC HESZ A9|X|0| HZEfL|CE.

@ - |

471



A 2t AEE2{0|M ABfLIC

SUOf| A&t CHE T 0| HERLICHEAIEIX] 845). PSU

13 32 2= FHA Y 2400 HAS S50111 PSU2 3 PSU4= 2= ZH B
T4 a0 MUS SSLICH
| | | |
I I
1 1
I I
I I
I I
I I
I I
1 1
I I
I I
B Psu 1 [PSU2] Psu 3| PSU 4 PR
power el I L— power

source I source

4 2: 29X 22AH
ZHEEe{9 22| HIERIZ, HIO|H HEHZ 8 22| ZEE= A9 X|of AELICH 22{2AF AE{FHE 8l HA
HZEE= SHAE/MHA ALK A0|E2 HAE LT

AlErst7| FHof

A 2B 29|X|E HEot= LE

2

| CHEE REAISH LHE2 WIER S 22| XI0j[A| 22l8HOF BfL|Ct.

ZEO| Aol2S HUg m A ol= & Bl dets Qs A0|2 S 2 ZE UIERZ 2= ZE
Choh ?1= =01 ASLICE

@ HYEHE MUY o 22 227t Se{0F gLt B2 227t ¢ =|H HYEE ®AH5t FE2
CHS CHAl Al =3t Al 2.

1. ofL|mjo] Mot O 2lS AHESI] AEER{QF AKX AtO|Q] A0S HES 2tZHLICE

OHL|T|O] M - AQX| 22{AE #|0|S HE

472


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=61ec11ec-aa30-474a-87a5-afa60008b52b

To cluster switches n
Controller A Controller B
-; \ -—
o ——i_n == e
networl
swntches ﬁ n h sw,‘f(’;hes
-- -- . =g

To 32 Gb
FC network
switches

To 32 Gb
FC network
switches

To host To host

network S
switch I*il I
 _geemew
_— L
s
PSU 1 J PSU 2 PSU 3 PSU 4
To cluster switches n — I‘étmﬁ?%mgﬂ'es
THA| 2t ZHEES0M AL CH
n 70|12 2{AH QE{FHHUEARE:
* 22 AH UER 3 AQX[0f| CHot £% A4 X B4(eda)
* SHAH HERI A|X[0l| CHE £ A8 U B8(e8a)
#Aol2 HEEY 22|(FHK|) ZE
B 25GbE HIESRIT AL[X| #|0|E AHZ:

£2 A3 % B3(e3a U e3c) U &2 A9 % B9(e9a X e9c)2| ZEE 25GbE
HESRIS A X|of| AZgL|CH

@ - |
40GbE SAE HEQIA ALK

edb)2 TAE £ p ZEQ} &% A8 U B8(e8b)S TAE AQ[X|0

Z A4 B4e
S& gZgL

ol

=X 1l

1

473



A 2t AEE2{0|M ABfLIC

n 70]= 32 Gb FC A Z

£ A5 9 B5(5a, 5b, 5¢c % 5d)2t &2 A7 & B7(7a, 7b, 7¢c ¥ 7d)Q| #0|2
ZEE 32Gb FC HEY 3 A|X|0f Od’éa.ﬂ-ltr.

@ - |

B * A|0|=2 70| 22| Lol HERLICHAE BUS).

* M2 A0I=S PSUO| HESHL CHE T 0| HERILICHEAIEIX] 845). PSU
12t 32 EE ZHA TY Q40| MRS 33611 PSU2 3 PSU4= 2= £ B
74 240 MHS SSELICH

|

o R mm 2nd

power ] I L power
source source

ATHA|: ZHEE2] #|0|S28 E2to|2 Hmof| AARLICH

II

.

TH NS224 E210|E €I = 2719 NS224 E2I0|E 2T E HEEZ{0 AZ gLt

474



SM1: ZAEEDE ot NS224 =2to|H Al mof| HASHL|CH
=
=

NS224 E2t0|E €lZ o] NSM 2 E0]| #H|0|2 2 HZASHOF ShL|C}.

AlZtst7| o

* 27 SpAEO| SHIZ 0|2 HUE Y H WO UK
9%, WIo| F B2 O YLk,

OISHAIA| Q. AER|X| DEQ| #0|E E B

Jhot

Pull-tak

@ HYHE HYE o 22 22|71 So{0F BfLIC B2 22|71 o E|H HEUHE W5t
S| HUCLIL CHAl A=Y AL,

1. CHZ OfLIH[O| M = =HE AHZSI0] ZIEER{S THY NS224 EE2t0|E Hmof| AZetL|Ct

I-

OfL|Of|O] M - &+ NS224 MitE AO|2 2 HZTLIC

E

Shelf 1

Controller A Controller B

475


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=8d8b45cd-bd8f-4fab-a4fa-afa5017e7b72

CHA| 2t AEEZ{ 0N ATt
n * ZAEEB A ZE e2aZ €I 9| NSM A2 ZE e0a0f HZAEILICE.
s ZIEEZ|{ A ZE e10bE 21X 9| NSM B2 EE e0b0]| HZSHL|C}.

—

100GbE #[0|&

B ZE e2aE &I 2| NSM BOf| /= EE e0ali| HZELICEL
B ZE e10bE &I NSM A2 ZE e0b0i| HATLICE.

— o]

100GbE #|0|=

2
2

E =0
==
. ===
—=

2: = 7Ho| NS224 S0l 4lmol| AEER] 70|12 HZBHL|C}
HEZ2|2 NS224 E210|2 4lo] NSM BE0]| #|o|22 HZs|o} EhL|C}.

AlZFsE7| o

* O SR SHHE A0S AHYH S B S0 A=K 2SN 2EE|X| =29 0|2 E ©2
A%, 2ol E |2 Of2fi % YL|Cf.

Pull-tab

@ HYEHE MUY o 22 A2(7 Se{0F gt 22 22| 7t ¢ =|H AHEE E M5t
S| TUCIL THAl A=Y AL,

1. CHS OHL|O|O|M EE= CHO|O| O E AHBSHe ZHEE2{E NS224 E2H0|E # I 27H0f HZASHYA|2.

OHL|MH|O]M - NS224 M 27HE #H|0|E 2 HZATHL|C}

476


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ec143c32-9e4b-47e5-893e-afa5017da6b4

Controller A

Shelf 1

Slot 2

Slot 10

Controller B

Slot 2

Slot 10

NSM A

NSM B

Controller A

NSM A

NSM B

ela

NSM A
eOb
ela

NSM B
e0b|

Shelf 2

ela

NSM A
e0b|
e0a|

NSM B
e0b|

Controller B

477



BEL: AR K| 9 P

A0|x| gl BHE Q|| C}

478

A

22| K|of| HESHH A

> rOI-

2t AEE2{0|M ABfLIC

s 4l 19 NSM A e0all| ZIEE2|{ A XE e2a2 SHL|C}
« ZHEE2{ A ZE e10b= £l 12| NSM B e0b0f| HZBILICE,
* 7E ghL|ct

—

100GbE #[0|&

* ZAEE2{ B X E e2aZ €I 19 NSM B e0a0f| HZ&
* ZIEEZ{ B ZE e10bE X 12| NSM A e0b0i| A
* ZIEE2{ B ZE e2bE #I 22| NSM A eOb0l| HZE
* ZIEE2{ B ZE e10a= 2lZ 29| NSM B e0a0f| 2Z

—

100GbE #[0|&

E
E{AZE g2pE 4T 29| NSM B e0Ob0|| HZ
EZE3 AXZE e10a2 &/ 22| NSM A e0a0f| HZ&

gfLct,

ZgLC}.

SfLict.

1Bt R BoHs BRIAE ZHMS ABOILE AAHS| HES2IO|
A8 MK W 78S AR S UBLIC

SfLiCt.

rot

ojo
e



S8 1: YIES3 A4o| 2Ha3tEl 2

E0M HERIZ HMS MESIEE dFct FR Ats 25{AH 4
o

2H
=]
= AL

1. CHZ OfiLIM[O| M fE= 27| AHSHO] ShLt 0| 42| E2tolE & IDE

NS224 = AX |D 00 X 012 At HFE|0f ASLICE 44 IDE HF0HH HEO|
Mg 5 ohS0{of RfLICH "E T |D-NS224 HIE HE

OHL|MH|O|M - NVMe EZ2I0|E €l IDE AF™TtL|C}

i
T

\
0%

(1) Mgt olle 24
(2] Mgk g

(3] 4Z D LED
(4] 4 D Y HE

-

AESHO] A|AH

fjo

LICH XMt K& 2

~N—

)

|

X
<]

w0

PSU 1 PSU 2 PSU 3 PSU 4

479


https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=a905e56e-c995-4704-9673-adfa0005a891
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=a905e56e-c995-4704-9673-adfa0005a891
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=a905e56e-c995-4704-9673-adfa0005a891
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=a905e56e-c995-4704-9673-adfa0005a891
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=a905e56e-c995-4704-9673-adfa0005a891
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=a905e56e-c995-4704-9673-adfa0005a891
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=a905e56e-c995-4704-9673-adfa0005a891

480

5. L}

6. System Manager2| QtL{Of L2}

AtMiet LHE2 LESS| 22t =52 S HESHIAIR
tS OHLIHIO| M S AHESH0] RS S 22| 29| X|off HEFLICE
OHLITHlO M - ESS Ba| AQIX|0| AZELIC)
o
A Laptop

Management switch

ZE ONTAP O}0|22

w4 < File Explorer
Home Share View
« © 1 & > Quick access
& This PC ~ Frequent folders (4)
% Network Desktop Downloads
- This PC ‘ This PC
» 3
_ Documents Pictures
=) This PC === This PC
= - ,

a. I EM7|S gLich,

= O
b. 2% KoM * EYA * 2

C. ONTAP O}0|2& &

®

System Manager?t E&/L|C}.

XXXXX =

"ONTAP 14 70|E E & =X

a. 7|1Z AEof| 28t AIEE B

o
d43H=

S A"

CHAF L EO] A|AEI 2

AFE3H0] Of| M =TTt CIO|EE AHZ35H0] A|A

2HSLICE

@ 4 = Network
Network View
- v 1 &> Network
& This PC ~ Computer (5)

7. AE 4H 9l Active 1Q Config Advisor CH2EE:

=% Network
O sAMPLE2-PC

SAMPLE2-PC

~ Other Devices (2)

! ONTAP-XXXXXXXXXXXX

G/ ! ONTAP-XXXO0OOKKKX

sg AELIc


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/public/now.do

"NetApp ME SE
C. Active 1Q Config AdvisorE Ct2Z =tL|C}.
"NetApp CH2 ZE: Config Advisor"

8. Config AdvisorS &S] A|AHIS| HENE 2HRI5IHAIR.

9. £7| 742 AR T ONTAPS| 37} 7|5 P40l TH2t XAITE LISS S "ONTAP 9 A" BESHINS.
S 2: E9T ZM0| BAEIT| 22 FS
Windows & Mac 7|8t 3§ i 252 ALSSHD UK 47{LE XIS AU AL ot B2 0] Y
Ag3t0] T4 9 AEE eEsiof Lict

b. A|AEIT SH MSE 2£ A0|SS ALt 2£ AI0|22 WE L= 2500 HZ% OHE MES &zl
MEUIo| 22| AQ|X[of HATLICH
[ ]
Client

e IEIZIDIISIID

Management subnet

C. 2| MEU0| A= TCP/IP FAE A8 #E = 2&01| IRt

—

2. CHg OfL|H[O] S AtE3}0] StLt Of&te| EEt0|2 4T DS HFHLICE

2t IDE HEsHHH HEO| A= A0
I—I CHAMet X H2 S HESHAIL.

NS224 &= 4=Z |D 00 U 012 APH HHE 0] JASLICE
Mg EHED %(HOF gLt "2 ID-NS224 #OE HE

Eo|- |__>|'.

OHLIEH|O]M - NVMe E2t0[2 Hz IDE AFEHEILICE

481


https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://docs.netapp.com/ko-kr/ontap-systems/ns224/change-shelf-id.html
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=95a29da1-faa3-4ceb-8a0b-ac7600675aa6

500px]

£

S

3,

(@)]

S

7
s O
. , |
Cl L
mu o o3
25w
oF 5 9

{— 2
@ = 3 °
E) Rl g
Q m o
Y e ]
a) il s 1l
o REOE
Hl ol — S
B oTOT wo
¢ T R
| EXIS
L

1 .mO

T

o =
=B

0T o

S o

a. PUTTY, E{0|'2 AfH] &= of
b. ASZIE| HA|X| 7} BAIE

s

2| HEQ30|
DHCP7} Ql=

b

4. LE FSLI0| £7| LE 2| IP FAE
pr
FHE |
AUASLICH

482


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bb04eb23-aa0c-4821-a87d-ab2300477f8b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bb04eb23-aa0c-4821-a87d-ab2300477f8b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bb04eb23-aa0c-4821-a87d-ab2300477f8b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bb04eb23-aa0c-4821-a87d-ab2300477f8b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bb04eb23-aa0c-4821-a87d-ab2300477f8b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bb04eb23-aa0c-4821-a87d-ab2300477f8b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bb04eb23-aa0c-4821-a87d-ab2300477f8b

5. ¥ME L= Z40f|M System ManagerS At25t0] 22{AEHE FMELICEH

a. HEIRXOo|M E 2| IP FAE 7t2|ZL|CE
@ ZFA9| HAI2 https://x.x.x.x YL|C.

b. ofl M =TTt LIO|HE AHESI0] A|AHIS TABILICH'ONTAP 4 710|= £ EHESHYA|L"
6. A™ HH 5l Active 1Q Config Advisor CH2ZE:

a. 7|1& Ago| 235t LE AEE ThHELUC

HH
0In

"NetApp Al
C. Active IQ Config AdvisorS Ct2ZE8tL|CL,
"NetApp CH2 2 E: Config Advisor"

7. Config AdvisorS &S] A|ARIS| HENE 2RISHHAIL.

8. X7| 14E tETt T ONTAPS| 37t 7|5 7ofl Tt XtAlsh LHE2 2 "ONTAP 9 BE A" BESHYAIR.

S 2|

—

ASA A900 StES|0| X E 4

H7|HQl o™ dat x| Mo| MsE HESHH ASAAI00 AEE|X| A[ARIS| SIELNE RX|
HelohhlR. DEE BE uAe 22 1Ml 7 2| HYEE +AstH 7t SX| 9 H|0[H
&= YX5k= ol ==0| ELIL).

AAE M 24

ASAA900 2E2|X| A|AEIS H2 THE 74 Q40 Lot RX|E4 EAE AT = ASLIC

"8 0L - XS S S8 0|C|ojE AE2|X]| A|A-O0] REISHE O AHE3H= 7] 5! 2X ONTAP
O[0|x| It MEE MEYLILE XS 57 S| A|AE2 IEH =E0M RE
O|0|X|E HAstn HEst HE M 82 AS22 &Aot0] wA| £E O|C|0{of
O|0|X|E EX[gLCt XtE £ O|C|0] S5 T2 M2 = ONTAP 9.17.1 0| &0f| A2t
K@ ELCH AE2|X] A|A-IOM O] KTl ONTAP &l 52l 3% "+5 FE
=7 2R

483


https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/public/now.do
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html

"HE O - 5 S HEl O|C|0{s AEZ|X| A|AHIO| 2EISHE O AF2SHE 7|2 8! 2 ONTAP
O|0|X| oY M EE MZEBILICLH 8 S 0= USB 210|200 AEE|X]
AAEIS HEISED MY A|AH] O|0|X|Qt M E +5O0Z SATLICEH AEZ|X]
A AEIOA ONTAP 9.17.1 O] A2 A&l ZO1 AR LIS 2 AFESHMAR."AHs HE
21 ™Rp .

rlo

o= AESE 71y

=

= ZIEES/CPU FA|, HH 35 &AL /0ot 2
RAE +8%s =2 ASEM YL

"HEEZ]" ZHEE= B HY O 2l ATEQ0{Z P MELICtH E2I0|EE H|0{stl ONTAP
7|58 FetLCt

"DIMM" H 22| 2L X7t YHALE DIMMO]| Z2EH0| = H S DIMM(Dual In-line Memory
Module)2 wA|sHOf BfL|Ct,

"DCPM" DCPM(CIAHO|Z HEEZ MY ZE)0|= NVRAM11 HHE{2|7} ZEBtE| ]
AELICH

"Ih" mo| HEEZE HZA|ZLCE.

"olE OE" /0 RE(Y/EH ZE)2 ZHEEZ{Q HI0|HE wEtsl{of o= 042 ZHX| EE= A|AH
7o Z7t AE S ot= StEY0 4 QA QIL|CE

"LED USB" LED USB ZE2 2& ZE 5! A|AH! MEHO| CHEt HE S MSEL|Ct.

"NVRAM" NVRAM 2 E(H|Z|UA HEH M A HZ2))S AESHH HEEEI MY FI|E
HE[AHLE A ARIE THE-ISHE H|0|EHE | £+ 11, NVRAM DIMM2 NVRAM
M™E XIELICE

"Hel 35 EA| el 32 HK= HEEZ 0 52 MAYS HIELICt

"AAIZE AlA| HHE{2]" AA|ZE AA HHE{2|= HRAO| THAY U2 B2 AAH it B AZH HEE HESL|C

el 0|C|of - AHE 27
& 0iC|o Xt5 57 9I2EZ - ASA A900

HE 0|0|X| XI5 27 = A|AHI0| MAESHEHE HF SMS AISOF AlHstn MEHSHE NtES
TSISH|CH OIEL L= Eo| HE 0|0|X|E AF23I0 ASAA00 AEZ|X| A|AHIS| N HE
O/C|0{0fl ONTAP CHA| AX|gtL|C},

m
=)
[l

|0 27 Z2M[A= ONTAP 9.17.1 O| &0 M2t X| 2 EL|CE AEE[X] A| A0 M OfF HF2S| ONTAP

N
Mg 0l 2 45 RE =21 A

=

AIZSHH uH| 27 Arets AESt, HEESE S2ot1, RE DILOE uASt, AIA-O| O|0[X|E SJ6IES
ot CHS, AAH 7|5E 2QlshM|g.

484


https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html

S 0[C0 27 AleE ERLT"
S 0|C|of wHlof| cHet 27 AteS AERLICH

_l_

"HEEZE SEYLIL”

F& O|C|0{E wHsiof & i AE2[X] A|ARM HAEERE SYLICHL
"E& 0L E WAELC

HEED EE0|M FIH Edst RE DL E M5t uH| £E 0|C|0{E EX[gLCt.
"E& O|C|0{of| A O|O|X|E S FfLICt

IIEL{ ZAEE2{0|A ONTAP O|0|X|E = eL|Ct.
"HOiTH Hdlst RES NetAppl 2 HtetetL|Ct

71E2 & MSE RMA X|Eol| 2 E 2 @FIH Zdst RES NetAppOf| HHetgfLCt.

s 2E 00| 57 2+ AFY - ASAA900

ASAA900 o] £E O|C|0{E wH|st7| Fo| M2HQl WA E 9

of H 27 Al
efRIStM|R. O7|0= SHIE WA RE DL E 7K A=K| 2felsty, &4E ZHEERC
e0S(eOM #IX|) ZEOf| Z2f0| =X =Helot, 2EE 7| 2HE|XHOKM) EE= 27 7|

HE|XHEKM)7t S-S0 J=X] 2helsh= Zd0] ZetE L.

XIS 2 0|C|0] BT TRA|AL ONTAP 9.17.1 0|40l A2t XU EILICH AE2|X] Al AofH 0% B{X2| ONTAP
A 501 29 45 RE 2T HA
. x|-0H7|. =]

S 1M QA S NetAppOilAl HIZ3H Zint SUsH 22F0| mi| FRU A @A mK|siof Eu|ct.
o

o = =
* EHE HEER9 eOM(BIX]) ZEJF HEE[O] A1 2F I YEK| 2RUSHA K.

(9]

OM EEE XI5 HE 27 Z2HA St & HESE 7t EMoj AFBELICE

* OKMQ| 22 S2{AH HH| Y=ot U H|o|E{7t HeeL|Ch
* EKMQ| 32 ME L E0|M CH3 It el SAHE0| HREtL|Ct
° /cfcard/kMIP/servers.cfg I,
° [cfcard/kMIP/cert/client.crt TH.
° /cfcard/kMIP/certs/client.key IH.
° /cfcard/kMIP/certs/ca.pem It
* EHE RE OO0 E UNY M= SHIE HEEZ0| BH S M= 40| Z2TLICEL

o _EHE HEER_= |X| HEE AL U= HESYLICH

485


bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html
https://docs.netapp.com/ko-kr/ontap-systems/asa900/bootmedia-replace-workflow.html

ts 28 O|C|o] 57E flo ZHEER & - ASA A900

2 O|C|0{E wAE o oo|E &4 S X[t A|AH eFEd S 2tE5I2{H ASAA900

o b |
ﬁEEIXI A|AHIOM &ME AEEHE SESHM K
Its 28 0|0 57 TEM|A= ONTAP 9.17.1 O| &0 ATt X| R ELICH AER|X] A|ARINA O™ HHT 2| ONTAP
Al Zol AR "+5 HEl 23 MK},

ANE HES2E SRl M HES2 NEIS HolotT, LR A HANQI HES2 T 24 E HES
AE2IK|OIM CIOIEIS Al RTE 4 Y2 HES2HS ol4efof BLICE

Of ZfHofl 3

2POI6HOF cluster

=
=
™M “cluster kernel-
ol SHCt L = 9| &= AMEf7}

* SAN A|ABIZ ALESH= 2 &4F ZHEEZ| SCSI 20|20 CHSH O|HIE H|A[X]
kernel-service show &LICl. priv advanced ZEEOA HHZ MMt
service show ST =2 L= 0|5 R MENULICH, sHE L=2| 7HEA AEH
HA|ELICE

2} SCSI 23[0|E T2 M|A= S2{AHQ| CHE L =of e Aol Lo{of SLICE WH|E TIdHstr| T 2=
-.:X1 £ sl Zstiof Lt

* LLETH 271 o] &l S AT} 'E < F ol AojoF SLICE SS{AE I HEO| AL HA& HEZ2]{0f XtH
AEHOfl CHo FALSEZF EAIE= & —’.Eé?-?_' ZHEEZE Z=5t7| Hof| 26 E s ZdloF SLICHEZE) "=E2
S AL S7|SteLCt.

oHA|
1. AutoSupport7t ZM3}tEl AL AutoSupport HIAIX|E S E5I0{ X5 70| A MM S AX|EHL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CtE AutoSupport HIA|X| = 2A12 SQF XHE AH|O|A MM S ARILICE

=

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

EHE HESSHI HAE= E2... dFE..

LOADER MA|X| 7} EEA|ElLITE CHE EHAIZ O S LIt
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ANAM DEDE £ ofs mEXE  MANQ AES20N 2AE HES2ES AL SXIBLICH

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZTEZE S HA|EtL|CL.

EdE ZHESHE SRt "R E O[L[0{E WAL T
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a.

al
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OHLlmofd - R O|C|{E wA|ELCh

EESZEZ
El D =%

I o|c|of

HOM H2M S7| HEE 20| 2S¢ 2 Otg 18 = HEEZ 2E9| FRU HE AFE5IH
A
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9 OIC|oE R LT
a HE

FE 0|C|of 59| niztM HES =2 ot oA B E D|L|H0E 22(¢t LS R E D[C{0] 2200] A
ZYAEA SHE A LT

(D) ECIClopt A% w22 OC0IB 24N + 2202 UIBAU A2 TOh YIX

O AI2.
b. Wi £& 0|C|o{2] JHEXIZ|E & 0|C|0f 270f S CHE Azlof FEZA 2o F&LCtH
c. 2 O|C|o{7} 2700 ZHZ 20| AR} =X 2elgtL|ct

ne

2%t Z% £E 0|C(0{E 2[5t 2200 MEAFeLCt

d. 2E 0|C|0|S of2H 2 =2{ £ E O|C|0f st =z HES

—
=
7. Yol TS Dt EE JH2|0jel SR0 HF10 HIHE MXt2(of 2ol Hol ZIEER ZE HIHE CHAl AX|gLct.
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325 A AR Al A= Lo Lot
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c. ES2| BES AAH 2102 TIHX| Uo| A WS0| USB BeHA| S210|H0Af AFHHET| 2holotn 2
HSS Cicts] =2 ZESe 25 FAS AR OS Y HSS B3 9K AL
S2{7} AfAI0fl 25| MA|E|B BER HE0] AIZELIC
O| HIAIXI 7t LIEILX| 2O Ciri-CE F21 RAIE4 BER Relsts SN Mejst [1g HES2IS B3

2oiZ Selptc,

9. AEEZEe{Jt 2% = {22! AZA MetroClusterdf] A= ZL FC O{HE 1M S Selsfjof gtL|ct,
a. RAE ZEZ 28:'boot ONTAP maint
b. MetroCluster ZEE O|L|A|0{|O|E{ 2 X BtL|Ct: "ucadmin modify -m fc -t iniitator adapter_name"
C. fX| B4 REZ F3617| ?{s HX|stct
CHS chA|
24 2E 0|0 E 2N E uHet  "IIEL] - =0{|A ONTAP O|0|X|E S@IgfL|CH
OIEY LE0|M XtS 28! 0|C|0] Z+ - ASA A900

AS

AA900 A|AEIO| Af 2 E DIC|O] XIS Kot 2, X5 £E DL S Z2MAS
o

=
AESH DE k29| 8= S - /USLICL

O mEgA S0l A|AEIS oS Bl SAMBEIE|QI=X| OfE2 BHoI5tT AR =9I 7| et Blo| 23S ZASHL|CE I
olS S ShMSHEl AL A|AEINM MAESH 22| ChAIZ otLiEHL|C}

XIS HEl 0|C|o] 23 T2 MAS ONTAP 9.17.1 O|Atoj ATt X|RIEIL|CE AE2|X| A|AEIO|A O|F HF2S| ONTAP
AEIJ°-<DH %IO_I 75'%2 "—/F% _I?_EOI g__rl_ K—{xl_u
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-+
0]
e

2[At RYS =HRIsHMIR.
° Onboard Key Manager(OKM): S2{AE TA| 2= 3 W O[5 7} BREtLICt.
° QIF 7| ZE|XHEKM): THEL E0j|M Tt THJo| ERetL|Ct

* /cfcard/kmip/servers.cfqg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

LOADER TEIZEQAM BEl O|C|H B3 TZNAE A|ZHEIL|CE

boot recovery -partner
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SIHO| Tt OIAIX|ZF EA|ELICE
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. 22l O|C|0of MX| £ TENAE ZLIHEYLICL

TZMATH2tRE|[0 Installation complete HA|X|Z} EA[EILICH

3. A AHI2 Az otE =elstn O HIAIX| & StLtE EAIRLICH
O HIAIX|Z7} HAIEl= B2... Al I
key manager is not A AEIOf =27t MX[E|0] UK et&LICE.
configured. Exiting.
a. 200 TETEJ} HA|E Ii771X| 7|CHE| M| 2.
b. L0 2015t MZ 37t Bretsth Q.

'Storage failover 22t - ofnode_impaired_node_name

C. 2 JICH RS B2 ChA| ZHAI3) HIZASHE A,

[

key manager is oSS MX|E|RSL|CH 2 ZiCH7| 22X 22 .
configured.

AAEIO| 7| 2R PHS NEE & gl FP 2 HAXIS BASHD 7| B2ixp7t 2Aof
(D) e, o K¥(2EC £E 2lR)9Ix| golstats HAIXIZE EAIELIC A& ok{2 oAl
ErotAlR
[=] .

4. FHol Mgt BAE Ao 7| #2[XIE SRELICH
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @S S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 22 E 7| 2t2|Xtof| Cist ] ClO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DS SASHEM S5 Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.

492



g &4E HEEDE CHA| XI5t & & s5o = E[SELIC
'Storage failover 22t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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v, M8 A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|stH
=

E|H
A
T

otE
o)

E
P
N

ONTAP ZZ{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|ALL MM S l=fgfL|ct.

(=]

* 7|2 AIO|EY0|9] IP 4



* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.

QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

HE &flstMIR.

Ol Z=MA= ME LEO|M MESH DUS /S =8 HREL LD O HAZ
Ho7tM 2.

© 717t YBHOE B7E|X| 4O AIAH

0

=l0|
DEDENM S5 Z2MAE CHA| HAHBLICH boot recovery -partner

STE|D 2F 81 A0 HA|X|7F EA[ELICH LOADER
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7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE XRYS = A[ARO| CHAl 22l MEfTt E| 1 ZS5=X] 2Q5HM K.

d. AEZ|X|E £/E2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20| U= FE= NetApp= HHEFRLCH

Zhoj 7t WSt HES NetApp-ASA A9002 = E[E-ILICt

ASAA900 AlARl0| 714 247t DT B2, DT SES NetApp Q2 WHIHIR. . "2 E
Ur 9 A XS LIRS HO|X|S AESHR.
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22 0jcjof - 45 27

El OiX|(ASA A900)S A EL|Ct

2 Ojx= A[AR0| REIE mf ALtz 1K & 2XF A|ARI(2E! O|0|X]) MY MEE
MEELCH HIEHA 40 wel ST e wAl = ST 8ls UM E s = ASLICE

"image xxx.tgz" It S K& HESH X

—_

0

b 222 7HE FAT322 W=l USB Z2iA| =210| 27} QLo{of Bt
O] ZAIOf| M LIS AF2E 4 UEZ 'image_xxx.tgz' IFY S USB Z2A| =210 =20]| S AtsHof S|t

* B O E ST gl0| RAoh= YH2 25F 'var It A|A-S =76 0f LTt

© REE DS 91 HABOIAE var THl AAGE S8t Sloh Ul =7im0] A28 Hadt gleuick By

AAI2] HA HOlli= LY e0S 10| QG 0f HZS AFBSIOY M2 var 242 HET 4 YaLITt.
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2l =2 29| HIAIX|7} EA|IZ|H NetApp X[ EO]

ZOISHMIR.
HE|XH +ECE S0P}

admin

FE27| y Y40| & I was the restore backup procedure

g &ME HEERWM: F27| vy &AO| F I .would you like to use this restored copy
now?
h. &4E HEER0|AM: £27| v ELSI2t= HAIXI7} EAIZH OSE FEMK. ctr1-c B8 MRt
Hm
L 2ME HEEZ0|N: Ot & SILIE A2
* A|ARIO| 222t E ALESHK| b= 22 RE OIF0A _SH 1 et 28 2 MENSIHM|R
" AN|ARIO| T3 E A= AR CISCE 0|SoHM|R."Y=etE SR Lt
ONTAP 9.16.1 0|4
EME AEE0NM CHS HAIE 2=5HH Q.
a. ey Adg SRStEH= HAIX[7} LIEILIH 7| £ v SELICL.
S i d3Ho2 hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore

from partner complete

w2Cty LEE AR

Slotets

=2Cty ChAl R

rr
A
JlO

2I5t2t= HIAIX[ZF EAIELICE

Stets HAIXIZE EAI=|E.

got2ts HAIX|ZF EAIELIC.

HIAIX|ZF HA|Z|H OES F2MR. ctrl-c RE HF7t 2 of.


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

4. 2& 70|28 TEH HESof AZgLICH
PN

-

5. AEZ|XE E[E2 HEEHE Fd AYo= =SEULCL

storage failover giveback -fromnode local

6. 15 geotet 22 ChA| 2dotsthR.

riot
o

H|

it

=
=
storage failover modify -node local -auto-giveback true

7. AutoSupport?t 243tE Z XS AHo|A MMS S

—

L.

system node autosupport invoke -node * -type all -message MAINT=END

|:|0

153t 22 - ASA A900
w28 0Ll S=etE ST

AEZ|X| A|AEIO|AH ONTAP 9.17.1 O|AIS AlsH Z0| A2 [}22 ALRSIAA|Q."AIE HEI =7 Ekpr  A|AEIO)|A]
0| HZT S| ONTAP A& =2l 704—?— £ HE| 27 MALE ALE[0F EHL|Ch.

7| ZE|Xt FYof| w2t A AR Ao SISt ot MESH HAIS ARSI K. A[AZOM ofH 7| 22|XIE
ABSHEX| SAIBHK| 92 A 2El D|C|of mA| FAIS AT 0 A HHS stolstH K.
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html

25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 2ot YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 JA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MEBfLIC
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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3.

5.

ONTAP HHQIL|C} ol &
ONTAP 9.7 O[5t

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

(1-19)°

recover onboard keymanager

Selection

HAIXI 7t BAEH S5 ZENAS ASEX] ZI5HM K.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you

sure? (y or n):

2 U HAIEX] 4SLICH

Enter the passphrase for onboard key management:

Enter the passphrase again

MO HEHE UHSHMIR:

to confirm:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Li82 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM K.

M MEH 1 28 H'70M ONTAP 2= 2&I2 Al&ELICt



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAXIZE EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHSH 22{AE MA| S E dBtL|C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZBHR 7 HIAIX| glo| ZRAE ZEMET} wEELICH S|2t0) Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HIGHAS.

security key-manager key query -restored false

O| B2 ZuHE HHatolX| gLt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

516

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 53 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

6. Xt=

dizt

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

o

H

MUt

IS B2 F2 2.

storage failover modify -node local -auto-giveback true

7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

|E2L & MSEl RMA X[&of| 28 & iz LRI Lol HES NetAppOf| HhetetL|Ct.
'FE Eret 8L AAREAISE LHE 2 HIO|X|E HZESHHAIL

E2S NetApp-ASA A900C 2 E|=&IL|C}

—_

MA|

MAIE uAH|E

otL|C} - ASA A900

MAIE LAsHE M S5 %], M, ZIEEY 25, /0 2=, DCPM 2=2 22[3H0f &L|Ct.

£UE MAOIA USB LED RES U %, SUEMAS Tul o = AT ol
ga|ota,

AABRIOITHE 2E 71 @47t SHIEA| 2tS0HoF gfL|ct 2=HX] ¢

WH MAIE HMXF2[of X|et LS 79 R4S WM A0 “I|°”—|Ef

ro

R JlE XY BMof|l Z2loHof gL Tt
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* O] BXt= A AEMM X H5t= 2= HT2| ONTAPOM AEE = ASLICE

Ol FAH= BEIS UBLC 25 BBIAE(] 39, T L S2AE{S| MulA FHO| 23 #RED
SEHo| WS ZAQlLICY,

HI

r

EEZ =2 -ASA A900
ZHEE2| Z 2 - ASA A900

O] Xtz 271 & 740| U= A|AHEES 2ot ARILICE EHAHE Mu|AE o H4& S=0
CHet XfMlet LB 2 S &XDS HéIAISZ "AERX] AARIE HYHoE ZE5I MAS HLICL
siZ 7}0| = - NetApp 7|& Xt="
Al EHst7] ol
© WS AIR Htat AtH ZHO| QUEX| ZHolStL|Ct.
ONTAPO|| CHSt 2Z 22| Xt Xt ZSHL|CH

° 2t AEER 0 tigt BMC 24

Hl2 Z6H7| M| CHS 2 AsHoF 2hL|Ct

o XTIt B £MBILICH A AR AEf HAH"

° ONTAPE A|AHIQl HZ 2IZ|AZ 48|0| E-FL|CY,

o D= SHA "Active IQ Wellness 22 5! 22" A|AE 1 QA LEDR} 22 S| A|AHIY Y= BE
Zer2 7|8l sLICt.

CHA|
1. SSHE Edll 22 AE0| 2O218tLI 2Z 24 AHO|=ot Y E/2E2 A8t 2HAEQ 0[N
Z30lIgtL|Ct
2. DE Z20|HE/SAEO|M NetApp A|AEIS| H|O|E{0]| HMASHK| 26t = BhL|Ct,
3. o et XtAS AA| ZX|BHL|C.
4. AutoSupportZt 245l AL HO|A MMS AF|StD A|ARIO| Q20| E WO ofAtE|= 7|2HS

HEA[RLCE

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F4A AlHH:

system service-processor show -node * -fields address
6. 22{AH HS ZFLICL

exit

7. o[ EHA|o] 0| LIEE =2 IP A5 ALE310] SP/BMC over SSHO|| 2101510 Td azts
SLE>ELIC
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync ZE0|AM @Y= SnapMirror S7|4 SHAEE ARSH= Z2{AEQ| ZQ: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore

-strict-sync-warnings true
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Warning: Are you sure you want to halt node <node name>? {y|n}:
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured
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. DIMME 420 %31 &3 §o| MAt2|off ZZ wi7tX] DIMME 2210 SEZA 20| 0| WA DIMMS
AXgct.

6. RS9 HIHE H&LICH
7. NVRAM ZEE MAlof ZX|gL|Ct.
a. &% 62 MA| ¢+ 7HERIE|o 2ES ELICE

b. EXt & M 7H OiAT! 2 2iX|7F /0 2 T2t St=E WX 288 &R0l FEEA 2o G2 L2 A XIS
27X 2o 2ES FAt2(off 2Fgt k.

1. LOADER ZE2I E0fA ONTAPE EE!5t2{H byeS Q2ITtL|C.
5CHA|: C|ASE CHA| SebetLct

TN PESRIS PHT 0 AIA% D HHS I ChS HHO| FHE|YEX] BQIsHoF BHLiC

@ CIA3 ZHE LS NVRAM 2 ES 1M|E ofTt ZRSHH NVRAM DIMM A= X E|X| o&L|Ct

|H El

N HEEZ fXIEs ZE0| U= BR( 2 BAIYLICH+«> ZEDE) RX|Es REE SE5t1 20
EDEZ 0|S%LICt halt

2. WX HAEZE2{9| LOADER ZEZEO|M ZHESEE RESU A|AH ID ELX|Z QI8 A|AH IDE HHOISI2t=
HIAIXIZF A= H yS = SLIC.

3. gt 7| F... HIAX|7t HEE2] 240 | 22t & EAE =, B4l AEZE2{0M A THEL] AJAER
ID7t XAtS 2 SEE[R}=X| &RIBtL|Ct storage failover show

HH £H0fl= 2ME HEZEZ{0|M AAE D7t HAE|QJUCHE HIA|X|2F EH SHEE 0| 81 A ID7} EA|=|0{0F
SLICE CFS dIMIMIM node2= WHIE HAX M M A|AH! ID7L 151759706 L|Ct.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

4. HAEZTE CIA| M| 28tL|C}.
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a. FHHQl HEEZ0|M wHE HAEEZ|9| AEE|X|E CHA| MISELICE. 'storage failover Et2t - ofnode
replacement_node_name'

uH| HAEER{7t AEE|XIE CHAl 71K et REIS 2= 8L T}

AARID SLKIZ Qo AL IDE RAISHEHE HIAIX|ZF LIEHLEEH yE 220 OF LTt

=

() 710l H2sie ARS HEo 4 YBLIC

2R E T HAY0| 3¢ =3 SUX], J2|10 HIO[2LH 7t 7HseHX|, F 'AEE|X| HELH HA|
S

'storage failover show' B&E2| Z210]|= TtEL] H|A|X|0|A HAE A[ARN DI} ZEHE|X| 90Ok BHLICE.

ClA37F M2 SHEEJ=X

_HOI-

OISHL|CH AE2|X| C|AT BAl-ARH

wH| HAEE2{0f| &3 C|AIOf| Af A|AR! ID7} EAIZ|0{OF SrL|Ct CHS 0|0l A= node10| 2Rt C|A 0| Af
AAE D 1517597060| EA|EIL|C},

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. A|AEIO| MetroCluster 71421 A ZHEZ2{ AEl 'MetroCluster node show'S 2 L|E{2I$IC}

MetroCluster 712 H& MEfE =[S2|2{H uH| = R 2 Fk Z2|[H, 0| 22 2 ZHEEZ0f| LM E AEf7t
HAIE|H DR O[2{&o| g-dste| 1 & ZETJH HA|EL|CE MetroCluster node show-fields node-systemid E&
Z£3 2 MetroCluster 140| M& MENZ S0t W7tX] O|™ A|A”! IDE EAIRLICE
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HZSHM AL "4 = MetroCluster A 0l|A| HA B|0| 2 2H 5! MetroCluster AQ|X|2H 0| C|A=
FHO| HAEIL|CH E &ZSIMAIL.

k> mjo

8. A|AHIO| MetroCluster 714! A2 2t ZAEE2{7t 'MetroCluster node show-fields configuration-state’ 2
TEE0 Jq=K| ZlghL|ch

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured

1 nodel siteA nodelmcc-002 configured

1 nodel siteB nodelmcc-003 configured

1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. Zt ZAEZ2{0f| CH8l ol A== 25 0| 'vol show-node-name’@IX| EQIstL|C}
10. AEE|X| A3 & M3zl AL 7|52 S|l6lof EhLCt.

. THEE Al X3 HO|ZRH 7SS AISSHA| R E U 2 MY HEEZ0||M ZHSI5HYAIR. 'storage
failover modify -node replacement -node -name -onreboot true'
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* SAN A|AHIS AtESHE HQ 24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LLE O|E"# & ME{RULICH, ST =22 718 A & s
L Eo| &3 MENZF BA|EL|CH
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" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E

577


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

578

2 E HEES I AR = a2{H
A2,
NAR DEDE i ofs HAHQl HEZ2(0| M 24 E HESRE QIASLE SXIECt,
IETE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
=M 2: ZIEE2{7} MetroCluster0i| JA&LICH
(D) AA™0| 2 MetroCluster 749! 32 0] HAS AFZHX| DHIAIR.
£4E AESR|S ZRsI2 M HES2 NS 2AQIstn, UL HL HAHOl HESR{7t 24H HEES
AEZX[OM CIOIHE A& M3 = UALE HEEZE A3l{0F LT
* = ETt 27 o[ &l SHAET A= 22 A A0{OF LT S2HAE 7t HH| ¢ 71'-% ’c% HEEZ0]
Xt 8L SEHOf| CHoll FALSEZF EAlEl= 3% &4E ZEESE S=57| o 22X E siZ8Hof & | CHEZ
"eEE SE{AEQ FT|etL O
* MetroCluster A&0| = Z S MetroCluster 278 MEf7t FA (0] YD ST =7 MF 9l A

AEl('MetroCluster node show')@1X| 2}

|

FOISHOF BfLICt.

1. AutoSupport7t 24 3%}=l AL 'system node AutoSupport invoke -node * -type all-message

MAINT=number_of hours_downh' AutoSupport HIA|X|E S &8I0 XI5 #|0|

C2 AutoSupport HIA|X|= &
AutoSupport invoke - node *
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