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* /cfcard/kmip/servers.cfg
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" /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem
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boot recovery -partner

SHHO|| CHS O AIX|7F EA[ELICE,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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'Storage failover 82t - ofnode_impaired_node_name
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—

key manager is A2t X =[RASLICH 2 710 | 2E[xf =3 .
configured.
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key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H R2EE 7| 22[0f Chot =S URSHMIR.
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Enter the passphrase for onboard key management:
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E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&FetL|CY,

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B-E S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE ASM LS| o2 FAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG A|L. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt



v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP ZZ{AE{ UUID

Notice:

L4 L= =9| ONTAP 22{AE UUIDE YEYLICH THEL E0M SHAEH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALt MM S l=fgfL|Ct.

- TEO| P F4

= IEQ| HiOofA =

(=]

* 7|2 AHO|EY0|9] IP &
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QA YEYT ME TETE 0S HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TIEL LEO|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBSO E EFEX| $oH AARO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIXIS] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

d AE2X|E =S HEEYHE o ZUC = =S

'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2det HigdstEl 3.

5. XHS BH3t0| HIZHESHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FE= NetApp= HHEFRLCH

O

Alnjst BHEl O|C|0] 222 NetApp 2 £ B2t - AFF C80

AFF C80 AEE|X| A|ARISl 1M Q0| EHO{7} SHAHSHH Eroj 7t AT HE S NetApp L2
HISISIMA|Q | "EE dieh Sl A" XpM$H LIS 2 H|0|X|E & ZT6HAM Q.
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=l o[Cjof - 45

i

__I.I.

HE 0|C|of =5 5+ ¥I2E =X - AFF C80

HE 0|0|X| &8 S57= USB E2I0|HE AIE35I0{ AFF C80 A|AHIS| K| HE O|C|0{0f

ONTAP CIA| *E*XI = DPEQILICEH NetApp X AHO|EO|A X AT ONTAP S+ O|0|X|E
CIR2EE5H0] USB E2H0|E 0| SALSHOF BfL|Ct. O A| &=H|ZEl USB E2I0|HE AHE S0

S31E oAU AAHIZ 2F MEZE SRISL[CE

A AEIO| ONTAP 9.17.1 O|&0i[A &l Sl B CIZS MESHMR. "AIs 28 =5 24,

AlZfotH =5 27 AletS 4 ,
O[0|X|E S¥otn, ERtt 32 oot 2F

= 3=

o "2 0|Co) 27 Al AR gL

S 0IC|o] uK 27 ArgE dESLICH

g O|C|0{E wA|stL, USB E2I0|EE M85

"SE O|CE wHRfLIct

AMAE e RE0M 2F 7 &dot 28 0|C[0E HMAst WM 2 0L/ E &X|et CHZ USB E2iAl E20[E2E

AHE3t0{ ONTAP O|0|X|E d—é?—i.* |CF.

"= O|0|XIE RY LIt

USB S2t0|0iAf ONTAP 0|0IXIS HE/stD T2 AIAHS S2i3t Tt 21 WA Holstt,

e 23}

ONTAP £E! H| 50l

=
=

i
2HLC 7| 22|X} FHO|L} 2 F 7] 2EXHE =

9|
—
M =

LICt.

HEZS NetAppl 2 ttetstL|Ct"
771| HI%EJ RMA X[ &0l MHE 2 2T 71 LAISH 2ES NetAppd hetetL|ct,

—


bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
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bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
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bootmedia-complete-rma.html
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£ 2El0|C|o] B3 27 AlE - AFF C80
AFF C80 A|AHIOAM £& O|C|01E WA|SE7| Hof| SHIE WM E flol 2Rt 2 AFgS
EE5H0F LCt. 047I01I“ HAEot 829 USB SalA| E2I0|E7t JU=X] 2elsti SHHE

E

WHE R X7 A=K 2elsh= 2ol ZeHE LT

S
A AEIO| ONTAP 9.17.1 O 40| M Al FQl B L322 AESHMIR. "Ats R =4 ZXf .
UsB Zz{A| E2tolH

* USB Za2lA| E210|E 7} FAT322 XL =X| &0IstN| Q.

* USBOll= CH22 MEY &= U= S22 X& 0| A0{0F HLICE image xxx.tgz I,
o Z=H|

S ALt image_xxx.tgz IS USB S2HA| E2t0[E0f| SAtEtLICE O] THU2 USB S2iA| E2t0[EE AHE5H0]
ONTAP O|0|X|E H&T mf AFSELICH

M QA uA
20t 18 2245 NetApp 0| M RS M| 78 A2 WHLICH

o — — o (]
* HYSH HEER = &4E ZEER O HATIEH YL
CHE A

S8 O|ICE wHShs o 2Rt @7 MYE dES = & "8 DL M =t 7| X 8l HEE =felgfL(tt
"o OF LT,

+& £ 0|C|of =710] thet st X| 2 22l - AFF C80

AFF C80 2E2[X| A|AHIS| B|O[E] Hots FX|SH{H 2 D|C|0jof| A &= st 7| X|
HES &olsl{of BfLICE. ONTAP HTO| NVE(NetApp 2& 2=3hHE X|sh=X| &elst
ZEERE S=opV| ©ofl 7] Z2|xto 28 JEfIX] =Helgt|tt.

A AZ10] ONTAP 9.17.1 0| &H0flAf A% ZQI AL CI2S ABBINR. "It 2E =7 Eap,

15H7: NVE X2/ 21013511 2HHZ ONTAP 0|0|X| S CH22 =8t |.

S8 0|C|0 IHE 25 SHHE ONTAP O|O|X|E C2EEY &= AT E ONTAP HHO0| NetApp 2& L=2HNVE)E
K| ¢st=X] 2elstA| 2.

CHA|
1. ONTAP HTO| &= 3HE X[45=X| &I5tH Q.

version -v

Z30l| ZE 10n0-DARE B2 NVE= A8 Sl SR AH HTO|M X=X 45 LICt.

15



2. NVE X|oj w2t H= 3t ONTAP O|0|X| & CH2ZE3HM|R.
> NVEZ} X|2l%|= Z: NetApp Volume Encryption2 AF2350{ ONTAP O|0|X|E Ct2Z2E=8tLC}

N
° NVEZ} X[ R E|X| = E2: NetApp =25 222t 10| ONTAP O|0|X|E CIRZESHM .

@ NetApp X|& ALO|EO|A ONTAP O|O|X|E HTTP E£= FTP AMHLI 2Z ZE0=E
CI2ZEgL|CH 2& 0|C|o wA| Xt St 0] 0|0|X| ItYo| TR BfL|Ct,

2GHA: 7| 2 R} e =l Sl Y

-

S HEEE S=oH7| Hof| 7| 22(X 7S 2felstn TRt YEHE MU K.

CHA|
1. A AN Z43tE 7] 22| XHE ShelgfL|ct

ONTAP HZHQIL|C} ol B3FS AgfL|ct

ONTAP 9.14.1 O| & security key-manager keystore show
* EKMZ AI83HH ExM O] BH =210 EA|E/LICE
* OKMZ AHE3HH oxMm O] BE =240 EA|E/LICE
o 7| 22Xt HHE|] UK $OM No key manager keystores

configured B &0 0| EA[EL|C}
ONTAP 9.13.1 0|5} security key-manager show-key-store

* EKMZ At25IH external 0| HE £20|| FA|EL|LC.
* OKM2 AFESHH onboard 0| HE =0 EA|ELILCY.

© 7| 22X Y E AKX R2M No key managers
configured BE &=0|| 0| EA|ELIC}
2. N A”of 7] 22|X7t YR JEX] of2of w2t CHS & StLE A RLICE
7| 22|X7F M E[X] 942 B2

EHE ZESHE AT Bt SR H

_>_1-
muin
al
of
ot
5
)
>
-
il

7| E[X7t LHE A2(EKM = OKM):
a. 7| ZE|XoM 1F 7| HEE EAISIE{H L2 2| FES LHSMR.
security key-manager key query

HE HESID S &AQISHMR. Restored E. 0] 2 7| ZAZ|XHEKM E= OKM)2| 215 7|7t 4
HE|J=X] HEE LIEFRLICE

Ok

Moz

3. Hotel =g H2|Xt RO w2} HES HXIE 2tZ5HM K.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|7t EANE= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
ful

° 7|17} CHE S EAISHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HIH{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH &dE HEESHE Mo S2otn S EXE TAY + ASLICE

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 2t2SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al&5tEt= HAX[7F HEA|EH.
i 7| ZHa| W MEE TAIFLICY
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin

17



c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FEE 2EE 7| 22| Y= E Y R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]
s 7t GLO™ NetApp X EI0| 29|5HMIR.

%
—

d 2 E| A=K 2ASHM K.

ol

717t =

rin
rio

security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELICt onboard .

e. OKM ZEE MM 2.
g #et HER Meh
set -priv advanced
S y AlESIE= HIAIXIZF TA|Z[H.
7] e W HEE EAIRL|CE
security key-manager onboard show-backup
ii. HHQ! MEE o] mplo|Lt 21 mbA| ZAFEHL|C},
u K| EA B0l OKME S22 S70l0f = 22 0| i YEIL EREfLIC}
i. 22X} REZ =S0F}17):

set -priv admin

A= HE| 0|Cjo] BRE 98 #E =2 Z2 - AFF C80

NVE £ NSE 522 2128 Fol= 248 HEgRiol SR8 eh20j0f gLk 740
Npiot Atol o2t HES2IS SRop{L 24 HES2E A4sHIAL

A|ARIO] ONTAP 9.17.1 0|0l &£ B2l FR LSS AR, "Ats FE =7 ZA.
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zreiof Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF HA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHISE IgHstr| Fof|
= =HIE s Z8HOF gLCt.

* 3} 27} 0|0l SRAAE(T} QU= FS Aol 20{0F BILICE S2AE} Aol QL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h27) 0|89l 22| AETt Rli= 22 HHO| RU0{0F [T 22| AE7 HHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAIE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHoF LICHEZ)
"= EE S AL S|t

* MetroCluster 7+ AEf7} M EFOH LETL AR 5! FAN AE{QIX| =Hlstof gL |Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE8H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YHSHAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIHE yE FELICt
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A4E AESI EARE D29
A2,

AAG DEDE Tt ot HAEol AE B0 M 2AE AESaIS QAL SXIELIC
ZEmE(AAY %S )

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LICE,

EE S = & A0 "FE OIS WARf L CHgLCt.

g =51E ZH[ELIC} - AFF C80

=]
=]
AFF C80 A|AEIo| £E! D|C|ofofl= B HAO 2 7 HIO|E{7F MZEELICE A 22
AMAER 2e| B3 MAHSR, &4 28 O|C[HE M ot, uHE £E 0|C|0{E Ex[et
CHE, USB E2HA| E2I0|EE AE3I0{ ONTAP O|0|X|E uK|& 28 O|C|0E £+352=
HES= oz - ELIC

A|ARIO] ONTAP 9.17.1 O] 0l £ B2l FR LSS AEStMR. "Ats FE = ZA.

1EH|: 22 0HHE WL CH
e OiH= AlAH 22| 25 WERO| JA2H A|AHOM 223 M50 AM| AT,
x| 8 R 2 BAE o= Setol= g 45 EX II*Oil HEE HX &= AEMS

| &
[ | —
(D) =esiuAle. MEEESD ol ZHS 12X g HESS| ke, ARa|X| 4T 9 HEY3
ASiH7t dusoR aate 4+ Attt

|

1. MAl IHOZ o] STt Ct.

2. AEEZ|9| PSUE E2[8LCt

()  A2ddpcH

a. AAHN #2] 2E0| HEE 2= A0|E2 22[gLCh ZE2 CHA| EX[ o #|0|S2 SHIE ZEO| 2
= AZE #H[0|20| HZE IX[of 20|22 E{0F LTt
A

O|= 22| Eaf|o] tZo| LXK = BHFE YA AH|ol= #e| E|0|E o2 =2! T3 E2f|0|E of2i=
=

HO| A= B PSUOIM HE EES 22|ELIC
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2 HEEY ZS0IM ALH 22| 2ES Z2(HLC)
e. S O|C|ofof] AMAS = JET AR 22| Z5S YH7| LR 0HE 2o &Lt
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a. OiEHM H= HES FEHAML
b. 2&I OICI0E 9= S 2300l 20| 74 THZ SHZOf| FLICE
4. A S22 0|C|0|E AA” 22| ZF0| ZX|gLIC
a. BE D|C|ofo] 7tEAt2|E 22 ot Fof| ShE ChE Y ARA 2200 £HtZ 2o YSLIT
b. 2E O|L|01E T3 HE B2z SELICH
c. ¥= HES +21 RE DL|0E o2 2tH3| =8l 02 =2 HES saLitt

=
b. A|AH! 22| DES PP ELICH
2%HA|: 28 O|0|X|E £ O|C|0| 2 MESBIL|Ct

AXIeh uA| £ oHA0ll= ONTAP O|0|X|7F Gl LICH 0 A 3l ONTAP AH|A O|0|X|E USB S2iAl E2t0|E2

CtRZ st O wA| 2! 0|C|0{2 CH2ZE38H0] ONTAP O|0|X|E NI HE! O|C|oj2 4T 4 "NetApp
Support AFO|E" Q&LILCE,

AlZtsE7| o

o o AN

* FAT322 ZoE USB S2iAl =210|E 7t A0{0F 5tH 4GB 0| &fe| 80| QU0{0F BfL|CE.

o AAME| HEZR I AW 0| Zdut SUSHONTAP 0|0|X| HME CHR2ZESL|CE NetApp X ALO|EQ
CIRZC MMM s{et O|0|X|E CIRZEY 4= JYELICH version -v HHS ARSI A2 &2 onTap
HHO0| nvEE XISH=Xl EAZ £ JUSLICH. BEH £=0| "<10no- DARE> HA|E|H AFE Z2 ONTAP
70| NVEE X|&ISHX| @&LICE.
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° AHE S ONTAP HT0| M NVE?} X fE|l= B2 HH22E HEO EAE HZ NetApp =25 &2t2
O[|0|X| & CHR2ZESLCE

° NVEZF X ZE[X| = 22 The 25 HEN ZAIE HE NetApp & =2 80| 0|0JX|S Ct2 2 =tLICH
* A|ARIO| HA 4ol A2 ZHEERQ L& 2| ZE(YUHOZ e0M AET|0|A) ZH| HIEQI 27t HAE|0] RLofof

- OoOT
L.

g
1. of M HZ%t MH|A O|0|X|S CHRZE 3101 "NetApp Support AFO|E” USB Z2A| Sa0| =2 ZARgHL|C
a. Ho|X|9| CHREE YA0|M HEC| B BZHOR MH|A 0|0|XIS CHREERLIC

=t
o —_
b. MH|£ o|n|X|e| Q%S EL|Ch,

WinZip2 AH&3}H0 netboot O|0|X|E FE3HA|

@ WindowsE AtE0t0| 2HXZE FEol= B2
Z2 LHE F& =7 A8"UCt

OFMAIR. 7-Zip EE= WlnRARJ.} 2o [}
USB Z2HA| E210|E0fl= 2aE AEE2{7H 4% Sl 0] et M ONTAP 0[0|X| 7t QLO{OF BFLICE,

a. LES0|M USB E2iAl E2t0[E S F|AHELICE
2. USB E2iA| E2IO|EE A|AHR! 22| 22| USB-A ZEO]| &ietL|Ct.

USB 22 ZEJ} otL|2} USB ZA|8 £20i| USB ZajA| Eato| =S MX|s{o} Eh|ct.

3. 79l AES MY 23 IO AZBLICH FeI0| BTN HES2I WL ELICH
() DpcHm a3 2 e 222 B 23 FXO ChAl AEEm T

ﬂHr
I
om
|H
HU
>
[>
ujn
o
rn
ot
-
_lTl_

4. 2 T2 T EO|A =X|3}2H Ctrl+CE

O| H|A|X|7} LIEILIK| 2O H Ctrl-CE L21 SX|H4 DEZ HEISH= S M8 MEHSH LIS AEERE HE|
22 B8t

o
c
F& OIC0E uAgt = & S&sljof "=+ 0[0[X| 2 FE LT,

USB S2t0| 20 M 45 H& 0]C|0f 27 - AFF C80

AFF C80 A|AHI0| M=2 £ E D|C|0| FX|E EX|gh = USB =2t0[H0f|A = O|0[X| S
+SOZ RESIH OIEL LE0M 7S SHY + AL

A|ABIO| ONTAP 9.17.1 O| M0 M A FQl AL CHSE AMESHMR. "Ats B8 S+ EAp

AlZfot7] FHof

20| &
o TAO| AAME 7

- O - -
* 57 O|0|X|7t Zetel

u
* AMAEO| FotE AHE0t=X| ISt K. o etrt Edsti|o] Q=X O R0 w2t 3EAH MM HEst S82
MEtstof LTt
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|

k>

&E ZIES2{9 LOADER ZEZE0||A USB E2HA| E210[|H0i|A 57 0|0|X|E RE LT,
boot recovery
57 0|0|X|i= USB E2lA| E210|20f| A CH2Z=EL|CH

2. HIAIX|7t EAIE|H 0[0]X| O|§ 2 Y=BIHLL *Enter*E =21 2= 2tof| EAIE 7|2 O|0X|E HEFL|CY.

%
3. ONTAP H{T0f| St= HEAIS AHZSH0 var IFY A|ARS SELICH
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ONTAP 9.16.0 0|3}
A= HAEERQ IIEL] HEE2{0f|A CHS THAH I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHE 2 SF2M|R. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| HES2{0)M: 24 HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: WY B9 S MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43xel =8 9o tAIXI7 EAIEIH NetApp XIIZ0]| 2/6HS.
e. IEL| HES2|0|N: B2|xt $EO2 S0pp:
set -privilege admin

f. 2AEl HEER{0|M: £27| vy ZA0| 2 I was the restore backup procedure
S ?

g &ME HEERWM: £27]| vy &AO0| F I .would you like to use this restored copy

now?
h. £24E HEZ20|M: 27| v BELSI2t= HAIXIZL EAEH OHE2E FEMK. ctrl-c RE HlF7t
Helmy
I 24E HEERO|M: LIS B oILIE tMl 2
* A 2RO A HE AESHA| gf= 2R RE HIRoM _S4 1 28 2&_S dESHHR
" AMARIO| A2 SHE ALEStE AR CLIZ2E 0|SSHM|R."Y=otE Sl CH

ONTAP 9.16.1 O| &
S ME AEEZ{O|AM CHS THA E 2t2HN|R.

a.

1=
r

o Sestets HAIXITE LELR 7|8 v LI

S A7 d3Ho2 hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 215t2t= HIAIX[ZF EAIELICE
C. =20y S E F4E AEstets HAIXIZE A= E.
d. =20ty LEE XF-SI2HE HIAXIZF EAIE LI

e. F2Cty CHA| MBE-StEN=E HAX|ZF BAZH OHEE FEMR. ctrl-c B8 HFIt 22 0.
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- NAHIO| 2SS ALRSIX| O A 2l BlR0M _SM 1 st BEl 2 MestH R
- NABO| ASEE AR A CI2OR 0|SHR."2S3E ZegL|Ch

4. 22 70|28 e HES2{o| AZELICH

5. AE2|X|E 558 HES2E HA Mo gL

storage failover giveback -fromnode local

6. XI=

riot
mio

H|

it

= geotot 2 LAl 2dststhR.

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z243tE 22 Xts AHo|A MMS SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END

Che e
=37 0|0/XS HEIS S TR RS "HEl 0]C|0fof| M LSS SISt | Tl of Shict

AHI0
WH Z2AHA00= 7 S
HMAE =telst= 20| IHE LICE

QU

A|AEIO| ONTAP 9.17.1 O|&f0i[ A Al Q! R CIZS MESHMR. "AIs £E =5 24,

7| 2EIXt Yol meEp AR AotE S5t ot MAESH HAIS ARSI K. A[AHOA O 7| 2E|XIE
AESHEX| &t S| 82 2 FE 0[C[0] A BXtE AIRE o et 2F3 &lsthR
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7188 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

TS QURfot SoF Ba0 OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

29



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZMAJF AZE| D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 22 XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| o 22X HES +HSHM 2.

mjo

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 220 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C



1.

12.

OlN| ZEZEES HEAL|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HB 7 HIAIX| glo| SRAE ZEXET} WEELICH S|2t0 Lfste
()  =32f ZEze= Sopby| Mol F HAIXIZE LEFELICH 2F7t 28E| D S7[3t7}
NZHOozZ A Witx| A4 TR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gLt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tX| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EA|=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZEES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2SN K.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 5|3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Metst 32 29
storage failover modify -node local -auto-giveback true

7. AutoSupport’} 24stEl 32 XS H0|A WgS SRELICh

system node autosupport invoke -node * -type all -message MAINT=END

S ojCjofoM L=etE SRSt = LSS "Z220| U= FES NetApp = BretefL|CH &3 OF SfL|Ct.

o
3l THIREM3E LIS S TO|X| S AZSHIAIL.

A
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system node autosupport invoke -node * -type all -message "MAINT=2h Replace

chassis"

E Z8|{AH L E9| SP/BMC F4 Al:

system service-processor show -node * -fields address

exit
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8. &ME MA0| Y= 2712 =EE FX[L|C.

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|M 2EE[= SnapMirror S7|& S2{AHE AM85t= E2{AHS| ER: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C}30| EA|EH S2AEO| 2t AEE20)| CHafj *y * E LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:
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system node autosupport invoke -node * -type all -message
'<message name>'
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Ho

event log show -severity * -node * -message-name *disk.missing¥*
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h27) 0|89l 22| AETt Rli= 22 HHO| RU0{0F [T 22| AE7 HHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAIE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHoF LICHEZ)
"= EE S AL S|t

* MetroCluster T &E{7} PHEUQH EJH A 2 H & HEHQIX| 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE8H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YHSHAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIHE yE FELICt
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AAR ZEDE £E o HArsol AESE0|N 248 HES2IZ QIStLE BXIBLICE
ZEmE(AAY %S )

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LICE,

2CHA[: NVRAM 2= EE= NVRAM DIMMS L A|gfLICt

HEHSH 2ME AR50 NVRAM 2 E0|LF NVRAM DIMME mA|EtL|C},
MX| ol QX|ES =2 K& A= ™MX| &2 AES

.l
O =
(D #8shuAL. H=et ESD oY ZX|S W27 YoB HESR| oS, AE2|X| AX I HEYS
A7t @ PEoR ANE & YaLTh
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2M1: NVRAM 2 &2 WAH|etL|C}
NVRAM 2 =2 WAH|st2H MA|Q £2 4/50|M RES 10 XX QI THA E WEL|CL.

1. A2l 2= E210|EI ZSAE0)| THEFS| FATE|0] A=K 2HQISLCH HX| &7t2te=z 2f E2H0|HE =2
HE HENTH E W7k —%—ELIEF.

Oyl s
Sl

Tol0919 T8
il il

= =<

O
0
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-
\
2. NAZ Mefol nf2t HES2] S2to|HE HSHIAIR
a. FAPEol HES2{0| A 24 RAID 18 5 i Aot A6, Amj e & £ Chojl sizfots I80)
RU=X| SHOISHAIR.

storage aggregate show -raidstatus !*normal*

* HAHO| BI2tE|™ There are no entries matching your query. AISSHMRLHS 6F2
CHA|2 0| S5t0] et E2to|ETt J=X| 2elgfL|ct. .

- HE AW ZOLCEA| LIE 32, F HEE2{0|A AutoSupport GIO|E{E $=E5t0] NetApp
K| ¢Eol Z2l5to] 71 XS 2o AIQ

lo

HIJ

system node autosupport invoke -node * -type all -message
'<message name>'

b. md AJAH = ofH| E2I0|E BF0jM F2HE E2t0|E ZXIE gelgfLct

event log show -severity * -node * -message-name *disk.missing¥*

» HAHO| BI2E|™ There are no entries matching your query. AISSHMRLIS tHAZ
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. FES2|o I K| £ HS BF 21

* 3 Al AU OEA LeE B2, £ HEEZ{0A AutoSupport H[O|E{E £ 50| NetApp
XS 2o[5t0 71 X[HE HHAL.

system node autosupport invoke -node * -type all -message
'<message name>'

- [FIBZ2Z O|SJAHA|Ql FIZ22 0| SELIC

- AEE2{9| PSUE Z22|&LCt

()  wzsoipcH

0| A= B2 PSUNIM T =55 2e|EdLICt

, & BiXIE SAlof of2fi 2 S8l L2 ZHEERE 2 7~10cm &
b L[

- 7|0|= 22| E2|0] 2F0l| A= HES 7] of2i= =2 #[0|= 22| E0|S of2HZ SELIC

- MA[OIAM CHA NVRAM 2 E2 E2

ot
-
o

a. # 2K HES +ELICH
Z HEO| MAIMM HOM ASLICE

b. 2 eix|E E7tX| SELICH

c. 2K ol &It2tE E ZES MAIOM EAH &4E NVRAM ZES MAI0M 22|gL|Cf.

““’ S """A'E’l’""’p,\\k”ff,,,,,:f,

T
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oy
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e DIMM

0

8. NVRAM ZEE HEZel HH0| S5LICH

9. &4E NVRAM ZE0|A DIMME gt tHoi| St 22510 WA NVRAM Z=0f| AX|EL|Ct
10. WAHE NVRAM ZES MA|0| Mx|gtL|ct,
a. D55 &% 4/5° MA| &7 ZHERt2|of SELICt.
b. ZES ZHAYA £20f 2Hs| Lo| 2 CHS A XIS 212 27X o 2ES HXtz2|of EZL/ct.

=
=
11. AEED DES CIA| MX|EL|CH AEER S AFY| AlQlg|H

A

Al R E LI

() HdEt2usx S 2ESR] DES A0 Lo B2 T T3 212 JHOHX| DHIAIL.

12. MY TS MY 33 FX[of| HZELICH

() DcHm 23 B U 32 He 222 B 23 FXOf ChAl AFsmch
13. 3jloj 22| Eaj0|S BHE SIXITHX| SYLIC

=4
14. &4 e AESSE CHA| 225t T4 &

impaired node name.

15. Xt& gheto| HIZH3tE|0f s Z 2, TSt 20| CHA| 2436 AIR storage failover modify
-node local -auto-giveback true.

16. AutoSupport7} 283t 2 XIS AI0O|A MME S2/AN| SHA|: system node autosupport
invoke -node * -type all -message MAINT=END

=M 2: NVRAM DIMME 1 A|gtL|Ct

NVRAM 2E0|A NVRAM DIMME 1 A|st2{H HA NVRAM EEE £2|3%!
SfL|Ct,

o
0jo
=
0z
=
=
<
fujo
El
>t
2
°

1. OFZ| HX|E|X| 42 B2 SHIEA WXISHIAIR.

2. MAlQl 2= E2t0[E7t ZATO THEHS| FAE| 0| A=X| gfletL|th. x| &712to= 2t E20|EE =2
HE HEi7H 2 WK =ELC
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3. AJAH A
a M

o|

AN

SIS
il
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b
0
L

-
A\
SEHOf 2t ZEER] E2t0|2EE HAHSHAL.
HEel ZEER0M &8 RAID 11§ & g5 Aot HEH, Ao HEl L= = Lol sligst= 280|
EX| 2RISR,

storage aggregate show -raidstatus !*normal*

= HAHO| BI2tE|™ There are no entries matching your query. AISSHMRCHS 6H2
CHA| 2 0| S5t F2tEl E2to|E7} QIR =eletL|Ct. .

* 3 A ANt ChEA LeE B2, & HEE2{0A AutoSupport H[O|E{E +=E35t0] NetApp
20|50} %7} X|2S POMA|Q.

system node autosupport invoke -node * -type all -message

'<message name>'

b. Ty A|AH! = OfH] E2t0|E RR0|M F2tEl E2L0|E ZH|E gfelet|ct.

event log show -severity * -node * -message-name *disk.missing¥*

* HAHO| BI2tE|™ There are no entries matching your query. AISSHMRLIS tHAZ
of

0

. I:<I3=|F_g AEI% |'7|' L_-I'E71| l—-I' E zD:l 0, _IIZ_ ﬁE%E‘IO‘"A‘I AUtOSUpport HlolE_I% _/'\_;g-sl_O;I NetApp
X|IEl0f| 22|30 X7} K|S HIOAA|Q.

system node autosupport invoke -node * -type all -message
'<message name>'



4. [FIZ2Z o|S|AHHI2 FIZL2 o|SEfL|Ct

5. HEER{9 PSUE E2IFLICE.

() NAH DC Mol 2= B PSUNIM TR 222 2alg
6. 2E82(0| &3 2K £ S 25 F21, £ XIS SAlof ofeH= S2I cf
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S0 MAIOIM 2O{H ASLICE.
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1. DIMM &2 88 =21 220 M DIMMS EX22{ DIMMS £2|8fL|Ct.

12. DIMME A2l0] St=1 Z= 0| MZt2|of ZZ wW7tX| DIMME A210] SE#A| 2oj Eof K| DIMME
AX[gct.

13. NVRAM ZEE MAlof ZX|gL|Ct.

a. Z 2 X|7t /o E'J'l} H=27| A W7tk 222 R0 REEA 20 2 L2 A 2iXIE fI=
27X 22 252 MAt2|of ZFLC

14. HE S| DES ChA| X[LICH HEER{= 25| HU=H A HEEELICH
EEd ZE0| SYT} THLf TS| FAE WNEA] MA| Qt2 = TS| 2o 5Lt

E2] 20| AT FAEH &z 2fX|7t S5

21
HE
() AH4Et 245ix) =2 2ESE DES Ml of 92 0 =3 32 IR THIAIR.

15. Mel A EE A
() DpcHz 23 B s 2 el 222 B 23 FXof ChAl AFEmC

16. 7|02 22| E0|E Be! {IXINX| SELICE

17. &4E ZHEE2| S CHA| 2260 HA 2502 E|EELICH storage failover giveback -ofnode
impaired node name.

18. Xt& Hheto| HIZM3E|0f = F 2, CHS 1t 20| CHA| 2438t AR storage failover modify
-node local -auto-giveback true.

19. AutoSupport7t Mot 22 Xts A0|A MEE S/ 8K system node autosupport
invoke -node * -type all -message MAINT=END

(D oAz mzye NVRAM 252 DA 03t ZRoko NVRAM DIMM A0l 85Xl egLch
b
1. AEB27t QA B2l DEEA)O Y= S +> TBEE0|A 8| B2l BES 52011 LOADER ZBEER
JEE
halt

2. ZEE2{9| LOADER ZEZE0|M HEEZE 2ESt D A|A” ID7F LX|SHX| 20t A|AH IDE ™HF2st2t=
HAXIZE BEAE o _y £ UZARLIC

3. uH| 20| U= ?iEEﬂQI ZE0| "= 7] " HIAXIZF EAIE Wi7bR| Z|Che s, Ho AEE{0M M
ME A|A” ID7F XIS 2 SHEAEX] 2RISHA K.
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storage failover show

HE oM &4 E AEERO| A|AH IDIHHAZEUCHE HIAIXIZH EAIZ[00F SHH, O ID2L A ID7}
SHIZ2A| EAIE[0{0f SIL|CH CHZ Aol M L& 2= WAE/}H MZ2 AL IDE= 151759706 4Lt

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false

System ID changed on
partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel -

Waiting for giveback
(HA mailboxes)

4. HEZTE CIA| M 28FL|C}.

a. dyet AEEH0|M uME AEES| AE2|X|E LHA| MSELIC:

storage failover giveback -ofnode replacement node name
EZ27t AE2|X|S CHA| 7tMet RES =L CH
A2 ID 2ZX|2 8l AIAH IDE FAIStEHE HIAIXIZF LIEFLEE _y S A=BHOF LTt
7| SH0] ARE|H HEHS MHF A £+ ASLIC
AtMist LIE2 LSS EXotMR. "+5 27| ST HRHS FRSt0t
a. 7|20 2= E = HA 0| & JEHO| 1 H|0| I M7} 7HsBtX| IRl AEE|X| HLH show _
'storage failover show' @& 2| Z210]|= TtEL H|A|X|0|A HAE A[ARN DI} ZEHE|X| 9400k BHLICE.

o. LIAZTTH SHIZA| SHEIA=X] 2ISHA K.

A L—

storage disk show -ownership

HEZ2{0f| &3t C|ATE M A|AH IDE EAISHOF BHLICE CHS 60l M= node10] 288 CIAT O M A|AR ID
1517597060| EA|E/L|CH,

89


https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. A|AEIO| MetroCluster 4401 AL ZHEE2| AEfE ZL|E{ZEL|Ct. _MetroCluster node show _

8.

90

MetroCluster 182 & ¢Ei 2 =[S2[2{H UM = R B Ex Ze|H, o] 32 2 ZHEE0| & et

HALZ|H DR O|2{20| 2rM3tE| 0 HA REJH EA|ELICH MetroCluster node show-fields node-systemid E&
Z3 2 MetroCluster 7+40| F& &E|Z SO0t W7tX| O™ A|AR IDE EAIRLICH

ZIEZ2{7} MetroCluster 140i| 2= Z2 MetroCluster AEH0]| 2t 2 AR X7t ZHSH ALO|EQ| ZHEZEE{QI
ZL DR Z ID Z=0f ClA3 9| Y ARKXZF HA|E|=X]| =HolgtL|Ct,

etroCluster 7140| Mt AE{RILICE

EZ2{= Mol AO|E0] U= C|AA9] W £2RAHALICY.

=

o

HZSHM AL "4 E MetroCluster A0l A HA H|O| 2 2H 5! MetroCluster A2|X|2H 0| C|A=
HO| HAEILICH & BESIHA L.

A AHEI0| MetroCluster FAQ A 2t HEE2{7t LAHE|] JY=X| &I A| 2. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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9. Z} AEE2{0l| 3l ol 4 2F0| U= elstA L.
vol show -node node-name

10. 2EE2|X| ¢2oblt ZotEl 3R 715 2

. &4 AEERE ChA ZX[6tH FY S22 =S-LIC.
storage failover giveback -ofnode impaired node name..

12. X} uteto] H

[

Uit

HotEl R CHA| 2ot
storage failover modify -node local -auto-giveback true..
13. AutoSupportZt Z-d2tEl 22 XtE #H0|A MHE S S|/ SHH:

system node autosupport invoke -node * -type all -message MAINT=END..

4THA: o7t Mot RES NetAppof Hhet

7|E9t o MSE RMA X|Eol| EHE 2 QFIH ZUst RES NetAppoOf| BHteL|Ct, 55 Hhet 51 A XM g
LHE2 HIO[X| & HZSHMAIL.

NV HHE{2|E L A|etL|C}. - AFF C80

M Al 520 A|AH H|0|EE EZEH0f 5tE 2 HiE{2|7t ST E|X| f7ALE 0F LIH AFF C80
AARIQ NV HIEZ| S RAISHHAL. Wi ZZM|A0 = &4E HESEE SRot, ZHEEL

- - O -
DE8 N5, NV HHE{Z2|E DAN|stD, ZHEES] R ES CHA| X[, LEI7 LMst HES
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storage port modify -node *<node name> -port *<port name> -mode network
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* Forg dh= AER[X| A|ARIZ EE|MOE J= O 30| F=F AEZ|X| A|AHR X|(II2tM) LEDE 2 +
UELICE SSHE A2t BMCO|| 21215} system location-led on BEE YEGHUAIL.

AEE|X] A|AE0= 1K HA| LEDZt M 20 ZSE|0] JELICE St ZFHAF HA| o] U0 LIHX| 8Lt 2t
ZHEEZ{0f| JYELICt LEDE 302 52 AKX USLICt.
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THH A=K 2AGHK| b2 32 HES =26t LEDL| MEE &Rl £ system location-led show
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1. MESHAH ™ XL},

2. A|0|20f| 2tEE 0] A0|S0| HEE XIS AET LIS Y /0 Z=0M ZE #0122 22[SHUAIL.
/0 =0 277+ LHHOF fLICHEEYF 213 TH2 ME{o{of

. 18L&
SHotE|0f AL OFX|HC 2 XSt SHAE ZEIF ZYE(0 /e R 7012

@ HIO|2 27} EB|AHEL|C},

A0lE22 Felet = 52 Yk J|Cte] HIO|2 M = LIF MY M7t 23] 2tz E[U=X] 2felst
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= 0| HAHE THSHAI2.
3. AutoSupport?t Z4%t=l 22 AutoSupport HAIXIE SESI0 AtS AH|0|A MM S ARIBLICE

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

O£ =01, L2 AutoSupport HA|X|= 2A|12E St XbS #H[0[A MdS ARISLICt.

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MIE L E7} H|O| 22 E F R XtE fietS HlZgatei|ot.
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a. MELE 2ot AEER{O| F&0|M OHZ FES YHYLIC

storage failover modify -node local -auto

-giveback false

b. ALt y XS EH=S HIZHSSIAINELIN?_2h= HIAIX|Z}

HAZ|H
T HEE ZF /O(HIOIH XMI)E ©S HAZ o|SHLIC
st ALt

7t Zdst /0 2ES MH|A0M HMAHst: HES WM M7 ZHIE &L Ct

= o
CE 3PS YEotb e
system controller slot module remove -node impaired node name -slot
slot number

QIBBICE y HASHAIZGLIN?_2Hs MIAIX|7F EAIE| o
O|E S0i, tts ™2 node 2(2&E FEZ2])2 SF 701 U= FoH7t et ZES HAHL + UEF
EH|ot 10 H[7ASH = HHSICHE HIAIXIE EAIRLICH
node2::> system controller slot module remove -node nodeZ -slot 7
Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be

powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. ToHIH LT 1/0 ZEQ| 0| HA UA=X| 2elgfL(Ct,

system controller slot module show

o 2to= QR et B Y S& M0 i3ll status E

ol “powered-off O|(7t) EEA|=|0{OF BfL|C}.

107



6.

ATHA|: WA 110 2

wHE /0 2=

SeEEAl 2l

- OF% HX|=[X| 42 &
o

®

K Wb m
N
mo 4

Il

5

(=3

or Ml

Of ZhHofl CHaH

/0 REZ WA

108

SHIEA "HXISHAL.

o
=]
Zoll A=

Aol ga| Eafo] ot Esg
AES2 2E0|M 10 BES HalghLich
ot Do 48 U 47

Mgt

HEEZ 2

Fofl AXIEfLct.

fAte|of SkELCt.

oA

4o
>
Hu
M
il
I
Iul

ro

0%

A
(=}

7|0 of2H=E =& A0

=
=

35110, 1/0 BE ZTEJI MZXoZ
2! AEfo| 1 QIA K| =X

e E2|0|E of2fl = SELICE

(o]
- Lles

OZ& I/0 2= StLitt

M &AH == 2L

7
ol 2of g1, # K|S 9|2 K| £ ZES M2 of FHELIC

X7 |t} =R

Ct.

x
xy
stolstL

EHZ SOt2 = LIF7} BH|=l 1/0 2EE =[S0k,



CHE 332 YoM K:

system controller slot module insert -node impaired node name -slot
slot number

UHSICt y _AISSAISLI?_2hs HAIXIZF EA| = H

£ 2= 1/0 2E0| 43X = 22l HEN(TH AHH, £7(9 8 MH|A F)7t E[JS S Hlohof
St
[=]

0|2 501, [t B C 2(AME HES2)O £ 72 22f0l ME|R BT T2 NATH ST
HIAIXIS FEABHLICE

rr

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on,

service.

/10 2E9| 2t TEJ} 3 HOE X7|3}| Y =X| QUGN 2.

A AF
- O

rt
N

ZIEEE|Q 2£0M L2 B S LHSIMR.
event log show -event *hotplug.init*

()  mast el ghols ¥ EE 790 3 2 HE A8 4 AL

=3o|=

EEOI 24 ZEJ 4SHOE XT|oE|ASE LIEIN = LE0| EA|=|0{0F L Cf.

O|E S0, 2 EH2 1/0 ZE e7b % e7a0l| it X7|210t 43S S HHFLICH

initialized and placed into

StLt O] &2| hotplug.init.success EMS O|HIE®R} hotplug.init.success: Event B0l 1/0
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a. ZE X7|stof| HistH EMS 21

node2::> event log show -event *hotplug.init*

Time Node

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e7b" in slot

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e7a" in slot

2 entries were displayed.

E5104 [} £ 2

Severity

Event

hotplug.init.success:

7 succeeded

hotplug.init.success:

7 succeeded

=

2ASHYAIL.

=i
=
3. 1/0 2& &R0 0| 321 2E FH|7t 2R E|UA=X] ZHRlSHAL.
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system controller slot module show

=10 2E &S

=
e

HI7t 22 E|AS

mjo
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system controller config show -node local -slot slot number

/0 2=0| X2 21! HEf7L =0 AAMEHE S0l &%
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AlELIC.
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node2::> system controller config show -node local -slot 7

Node: node2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

S5CHA|: AER|X| A|AEIS MA R AE{ 2 22I8tL|C},

AEEX| AARIE T 2E JEIZ SR E (20 wef) Ho| 2 E ZEES0| AE2|X|E ghetsta, (2o
et XS et 7|s& S/, LIF7L 8 ZEo| A=X| 2lsta, AutoSupport XS 0| A Md 7|5E CHAl
oA

|

1. AE2|X| A|AHIO|A AlgH 01 ONTAP X3t AEE2] AEfof| lat Z o [t Q14E 7 EZ2{0f| A
AEZ|X|Z gkt At HHEtS 22l

ke, =Ll
Ol BT AES2II NSO a AE2IK|S w0l H0| 3 E HES2S BY XS YR
THEHES o148 39 Bl SELIC,

storage failover giveback -ofnode controller
that was taken over name
22l HAEEESQ Z2E0|M XIS HHetS S Lot

[

storage failover modify -node local -auto
-giveback true
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Aot ASLIC

n= 4n

2. =2| QIE{HO|AT 8 = 8! ZE E0st=X| 2RIBtLICt network interface show -is-home
false

LIF7} FALSEZ HA|Z|H i LIFE 8 ZEZ &|SELICL network interface revert -vserver *
-1if *

3. AutoSupport7t ZM3tE A2 XHs A O|A MES SARLICH

system node autosupport invoke -node * -type all -message MAINT=end

6THA|: Zof7t LS HES NetAppO| et

7|E9t 2H MSE RMA K| &0l 2HE thz QFIH Zlst RES NetAppof| BrtetL|Ch, 55 Bhet 51 K[ XM g
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* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF HA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHISE IgHstr| Fof|
= =HIE s Z8HOF gLCt.

* 3} 27} 0|0l SRAAE(T} QU= FS Aol 20{0F BILICE S2AE} Aol QL Ba HES2|
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ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LICE,

SM 2: ZAEEZ{7| MetroClusterdi| &L|Ct

@ A|AEIO| 2= = MetroCluster 14491 AL 0] MAIE AFRSHXA| OHAAIL.

ANE ZESRIS SROIM HES2 SEIS Holotn, WA F WAl HES2|Jt 24E HESR
AE2(TIIA HO|EIZ Al HBE 4 YT HES2AZ l4ofof &

* LI 27K Ol 4l SHAETE A= 2 FE0 ACOF BfLIC S AE7F Z 0| gL o HESE
Xt S JEoll CHoll FALSEZ EAIE= B &4E ZEEHE S=517| ol 2XIE o ZoHof LICHEZE)
"= EE SHAELE S|t

* MetroCluster 30| = 22 MetroCluster M AEf7} LME|0] U0 s =7 A 8l YA
HEH('MetroCluster node show')21X| 2tQIsHOF ghL|Ct.

|

1. AutoSupport7t 24 3}t=l AL AutoSupport EEHE SE5I0] XHs #H[0|A MM S AX|BILICE system
node autosupport invoke -node * -type all -message
MAINT=number of hours downh

= AutoSupport EH2 24|72 St AtS A|0|A WS AXMBLICH clusterl:*> system node

autosupport invoke -node * -type all -message MAINT=2h

2. ANl ZHE E2{9] 240X 'Storage failover modify — node local - auto-gtet false’E X5
gketetL|Ct
3. 2ME ZHEERYE 2 TEIER JIHIIYAIL.
EME HEEZ I HAE= J2{H...
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LOADER HIA|X|7} EAIELCE  OFZ BAZ o|SELIC

gtet oH7| & Ctrl-CE +E CI= HIA|X| 7t LIEILIH yE FELICE
AMARIIEDE £ = Qs HAaxol HEEZ UM &4 E HEEHE SXISHHLE QIA LT
DETEANAH A =) storage failover takeover -ofnode
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