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= BLIC,

4> Tk

A
o x5 A

o

__I.l.

* filer_addr2 AEZ|X| A|ARIS] P FAQLICE

0Z
OF

t= B9 ifconfig e0OM -addr=filer addr -mask=netmask -gw=gateway

* YOtATE HATHE {0 928 22| HEYS9| HET OpAIYLICH

AO|E0|= HIESRIZ S| AlIO|ES|O| LT},
@ QIE{m|o| A0 CHE OH7H HpT7H R o USLICH XtATt LHE2 Ho ZEIEO|A help
ifconfigE Y=g 4= ASLICE
S5 0|0|X|E REYELICt - AFF C80

USB E2t0|20j|A] ONTAP O|0|X|E FE5t1 I A|ARS ZRI5HH 2t HEE 2elslof
'6‘I-|__||:|-
= .

cH
1. LOADER ZEZE0|A USB Z2iA| E2t0|E0|A 57 0|0|X|E EE I AIL: "boot_recovery”

O[0JX|= USB S2iA| =2t0|20j M L2 2 =E LTt

2. HIAIX|7t EA|E[H O|O|X] O|F 2 YUBtALE 2tHS| 2z ool EAIE 7|2 O|0|X|S tiE AtEgtLCt.

3. var IHY N AR ZRBHLICH
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=M 1: ONTAP 9.16.0 0|3}

1
a. &ME HEEROM 7t EAIE|H Do you want to restore the backup configuration
now? & +8LICt v

b. &M=l HEZ2{0|M HO{M7| Jetc/ssh/ssh_host ECDSA KEY_ 2t= MIA|X|7} LIEILIH £ v
_'I—_

4

C. AL MIE ZIEZE2 UM 2 E ZEESE 15 2T

— —

1

=02 MHYSLIC set -privilege

d. M MEfo| MEL] HAEER0M S MY HHS MMBILICL system node restore-backup

-node local -target-address impaired node IP address
B S0 YS3HX| 42 HIAIX|IZF EAZH o] 22[SHYAIR "NetApp X2,

e HYHl MEH HAEE0|M &4 HAEERE HEIXt +FECR | SELIL set -privilege

admin.

f. &A=l HEZ2{0|M 7t EAIZ|™ Wwas the restore backup procedure successful? &Y

FELICH

g. &2ME HEEZHA 7 EA|E[H _would you like to use this restored copy now? &
Y FELICH

h. &A4E HAEER0|N 24E HEEE MELS2H=s HAIXIZF LIEHLIH 7|18 v F210 BE HRE
FELICt ctril-c.

835}X| o= AL option 1 Normal Boot. £ MEisIT1, O=HX| oo 2
o

=M 2: ONTAP 9.16.1 0| &
a. &4 ZHEE2H0|M MY T84S SH5tets HAIXIZL LIEFLHH J| & v =ELICH

S "Xt d3otH 225 - ol o H|A[X|7F EAIELICH syncflash partner: Restore from
partner complete.

20| A S2 0] §SHEAl &elsts HAIX| 7t LIEHLEA 7|1 E +=FLICt v.
=
=

o
=2
>
Jh
0
rn

T2 ALEdtets HIAX| 7} LIEILHH £ v =FLICH

d. &M= AEER0M LEE MEEStZHE HIAIX|7F BAIE|H 7|2 =ELICHy.

e. &AE HEEZO|M &ME HEEHE MEESI2t= HAIX|PF LIEILH 7|12 v F210 B8 H5E
SFELULCctri-c

f. A|AEIOM 25312 ALRSHK| o= AL option 1 Normal Boot. S MEfSI JEHX| gfoM 2
O|sgtL|ct etz olE SlgtL|ct

4. 2& 70|22 TEH HESE 0 HZRLICH

g

tof 2

o]
[m
Mk
il
i
riok

o4

A2,

AMESHH XS et 7|5

[}

3. 'storage failover -fromnode local' BES At

0%
o
o
mo

SiAst < 0| ghet

6. 'storage failover modify -node local -auto-2t2t true
7|58 S

7. AutoSupport7t ™ El A2 HH2 A0 X5 AH0|A MM S S)I/AX| system node autosupport
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https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

invoke -node * -type all -message MAINT=END SHXA|gfL|C}.

O T2 M AT HIHSHH Of "NetApp X "22l5HYAIL.

wH 2 0|C[o{o[M L=etE FSRASLICH
& 0|C|o WA "Xte| AR 220 Kot S-S AL85I 2EE 7| 22[XH(OKM), NSE(NetApp AEE|X| =2}
EE= NVE(NetApp 28 =27t 2dstEl A|ARE tHAE =6 0F 2Lt

A AEI LY E 7| 22|Xto]| 2t CHS SM 5 SHLEE MEfsto] 28 om0l A S/ LICEH
* "SM 1: Onboard Key Manager 42 S{gtL|C}"
c"SM 2: 28 7| BE|Xt S SHLICH

=M 1: Onboard Key Manager 7142 2@IgtL|Ct

ONTAP £E! 0|50|A Onboard Key Manager(OKM) 7t S 22lgtL|Ct.

AlZtst7| o

* OKM 742 S5t S O3 HEIF UK &It AIR
° 2P AH MA| A= E YHMSLICH "2EE 7| 22| E et o
° "Onboard Key Manager0f| CHS 814 H & L |C}"
c "RHE J| fe| s 5l SE{AE A LS E 2flst=s LEAILSH| Hol| FAE YA,

E*71|
Z& A0S S e ZESS 0| HERLIC

—_

2. ONTAP 24! H72| 22 7oA XHEst FMS MEHBL(CE
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ONTAP HHQIL|C}
ONTAP 9.8 O At

) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t =AZ

S8 M7 ol EAIRLICH

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B O2NAS A4 DAEX Selg|ct

oM ZEZES HEA[LC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF Y= HAL|X| gL Ct

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. Al%p e 2felo] A HEH XS M = 2felE S 20 EaLItt.
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0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

|H
Hu
=
>
AS|
[t
HU
o
I
n



6.

X ZEZEES BAIZLICH

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30] 2p(2}) CHE HR A& TIHSHK| O AL, successfully recovered
keymanager secrets =AM HES S LT E +HLICE

28 HwolM 4 12 MEI5I0] ONTAPZ A& 2L Ct
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X ZEZEES BAIZLICH

R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

N
L

EEa9

Tk

£0i| CH2 HIAIX| 7t EA|E|=X] 2eletL|Ct

Waiting for giveback..(Press Ctrl-C to abort wait)
8. MEL] LE0|M CHZ BHS LS MEL] HESE HIESHIAL.

storage failover giveback -fromnode local -only-cfo-aggregates true..
9. CFO ofa2|A|0|ECt 2EISH = CtZ HHS HATLICE

security key-manager onboard sync

10. Onboard Key Manager2| 22{AE MA| 25 E 2BfL|Ct

18



OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

S718H0fl SZ3He 57 HIAIR| glo| SBAE TEEET} LT S5t Mufste Z2iAH
() =zEzezsopp| Fo| 9F HAXITE LERLTL 57t 2851 57|18t ¥2H o= My

7kX| Al&SHA| OHY A L.

1.

gl

BHES YHSIH 2 E 7|7t ST[SHE|U=X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE Y'Y o Z2tIt LIEFLEX] S4&LICH

©

12. C}2 BES Y5t MIEQ| L EE ghetgtL|ct

storage failover giveback -fromnode local
13, AFROIR| 2 MESH A [} WYL 2ot KIS uiete =AH|Ct
storage failover modify -node local -auto-giveback true

14. AutoSupport7t 243t 22 CHs HHS st X} 0| A MHS SELICE.

system node autosupport invoke -node * -type all -message MAINT=END

SM 2: Q2 7| Blg|X} 2AM S Elst|C}

ONTAP & Hiw0ilM 2F 7| 22Xt F4S SAYLIC

AlZtsE7| o

EKM(External Key Manager) 78S S¢l5

b
e
i
ojo
0z
HI
N
1z}
fo
et
=
o

* Ct2 22 AE 20N /cfcard/kMIP/servers.cfg It Q| EAE = CHS HH:
° KMIP M| FALICt,
° KMIP ZEQIL|LC}.
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* C}2 22{AE| S EE S2to|otE
* C}2 S2{AF L C EE Sato|olE

*LE SH2AH EEEE

KMIP A{H

EHA|
1.

2.

Tk

e
=

CIZ MO MY SALEQILICt /cfcard/kmip/certs/client.crt

7|2 oty SAMRRLICE /cfcard/kmip/certs/client.key

CAQ| It SAL2QLICE. /cfcard/kmip/certs/CA.pem

3. BIAIK| 7} EA| 5

E|

[=]
T™Oo

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

o2l ol E EAIRLICH

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

HUQTH YEE MUK A LLCt

OiR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct
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DIEIZEES EASLIC

Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

Oof|H| =71

Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAGICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBGNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzZANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCkFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wqgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwWIBAgIBADANBgkaghkiG9wOBAQsFADCB] zELMAkKkGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRNYUOWE2gDL61cQ3/7km7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0OM'

kmip init: cmd: ReleaseExtraBSDPort eOM

SCH0|HE S M FE

I

Qs =27 TR A|AT} R EILICE
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System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. 2 oM S 12 MEISI ONTAPE A& SEELICH

A b i b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g b b b i g
*khkhkkkhhkkhkkKhkkhKx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R i b b b b b b b b I b b 2 b i b b b b b 2 b b b b b b b b I b b b b b b b b b b b b I b b 2 b b b b b b b 2 b b b b b b b b b i 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

7. AutoSupport’t 2d3tE Z CHg B S YUSI0 Xt3 7|0jA ddS SAYLICH

system node autosupport invoke -node * -type all -message MAINT=END

22



ZE0| Y= FES NetApp-AFF C802 2 Ut BTt

|E2ot et MSE RMA X[Eo| 2 E tiz LRI LMo £ES NetAppo| ghetetLct.
FE gk 5L wA"AbMS LHE2 H|O|X|E HZESHAIL.

MA| X I EZL - AFF C80

CHS AIEZL EHAO et MAIS WHIRLICE

o "MAl 2A 27 ArgE AERLCH

MAIE dAstHAE EF Q7 Arets £F8H0F Lt

K|, ot= E2tol2 Sl ZEER ZES &HE MAOIM M MAIZ 0S5t &4z MAIE
Of M AHA|Z HH = 20| ZotELICt.

e "AA] IH|Z et BHL|CH

MAIS] HA HEHE etelotn o7t Rt 2FS NetAppd| 2hetetL|Cf.

MA| WX 27 AF2t - AFF C80

*HAI" AEZS/CPU ZA|, W& S5 FA| 2 /02t €2 HE HEEY 74 Q48 +89%=
=o| ™ AS 2 X YLICE

MAIE WAot7| Holl ChZ 27 AFgE AESHIAIL.

© AAHO| C}2 BE P4 Q47 HThZ KHSSHEA Bolot, HEHK g A2 712 K A 2sHAIL.

* A2RO|M X|&SH= 2E ONTAP H{ZTO0| MA| WK EXIE AFEE = QU
2

© MA| WA Ext= #H=, NVMe E210|E I HEEZ 2SS M MA|
T2t 7S ARSIt

S5t wH| MAl= NetApp2| ME2

* MA| WM BAt= STHYLICHL 2 E S2{AEQ| B2, LIE & S2{AE 9| MH|[A SEHO| 29| =1 2F
SHo| Zdg 2Lt
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system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"
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system service-processor show -node * -fields address
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. A|AEIO| MetroCluster 4401 AL ZHEE2| AEfE ZL|E{ZEL|Ct. _MetroCluster node show _

8.
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HAL|H DR O|2{20| 2rM3tE| 0 HA RETH HEA|ELICH MetroCluster node show-fields node-systemid E&
Z3 2 MetroCluster 7+40| F& &E{Z SO0 W7EX| O™ A|AH IDE EAIRLICH

ZIEZ2{7} MetroCluster 0] Q= Z2 MetroCluster AEH0]| 2t 2 AR X7t ZHSH ALO|EC| ZHEZEE{QI
ZL DR Z ID Z=of C|A3 9| Y ARKF HA|E|=X| =HolgtL|Ct,

etroCluster 71A0| Mt AE{QILICE,

EZ2{= Mol AO|E0] U= C|AA9] #x| 2 RAHALICY.

=

o

HZSHM AL "4 E MetroCluster A0l A HA H|O| 2 2H 5! MetroCluster A2|X|2H 0| C|A=
HO| HAEILICH & BESIHA L.

A AHEI0| MetroCluster FAQ A 2t HEE2{7t LAHE|] JY=X| &I A| 2. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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12. Xt dteto| H|Z Moo e AR, LS 20| CHA| 245SHYA|R storage failover modify -node

local -auto-giveback true.

13. AutoSupportZt 2M3t=l AL X5 HO|A MM E 22l/AXN| SiXl: system node autosupport invoke
-node * -type all -message MAINT=END
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