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Ats 2E O|C|o] 27 T2 A|AS ONTAP 9.17.1 O Aol M2t X| I EIL|CH AE2|X| A|ARI0|A O|F HTIS| ONTAP
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* TR X FYE ARSI K.

=

° Onboard Key Manager(OKM): 22{AH MA| gt 3 8 O|0[E{ 7t HRetL|C}.
° QIF 7| HE|XHEKM): THEL =0 M Ct3 THE0| etk

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

CHA|
1. LOADER ZEIZE0|A 2&l 0|C|| 27 TZMHAE A|ZFEFL|CE.

boot recovery -partner

SHHO| CHS TIAIX|7F EAELIC.

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. S O|C|0] HX| 57 ZZNAS DL EHZFLIC

OZMATtRE[D Installation complete MIA|X|Z} EA[EILICH
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bootmedia-recovery-image-boot-bmr.html

3. AARI2 AotE 2I5ta CHZ HIAIX| & SHLHE FAISLICE.

O O =

O] HIAIXK[7} EA == B2... T &Y.
key manager is not A AR Q=7 AX| =0 UKX| ESLICE

configured. Exiting.
J ZETETJH HAIE Wi77hX] 7|CHE| M K.

T o
H Hu
n
il

| 2301510 XMT S2ts Bratsth K.

'Storage failover 22t - ofnode_impaired_node_name

C. 2 7ICt Xtz 2h= CHA| 2H4 o) HIZHdatEl 32,
key manager is ot 57 MX|E|JSL|CH 2 ZICH7| 22X} 22 .

configured.

AIARIO] 7| BHE|XF THS A3t 4 g A9 OF HAIXIS EAISHD 7| B2|X7t 1A= 0]

() o=x, o 9@ (@EE TE oR)elx| Holstats BAIXIZE EAIELICE Al2siis HAIXof
Bt
[=] .

4. FHol Mgt BAE A0 7| 22[XIE SRELICH



25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 282 E 7| 2t2|Xtof| Cis ] ClO|E & YSHAIR.

ot 27 gl el fofE| ZEIEC| 02 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DiUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43U SS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.



g &4E ZHEEDE CHA| X5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7t 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7|8tLICt.
security key-manager onboard sync
2 7|t Xts ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FetL|CY,

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) It LHEE UHSGIMAL. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP ZZ{AE{ UUID

Notice:

L L= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 S AEH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 UA| HESR T QE{Ho|AL MM S l=fgiL|Ct.

(=]

* 7|2 AIO|EY0|9] IP &



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &lstM K.

—

* SOl M kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 Z0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TELH LEO0|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

17t Mo R EFEX| oM AARI| FSLHE|D @F 3 A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CEA] HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MREYS = A[ARO| CHAl 22l MEfTt E| 1 ZHSE=X] 2QU5HM K.

d AE2X|E =S HESEYHE o ZUC = =S L

'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2t HghdstEl 3.

5. XHS HHBt0| HIZHESHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

Ch2 B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FE= NetApp= HHEFRLCH

Almjst HEl 0|C|0] 222 NetApp 22 2t - AFF C30 2! AFF C60

AFF C30 £ AFF 060 2E2(X| NARI0] 714 2201 Fol7t wastet Hofrt Laet 22
NetApp O HHABIAA|Q | "= 2 uhst ol m|" XpA|SH LHR 2 H|O|X|2 AxstM K.

36


bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

g oEof -3

T
-

Sl

g 0iC|of 5 57 93222 - AFF C30 2! AFF C60
R E O|0|X|E +82% 5+5t2{H USB E2I0|EE AHESI0{ AFF C30 = AFF C60
*EEIII AAHIS| WA HE O|C|0{0| ONTAP CHA| A X|5HOF BfLICE NetApp K| AO|EOf| A
Mot ONTAP 27 O|0|X|E CIRZE5H0 USB =210|20f| S AlsHOF fL|Ct. O|Z A =H|El
USB E2t0| 25 ALB3L0] 27E £3otD AAMS &S MEj2 2LICH

A|ARIO] ONTAP 9.17.1 0|0l £ B2l FR LSS AEStMR. "Ats FE =+ ZA.

AIZESHEHE 557 27 Al S HESHD, AEERE S5, B2 0|C|01E w51, USB ERI0|EE AHESH0]
O[0X|E F&otn, Lot A2 Aosr HHS LAl HESHMR

ol'ﬂ
=)
inl
<
El
=
x0)
1
>
oot
mjo
oY
HM
ot
=
iul

E2{0AM *'ﬂHa E IEI(HE M5t wH| 2E DIC|H{E &X|et CHE USB E2iAl E8t0|EE

— T —

"= O|0|XIE REFLIC

USB =2t0[=20j|A] ONTAP O|0|X|E RE ot ot A|ARS S/ CHZ 2t8 HaE QgL

ONTAP 28 w0l 2EE 7| 22Xt F4O0[Lt 2 F 7| 242|XS S LTt

"EOf7} EHAlSH HES NetAppl 2 HhehgtL|Ct
7|E2 &1 MSE RMA X|Eof| dHE CHE It 2ot 252 NetAppi ghetetL|Ct,
+3 B& 0|C|0 57 27 AFE - AFF C30 2! AFF C60
AFF C30 EE= AFF C60 AE2|X| A|ABIS] BEI O|C|0{E wuA|st7| Mof| 43Xl wK|E ¢let


bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
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L RUS EFt=X| &QsHA2. of7|0l= XMEet 822 USB S2iA| =210[E7t =X,
J2|3 SHHE wH| 88 ZX[7F A=K| 2telst= 0] ZetEL Ct

UsB S2hAl E2to|=
* USB E2iiA| 20|27} FAT322 EBUE|U=X| 2QIsHMIR.

* USBO|= L2828 M&EY = U= S22 M& 80| A0{0F SLICH image xxx.tgz IFY.

o =H|

SAMSICH image xxx.tgz IHYES USB E2A| E210[E0]| SALEILICE O] IS USB Z2A| E2I0|EE ALESH]
ONTAP O|0|X|E M&e f AF2EILICE

T8 A TN

Mgt 28 @A E NetApp OlA HSEH wA| 74 QA2 WAELICH

Ch2 B

S8 0|0 E wHSts ol 2Rt @7 MYE dESt = & "8 DIL[00f| M =t 7| X 8 HEE =felgfL(tt
"stoF LICt.

r

+& £ 0|0/ S70f chiet &=t X|# 2k¢l - AFF C30 3! AFF C60

C60 2E2[X| A|AES| HO|E Eots FX|ot2{H £ O[C[ofof|l M A=t
FOISHOF SFLICH ONTAP H{TO| NVE(NetApp 2& L=HE X|st=X|
b1 Fol| 7] 22| Xb7t 2 SEfIX| helghict.

Job Ny
ro
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|m
M
i)
i 4
Op
HU
o}

1EH|: NVE X[ 2 &Ql5t 1 SHHE ONTAP O|0|X| S L2 ZE5HM| 2.

28 0|C|o WHE I SHIE ONTAP O|O|X|E CIREEE = YL F ONTAP HZEO| NetApp =& L=2HNVE)E
X sH=X] 2olstM|a.

EHA|
1. ONTAP HTO| ¥zt E X|5t=X| Zelsth Q.

version -v
Z30f| ZeEl 10no-DARE B2 NVEE AL F¢! S2{AE HHEO|M X|HE|X] gb&L|CH

2. NVE X|2oj w2t X &st ONTAP O|0|X| S CIRZESHA|R.
° NVEZ| X| &&= Z2: NetApp Volume Encryption2 AF2510f ONTAP 0|0|X|E CIRZEHL|CE

N
° NVEZt X| 2 E|X| ¢= E2: NetApp =& 222} 10| ONTAP O|0[X|E L2 2 E5HM| K.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2 2Lt £8 0|C|of WA Xt St of O|0|X| mjo] BLfL|Ct.

2CHA|: 7| 22| X} AtE} =H0l Tl

= - X

T ey

EHE HEEE SEoHY| Hof| 7| 22|X 742 2felstn Last HHE HASHA K.

chA|
1A AHRIOIM 24tEl 7] 22[XIE golet|ct.
ONTAP HZIL|C} O HS HALICt

ONTAP 9.14.1 O| &

security key-manager keystore show

24
o

* EKMZ ALE3HH ExrM 0| =0l EA[ELIC

W M

u ]
o
* OKMZ AFZ5H okM O HE Z0]| HA|ELICH

o 7| 2|7 B™E[ UX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[5} security key-manager show-key-store

* EKM2 AF238H external 0| & =20 HA|E L|LC}.
* OKM2 AF2SH onboard O] B ==0i| HA|EL|CE

* 7| ZE|XIF BHEO JAX| 2™ No key managers

configured & £&0|| 0] EA|EL|CH

2. N2HIof 7] 22X 0] A=X| o520l w2t CHE & SHtE - BfLICt

7| 22| X7t 4 E E2(EKM &= OKM):
a. 7| 2K M 15 7| SEHE EA[SIEH 2 F2| FHS LA K.

o

security key-manager key query

{2 2QISIM|R. Restored E. 0| 2 7| ZZ|XHEKM E= OKM)2| 015 7|7t 4
2E LiepHL|CE

Ok

Ho=z

3. Fstel = H2|X FH| w2} HESH HALS 2ESHAR.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

>
0z
ul

= HEED

i

2FHSHA

O
H
Of
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|1l
>t
i
el
0%
ot
4>
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o

° 7|17} CHE S EASHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHLLIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4 E HEESE Qs E=stn 7 EXE TAHY = ASLIC

2HE 7| Z#2|XHOKM)
CtS ©HAE ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

(=

—

rot

D2 Mek
set -priv advanced
S y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T HA S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S0}7}7|:

set -priv admin



c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIXIZF HA|2|H 32Xt2] FA2 FHE 2EE 7| 22| Y= E YHGHAMR.

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AEH MA S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5HMIR.

%
—

d 2 E| A=K 2ISHMIR.

rin
ol

717t =

i

security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| U Key Manager RE0| EA|ELICt onboard .

e. OKM ZEE MM 2.
g #et HER Meh
set -priv advanced
S y AlEIEt= HIAIXIZF TA|Z[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
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now?
h. 245 HEZ20|M: 27| v ELSI2t= HAIXIZL EAEH OHE2E FEMK. ctrl-c 28 HlF7t
Helmy
I 24E HEERO|M: IS B oILIE tAl 2
* A 2RO A tE AESHA| gf= 22 RE HIRoM _S8 1 28 2E_S HESHHR
" AMARIO| A2 SHE A5t AR CLIZ2E 0|SSHM|R."Y=otE Sl CH

ONTAP 9.16.1 O| &
2 ME AEEZ UM CHS THA E 2t2HN| K.

a.

1=
r

A Sestets HAIXITE LELR 7|8 v S

S A7 d3Ho2 2hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 2I5t2t= HIAIX[ZF EAIELICE
C. F=E2ry S E 7S AEstets HAIXIZE EAI=E.
d. =20ty =EE XF-SI2HE HIAIXIZF EAIE LI

e. F2Cty CHA| MBE-StEN=E HAX|Z7F BAZH OHES FEMR. ctrl-c B8 HF7t 22 0.

51


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

4. 2& 70|28 TEH HESof AZgLICH
PN

-

5. AEZ|X|E E[E2 ZHEEHE Fd Ao = =SEULC

storage failover giveback -fromnode local

6. 15 geotot 2 LAl 2dststhR.

riot
mio

H|

it

=
=
storage failover modify -node local -auto-giveback true

7. AutoSupport?t 243tE Z XS AHo|A MMS S

—

gLt

system node autosupport invoke -node * -type all -message MAINT=END

CHS Al
£ 0|0|X|E fEot = Hest 2AZ "2 & O|C|0{of|A LSotE SISLCHrasof ghL|C,
+35 BEl 27 5 535t 7| 22l - AFF C30 5! AFF C60

#5}0] H|0|E

AFF C30 EE= AFF C60 AEZ|X| A|AEIO] K| HEl O|C
Q , H|O|E{ Eot

HSE X&SHIA Q. uH ZEMA0 = 7| 718 2
MM~ =telo] ZetE LTt
7| Za|R SYof wat A Ak

AFZBHER| BABHR| 242 2

52


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE YEE ZHISHI K.

SAH HAM 27t YHEASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotMa.

oM ZEZEES AL

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

55



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZMAJF AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIL. Successfully recovered
keymanager secrets.2FE $HoI7| ol 22X HES +HSHM 2.

mjo

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22|XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7F EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C



1.

12.

OlN| ZEZEES HEAL|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HE 7 HIAIX| glo| SRAE ZEXET} wEELICH S7|2t0) Mfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoE A itx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretolX| gL, Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport?t Z2M3tEl 22 XHs A0|A ME S SARLICE

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%50f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) IHY LIES 2ATILICH
b. BEGIN & END £2 Z 3t 22t0|YHE F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz |3 CHS HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEAL|CE

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

[
=

) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o -l =

o ol.
2 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 Xts AHo|A MM S SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ch= T
2 O|C|o{ol| M 2otE /et 2 OHEE "220| = F 52 NetApp= HreteiL|Cra=sljof gLt

ZBt0| Y= HES NetApp-AFF C30 ! AFF C602 EHEHSHL|Ct

AFF C30 £ AFF C60 AE2|X| AlAZo] Ty R0 OH7F uste Fojo} erst 2 EE
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MAIS] HA HEHE =helst o7t L let 2FS NetAppo| 2hetetL|Ct,

MAl WK 25 ARt - AFF C30 3! AFF C60

AFF C30 EE= AFF C60 AE2|X| A|AHEIS| AIE WA|SH| Hof| 432l mAof ot
MEAE SFS PEII OISR, K47[0fl= A|ABISI CIE B E 4 QAT MCHE 2 SoH=X|
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chassis-replace-move-hardware.html
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AFF C30 5! AFF C602t 22 ZHEE2Z{E S=8L|Ct
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AFF C30 EE&= AFF C60 AEEX| A|ARIS HAEERE ZEI H|O|H &42 &X|SHT AA|

EIE MH|AY o HY S=0i chet ZiMe LI82 2

O] Xtz 27 L& 40| = A|AHS e AJLICH SHA
HMNOoZ ZR6tn HMAUS ALICL 81Z 710|= - NetApp 7|& XtE".

HZTSHAQ "AER| K| A|AH
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NTAPZ A|AEIO| Xl 2lg| A2 30| =SHL|C}.

D5 & "Active 1Q Wellness L& 5! 2[al". A| AR 1M Q40| LEDQE Z2 3 A|AHIY A= 2E
Zdag 7|8 sLct.

4. AutoSupport7t Z-d3tEl Z2 #|0|A HHE ARSI A|AHO| 2EERI0] € Ho= ofdk= 7(2tE
HEA[SLCE

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2{AE L EQ| SP/BMC 4 AE:

system service-processor show -node * -fields address
6. 22AH A8 ZRPLICL

exit

|™ CHAo] E30| LIZEl 29| IP FAE AF235H0{ SP/BMC over SSHO|| 2 12135}10] Z
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2{AE] ZE[X XHE SEE A5 ZEE2{off 2aIRfLICt.
8. &ME MAl0 U= 2712 EE FX[ELIC.

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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StrictSync 2E0|A 2FE[= SnapMirror 57|41 22{AHE AtE8t= 22{AEHQ HR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
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system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h
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node2::> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node local
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storage failover modify -node local
-auto-giveback false
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system controller slot module remove -node impaired node name -slot

slot number

—
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node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be

powered off for removal.
Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.
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IR0l LE 2jH Hut QX9 JX| LIALE A HESZ2{0f|A 110 ZES t-LICt.

ROl 7tE 2| of SEE LT,

b. IO ZES &£F R ZHATA Lo E1 /O Z=0| HHUE| MZ 7| M =X &lstM K.
1% Mt REXO HX|LIAME AHESI0 1/0 &S T ES = ASLICH

C. LIH|LIALS AlA| eto 2 =2 ZYLCt.

WHE /0O EEE A 0|22 HESHIAIL

ATHA|: WA /0 ZES 22 HEfZ HSHRfL|CE

1, 1/0 28 ZEJ YSHRZ XI|SHE|QU=X| =elstyl, %0 T

: M0l

LSk =
WHE /0O ZES 22t HE= TSt S
SaE=X gelst L3z, 110 2=0| 2atel AE0| T olAlE|=X| SholtLit.

o] ZrAHof| cHaH
/0 22 wHNSta ZEJF HA MEf|2 SO0I2 = LIF7t WA[E /0 2EE E|S0tLICt

system controller slot module insert -node impaired node name -slot
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slot number

b. UZISITH y _AIKSIAIUELIN?_Eh= HIAIX| 7} EA|=H

OIE S0, Ch2 BE2 LE 2(EYEl AESED)2 &KX 45 2242 Hetstn T2 MATH 43Lts
HIAIXIE EAIRLICH

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y’

The module has been successfully powered on, initialized and placed into
service.

2. 1/0 289 Z ZEIJ 43O XT|3t=|U=K] &QISHHAIL.

a &4

i
[
[m
M
o
10
THI
g
=2
>
i}
glo
0%

o
mjo

o
o
of
=
20

event log show -event *hotplug.init*
()  mast el goiols ¥ EE 7|80 3 2 B A8 4 B

=H0|l= /0 BEQ 2 TEJI MZXHOZ AZE|AUSS LIEHHE= Lt 0]AH2| hotplug.init.success EMS
O|HIE 7} HA|=|0{0F EL|Ct.

O£ S0{, CtZ EH2 110 ZE edb X edalf Chet X[t dSMZE EHFLIC
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3.
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node2::> event log show -event *hotplug.init*

Time Node

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e4b" in slot

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e4a" in slot

2 entries were displayed.

a. ZE X7|stof| HistH EMS 21

Severity

Event

hotplug.init.success:

4 succeeded

hotplug.init.success:

4 succeeded

E5t0] Ch3 BHAIE =eloti A2,

=

=4
=
/0 2= &R0 T30 S5EILL 2T FH| 7t AZE|AE=X] 2ARUSHAL.

system controller slot module show

=3 Alofl= &2 MEfT} powered-on' 2 EA|E|0{0F 8lH, 0= |/0 BE EE

=
e

HI7t 22 E|AS

mjo
10

system controller config show -node local -slot slot number

/0 20| dSH 22 21! SEf7L B0 AMEH EH0ls SR ZEFEE R

HA|ELIC

O£ S0{, &% 40 /A= 1/0 ZE2| B2 L1313t FA

-
ot &

==
=5

o] TA|E/L|CH

XS0 BE HETL



node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/
Slot slot Information

4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

—_—

AER|X| A ARIS HA AHE MEHZ SlstH (ZRO0 w2t Ho|2HE HEEZ{o| AER2[X|E gtetst, (Heo
Eof Y=X| 2olst, AutoSupport XHS #H|0|A MM J7|5S CHA|

oA

|

1. AEZ|X| A|AEIO|A Al

S| ONTAP HT 1t AEE2] LEfof [ef 2o 2l l4=Fl ZIEZE{0 A
AE2|X|E et XtE Hhets SUELIC
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ONTAP ohok... J2{HE..,

HE UL CH
9.17.1 E& SAME HEERI WA HEERE a AEZ|X|E oielolo] A HEEZE FM TE
9.18.1RC XI5 EHO|3H3Tt AL AE|Z E|S2IL|C),
storage failover giveback -ofnode
healthy node name
b. Zoi7t LMot HEER{Q 220M Xt= diets
=3t
storage failover modify -node local
-auto-giveback true
9.18.1GA0|d Ol otR HEE /I HSC=E a. AE2|X|E gretsto] E|O|AHE ZIEEZE Ht
OIEHE Qo 3R s MEfE E|SELICH

storage failover giveback -ofnode
controller that was taken over name

b. QlEl HEE2|9| 2&0iM XIS gt
St

storage failover modify -node local
-auto-giveback true

9.18.1GA 0|4 E ZEEZZ 2& |/O(HIO|E| ME)E Ct2 A2 o|sEL|Ct,
Adstn JAELICt
2. =2| QIEH0]AT} = Mt 3 ZEO0f| CHdH 'network interface show-is-home false’2t= 215 st=X| 2lgtL|Ct

LIF7f FALSEZ HA|E|H ST LIFE & ZEZ E|EZL|Ct network interface revert -vserver *
-1if *

3. AutoSupport7t ZMatE 22 XHs A0

|>
=
x
o
J
0
ot
-
_lTl_

system node autosupport invoke -node * -type all -message MAINT=end

6CH|: ZoH7t

mE

Mot HES NetAppoil 2Het

7|E2t o MEE RMA X|Eol| 2FE 2 @77t Zdst RES NetAppOf| BHetefL|Ct, 55 Bhet 51w A KiA|e
LHE2 HIO[X|E HZoHHAI2.

=2 IE(AFF C30 % AFF C60)2 L H|EL|Ct

D0 FIH LMSHALL O =2 MS0|LE 71 7|5 XI% 7] @It 80| =7t Z st
Z<2 AFF C30 EE= AFF C60 AEE|X| A|AEIO| |/O E WA|SLICEH A EXtl= ZHEEY
Z=, X0l 2t /0 2 E AN, HEE MEE, J2|n I*OH HiM HE S NetApp O Bhatst=
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Hgoz A ELIL

AlZtst7| o

AEE|X| AARIOI CHE BE 74 Q47 SHIEHA| 2SoH{of LT J™X| @f2 Z 0| HXIE Al&sH7| Hof o
29I AIL "NetApp X[,

O =il CHaH
RS A2 AEE[X| A|AH QK| HEl BAS(IHEHM)E HM LS dhe AEEZX| A|ARIE SE[Ho=E #E2 &+
USLICE SSHE AHESHH BMCO| 221511 HHE AHSLICt system location-led on

*EEIXI AAE0= =X LA S 0] ol 17H, 2t ZAEEE{0] Stk 37H2| X LEDZt AELILt. 91X| LEDZt
302 S AXM UASLICE

HHZ UG 0|2t 7|52 A 4= system location-led off YESLICH LEDZt AN J=X| E= THAH
UEX| 2ASHK| A2 22 HHES U6t LEDL| HEHE &Y & system location-led show USLICH
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AEIt Rli= 22 HHO 2U0{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S8 AL S|t

* MetroCluster T+ &E{7} PHERAQH EJ A 2 H 4 HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YA K.

gret o] 5. Ctr-CE +E Lt3 HAIXIZt LIEILIHE yE FELICt
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C. LIH|LIAME AlA| B2 =5 ZYL(Ct.

o
S. 1/0 2&0 #0|=2E HAZEHLICE

CHA|
1. LOADER ZE2IXE0|AM HEZ2|Z x{EEISL|LC}.

(D) euzzeses HRgse 10 2 U JIE T4 R4E Tl £7[sELCE

2. 24E HEERE CHA 2X3t0 Fa &F5o= E[S- L

'Storage failover 22t - ofnode_impaired_node_name_

storage failover modify -node local -auto-giveback true
4. AutoSupport7t 2M3tEl A2 XS H|0|A W4 S SRISLCH

system node autosupport invoke -node * -type all -message MAINT=END

H
M
X
0
o
s
N
nE

M HES NetAppOll 2zt

9|'59f 2H MSE RMA X Eol| 2HE thz QFIH EUlst RES NetAppof| BretetL|Ch, "5 Bhet S K| XM B
LHE2 HIO[X| & HZSHAIL.

NV H{E{2| - AFF C30 %! AFF C60= wAf|gfL|C}

HH Ao S2F AAR HO|HE EESH= AYE Sh= NV HIE|2|= BiE2[7} EX S
Q17{L} DELIH AFF C30 L£= AFF C60 X & A|AERIO| NV HHE{Z|E W A|SHA| 9 mes|
T2 MAO= &24E ZEEHE N, HEED 2ES MAHSD, NV HIEZ|E wA|StD
EEE Z=S CHA| 2X[5t1, @RI 2ot 2Z 2 NetApp 22 BHelst= 7%“é.*OI
ZotEIL|CE.

AlZst7| o

AEE|X| A|AHIQI CIE RE M QAT SHIEHA| ZHso{of S|t O X| 2 AL 0 HAHE A|&6t7| Mo of
29I AL "NetApp X[,

0| =rofl cHsh
Lot 22 AEE|X| A|AH K| MEi EAS(TIZHE HM FoFs Bh= AEE[X| A|ABIE EE|HoE }E
USLICE SSHE AHESHH BMCO| 2321510 HHE LHELIC system location-led on.

AE2|X] A AROE ZAAF C|AS20] 2ol 174, 2t AEE2{0fl StLH4 3702| #IX| LED7t A{ELILE. fIX] LEDZt
30& S HXN ASLICE.
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system location-led show QU&LICY.

=
=

ChE g4 & olLt
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E

135


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EHE HESI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AEIt Rli= 22 HHO 2U0{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S8 AL S|t

* MetroCluster T+ &E{7} PHERAQH EJ A 2 H 4 HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YA K.

gret o] 5. Ctr-CE +E Lt3 HAIXIZt LIEILIHE yE FELICt
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ANAY Z2HE e ot Harsol
DEmE(AAY s Ql2))

HHQI AEER|M &4E HEERE UASHAHLE SXIELICE

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

AlZtsE7| o

AERX| A ARSI THE 2E 718 47t M2 2Sot=X] IS AL. MU= ZS5HA| §h= 2 0f BXHE

A Lst7] Fof| off 22[5HH AL "NetApp A&".

A
1.

k>

HE HEZE0|M NV LEDZF THA JU=X| =elgtL|ct.

NV LED7} 7HX|H C|AH|O|Z0] 2tZ E|0f & A

r\U

NV LED7} ZHeoj= Z2(i54) C|AEo| ol 2%
7|C}240F SHL|C} J2{L} 58 0|AF ZHI0|X| %o

"NetApp X|&".

NV LED= ZHEZ2{9| NV 0}0|2 Foj| A &L|Ct.
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<:> RTC date/time error. Reset date/time to default
RTC power failure error
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* iSCSI
* NFS v3
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* NFS v4.1
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* NVMe/TCP

* S3
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* SMB 2.0
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o o

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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LOADER MA|X| 7} EEA|ElLITE CHE EHAIZ Ol SfLICt.

gret o] 5. Ctr-CE =& U3 HAIX|7t LEtLE yE +=FLICt.
MAROZEDE = Qo TEDE HYHQ AEEH0M &dE AEEHE AASHAHLE SXIRLIC

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|ELCE,
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c. A 2HX|E ?IZ ENX| 23 2ES MAI=|0f| 2FELC).
d. ®A S0l 2H= 2HEES AF83I0] H0|S 2 AAE 22| ZE0j| ChA| 22 FfLICH
e. 7|0|E &2 ARME el IX|7HK| SELIC

8. ZEE2{0f MYS CHA| HEELICL

© AC M 23 FA|o| 39 Hel DS Fel 33 FAl BLLC
© DC HE 23 Ko 32 Fel 228 e 33 HA0| CrAl HEBtCH

9. FEI T2 NAE SHoIHHCOSE FEMK. ctr1-c LOADER ZEIEOA HEMN K.

£4E 22 0|0 E S2/H o= wH|gh 2,"IIEL lE0A ONTAP O|0|X|E S L
IHE L =E0A XS £ 0]C|of =7 - AFF C80

AFF C80 2 EZ[X| A|AHI0| M 2E D|C|N &X|E Xt 2, XI5 £E O|C|{ S5
TZNAE AESHH OIELH L EO| LM EZ S)IE & QELICEH S T2 A S| A|ARR
A7 2 MSE[0] JY=X| &Qlstn AE B2l 7| 5ot RAES &QIgtLICt 7| LS 3Tt
M| Qe ER, A|IAHI2 2212 2o MAs CHAE QtLigtL|Ct.

—_

XHE HE| 00| 27 T2 AL ONTAP 9.17.1 O AJMEH X|IEILICE AE2|X| A|AEIO)A O|F B{Fo] ONTAP
A F01 FR "5 FE 54 EHip

° Onboard Key Manager(OKM): 22{AE TA| &= 3! Wi O|O|E{7t HaetL|C},
° QF 7| ZE|XHEKM): TIE L EO0f|M CHE THo| HaefL|Ct

* /cfcard/kmip/servers.cfqg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

THA|
1. LOADER ZEZE0|A £& 0|C|0] E7 T2 MAE AIZFRILIC

boot recovery -partner

SHHO| CHS O AIX|7F EA[ELIC,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. Bl O|C|0] K| 27 TRAMAS DLIEYSLICE

OZMNATI 2251 Installation complete MIA|X|ZF EA|EL|CE
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3. AARI2 AotE 2I5ta CHZ HIAIX| & SHLHE FAISLICE.

O O =

O] HIAIXK[7} EA == B2... T &Y.
key manager is not A AR Q=7 AX| =0 UKX| ESLICE

configured. Exiting.
J ZETETJH HAIE Wi77hX] 7|CHE| M K.

T o
H Hu
n
il

| 2301510 XMT S2ts Bratsth K.

'Storage failover 22t - ofnode_impaired_node_name

C. 2 7ICt Xtz 2h= CHA| 2H4 o) HIZHdatEl 32,
key manager is ot 57 MX|E|JSL|CH 2 ZICH7| 22X} 22 .

configured.

AIARIO] 7| BHE|XF THS A3t 4 g A9 OF HAIXIS EAISHD 7| B2|X7t 1A= 0]

() o=x, o 9@ (@EE TE oR)elx| Holstats BAIXIZE EAIELICE Al2siis HAIXof
Bt
[=] .

4. FHol Mgt BAE A0 7| 22[XIE SRELICH
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 282 E 7| 2t2|Xtof| Cis ] ClO|E & YSHAIR.

ot 27 gl el fofE| ZEIEC| 02 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DiUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43U SS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E ZHEEDE CHA| X5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7t 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7|8tLICt.
security key-manager onboard sync
2 7|t Xts ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FetL|CY,

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) It LHEE UHSGIMAL. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP ZZ{AE{ UUID

Notice:

L L= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 S AEH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 UA| HESR T QE{Ho|AL MM S l=fgiL|Ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EY0|9] IP &
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QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &lstM K.

—

* SOl M kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 Z0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TELH LEO0|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

17t Mo R EFEX| oM AARI| FSLHE|D @F 3 A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CEA] HHBLICE boot recovery -partner
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7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MREYS = A[ARO| CHAl 22l MEfTt E| 1 ZHSE=X] 2QU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2t HghdstEl 3.

5. XHS HHBt0| HIZHESHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

CHS THA|
ONTAP O|0|X|E S&5t = E7} 7HSE|0] H|0|HE H3dt LIH"Z20| Rl= FE2 NetApp= HHetefL|CH
Moot 2E! 0|C|o| 222 NetApp 22 Bt - AFF C80

AFF C80 2E2|X| A|ARS] 74 40 I*0H7f S ot Foivt 2
HHetSMAIR "R & Hheh 5L A" XtMIEE LHE2 TO|X| S =5 K.
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EX5H{0F LT of7]0ll= XAt 822 USB SaA| E210|E7t A=X] 2helst SHHE
uHE 2 A7 JA=X] =eldt= 2ol ZeHELCt

A|ARIO] ONTAP 9.17.1 0|0l & B2l FR LSS AIESHMR. "Aits FE =7 ZA.

USB ZzlA| Ezto|E
* USB Z2{A| E2I0|E7t FAT322 EUE|R=X| QISHM| .
* USBOl|= LIS MY & Y= 20 & 80| AU0{0F HLICL image xxx.tgz IFY.
opQ ZH
SASICE image xxx.tgz IHYES USB Z2iA| E20|=20]| SAHELICE O] IHY R USB E2iA| E2I0|EE AME5H0
ONTAP O|O|X|E &< uf AHSELICE

M QA A
Aot 18 A E NetApp UM HBot WA 28 @A WAH|BHL|CE

ChE Bl

S8 O|IC0E wHshs ol 2Rt @7 MYS AESt = £ "8 DIC|00f|M =st 7| X 8 HEE efelgfL(nt
"aotoF fLICt.

+& £ 0|C|of S70f st &=st X[# =l - AFF C80

AFF C80 2 E2[X| A|ARIQ| H|O[E HOtE RIS T £&! 0|C|0{ol|M =3t 7| X|§ 2
AE{ £ =Holsl{OfF BHLICH. ONTAP KT 0| NVE(NetApp %% ABHE K|BH=X| oI5t
ZAEESE ZESHV| ol 7] 2| Xt7t g Aejelx| =telgfL|Ct.

A|AHIO| ONTAP 9.17.1 O|&0f| A A3 FQ1 AL CI22 AFESHMIR. "AIs 22 S ZX} .

1EH7|: NVE X[ 2 &Ql5t 1 SHHE ONTAP O|0|X|E L2 ZE5HM| 2.

HE& 0|C|o WHE Il SHIE ONTAP O|O|X|E CIREEE 2 YT F ONTAP HZFO| NetApp =& LSSHNVE)E
X|ASH=X] 2elstH|a.

T
1. ONTAP HTO| Y=ot E X|St=X| Zelsth Q.

version -v
Z3H0| 2= 10n0-DARE 22 NVEE= A2 Q1 22{AH HEO|AM X E[X| ¥&L|CH

2. NVE X|2l0j 2t M &3t ONTAP O|0|X|E CHR2ZESHA K.
° NVEZI X| & E|= Z2: NetApp Volume Encryption2 AH235I0{ ONTAP O|O0|X|E CR 2 EBfLICE.
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2. N A=) 7| 22Xt L0 A=X| o R0 Wt ChE & SHtE
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° NVEZ} X[ JE[X] 84= B2 NetApp =& 2=t 10| ONTAP O|0|X| S LI2Z2E5HM 2.

@ NetApp X|& ALO|EO|A ONTAP O|O|X|E HTTP £= FTP AMELI 2Z ZE0E
CI2ZEgL|CH 2& D0|C|o wA| Xt St 0] 0|0|X| ItYo| T LBfL|Ct,

2647: 7| 2|t AlE S0l 5l 74 uhey

LSAE ZEERE ZRo17| Mo 7| 2K TS SISt LS HEE WHsIM Q.
T
1. AJARIO|M ZM3LE 7] B XS golIgtL|ct
ONTAP H{HQIL|C} 0| BFS LAHLIC

ONTAP 9.14.1 O| A

security key-manager keystore show
* EKMZ ALE5HH ExM O] B =20i| EA[ELICH
* OKM2 AFZ5HH okM O B =210] HA|ELICH

« 7| 22Xt AHE|0] UK $O™M No key manager keystores
configured @Y Z=0f 0| EA|E/LICE.

ONTAP 9.13.1 0[5}

security key-manager show-key-store

* EKMZ At23IH external 0| HE £210]| FEA|EL|LC.
* OKM2 AFESHH onboard 0| HE 20| EA|ELILCY.

© 7| ZE|XF AHE JAX| %2™M No key managers

configured & £20|| 0] EA|EL|CH

gL,

7| 2E[R7F EEX| g2 B

7| 22| X7t FEE H2(EKM E= OKM):
a. 7| 2Kl M 1F 7| SEHE EAlSI2H CHE 2| BE

security key-manager key query

b. 522 HESHT 23 HLISHHR. Restored F. 0 B 7| F2ITHEKM Ei OKM)2| 915 7|7t ¥Bxo=
S2IE|HET| O RS LIEHLIC

Hotel £ 22|kt GO w2t Mo BAE f=HMR.
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° 7|17} CHE S EASHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHLLIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH &d4E HEESHE QMo S0t S EAE TAY & ASLICE

2HE 7| Z#2|XHOKM)
CtS ©HAE ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

(=

—

rot

D2 Mek
set -priv advanced
S y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T HA S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S0}7}7|:

set -priv admin
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Moot ZAtof et HEERE SRt &4 E 12

c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIXIZF HA|2|H 32Xt2] FA2 FHE 2EE 7| 22| Y= E YHGHAMR.

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AEH MA S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5HMIR.

%
—

rin
ol

717t EREIU=X] &AM K.

i

security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| U Key Manager RE0| EA|ELICt onboard .

€. OKM M HE HASHMR.

g #et HER Meh
set -priv advanced
S y AlEIEt= HIAIXIZF TA|Z[H.
i 7| 2Ha) wel MEIS BAIBLICH
security key-manager onboard show-backup
ii. HHQ! MEE o] mplo|Lt 21 I = AFEHL|C},
WK EA B0l OKME S22 S70l0f = 22 0| i YEIL ERELIC]
i. 22X} 2EZ =S0F}17):

set -priv admin

EHA|

O|C|ojoilM et 7] X7 B! JEfE 2telet = LSS "HEERE SELILrAdHof gLt

S B8 OjCjo] 57 £ fIs ZHEEZ T = - AFF C80

£ 2tZolOF BfLICE o
o

A|ABIO| ONTAP 9.17.1 O| M0 M A F0l AL CHSE AMESHMR. "Ats B8 S+ EAp
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E
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EHE HESI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AEIt Rli= 22 HHO 2U0{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S8 AL S|t

* MetroCluster T+ &E{7} PHERAQH EJ A 2 H 4 HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YA K.

gret o] 5. Ctr-CE +E Lt3 HAIXIZt LIEILIHE yE FELICt
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32,
NARIOEDE = 4% HYHQ HEESH|M &8 HEEZE AASHAL XLt
ZETE(AAY 243 )
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
Cte chA
7E

EE S ¥ & A0 "FE O|L|0E WARfLCHLCt.
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sauict

o AAE E2| 2 MES FELICH 7 Bt} AAlo] A HofLICH

d. 2 2t{S eHH3| Ofel2 S HEZR DEOIM ALY Be| 2SS 2algict

==} =
e. S OIC|ofof AMAE = JEE A|LH- 22| 2SS FHHI| SR HE ?{0 s35LICH
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a. OiEHM H= HES FEHAMR
b. 2&I OICI0{E 9= S 2300l 20| 74 THZ SHZof| FLIC
4. A S22 00|01 S AAE” 22| ZF0| ZX|gLIC
a. BE D|C|ofo] 7hEAt2|E 2 ot Fof| StE ChE ZHARA 2200 ZHt2 2o YELIT
b. RE D|L|0|E T3 HE B2z SHLICH
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2%HA|: 28 O|0|X|E £ O|C|0| 2 ME LTt

AXet wA| £ oHAoll= ONTAP O|0|X| 7t Gl LICE 0 A 3l ONTAP AH|A O|0|X|E USB S2iA| E2t0|E2

CtRZ st O wA| 2! 0|C|0{2 CH2ZE38H0] ONTAP O|0|X|E N8 2E! O|C|oj2 4T 4 "NetApp
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o o AN

* FAT322 ZoE USB S2liAl =210|E 7t A0{0F 5tH 4GB 0| &fe| 80| QU0{0F BfL|CE.

o AAE HEZR I AW Z0|E Zd3t SUSHONTAP 0|0|X| HME CHR2ZESL|CE NetApp X ALO|EQ
CIRZE MMM s{et O|0|X|E CIRZEY 4= JYELICH version -v HHS AFESIH A2 F9Q onTap
HHO0| nvEE XISH=Xl EAZ £ JUSLICEH. BEH £=0| "<10no- DARE> HA|E|H AFE F2 ONTAP
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o —_
b. M| o|n|X|e| %S EL|Ch,
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1. &4 HEE29| LOADER ZEZEO0|M USB E2iA| E2t0|H0j|M £ O|0|X|E RERLIC

boot recovery
57 0|0|X|= USB E2HA| E2t0|E0f| M CH2 ZEEL|CE

2. HIAIX|7} EA|E|H o|O|X| 0|
3. ONTAP HZ0f St= HXLE At
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ONTAP 9.16.0 0|3}
M= HAEERQ IIEL] HEE2{0f|A CHS THAH I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHS 2 F2MR. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| HES2{0)M: 24 HES2IS 13 H £F02 MEBLCE
set -privilege advanced

d. THEU ZEZ2{0lA: WY B9l BYS MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43=el =8 9o tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES2|0|N: H2|xt $EO2 S0pp.
set -privilege admin

f. ARl HEER{0|M: 527 vy A0 2 I was the restore backup procedure
S ?

g &ME HEERWM: F27]| vy &AO0| F I _.would you like to use this restored copy

now?
h. 245 HEZ20|M: 27| v ELSI2t= HAIXIZL EAEH OHE2E FEMK. ctrl-c 28 HlF7t
Helmy
I 24E HEERO|M: IS B oILIE tAl 2
* A 2RO A tE AESHA| gf= 22 RE HIRoM _S8 1 28 2E_S HESHHR
" AMARIO| A2 SHE A5t AR CLIZ2E 0|SSHM|R."Y=otE Sl CH

ONTAP 9.16.1 O| &
2 ME AEEZ UM CHS THA E 2t2HN| K.

a.

1=
r

A Sestets HAIXITE LELR 7|8 v S

S A7 d3Ho2 2hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 2I5t2t= HIAIX[ZF EAIELICE
C. F=E2ry S E 7S AEstets HAIXIZE EAI=E.
d. =20ty =EE XF-SI2HE HIAIXIZF EAIE LI

e. F2Cty CHA| MBE-StEN=E HAX|Z7F BAZH OHES FEMR. ctrl-c B8 HF7t 22 0.
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storage failover giveback -fromnode local

6. Xt=

riot
jo

H|

Mot

= oot AR CHA| 435N K.
storage failover modify -node local -auto-giveback true

7. AutoSupport?t 243tE Z XS AHo|A MMS S

—

gLt

system node autosupport invoke -node * -type all -message MAINT=END

=)
=]
=T O|0|XE Rt = ERot 2SS "FE 0|00 M L=otE SHEL L A8l o LT,

AFF C80 A|AHIQ| wA| RE oMo M 2stE S50 XXl HolH 22 & 23t
W ZEMAE 7| JtE-ES el tfost ™S LAl HEotL, H|O|E o) chet = ot
UM AZ 2heloh= X0l ZHELICE.

A|AHIO| ONTAP 9.17.1 O|&t0f| A A3 FQl AL CI22 AFESHMIR. "Ats 22 S EX} .

HMESHHAE A= Q. A|AEI0A O™ 7| ZA2|XHE
|II-'<'>'I- [[H 9Hx.|z‘5|- MHd2 §}.°_|'5|'A‘||R.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE YEE ZHISHI K.

SAH HAM 27t YHEASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotMa.

oM ZEZEES AL

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt
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. ¢l2{0| BLIH Enter 7|12 F H F2M|Q.
B oz AT} AZE| D CFS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIL. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THSIM K.

M MEH 1 28 H'70M ONTAP 2 282 Al&ELICt
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

7. AEER| 2&0|| CIS HIAX[7} EAIE|=X] 2HQISHH .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

9. CFO TARteZ REIS = 7| 2HE|XHE S7|2HLIC,
security key-manager onboard sync

10. HIAIX|7} EA|Z|H Onboard Key Managerdi| CHeH 22{AE A S E 2T CL.
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1.

12.

OlN| ZEZEES HEAL|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HE 7 HIAIX| glo| SRAE ZEXET} wEELICH S7|2t0) Mfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoE A itx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretolX| gL, Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport?t Z2M3tEl 22 XHs A0|A ME S SARLICE

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)
CHA|
E=4E HEEH| 25H0:
1. 24 HEEZ 0| 2& 0|22 HESHMIR.
2. M MEf 11 ONTAP 2E! HF0l|A.
28 072 o|E EAISLICH
(1) Normal Boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.
(6) Update flash from backup config.
(7) Install new software first.
(8) Reboot node.
(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)? 11
3. HAIXIZt EAIEH Het FHE MR ERISHNI L.
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OlM| ZEZES HEAIL|C

Do you have of the
{y/n}
Do you

{y/n}
Do you

Copy

have of the

Copy

of the
of the

have copy

have a copy

Do you

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

4. HAIX|7H EA|E|H 22t0|AHE 3! M HEE l=dgfL|ct.
a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) IHY LIES 2ATILICH
b. BEGIN & END £2 Z3tst0] 20| E F|(client.key) I LHES & BtL|Ct.
C. BEGIN % END £& Za5t0] KMIP At CA(CA.pem) It LHE S ={BfL|Ct.
d. KMIP NH| IP FAE 2SN K.
e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz |3 CHS HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

xHE wist

[y

o

H

MUt

Metst 32 29
storage failover modify -node local -auto-giveback true

AutoSupportZ} g-dstEl 22 AtS A|0|& HdS SRYLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ch= T

AFF C80 A|ARIS| 1 @47t N R DT BES NetAppZ HHESHIAIR. "F3
x

o
SLUA"EMISE LHE 2 HIO|X| S HZESHEAIL.

MA

MA| K YZZZ2 - AFF C80
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AutoSupport?t 243tz AO|A WHds NSt A|lARO0| 2EEI0| E A= odE= 7[2ta
HEAILICE
system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"
BE 22AH £E9 SP/BMC 4 AlH:

system service-processor show -node * -fields address

exit
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|AM 2FE[= SnapMirror S7|A 22{AHE A88t= 22 AEQ BR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C}20| AL 2 AE Q| 2f AEZ2{0f CHsll *y * S A=gfLICE

—

Warning: Are you sure you want to halt node <node name>? {y|n}:

-
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6. 2ME HES2E CHA| EX[5t0] H 2522 = S-LC

storage failover giveback -ofnode impaired node name..

7. X& Hieto| H|2dotEl 2R ChA| 243 A2
storage failover modify -node local -auto-giveback true..
8. AutoSupport’t -d2tEl 22 XtE AH0|A MHES S/ SHH:

system node autosupport invoke -node * -type all -message MAINT=END..
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Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC
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EHE HESI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AEIt Rli= 22 HHO 2U0{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S8 AL S|t

* MetroCluster T+ &E{7} PHERAQH EJ A 2 H 4 HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YA K.

gret o] 5. Ctr-CE +E Lt3 HAIXIZt LIEILIHE yE FELICt
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,
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SM 1: NVRAM 252 uHgL|ct
NVRAM 2 E2 WAH[st2{H MA|Q| £2 4/50|M RES &1 ANXQIl THA E HEL|CH
1. OFE| ™XIE|X| gt E2 SHIEA| HX|SHYAI2.
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a. dHe AESE0|M 24 RAID 2F & €5 ot e, I &Elf E£= = CHof s ddt= 20
UEX] EASHYAL.

= -

storage aggregate show -raidstatus !*normal*

| M There are no entries matching your query. AIESHMIRQCHS 612
to] F2hEl E20|87F JL=X| 2elgfL|Ct. |

tHAZ 0|
* 3 2l AUt OEA| LeE B2, £ HEEZ{0A AutoSupport H[O|E{E +=E5H0] NetApp
|HE ol 225t =71 XS 22 IQ.

system node autosupport invoke -node * -type all -message
'<message name>'

b.  m AJAHE = Of|H| E210|E RR0|M F2HE E2t0|E XS gelgtLct

event log show -severity * -node * -message-name *disk.missing*
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system node autosupport invoke -node * -type all -message
'<message name>'
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10. &4HE NVRAM ZE0|A DIMME ot tHoj| St 22510 WA NVRAM Z=0f| AX|EL|Ct
11. M€ NVRAM ZES MA|0f| Mx|gtL|ct,
a. D58 &% 4/52 MA| &7 7HERtE|of SELICt.
b. ZES ZHAYA £R0f &M Lo| 2 CtS A XIS 212 EMX| o 2ES HXt2|of FZL/ct.

=
=
12. ZAEER| RES CIA| AX|BILICH HEERE= 24X S| AQlE|™

A
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() HdEt2usx es 2ESR DES A0 Lof B2 T =3t 212 JHOHX| OHIAIL.

13. MY TS MY 33 FX[of HZELICH

() DcHm2E Bt 32 He 222 B 23 FXOf ChAl AFsmch
14. 3jlo|2 22| Ea0|S THE SIXITHX| SYLIC

=4
15. &4 el AESSE CHA| 225t T4 =

impaired node name.

16. Xt& Hteto| HIZH3tE|0 s B2, TSt 20| CHA| 2436 AIR storage failover modify
-node local -auto-giveback true.

17. AutoSupport7} 283t 22 XIS A0O|A MME S2/AN| SHA|: system node autosupport
invoke -node * -type all -message MAINT=END

=M 2: NVRAM DIMME 1 A|gtL|Ct

NVRAM 2E0|A NVRAM DIMME 1 A|st2{H HA NVRAM EES £2|3%!
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a. S 71
=X 2RISHHAIL.

£0 o

storage aggregate show -raidstatus !*normal*

= HAHO| HBIStE|™ There are no entries matching your query. AISSHMRCHS 6H2
CHA| 2 0| S5t F2tEl E2t0|E7} QIR =HeletL|Ct. .

* 3 A A0t OEA LeE B2, & HEE2{0A AutoSupport HIO|E{E =E 50| NetApp
20|50} %7} K|S YOMA|Q.

system node autosupport invoke -node * -type all -message

'<message name>'
b. Ty A|AH! = OfH] E20|E RR0|M F=2tEl E2L0|E ZH|S gfeleti|Ct.
event log show -severity * -node * -message-name *disk.missing¥*

* HAHO| BI2tE|™ There are no entries matching your query. AISSHMRLIS THAZ

0| .
» I:<I3=|F_g AEI% |'7|' L_-I'E71| l—-I' E zD:l 0, _IIZ_ ﬁE%E‘IO‘"A‘I AUtOSUpport HlolE_I% _/'\_;g-sl_O;I NetApp
X|IEl0f| 22|30 X7} K|S HIOAA|Q.

system node autosupport invoke -node * -type all -message
'<message name>'
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1. DIMM &2 88 =21 220 M DIMMS EX22{ DIMMS £2|8fL|Ct.

12. DIMME A2l0] St=1 Z= 0| HMXt2|of ZZ wW7tX| DIMME A210] SE#A| 2oj Eof K| DIMME
AX[gct.

13. NVRAM ZEE MAlof| AX|gL|Ct.

a. # 2 x|7t o E'J'l} H=27| AEE Wtk 222 X0 FEEA 20 22 L2 A 2iXIE fI=
27X 22 252 MAt2|of ZFLC

14. HE S| DES ChA| X[LICH HEER|= 25| HU=H A HEEELICH
EEd ZE0| ST} THLf TS| FAE WNEA] MA| Q2= TS| 2o 5Lt

E2] 20| AT FAEH &3 2fX|7t S5

21
HE
() AH4Ert 24=ix) =2 2ESE DES Ml of 92 0 =3 32 IR THIAIR.

15.
() DpcHz 23 BAv s 2 el 222 B 23 FXof ChAl AFEmCH

16. 70| = 22| E0|E B IXIMX| SELICE

17. &ME ZHEE2| S CHA| 226t HA 2502 E|EELICH storage failover giveback -ofnode
impaired node name.

18. Xt& Hheto| HIZM3E|0f Q= F 2, CHS 1t 20| CHA| 243t AR storage failover modify
-node local -auto-giveback true.

19. AutoSupport7t Mot 22 Xts A0|A MEE S/ siH|: system node autosupport
invoke -node * -type all -message MAINT=END

3EHAl: CIASE CHA| ST

AESHS 223 o) A2 ID WS 2OI8 TS W ARZ0| THEIQLX| Zolejof BLct

o

@ ClA3 ZHE LS NVRAM 252 AT offt ZRsHH NVRAM DIMM 1 H|0|= X E|X| o&L|Ct
CHA|
1. ZEE2{7t fX| #H2| ZEEHANY Y= BR +> TETE|AM RX| 22| 2EE S22t LOADER IEXEZR
O|sgfLCt.
halt

2. Z1EZ2{9| LOADER ZEZE0|M HEEZZE RESI T A|AH D7} LX|SHX| Q0L A|AR! IDE MHolsl2H=
HAIXIZF BAIE of y = Qlafghi|ct.

of "et= tH7| " HIAIXIZF EAIE wi7kK| Z|CH2 L3, o HESHOIM M

=
3. WA 20| A= HESEQ 20 "et=
SYHEU=X] 2ABHM K.

I}E L] A|AE] |D7|' Aso=2

storage failover show
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T M &dE AEERO| AAH IDIHABEUCHE HIAIX[ZF EA|Z[0{0F StH, O IDLL A ID7}
SHIEA| EAIE[0{0F RIL|CE CHZ Mol M e E 2= WA= U[H MZR AAH IDE= 1517597064 LICL

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback

(HA mailboxes)
4. ZAEEE CHA| MSELICE

a. dyct AEEH0|M uME HAEERS] AE2|X|E LHA| MSELIC:

storage failover giveback -ofnode replacement node name
EEB{7t AE2[X|S T 7HM et HES R RLIC.
AMAE D 2R o A|A™ IDE FAISIEHE HAIX|ZFLIEILHEH _y = 2= RLICH

J|Eo] HHE R HRAS THHlS & UALIC

a. 7|2Ho| 2tz El = HA 40| Y&t JEfo| 1 H0|2LH 7} 7hsetX| =helgtL|tt.  AE2|X| HYH show _

=/ -

'storage failover show' @& 2| Z20{l= LtEL] HAIX[0A HAE A|AH! DI} I EHE|X| QFOFOF BHL|CY,

[

5. C|AATt SHIZA| SYEIU=X] ZHlst 2.
storage disk show -ownership

ZHEZE20| &3t ClAT= M A|AE! IDE EA|SHOF ELICt CHS 0|0l A= node10| 213 C|AZO| A A|AH! D
1517597060| EA|E/L|C}.
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

AAEIO0| MetroCluster 821 22 HEER MEiE ZL|EHZELICL _MetroCluster node show _

MetroCluster 182 & HEi 2 =[S2[2{H UM = R B Ex Ze|H, 0] 3R 24 ZHEE0| & et

HALZ|H DR O|2{20| 2rM3tE| 0 HA REJH HEA|ELICEH MetroCluster node show-fields node-systemid E&
Z32 MetroCluster 7+40| F& &E|Z SO0 W7tX| O™ A|AR IDE EAIRLICH

ZIEZ2{7} MetroCluster 1 40i| 2= Z2 MetroCluster AEH0]| 2t 2 AR X7t ZHSH ALO|EQ| ZIEZEE{QI
ZL DR Z ID Z=of ClA3 Q| Y ARKX7F HA|E|=X| =HolgtL|Ct,

=
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o
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18]
-
il

o

HXSIHMAIR "4 = MetroCluster T1A 0| A HA H|O|22H 5! MetroCluster AL X|2H F0i| C|A3
HO| HAEILICH & BESIHA L.

A AHEI0| MetroCluster FAQ A 2t HEE2{7t LAHE|] JY=X| &I A| 2. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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vol show -node node-name
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rqul

storage failover giveback -ofnode impaired node name..
12. 2t greto] B2 YotEl 3 ChA SYotstiAl2.

[

storage failover modify -node local -auto-giveback true..
13. AutoSupport7} 2-d3tEl 22 XS AO|A MMHE S/ A

system node autosupport invoke -node * -type all -message MAINT=END..
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kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
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metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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system node autosupport invoke -node * -type all -message

'<message name>'
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system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o
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storage failover takeover -ofnode
impaired node name -halt true
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Xt Sl MEHOl| CHOH FALSEZL EAIE|= 2 &4 ZEE
"= EE SHAELE S|t

* MetroCluster 8H0| A= HL MetroCluster A& MEf7} M0 Q10 S =7 AF 5l HA
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storage failover giveback -ofnode target node name
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3. AutoSupport?t Z4%t=l 22 AutoSupport HAIXIE S £S5 AtE AH|0|A MM S ARBLICE

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

olE =01, L2 AutoSupport HA|X|= 2A12F St XbS #H[0[A MdS ARISLICt.

node2::> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node local -auto

-giveback false

b. ALt y XS EH=S HIZGSSIAIAELIN?_2h= HIAIX|Z}

HAZ|H
T HEE ZF /O(HIOIH XMI)E ©S HAZ o|SHLIC.
st ALt

ot Zdst /0 2ES MH|A0|M HMAHst: HES WM w7 ZH|E gL Ct

= o
Cs 3E= YEstb e
system controller slot module remove -node impaired node name -slot
slot number

QIZBICE y HASHAIZELIN?_2Hs HIAIXI7F EAIE| S
O|E S0i, Lts -2 node 2(2&E FEZ2{)2 SF 701 U= FoH7t et ZES HAHL = AUEF
EH|ot 10 H[7ASH = HHSICHE HIAIXIS EAIRLICH
node2::> system controller slot module remove -node nodeZ -slot 7
Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be

powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. ToHIH LB 1/0 ZEQ| 0| HA UA=X| 2elgfL(ct,

system controller slot module show

o 2o QR et IS oY S& M0 idll status E

ol “powered-off O|(7t) EA|=|0{OF BfL|CY.
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system controller slot module insert -node impaired node name -slot
slot number

UHSICt y _AISSAIRSLI?_2ts HAIXIZF EA| = H

£ Z0= 1/0 2E0| 43X 2= 22l HEN(THH AHH, £7(9 8 MH|A F)7t E[JS S Hlohof
St
[=]

OIS 501, [t2 B = 2(AME HES2)O £ 72 2210l ME|R BT T2 N|ATH ST
HIAIXIS FEA|BHLICE

rr

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on,

service.

/10 2E9| 2t TEJ} 3 HOE X7|3}E| Y =X| QUGN 2.

A AF
[ -]

r
N

ZIEEE|Q 2£0M L2 B S LHSIMR.
event log show -event *hotplug.init*

()  mast el ghols ¥ EE 720 3 2 HE A8 4 AL

=3o|=

EEOI 24 ZEJ 4SHOE XT|oE|ASE LIEIUN = LE0| EA|=|0{0F L L.

OlE S0, Ct2 EH2 1/0 ZE e7b % e7a0l| it X7|210t 43S S HHFLICH

initialized and placed into

StLt O] &2| hotplug.init.success EMS O|HIE®R} hotplug.init.success: Event B0l 1/0
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a. ZE X7|stof| HistH EMS 21

node2::> event log show -event *hotplug.init*

Time Node

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e7b" in slot

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e7a" in slot

2 entries were displayed.

Estof O3 HAIE &

Severity

Event

hotplug.init.success:

7 succeeded

hotplug.init.success:

7 succeeded

=

2ASHYAL.

=4
=
3. 1/0 2& &R0 0| 3= 1 2E FH[7t 2R ==X ZHRlSHAL.
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system controller slot module show
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system controller config show -node local -slot slot number
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node2::> system controller config show -node local -slot 7

Node: node2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

S5CHA|: AER|X| A|AEHIS MA R AE{ 2 22I8tL|C},

AEEX| AMARE T 2E JEIZ SR E (20 [ef) Ho| 2 E ZEES0| AE2|X|E ghetsta, (20
et XS ghet 7|s& S/, LIF7L 8 ZEo| A=K 2lsta, AutoSupport XS 0| A Md 7|5E CHAl
oA

|

1. AE2|X| A|AHIO|A AlgH 01 ONTAP X3t AEE2] AtEHo]| la} Z o [t Q14E 7 E Z2{0] A
AEZ|X|Z gkt At HHEte 22l

ke, =Ll
Ol BT AES2IIASOR  a AE2IK|S w0l H0| I E HES2S BY XS Y2
THEHES o148 39 Bl SELIC,

storage failover giveback -ofnode controller
that was taken over name
22l AEEES|Q ZE0|M XIS HHetS S Lt

[}

storage failover modify -node local -auto
-giveback true
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2. =2| QIE{HO|AT 8 = 8! ZE E0t=X| 2RIBtLICt network interface show -is-home
false

LIF7} FALSEZ HA|Z|H i LIFE 8 ZEZ &|SELICL network interface revert -vserver *
-1if *

3. AutoSupport7t ZM3tE 22 XHs A O|A MES SARLICH

system node autosupport invoke -node * -type all -message MAINT=end
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UASLICE.
AlZtst7| o
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Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
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Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

SM 2: ZAEEZ{7| MetroCluster0i| &L|Ct

@ A|AEI0| 25 = MetroCluster T1A491 AL 0] MALE AFRSHX| OFAAIL.

ANE ZESRIS SROIM HES2 SEiS Holotn, WA F WAl HES2|Jt A4E HESR
AE2(TIIA HO|EIE Al HBE 4 U HES2AZ l4ofof

* O 27K Ol Ml SHAETE A= 2 FE0l ACOF BfLIC S AE7F Z 0| gL o HESE
Xt S JEHoll CHoll FALSEZ EAIE= B2 &4E ZEEHE S=517| ol 2XIE i ZoHof LICHEZE)
"= EE SHAELE S|t

* MetroCluster 30| = 22 MetroCluster 2™ AEf7} LME|0] U0 s =7 A 5l YA
HEH('MetroCluster node show')21X| 2tQIsHOF ghL|Ct.

|

1. AutoSupport7t Z243}t=l AL AutoSupport BEHE SE5I0] XHs #H[0|A MM S AX|BILICE system
node autosupport invoke -node * -type all -message
MAINT=number of hours downh

= AutoSupport EH2 24|72 St AtS 7|0|A MH S AMBLICH clusterl:*> system node

autosupport invoke -node * -type all -message MAINT=2h

2. ANl ZHE E2{9] 240X 'Storage failover modify — node local - auto-gtet false’E X5
gketetL|Ct
3. 2MEI ZHEERYE 2EH TEIER JIHIIYAIL.
EME HEER I HAE= J2{H...
Ho
OoOT =

LOADER HIA|X|7} #AIELCE  OHZ BAIZ o|SELIC

gtet oH7| & Ctrl-CE +E CI= HIA|X| 7t LIEILIH yE FELICt
AMARIIEDE £ = Qs HAaxol HEEZ UM &4E HEEHE SXISHHLE QIA S LIC
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impaired node name
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1. LOADER ZEEZENM HEEHE MEESIL|CE

()  auszAssss MRYste 10 28 U /et 74 Q2 ChA| £7(SHElLIC
2. £ME AESHS ChA| RISt B4 BHSOZ E|SRILICE

'Storage failover 2t - ofnode_impaired_node_name '

4. AutoSupport7} 2M3tEl 2R AtE A0|A MMHS SRBLICEH
system node autosupport invoke -node * -type all -message MAINT=END
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LHE2 HIO|X| & HZSHAIL.

M 35 K[ uH| - AFF C80

AFF C80 A|AEI0] Folj7} 2dstALE Z2eto] Lt H2 AC £= DC TH 35 ZX(PSU)E
THIBHOY AIAZI0] QP ROl S 2 9l WY HAS A4 BILES 2 ULE SHAAIL. @A
ZZMH20= 20| = PS E TWHOM 225k, ME #Ho|=2 &1, 0| A= PSUS
WHet ChZ M| ChA| AESH= 20| ZetElL|Ct.
Fel 23 FAIE F240| HojLtD SARH0| JHSBILICL PSUS S| 9Is HES2IS B Was AL
ol =teloll chst
ol FAH= 3t o BiLte] PSUS HSHE o AR EILICH

() o= me sz s s 92 930 PSUS B8HK THIAIL. 84 LikeS AL

288


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

EM1:ACPSU
AC PSUE uH|st2{

SIA Rt

HOS

oA E At

A2.

=

A

1. 2 SHIZA EXSHHAIL.

|A|X] EEE= PSU9|

=

7Y

2. 2RF LEDE Sl uH|
3

H2t2E} PSU Z2 ®

Kl

(=13
=

P

(2}

Us

AELCt

rlot

=c|X| g1 CHXX|

b. ZZ "o 22 425 W MXI2|ofl 1HE wi7tX| PSUE HEESZ 20| ZHAEA 2ol &L
HH S8 A= R HYEHZ N2 AZE[0] o P 2ot Mxt2|off DFE LI,

- PSU #|O|=& CHA| HZELICH.

a. 3l 7|0|=2 PSUO ChA| HZARLICH.

b.

PSUO| & 0| CtA| S5 EIH el LED7} =440|0{0F LT},

YX|5tAH PSUS AlAHEIO 20 ES o It

7FStX| oY AI2.

HH A 0l2 2 TRIE MESIH T #A[0|=S PSUO| 2HEILICEH

289



290

7. 7| E2t 2| H|ZE RMA X|&lof| dHEI HE It

WH"KEM[E LHE2 HIO|X[E HESIHAIL.

st urereiL el

2 ES NetAppO| |Ct. "§= ghet 8l

SM2:DCPSU a2 g
DC PSUE uA|st2{™ Ct3 &

AS 23oHy

A2,

=

=HA|
1.

2.
3

=

AL}

LtH| LIAFE AFE3H0] D-sub DC #[0|= H4YEE SLICH
22|5t0f = Eatet|ct.
PSUE ZEE2| 2E0M EAH ALt

2 ZE0M 22" 1 EE 20| Y4X7| SSE[X] g1 LHKX]|
St0f XIX[SHUAI2.

LHH| LIAF

D-sub DC T € PSU #[0|& 74l

MEl 23 BA S
Izt PSU A
5. ZAEZ2 S0 DH] PSUS MA/BHLICH
a. Q22 ABOI0] WHIG PSUS| 7HERIEIS HE S 28| 2T0) & B XXGHIAIR
b. B3 B0| T2t £2|2 o] MXI2|ol DHE WX PSUS HE S 2E0| A Lof YLt
e BF BRI L HUEOT RN HZE0f 3 Wero Rt NKt2|o| DHELIT


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

@ LS HHE S &4S SISt PSUS AIARI0| 20| 'FS mf 2ot &S 715K
O AI2.

6. D-sub DC Tl #|0|2S CtA| HZELICH
a. M# Alol= AHEUHE PSUO| RELICH.
b. £F0| LIAHE ArE3t0] T 70|82 PSUO| U™ SLIC
PSUO| & 0| CtA| S5 =IH el LED7} =A40|0{0F gL},
7. 7|E2t &H MISE RMA X R0 @EE iz QRIS RES NetAppol| BHetetL|CE "5 Bhet 8l

WH|"XEMISE I8 2 HO|XIE EESHUAIL.

AA|ZH 22 HHE{2|(AFF C80)S wA|EtL|Ct

>

FF C80 A|AHRINA et o2 [0l A HiE 2|2t

St= HA[ZE 2=(RTC) BIEIZ|E
Moto] Fetot Az S719H0 2| Z5h= AMH[A2t 88 X

20| A& 2S5t = gLt

El

AIZFSE7| o
* AABRIO|M X|#3H= 2E ONTAP HZT0f| 0] ZXHE AL &= ULCH= FS Ol8H Lt

AN
* AIAHIO| CHE BE 7Y QA7 HIHHE HSSHEX| HolotAlR. JHX| %2 FS Jle
‘é'l-|_||:|-
= .

>

| 20 Z2f5HOF

291


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

292

S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|
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* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AEIt Rli= 22 HHO 2U0{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
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* MetroCluster T+ &E{7} PHERAQH EJ A 2 H 4 HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

|

O

Tolaols i
i Gl ollool o
= AN ol

= =<

—

3. A|AH MeENo wEt HEEY =28

i
i)al
oY
el;
1
>
10)

a. dHQ AEZEE0|M 24 RAID 2F & €5 Mol e, I &Ef £= = Chofl sifddt= 2F0| UA=A
(o]

storage aggregate show -raidstatus !*normal*
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system node autosupport invoke -node * -type all -message

'<message name>'

HE etelgfLict.
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boot recovery -partner

StHO| CtZ HIAIX[ZF FAE LT

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
HE| O|C]o] k| 27 ZENAZS DLIE[ZISHLICE

O=MATL2t2E[D Installation complete MA|X|Z} EA[EILICH

- AAR2 AooHE efelsti LS HAIX| & SHLtE EAIRLICE

ol BIAIXIZ EAIEE Z2... At xr]
key manager is not NARIO 2B 317 Ax|E|0f QK| QAL

configured. Exiting.
a. 200l ZEDEJ HAIE W7HX| 7|CHE (M.

b. =0 201510 ME St BHetsiM R,

—

'Storage failover 22t - ofnode_impaired_node_name '

key manager is oS o7 AX|E|ASLICEH 2 7ICH| 22|k 22
configured.
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AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 282 E 7| 2t2|Xtof| Cis ] ClO|E & YSHAIR.

ot 27 gl el fofE| ZEIEC| 02 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DiUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43U SS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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'Storage failover B2t - ofnode_impaired_node_name '
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o
o
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key manager is configured.
Entering Bootmenu Option 11...
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2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP ZZ{AE{ UUID

Notice:

L L= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 S AEH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 UA| HESR T QE{Ho|AL MM S l=fgiL|Ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EY0|9] IP &
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &lstM K.

—

* SOl M kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 Z0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TELH LEO0|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

17t Mo R EFEX| oM AARI| FSLHE|D @F 3 A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CEA] HHBLICE boot recovery -partner

330



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MREYS = A[ARO| CHAl 22l MEfTt E| 1 ZHSE=X] 2QU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2t HghdstEl 3.

5. XHS HHBt0| HIZHESHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END
CHS CHA
ONTAP O|0|X|E S#ot1 L E7t 7hSE|0] T|O|E{E MSdtal LIH"Z220] A= FZ= NetApp=E HHetefL|Cf"

Alnfst 22l 0|C|0{E NetApp - AFF C2500]| gtatsti|Ct

AFF C250 AIARIS] T4 QA0 @27} S5t Q27 Hust HES
SEEFSHIAIR. RPAISE LIS "R E et ol A" HOIXIS AESHIAIR.

[
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bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

2 0/cjof - 45 =7

Sl

g O|E|of 3 5+ 9|3 =2 - AFF C250

4

AFF C250 AE2|X| A|AEIO|AM EEl O|C|0] M2 A|ZSIHH K| Q7 AFStS HESD
Aot HEIE 25, ZIEER E S=ot, £ O|C|0{E uMSta, 55 o|0[X|=
FEot, Y2otE SR, AAH 7SS 2RISR,

AEE|X| A[ARIO0] ONTAP 9.18.1 0| ¢S & B2l R "its 72 =7 ZA"E(E) AE8HHAIL. AR 0] O]
HTIS| ONTAPE Altt 591 29 +5 & 27 HAIS ALgsiof gLCt

"HEZRIS SR
2 0|C|ofS mAsoF B 1 HEE2IE SRYLIC

e "5 0|C[0{E wHEL Cr

AAE 22| REOAM 2F 7L Lot 281 0|C[0{E M st WA £ 0|C|0{E EX|¢t Ch2 USB S2iAl =202 S
At83t0 ONTAP O|0|X|E & EILIC.

"= O|0|XIE RYRLIC

= T od

USB E=2t0[=0{|A| ONTAP O|0|X|S REIot I A|ARS S CH2 2tF HE eIl

ONATP 28 w0l 22 7| 22Xt F4O0[Lt 2 F 7| Z42|XE S LTt

"EOH 7t ot R ES NetAppl & ghettL|Ch
A

|2l @B E 2 LRI LS RES NetAppof| HHetetL|Ct

N
Im
1o
g
=
é
OH
[LIE
Py
<

S S 0|t 57 27 At - AFF C250

1

AFF C250 A|AEIS| H& DIC|{E WM|SH7| Hoj| §5Xel WA E ¢let B+ =AHS
EE5H=X] 2helstiA IE o7]0l= M=ot 822 USB SlAl E2t0|E7t I=X], 22|

SHIE LA RE XX =elst= 20| ZHE L)

—
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bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

AE2|X| AIAO| ONTAP 9.18.1 048 A1 501 29 "X} e) 27 HA"S(2) AFBSHIAIR. AlA=0] O
HZo] ONTAPE A% 50| 32 45 HEl =7 HAtS Aot BiLiCk

USB Z2liA| E2fo|=
* USB Z2HA| E2I0|EJt FAT32E EUHE|U=X| &OISHM 2.
* USBOll= CIE22 MEY = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IFE.
o Z=H|
SAMSICH image xxx.tgz IS USB Z2A| E210[E0]| SAtELICE O] M2 USB Z2A| EBI0|EE ALESH
ONTAP O|0|X|E M&E mjf AFREIL|CH,
M QA IA|
AHIist 148 @A E NetApp 0[N MSot wH 248 A2 WAEHL|CH

CHS CHA

S8 0|0 E wAsh= O 2Rttt o7 AMes dESt 2 E "FE 0|C|0fof|M z=st 7] X2l 3! HEfS =feleiL|ct
uAa-Ha- °|-|__ C

T o = .

otsst 7| X2l 3 Al =2l - AFF C250

AEZ|X| A|AHIO| H|O|E EOtZ2 QX|5t2{H HE! O|C|0{of|M L3t 7| X2l 3 MEHE
etolsHof °H-| Ct. ONTAP HT 0| NVE(NetApp =& 23S 3HE X|St=X| &lst
ZHEEHE S=ot7| ™of| 7| 22|Xt7t 2 AEfQIX| =holghL|Ct.

1CHA|: NVE X|2/S 21918t 2HIZ ONTAP O|0|X|Z CI2 2 E3HM 2.

S8 0|C|o] WH|E /5 SHHE ONTAP O|0|X|E LI22E = ALE ONTAP HTO0| NetApp 28 L= SHNVE)SE
X|@st=A] 2HlstH K.

g
1. ONTAP H{Z0| 5812 X|2ISH=X] EQIsHIL.

version -v
Z3H0| Z2El 10n0-DARE 22 NVE= A2 Q1 S22 AH HEO|AM X2 E[X| ¥&L|CH

2. NVE X|ofl mat ME st ONTAP O|0|X|E CHRZESHA K.
° NVEZ} X[ %= Z2: NetApp Volume Encryptlone AL&3t0{ ONTAP O|0|X|E CHR EEBILICE.
° NVEZt X[ AE[X| ¢i= B2 NetApp 2& 2=2t §10| ONTAP O|0|X|E CHREESHAM L.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2 2Lt £8 0|C|of WA Xt St of O|0|X| mjo] BLfL|Ct.

2CHA|: 7| 22| X} AtE} =H0l Tl

= - X

T ey

EHE HEEE SEoHY| Hof| 7| 22|X 742 2felstn Last HHE HASHA K.

chA|
1A AHRIOIM 24tEl 7] 22[XIE golet|ct.
ONTAP HZIL|C} O HS HALICt

ONTAP 9.14.1 O| &

security key-manager keystore show

24
o

* EKMZ ALE3HH ExrM 0| =0l EA[ELIC

W M

u ]
o
* OKMZ AFZ5H okM O HE Z0]| HA|ELICH

o 7| 2|7 B™E[ UX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[5} security key-manager show-key-store

* EKM2 AF238H external 0| & =20 HA|E L|LC}.
* OKM2 AF2SH onboard O] B ==0i| HA|EL|CE

* 7| ZE|XIF BHEO JAX| 2™ No key managers

configured & £&0|| 0] EA|EL|CH

2. N2HIof 7] 22X 0] A=X| o520l w2t CHE & SHtE - BfLICt

7| 22| X7t 4 E E2(EKM &= OKM):
a. 7| 2K M 15 7| SEHE EA[SIEH 2 F2| FHS LA K.

o

security key-manager key query

{2 2QISIM|R. Restored E. 0| 2 7| ZZ|XHEKM E= OKM)2| 015 7|7t 4
2E LiepHL|CE

Ok

Ho=z

3. Fstel = H2|X FH| w2} HESH HALS 2ESHAR.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FHSHA

O
H
Of
Kl
O
H
|1l
_>i
i
[al
0%
ot
4>
30
o>
I~
ful

° 7|17} CHE S EASHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHLLIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH &d4E HEESHE QMo S0t S EAE TAY & ASLICE

2HE 7| Z#2|XHOKM)
CtS ©HAE ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

(=

—

rot

D2 Mek
set -priv advanced
S y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T HA S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S0}7}7|:

set -priv admin
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c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIXIZF HA|2|H 32Xt2] FA2 FHE 2EE 7| 22| Y= E YHGHAMR.

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AEH MA S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5HMIR.

d. BE= 21F 7|7t SYUEUA=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| U Key Manager RE0| EA|ELICt onboard .
e. OKM HEE HASIN K.
L ng Het BEEZ Met
set -priv advanced
S y AlEIEt= HIAIXIZF TA|Z[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MU0 SAFRILICH
WK EA B0l OKME S22 S70l0f = 22 0| i YEIL ERELIC]
iii. 2|Xt REZ SO07t7]:

set -priv admin

HEl O|C|o{o|M 253} 7| X[ 2 AEHE 2ol

rot
ot
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ajo
mjo
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m
iy
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ot
r
_|T|_
1
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9'1-
r
_IT|_

ad

AE E2{-AFF C2502

OB

=gLct

S 1: | AlAg
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24 E HEESIL HAR= B2... J2H..

LOADER H|A|X| 7} HA|ELICH HEEY 2E A 2 o|SHLIC

"J|EE TICkElE B Ctrl-CE & Ct2 H|A|X[7} LIEILIH yE FFLIC.

AMARITEOE L= A HMHQI ZIEE2{?Q 'storage failover takeover -ofnode
DETEANAH Qs Q1) impaired_node_name’0i|A| &&E HEEZE Ql5tAHLE STHELICEH

&Y AEE0| 7|E-ME 7|t F... O BEA|E|H Ctrl-CE +E LIS

T i |

2. LOADER ZEZEO|M 'printenv'E Y25t HE £E tF M-S WHYYLICH 2T 0pof| 212 MEELICH

() ol mye 28 A A4 BSHA S FS TSR %2 4 YBLICH

(D) NAH0| 2t MetroCluster 742! B2 0 AHS ALZSHR ORI,

£0E| FES2Z SR HES2 ME|2 Eolotn, WA FS WAHQI HES2 T} A4EH HES?
AE2IX|0I A BIOIEIZ A% HITE 4 %

* LCIH27K O] 4l SHAETE A= 2 FE 0l A0JOF SfLICt S AE7F Zol| gL o HESEE{0f At 8
HENOfl TH3l FALSEZ} BAIE|l= 2 & & HESEE S=5t7| Hof| Z2HE sHZsHofF LthHEZE) "==2
S AEQF S7[stetL .

* MetroCluster 20| = AL MetroCluster A& AMEf7F FME|0] Q10 ST =7}

1% gl XA
AFEH('MetroCluster node show')@!X| ZHQIsH{OF gHL|C},

A
= X oo

e

1. AutoSupport7} 243l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|S S Z5}0] At5 H|O|A MM S AX|EL|Ct
CS AutoSupport HIA|X| = & AlZH SOt XIS A[O|A MM S AF|GLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

0| ZHE ZE2{9| 2£0{|A 'Storage failover modify — node local - auto-gtet false’S A5 2 HigtehL|Ct

—

Yal )
n

U
Im
M
o
i
HU
inl
IH
il

TEZ JIH7HMAL.

EdE HEERHI BEAEE E2... O3E.L
LOADER H|A|X| 7} HEA|E LT} CHS A= O SELICt.
gret o] 5. Ctr-CE =& U3 HAIX|7t LHEHLEHE yE +=FL Lt
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

A AE =gz ANl ZAE E2] 'storage failover takeover
ODETEAAH Az =) -ofnode_impaired_node_name_ 'Ol A &M El HEE2{E QI8 ALt
Foishct
24E HEED0| 7|E¥ME J|Ci2[= ... 0| EAIE|H Crl-CE FE LIS
yE SEELICH
CHS cHA
HEEHE ZE T E a0 "2 0|C[0E wH[SL|CHgL(Ct

£l O|C|0{(AFF C250)2 mA|EHL|CH

28 DL E WMo &8 ZHEER E=S 22(ot WM 28 DT E EXIe TS
‘='E' O|0|X|E USB Z2A| E2t0[E 2 F &8l of BfL|Ct.

1A HEER B8 2L Ct

AEED 25 R 7 240 HM|ASI2{H HA A|A-M HESY ZES 22|t 2 HEEY ZE9| HIHE
Z22[s{oF L|Ct.
CHA|
1. OF&] HXIEX| g2 Z2 SHIEA| HX[SHAI2.
- MM HEER 2E MY 33 EXE E2[gL
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2 0L/ E wHst| Hof| ZEES ES0M S7| HEE 22
HELch

of
k=)
ry
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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
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ZEER 2Z=0|M 28 O|C{E SO{SE LI
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Xt7| EE2IOIHE AFE5H0 &&tEl R E DIC{0{0[A LIAME RI7{St At 2|of QA 2atefLCt.

k>

2
3. £4E RE O|C[0|E A2M0iM =Y = A-A S0 23 Foll sLICh

4. Y| YX| ZEHE Mol WHE 2 KIS HAHst 2 HESS ZE0| FRAIZLIC
5

- 1 Xt7| EEIOIHE MBI R E O|C|0{of LIALE &0 ZO0|HAIL.

() SEuicofe LS £ o 8BS kx| DHYAIL. FHO| 42 4 YLt

AA

3EHl: 2 O|0|X|E F& D|C{0 2 MSELICH

AX|e wA 22 oiMl= 22 0|0|X|7t §leB =2 USB Z2HA| E2I0|EE AE350 28 0|0|X|E T &8Hof FLIC}.

* 22 4GB &2 MBR/FAT32= EUEl USB E2iA| =2t0[2 7} QL0{0F gL |ct
* Y HEER I A S0l At Lot ONTAP 0|0]X| TS| SAHE. NetApp Support AIO|EQ| LH22E
MMM BliE O|0|XIE CI22EY &= ASLICH

=
* NVE7H AFRBIEE MHE A9

=| 22 CIRZC HE HEA|E CHZ NetApp Volume Encryption@ 2 O|0|X| S
CI2EEgL|Ct
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° NVEZ7I EM3te|X| 42 AR CRZC HE! HEA|E L2 NetApp Volume Encryption §10| 0|0|X|S
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* AI2EI0] HA 49l 22 UIESI0] HZE|of 0{of ELict
* AIARI0] SB AWH AIAOl ZL HET 10| LRSI XISt var THY AAHS 2% 1f 37} HRYS
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a. NetApp Support AFOIE 04| USB Z2iA| S2}0|=2 &Het bl 0|0|X|S ChR2Estn SAkgLIT.
b. AHIA O|0|XI2 BES| Be B7tof ChRREILICH
c. AHIA o|o|x|o| @S ELIct.

Wan|pE A2310{ netboot O|0|X|S FE3IX|

@ WindowsE AtE0t0| 2HXZ FEo= B
FE2 CHE & =78 M8HLICH

E
ORMAIR. 7-Zip EE= WIinRARZ
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2= Sl El AMH|A O|0|X] Dol = = JHe EC 7t ASLIC.

« HE]|
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= EFI
d. USB Z2fiA| E2t0|E9| | 49| CIMEE|0l| EFI EC1E SAIELICH

@ M| A o[ofx|ofl EFI 2E7} @l= 3% S HXSIHAIR'FAS 8L AFF 22| 28 T%| =0
AMEE|= MH|A O|0|X| CH2ZE THAO|M EFI E2E 7t F2E| JASLICH
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USB 2& EEJ| OtL|2t USB EA|€ £X0ll USB S2liA| =2t0|2 5 HX|sl{oF ghLCt.

c. HEE2| BES AJAl0]| 23] Lof YALICH
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&E ZIES2{9] LOADER ZEZE0||A USB E2HA| E210|H0i|A 57 0|0|X|E R EeLCt.
boot recovery
57 0|0|X|i= USB E2lA| E210|20f| M CHR2Z=EL|CH

2. HIAIX|7t EAIE|H 0[0]X| O|§ 2 Y=BI7LL *Enter*E =21 2= 2tof| EAIE 7|2 O|0X|E HEFLCY.

%
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ONTAP 9.16.0 0|3}

F|->

ME| HE

=29} THEL] #

EH0|M CHE HAHIE A=A K.

2AE HEERZ0|M: £27| vy @40l 2 M Do you want to restore the backup
configuration now?

4 E HESHM: HAX|Z7L EAEH CHEE +24

HO{ELICH

MEH HAEZE2{0f|A: &4z

set -privilege

{R. Y /etc/ssh/ssh_host_ecdsa_key £

£l ZES2IE DF AP 2FOE MBI
advanced

THE L ZES2{0)A: ¥ 2ol BUS AWHLIC,

system node restore-backup -node local -target-address
impaired node IP address

(D MO
(X=X

OIEL AEE2{0f|M:

set -privilege

2l =2 29| HIAIX|7} EAIZ|H NetApp X[ EO]

ZOISHMIR.
HE|XH +ECE S0P}

admin

FE27| y Y@40| & I was the restore backup procedure

g &ME HEERWM: F27]| vy &AO0| F I _.would you like to use this restored copy
now?
h. &248E HEER0|AM: £27| v ELSI2t= HAIXI7} EAIZH OSE FEMR. ctr1-c 28 MRt
Hm
L 2ME HEEZ|N: Ot & SILIE A2
* A|ABIO| 2ot E AFESHK| b= 22 RE OIF0A _SH 1 et 28 2 MEHSIM|R
" AN|ARIO| T3 E A= B4R CISCE 0|SoHM|R."Y=otE SR L Ct
ONTAP 9.16.1 0|4
EME HAEE0N CHS HHAIE 2=5HH Q.
a. ey Adg SRStEH= HAIX[ 7} LIEILIH 7| £ v SELICL.
S A7 d3Ho2 2hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore

from partner complete

w2Cty LEE AR

Slotets

=2Cty ChAl R

rr
A
JlO

2I5t2t= HIAIX[ZF EAIELICE

Stets HAIXIZE EAI=|E.

ot2ts HAIX|ZF EAIELIC.

HIAIX|ZF BA|Z|H TS S F2MR. ctrl-c B8 Hm7t 2 of.


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

4. 2& 70|28 TEH HESof AZgLICH
PN

-

5. AEE|X|E H| S8 ZEEDE T MY R FSELICL
storage failover giveback -fromnode local

6. XI=

riot
mio

H|

it

= Moot ZR ChA| 2dtstMa.
storage failover modify -node local -auto-giveback true

7. AutoSupport?t Z2M3tE 22 Xts AHo|A MMS SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END

L=l =/ - AFF C250

WA FE D|C|o{0M =etE S LI

7| 22X FAol| K2t A|ARO| A5 otE S| oo MBS THAIS AZIM Q. AIAH-AM O 7| 22|XHE
AE3H=X] SHASHA| @f2 22 FE 0|C(0] uA| HXtE AlRY wf et HES 2flstMR.
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE YEE ZHISHI K.

SAH HAM 27t YHEASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10

348


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

3.

5.

ONTAP HHQIL|C} ol &
ONTAP 9.7 O[5t

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

(1-19)°

recover onboard keymanager

Selection

HAIXI 7t BAIEH 7 ZENAS ASEX| ZI5HM K.

oM ZEZEES AL

This option must be used only in disaster recovery procedures. Are you

sure? (y or n):

2 U HAIEX] 4SLICH

Enter the passphrase for onboard key management:

Enter the passphrase again

e HEHE UHSHMIR:

to confirm:

a. LHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZMAJF AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIL. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THSIM K.

M MEH 1 28 H'70M ONTAP 2 282 Al&ELICt



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22|XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7F EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C
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1.

12.

OlN| ZEZEES HEAL|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HE 7 HIAIX| glo| SRAE ZEXET} wEELICH S7|2t0) Mfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoE A itx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretolX| gL, Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport?t Z2M3tEl 22 XHs A0|A ME S SARLICE

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE
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* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%50f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) IHY LIES 2ATILICH
b. BEGIN & END £2 Z 3t 22t0|YHE F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz |3 CHS HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o2t =

o
T .

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 Xts AHo|A MM S SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END

S ojCjofoM L=etE SRSt 2 LSS "Z220| U= FES NetApp = BretefL|CH &3 0F SfL|Ct.

| M€ RMA X[ &0l @& 2 @77 ot RES NetAppOf| 2HetefL|Cf.
"EE gt 5L WH"AEAIEE LHE 2 HO|X|E EESHHAIL.

r
*

AA|
MA| N YFEZ - AFF C250

AFF C250 AEZ|X| A|AHIO| MA| WH|E A|ZISHAH Wi 27 AISS HESHD, ZIEEEE
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* ARSI CI2 BE 7Y @47} HCh2 HSSHEX| eI, HSoI| S 22 o ‘NetApp X2 XS
QESIMA L.
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* NABO| M KI2ots BE ONTAP HZIO| Al IH| AHS ALSE 4 QgL

A
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T8R4t S0 ARSI

MA| DA BAH= A|AH SCH2 AOZIL|CH 2 E S AEQ| AL, CFE L E 22 AEQ| AMH|A SCHo| 2HM 3|
SR B2 FCHo| YAst ZiQiL|Ct.

ChZ B

358


chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

LFMNYE AESH 2,"MA| WA E ZH[ELCH .

MA| A Z=H| - AFF C250

AFF C250 A|ARIQ| £ E MAIS wA[otAH &4 E MAIE AEot, uH #d4 245
golst, Alo| S22t HE 2 ZE0i| 2HE S 20{0F eLCt.

T

1.2 24 TEO AZot] o QIEH0| A5t AARS BUEYTILICE

2. ZAEER{9| 2|X| LEDE AAM&K:
a. AFE3ICt system controller location-led show /Xl LEDS| AX| MEHE HEA|SH= EHULICH
b. 2|X| LEDE HMIR:
system controller location-led modify -node nodel -state on

/Xl LED7} 302 S2 AN Q&LICt.

QAE NetApp O HtES ojf 22HgtL|Ct,

k=3 M
= o
S. M AARI0| HEE EE AHO|E0] 2HES 20|M K. o[ A StH LIF0f| o] ZXtoj|AM ZH et M0

HEEL.

6. OF&] MX|=|0] UKX| ACHH HX|SHAI Q.
ChS THA|
AFF C250 MA| SE/I0 M| F=H|E OHKl 2 "HEEHE S22 L|CHE 6o gfLICt.
ZHEE8| Z& - AFF C250

AFF C250 2E2|X| A[AHEIOA MAIS wWAE of Co]E &4S YRSt AL QHEES
HESIEH ZHESRE SEOHHAL.

Of Ext= 27l = 70| U= AR S oIt AULICH 22HAHE MH|AY f Fo S=0f| OS XHMEH LHIE2 2
HESHIAMQ "AER[X AARS HYHoz SRt MAS ALILE oHZ 7H0|= - NetApp 7|& AH=E".

* wAof 2Rt =et FH|7F A=K 2elgtL|ct
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st2 7|1ZE5 LCt.

1. SSHE S¢f S2{AE(0| ZO0I6HHLE 22 24 Ho|2T AE/ZLS AFSI0] 22AE(S] LS04

£ S2H0[AE/SAE0| M NetApp A|ARO| CIO|E{0f| M| ASHX| ROt == SfLICt.

3. 95 Wl IS AN FXBILICE

4. AutoSupport7t Z42tEl 22 AH0|A WHS AXMSIU A|ARO| 2EaRI0| & Aoz ofldE= 7|2HE
HEA[RLCE

m

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F£4A AlHH:

system service-processor show -node * -fields address
6. 2AH S ZRBLICE

exit

7. O|F EH7fo| Z2{0f LIYE 0| P FA
SUIEfIBLICE,

i

AHE3810| SP/BMC over SSHO|| 2101810] Tl Atsts

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0{|A 2F &= SnapMirror 7|4 S2HAEE AL8%t= S2{AHS| B! system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| EAIE|H S2HAES| 2t AES20)| T3l *y * S LASLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7} Y& W7tx| 7|Ckl = LOADER ZEZEJ BAIELICE
CtS B
HESRIE R 3, MAIS THELICH
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O[Tt MA[S] 2t H|O] YFL0IIM AH MAS] SLot Hi|O| (L= E2I0|EE 0| S3HoF L|C,
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1. M HEE2 2EQ RX|E4 LM BE FHRATH SYsHHA MEH ha-config showS EAISH=X| &helgtL|ct
HA AEl= B E M A0 el Ssof ShL|Ct.

2. AEE2 ZEO| TAIE AAH MEfT AAH 43 AKX|SHK| toM HEEE] ZEC| HA &EHE "ha-config
modify controller ha-state"=2 A& gfL|Ct
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> H] B}
3. AEER REQ TAIE A|AR MENTZF AAR -0 AX|SHK| o H HEEE] Z 52| HA 2EHE "ha-config
modify controller ha-state"= A& gtL|Ct

4. MH0| HAE|U=X| &IStL|C} ha-config show
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toloh = "A|AE] #H|0| =2 CHA| 210t AT S LS RILICHS(E) =dslof LTt

et o oF RfLICE.
AE2|X|S MAFD ClA3 MELS HQlstol wH| WAS ALt

1THA: AJAH] 3]
EEZ 2= AEZ|X| Y HER D HZES QIS H 32 A A|L. "Active 1Q Config Advisor" .

ChA|
1. Config AdvisorE CI2Z

2. [HM A|AE‘II()“ [_Hol- Jé % olzdst |:_|-% |O|E-| Axl % %EIB‘I-L||:|._
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3. #lo|E HZ B2 2=t O3 £HS &AIYL|Ct R E C|AT HOJ FA|E|D B E ClAT T EH0| EA|E| =X
stolsto] A2 #[0|2 HZE EHE sHA-LICtH
4. sljet g Z2I5t0] CIH2 70|28 &2l CH2 Config Advisore| =22 2HQIgtLC}.
2¢HA: CIASE AELRiLICt
AEZ|X| A|ARIO| HA M LHO|| Ql= B2, At BE A| 7|EEH0] YMSIH M HEEZ ZE2| A|AH IDI S22
ClA30f| EZELICE replacement_controllerS HEIE [[H AARID HEE 2ol CHg HE 0| AAHE|A=X|

eflstiof gLt
O] Zxt= HA ¥ollA ONTAPE &&idt= A|ARO2E M EE LT,

1. replacement_controller’t RX|E4 RE(M™>"TETE FA|)Q AR RXE4S 2EE S26t0 20 TETEQI
"halt"= O|SgLICt
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system ID mismatch0i| 2|8t A|AER! D ™| E 2= HA|X| 7t LIELLIH _replacement_controller?] LOADER
DEDENM HEEZE 2EHSIL "y'E Y=HBLICL

replacement_controller 201 'Waiting for £t HA|X[7} EA|E W7HX] 7|Cig = HAE ZHAEER{0f|A A
OIELH A|AE! D7 XSO 2 X|HE|R=X| 21EtL|Ct. 'storage failover show

W EHol= &4E AEEH0IM AA™ IDIHAZEACHS HIAIX[QE 27H SHFE O] 3 M ID7t E A= 0{0F
LICt. ChZ OIFI0AM node2E WHIE AMCMH M A[AR ID7F 151759706 % LICt.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

X AEER0M 20| HEIt MY A=X| etlghL|Ct.

a. 1g Hst £F 'Set-Privilege advanced’ 2 HZASL|Ct

g ZER A& TAStE=E HAIXK|ZF LIERLEH Y2 SEe = JAELILH 18 RE TETET}

o 2 E X EEL|CE 'system node run-node_local-node-name_partner savecore'

0 =
c. Htzt HHS Mslsl7| Fof| 'avecore' BHO| 2AZ = mi7X| 7|Ci2|MA|L.

CtS HHES U=SI0 savecore BHQ| Tl MEHE ZLIEHZEE = JFLICE 'system node run-node_local-
node-name_partner savecore -s'

d. admin #%t +FO 2 24| 'et-Privilege admin’L|C}

AERX] A AR AEEX| EE 25 YoV FYE B2 2EE 7| A2 E MESH=X| E= 2R 7| 2E|E
MESHEX] G0 W2t ChZ BAL S SHLUHE At AE2|X| 2= 2§ Y20t 7|53 S&oof Lt

o "2HL 7| #t2| ¢l 7|E SRELICH

—

=
=
o "QIR 7| Ze| Aot 7| SEELIL

[y = |

HEEHE CHA| MSELICE

a. FYHel HEZ20M uHE HESE{| AEE[X|S CHA| MSELICt. 'storage failover Hhet -
ofnode_replacement_node_name '

replacement_controller?t AE2|X|E CHA| 7142t REIS tESLICH
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'storage failover show' B&E2| Z210]|= TtEL] H|A|X|0|A HAE A[ARN DI} EEHE|X| 9400k BHLICE.
7. AT N2 SYEIRA=X] lSfL|Ch 'AER|X| CIAT HA-ARA

_replacement_controllerdfl £3ti= ClAT = A A[AR IDE EAISHOF &LICH CFS G0M= == 10] 28t
ClAZ0l A A|AR ID 18737752770] HA|E LICY.

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. A|AHIO| MetroCluster 71401 2 ZHEE2{ AEll 'MetroCluster node show'S 2 L|E{&I5HC}
MetroCluster 712 M4 MEfZE =[S2|2{H uH| = R 2 Fk Z2|[H, 0] 22 2 HEEZ(0f| LM E MEfTt
HA|Z|H DR O|2{20| 23tz Ma ZETJH EA|ELICEH MetroCluster node show-fields node-systemid &
Z32 MetroCluster 40| F& MEj= S0t W{7HX| O|H A|AEI IDE EAIRLICE.

9. ZAEE2{7t MetroCluster 2 40]| = Z S MetroCluster A0 2t 12 AR X7t Rsl AtO|EL| HEE2{Q!
Z9 DR 2 ID 20| CjA39| |2l ARX7F HAIE[=X] 2elgtL|Ct.
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10. A|ABIO| MetroCluster Q! 22 2} ZIE ZE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE0 J=X| ZelgtL|ch
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZ2{0f| Chsl of|Atx|= 2F0| 'vol show-node-name’ @1 X| EHoIstL|C}

12. HEE Al X}3 E|O|22H 7|5E AF8SHA| & AT 22 MY HESZ0||M Z42I5HAIR. 'storage
failover modify -node replacement -node -name -onreboot true'

ZHEEZ2| A WA - AFF C250
AFF C250 A|AHIO| ZHEEE] WHE 2= A|ARIS HAMOZ XFA|7|2{™ NetApp

Storage Encryption 788 S#stL(HEaet Z2), M ZHEE={o Ciet 2to|dAE HX[et
CH2, 7| E0l| SSE RMA X|&of| o2} n&-t 252 NetAppl = Hhetsi{of ShL|Ct.

1Ct7|: ONTAPOAM WA ZAEZE2{0]| CH3t 2t0| MIA S M X[ErL|Ct
EON7 hAlist L EJF R (& &) 2t0| AT ZHQBE ONTAP 7|52 AME Q1 22 _replacement_node0| CHat
M 2to| MIAE MX|sHoF gL|Ct, B 20| AT Q= 7|59 L %aﬁ Eof 2t =0 7|0 cist XtA| 7|7t Qlo{of
ghL|ct.
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St 20| M 2O MIATE §l= 7|58 AFESHH 2HO|MA Aokg E45HK| bg = UYL= Jhstt ot e
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2to[HlA 7| = 28Xt & 4|0|0{0F BfL|Ct.

eto|dlA 7|15 A 9022| R0l 7|Zt0| ASLICE. ROl 7|Zt0] X|LtH 2= 0| 2to[ AT R etE Lt
R efo[dA 7|15 EX|ot = || 7[2H0] EL7| Tof| 2E F|E 24412t S EX|3H{0F FLCH.
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cHA|
1. M 2lo]dlA 7|7} et AL oM WA 2to|dlA F|E #HOMAIR "NetApp Support AFO[E" My Support(LH
X|2l) MMof|l M Software licenses(2ZE 0] 2t0|MIA) £ MEdTtL|CE,

@ Zast M 2fo|dlA 7= XSO 2 MY R0 ol oMY Fa2 HEELICH 302 0L
2to A 77 Lot O|HY S EX| 2ot R 71& X2 RMof| 22SHAIL.

2. 2t 2IO|MA 7|8 "A|AR 2tO|MA FT} 2tO|MA FE 2tO|MA 7|, 2fo|MA 7|2 HX[gL|Ct
a. OJALE 2fo|MA ol2to|MA FE| - O|ALE - A|Z2||0| M
b. S50| SHI2H AEoHX| &= A2 2| license clean-up-unused’ S AFK|EFL|CH

2EHA: LIF 2l 3! 22 Ho S5

replacement_nodeE AH|AZ HH&ES7| HOf| LIF7F = EEOH U=X| 2olstd, AutoSupport7t M HE AL
_replacement_node2| Y& HS E SEst1, Ats et 7|52 A HsH{of gfLCt.
CHA|

1. =2| QIE{H|0| A7} & MH S ZEO0]| CHSH 'network interface show-is-home false’2H= ET1E SH=X| 2tolstL|Ct

LIF7} FALSEZ HA|Z|H i LIFE 8 ZEZ &|SELICL network interface revert -vserver *
-1if *
2. NetApp Support0] A|AH 2 HSE SEELCE
° AutoSupportZt Z-d3tEl AL AutoSupport HIA|X|E &6 L HSE SEILICE
° AutoSupportZ ZM3tE|0 JYX| UOH E SETIL|C} "NetApp X" LH HSE SETIL|CE.
A3

3. 3E-|AE-|°| AMEHZ SHQIBHLICE "ONTAPO{| A
LHE22 KB 2EME RIXSIAAL.

BEES ALE010] 22{AH HEi HYS sAsts SE "Rt
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° Onboard Key Manager(OKM): 22{AE HMA| 2t 5 8 H|0|E{7} ZQBtL|Ct,
° QIE 7| BA2|XHEKM): TIEL L E0|A CHS THU0| LLBtL|CE.
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
" /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

EHA|
1. LOADER ZEIEQ|A EEl O|C| 27 T2 MAE A|ZFEHL|CH

boot recovery -partner

SHHO|| CHS O AIX| 7} EA[ELICE,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. 22l ojcjof Mx| B3 Z2NAS BLIEZBHLIC

OTZMATH2tRE|[D Installation complete HIA|X|Z} EA[EILICH

3. AARI2 AotE 2Isti CHZ HIAIX| & SHLHE FAISLICY.
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ol BIAIXIZ EAIEE Z2... asst po
o

o
key manager is not AAEIY 227t AX[=2[0 JqX| AESLICE

configured. Exiting.

'Storage failover 82t - ofnode_impaired_node_name

C. 2 7L} AFS BhE CHAl 2ds) vl dstel 3.

—

key manager is A2t X =[RASLICH 2 710 | 2E[xp =3 .
configured.

A|AHIO| 7] ZE|X} S AEY £ Ql= B2 2F HAIXIE EAISI2 7| 22[X7t FEE=|0f
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 282 E 7| 2t2|Xtof| Cis ] ClO|E & YSHAIR.

ot 27 gl el fofE| ZEIEC| 02 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DiUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43U SS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E ZHEEDE CHA| X5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7t 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7|8tLICt.
security key-manager onboard sync
2 7|t Xts ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FetL|CY,

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) It LHEE UHSGIMAL. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP ZZ{AE{ UUID

Notice:

L L= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 S AEH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 UA| HESR T QE{Ho|AL MM S l=fgiL|Ct.
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* SOl M kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 Z0|A EKM 7140| MZHo= SRIE|JUSLILCE.

QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

HE &fIstMIR.

Ol Z=MA= ME LEO|M MESH DUS FSASI =8 R LD O HAlZ
Ho7tM 2.

© 717t YBHOE BE|X| 4O AIAH

0

Hl0|
DEDENM S5 Z2MAE CHA| HHBLICH boot recovery -partner

STED 27 81 A HA|X|7F EA[ELICH LOADER
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7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MREYS = A[ARO| CHAl 22l MEfTt E| 1 ZHSE=X] 2QU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2t HghdstEl 3.

5. XHS HHBt0| HIZHESHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

Ch2 B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FE= NetApp= HHEFRLCH

Zof7t ErAlist HES NetApp-AFF C4002 2 | SE!L|Ct

AFF C400 A|AgI| 24 249} 1
HEeh S A" XEM[et LHE 2 HO]X| E & ZSHMIR.
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X971 ADS| -override-vetoes' 7} 1148 AIB3101 MetroCluster B8 HHE M AW 4 2gLict. o]
MEE D) B4 S ALSSH FP AAHS 27 XS WXsts BE ALE H[OIS Y OIBHCY,

4. MetroCluster operation show B&Z A5t 20| A= E[AY=X| &rolEtL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@ S AFE6t0] RE o I2|H0|EE
Ax-l'c'>'|-|__| [:|-_
T od

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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MEHX D7 HAEE ALEotE ER AAHS 57 Y2 UKot RE AT E H|QI2 MHQ|BfL|Ct.
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
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Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotMa.

oM ZEZEES AL

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt

462



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

463



464

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

. ¢l2{0| BLIH Enter 7|12 F H F2M|Q.
B oz AT} AZE| D CFS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
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* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIL. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THSIM K.

M MEH 1 28 H'70M ONTAP 2 282 Al&ELICt
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

7. AEER| 2&0|| CIS HIAX[7} EAIE|=X] 2HQISHH .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

9. CFO TARteZ REIS = 7| 2HE|XHE S7|2HLIC,
security key-manager onboard sync

10. HIAIX|7} EA|Z|H Onboard Key Managerdi| CHeH 22{AE A S E 2T CL.
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1.

12.

OlN| ZEZEES HEAL|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HE 7 HIAIX| glo| SRAE ZEXET} wEELICH S7|2t0) Mfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoE A itx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretolX| gL, Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport?t Z2M3tEl 22 XHs A0|A ME S SARLICE

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)
CHA|
E=4E HEEH| 25H0:
1. 24 HEEZ 0| 2& 0|22 HESHMIR.
2. M MEf 11 ONTAP 2E! HF0l|A.
28 072 o|E EAISLICH
(1) Normal Boot.
(2) Boot without /etc/rc.
(3) Change password.
(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.
(6) Update flash from backup config.
(7) Install new software first.
(8) Reboot node.
(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)? 11
3. HAIXIZt EAIEH Het FHE MR ERISHNI L.

468

OlM| ZEZES HEAIL|C

Do you have of the
{y/n}
Do you

{y/n}
Do you

Copy

have of the

Copy

of the
of the

have copy

have a copy

Do you

/cfcard/kmip/certs/client.crt file?

/cfcard/kmip/certs/client.key file?

/cfcard/kmip/certs/CA.pem file? {y/n}
/cfcard/kmip/servers.cfg file? {y/n}

4. HAIX|7H EA|E|H 22t0|AHE 3! M HEE l=dgfL|ct.
a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) IHY LIES 2ATILICH
b. BEGIN & END £2 Z3tst0] 20| E F|(client.key) I LHES & BtL|Ct.
C. BEGIN % END £& Za5t0] KMIP At CA(CA.pem) It LHE S ={BfL|Ct.
d. KMIP NH| IP FAE 2SN K.
e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz |3 CHS HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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Almyst
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'H IT
T=S

MA|

OlN| ZEZEES HEAL|CE

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

xHE wist

[y

o

H

MUt

Mslst A

o -l =

o ol.
2 29

storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

HEl 0|C|0{E NetApp 22 gl - AFF C400

| E2F &t I1|-3-5_| RVMAX|Eo| €8 & iz 2FI Lot £5S NetApp| BHatelL|Ct.
H

Hbeh S8 WH|"XEMISE 82 HO]X| S HESHYAIL

—_

MA| 1A 7R - AFF C400

MAIE WMol ot AEE 2S5 &4 MAIOM &4E MAILL S2e ZEO| M
MAIZ FAHO0F gLCt.

AABRIOITHE 2E 718 @47t SHIZA| 2tS0H0F gfLICt. 2~ X| ¢4
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

* O] BXt= AA”MM X H5t= 2= HT2| ONTAPO|M AEE = ASLICE

* O Bt SHS WELILE 2= S AEO| Z2 S MH|A FTHS o OHE = S2{AH9| YR
SHo| e = ASLICt

ZHEEZE ZEELICL - AFF C400

o ®gst BAtol et AE SRS SRS AAE 2

m
M
_"E
i
o
4>

SHMA|2.
S8 1: MAE uNE o AEERE SEELIL

Of BxXt= 271 .= 0] U= A[A”IE flo AULICH SHAHE Mu[A" o] Fd S=00| st XiMet g2
HZSHUAR "AEE[X Alﬁ?é!‘é HYHoZ ZRot MAUS FLICE oiZ 710|= - NetApp 7| RI=E"

AlZst7| o

© WSt AIg Astat X2 FHO| UK SIELIC

o

ONTAPO| CHet 2Z 22| X}

N
2} AEE2{of ter BMC HZ2d

o

° FItE FYBLICH A A AEf FHE"

° ONTAPE A|AHIS| HE 2E|A2 30| =§fLICt.

° H& 8HZ "Active 1Q Wellness & 2! [&". A|AH 719 249 LED2F 22 oiX A|A”I| U= 2=
ZgS 7|50 SLiot.

1. SSHE Salf SHAH0| 2015t7LL 22 Z& A 0|23 YS/2ES AHEH0] SHAES| LA

£ S2H0[AE/SAE| M NetApp A|ARO| HIO|E{0f| M| ASHX| Zot == SfLICt.

4. AutoSupport7t 2-3tEl 22 #H[0|A HHE ARSI A|ARO| 2EERI0] € Ao o= 7|2t
HEA[RLCE

o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F4A AlHH:

system service-processor show -node * -fields address
6. 22{AH HS ZFLICL

exit

7. o[ EHA|o] 0|l LIEE =9 IP F££AE AE310{ SP/BMC over SSHO|| 2101510 T &ehs
S L
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0{|A 2F %= SnapMirror 7|4 SHAEE ALE%t= S2{AEHS BR: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C}Z0| HAIEH 2 AEQ| 2t AEZ2{0f CHsll *y * S U=FILICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

-

o
I
-

. 4 HEERJ} HE Wi7tX| 7|Ct2l & LOADER TEIXEJ HA|EL|CH

:l:
o
—_
oo
r
M
-

E{0f| HAS S5t 0| EAI2| o[t M S5 EXIE A FO0{0F &Lct.

|

1. MetroCluster 2EHE 21510 EOi7} Q= HEER|7t RSO E M4 ZHEE2{(MetroCluster show)Z
Mete|R=X| Zlgt|ct

=

2. X3 EA7h LER=X| of 20l 2t CHS FOl| what T BLICE

ZHEEZ &4 o8 2™

7t AASL 2 MetE|RAELICE CtS CHAIE TIfgtL|Ct

7t AH5o 2 MEBE|X| AUpESLIC XA ZHEZE2] MetroCluster 2| 7|52 Edl| A2l HH S22
LSt

7t AASS = MetE|X| 1, HEH HAIXIE BESHD 7ts3ot AL 2H|E siZ2st = CHA|

'MetroCluster switchover @EHOZ A|LSIMA|R. EXIE 2T £ Q= 2R 7I= K& BEM0| 29stAL.

MBS ASHOD, AQIX| 87}
ZEE e

3. FAHQl 22 AE0|M 'MetroCluster 2t THA| A B S M0 C|0o|E| 0§ 22| AH|0|EE M S7|SFEL(Ct

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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X7t HEE|H “override-vetoes' If7 HILE f
MEHH o7 HSE

A8dte R AlAHEI2

4. MetroCluster operation show HEZ AL3t0{ Zt¢10| 2f

controller A 1
Operation:
State:

Start Time:
End Time:

Errors:

0

heal-aggregates
successful

7/25/2016 18:45:55
7/25/2016 18:45:56

=7 5ol

::> metrocluster operation show

S. 'storage aggregate show' BHE ALE5I0{ O 12| AH[0|EQ| HEHE QIS A2,

controller A 1:

Aggregate Size Available Used$%
Status

aggr b2 227.1GB 227.1GB

raid dp, mirrored, normal...

6. MetroCluster & tHA| 2

+HgLct

mcclA::
[Job 137]

% online

E 0§ 22|H|0| E( heal-phase root-aggregate) HHS AEst0] R E

!

:> storage aggregate show
State

#Vols Nodes RAID

0 mccl-a2

Oi2Z2|HIOIES

> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful

X R7t HEE|™ -override-vetoes DH7HEHFE AFRSHM 'MetroCluster 2H' HHS IHAMHE £~ QI&LICE. 0]

MEH ol W42

7. CHAH

mcclA::

Errors:

8. &aAtE| HE

O - —-—

= AIEot= B2 AM2E2 57 HYS L5t ZE &

22{AE0| M 'MetroCluster operation show' B2

> metrocluster operation show
Operation:
State:
Start Time:
End Time:

heal-root-aggregates
successful

7/29/2016 20:54:41
7/29/2016 20:54:42

£ ZS0M MY 32 FXIE Z2lHLC

AtESHO] 2H A U0| A= E[U=K]
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StER0] WA - AFF C400

L2 A0 M A MA|Z ™, 5tE E210|H Sl ZIEEE EES 0|50t &4E MAIS
A AA|9} S2UBt BRO| A AAIZ HIELICH.

Al:

—-—
rn

TEED ZES gLt

MAIE WHStAE O MAIM ZIEES 2=2 22[6HO0F BiLICt.

A0l 22| ZKX|of| A0|ES HAH FH 0|2 22| HKIS LAl X mf A|o[=0] He|E L/t

LHEo| AZ RLEZR|M #H|0|E 22| FXIE E2[st0] SR FLIC.

1
5. UZ EZ KIS ot 2 £ 2 ChZ 5 XIS SAlofl of2i= SELCH

= OfEtE MA| S12=Z 2Oo{d o X|X[ot=X| =relgfL|ct.

=S QTS 2ol T MAS| THE HEER ZS0f i3l M = o] THAIE Bt=gtLct.

MAIE A of H 2ES WM MAIZ 0|Sst2{H S8 &Y =ME +AoH0F LTt

1. OFE| FXIE|X| B2 2L SHIEA FAISHIAIL.
2 Wl & S0 2l YRS UE CIS A Helel B AHSOL WOl BE i Yoz WaS

3. W s HoHSo F2| XS ofHZE FE T2 A MES ofHZ 2 SEILICt

4. W DES MAOA SHtE 2A #iLiD, CFE 202 W 2SS X|X|50] MA|0lA E52|X| RAEE SHUAL.

@ ™ R2=0| F_fé.*EI‘RiﬁLI Ch. M 2=0] 24Xt MAIOM B CHAIX| == et CHE &2 ™
ot |

WSS M2 2ol L Ch
LIHX| ™ 2 S0f Chall ¢/2] THAISE gt=gtuct.
W RES Y70l SE TS MAI 20 20| A MAlo E&LICt.

iz
M EE A £F0|E TS| =21 MAIof 23| FArgLIC

©© N o O
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9.

U

A HSS B AXITHA S2 A HE iRl X7 B2 22| S UH EHF AXI0f JA=X] =elgfL|ct.

_ % M=
10. LIMX| ® ZS0f CHsl O THAIS Bt=St|Ct.

SEHA|: FH| 2 tE= AAE IHH[S Lol M MAIS W ARl Ct

u M| MAIE EX|5HH HA ZH| 2 =

rir

AARIHHISONA 71E MAIE 22/3H0F ZLICt.

1. AHAl =& XIFO|M LIS 22leLch

2. & A20| A= HEHOIM O MAIE AIAR FHH|SA KL= EhH| 240] 24 2| Uof| M 2o{ H CFZ $HZ0l| FLICt
3. OFx] HX|=|X| gt2 Z 2 SHIZH HXISHUAIL.

—

4. AAHEIHH|S EE= EH| 249] 24 2| Yol MAIS 2AISH0] T AFZH0| WA MAIS TH| 2 EE= A|AH] FHH| o]
MK|BH|C}
= = .

O MAIE ZH]| 2l = AIAR FHH|R0)| 2HED| 2o E&LICEH
6. O|T AHAIOI A 2|3 LIAFS AHZSHO] AfA[2] S FH| 2 = AJAR FHH| S0l Dy gfuct,

7. OFx] HX|6HX| 42 Z 2 HIES AXeLct.

M

4THA: AEER 252 RILIC
M MAIO ZEES 2RES EX|ot = FEISlof L|Ct.

St MAlol| 271e] AEZER 2E0| A=
YA XIOAL HE-RIE Al 257 | 20 3] SQELICH
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1. ZEE2 252 22 MAIQ 70l HE T2 ZHESE 252 B ZoATA AlA=0| Lof E&LICH

@ XIAIZE AS WK HEER ZES MAI0] 2tT5] & SHX| OHYAIL.
2. 242 HEER ZS0]| ChA| 25t 22| IES ChA| HZgL|Ct
3. ZEE Z& HX|E et
a M@ I=E WY 32 Ko HZstn W A0|E &z 12| S LAl EX[et otg HE 35 XS T
HAZLCH
b. 3 2HXIE AHE5I0] EHF X7t H4S8H7| AZY WintX| ZESS RES MAI0f THEHS| 2o E&L|Tt

@

HUE7} AAEX| YRS HES2 RES A0 Lo B2 0 =3 812 FHIX| DHIAIL.
c. &2 2= 9l

=
—
EEE RS

o= g2 ¥3 Ho| B2==
9IX|2 L2 AfAIo] ekxte] raretL

HEZEE] ZS0| MA[of 2T ZAE|H HIZ 20| A[ZHEL|CE RE T2 MHAE SHY FH|E SHHA|2.
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() AAs0l 28 HiRolM BEE 2L 202 HEsts SMS MBI
f. LOADER T2 I E0|M BYES Y245I0] PCle 7t= S 7|Et M QA E CIA| X7|SkgfLCH.
g RE DTZNAE FCSIL 'Cir-C'E =2 20 ZEZEZ REIghL|C}
AlAEI0] 2l 0N HEE A 202 HElsts 42 MegiL|C
4. 0|7 EHA|Z U= sto] A MAIO] S W) ZHES2{S MX|ELIC
S % WH ZZMA(AFF C400)E A= ELICH

7|E2t 2 M3E RMA BE0| AHE CHE MA|S| HA MEHE =tolsta Zol 7t st 22
NetAppOi| Eretsof ShL|Ct,

fjo

1A MAIS] HA HEHE felstn AFfL(Ct

MAIS] HA HEHE efelstn ot Z2 A|AH 20 XA HENE HUTl|o|E8tiof LICt.

1. RX|E+ DEQ ZHEER 2E 3 stLoM 22 HEZ2 25 Y MA|2| HA #EHE "ha-config show"=
EAIRLC

HAAEHE 2E 7N Q40 sl SsHoF L|ct.

2. A{A|Of| CHall FEAIEN AJAE MENZE AJAR 0t LX[SHX| @b H R
A
=

a. MAl9] HA 4EHE "ha-config modify chassis HA-state "= MM BtL|C}

HA-STATE_9| 22 L2 & ot &= ASLILE

-

. 5}
* mcc
= mcc-2n
" 'meip’&L|Ct
* H|3}
b. MH0| HAL|A}=X| ISfL|CE ha-config show
3. OF=! CHA| SHX| QEUCHH LIHX| A|ARIS CRA| FSHUAL.
4. A AH ofHOf| WIS CHA| AX[SLICE

2¢HA|: 2. E MetroCluster 71&0f|A| 0§ 2[H|0|EE CHA| MetatL|Ct
0| P 2 E MetroCluster A2t M E/L|CT.

ThA|
1. @E L CJ} "enabled" AEll(MetroCluster node show)di| =X 2lgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'

3. 23 =Hof| o8l £ E|= XIS LIF OF0|12{|0]M 0| 'MetroCluster check lif show o] AZ2HOZ tZ E|AU=X|
stol

4. FHRQl SHAHO| Y= EE E0|M 'MetroCluster A| XU HHS ALESI0] AX[ME AT
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| e SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
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Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdl| A &L|Ct
245 HE SRS ZR0l2{0 HES2] NEIS olotn, W P2 HESR HAS Hsto] YAl
HEEE 7 &dE HEES AE2(X[0|M HIO|EE A& MSOt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLIC

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAL. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| HE AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Dj7H HA-E AEsE AR A|AHS 271 XA 2 UX[ste ZE ATE H|QIS TH™QBhLLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] X 0| 2AZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show

Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55

End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HE2 A2t O Z|AHO|EQ| MEHE SQISIMA|L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols

Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB

% online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster &2l CtA| REE

O
—

0§ 32| #|0| E( heal-phase root-aggregate) E& S AE35H0]
OHO2[HO|EE A TL|C,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHFE ARSI 'MetroCIuster 2*%

O] MEH Dif B4 ABTHE FD AAHS 27 Kejg ¢

SEE M = ASL

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

Hel 20| 2= = A=X| =l gfL(ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

Errors: -
8. &AMEIHEER REUAM MY 35 BKE 22LICt
ZHEER 2 & SIEY O E WAELICL - AFF C400
ZHEED 2= SIEYOE uANsl2H &2 M5 ZHEEYE N6, FRU 714 4 E uA|
ZIEER ZEE 0|S¢ CIE, WX ZIEER Z=2 MA|o| EX[5 f , AAEIE RAIEs REZ
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oHA|
1. refacement_node’t LOADER ZEIE(| UYX| ROMH A|AHS LOADER TETEZ FLHEHLICE

2. Healthy _nodeO|A] A|AEI A[ZHS =tol

%

LICt. cluster date show
et A7 A E AZHHE 7| EC 2 gL|Ct
3. LOADER ZZIEO0||A, replacement node:sHow date2| LM} A|ZHS SQISIAAIQ

= S AIZH2 GMTZ HSELCt.

4. LQSH AR WM =9 LM(GMT)S 'SET DATE_MM/ddlyyyy '2 MXstL|Ct
S. WD AR WA =9 AZH2 GMT 2|2 'SET TIME_hh:mm:ss_'2 MAStL|C}

6. LOADER ZEIZEO0f|Al replacement_nodel| &Mt 8l A|ZHS &tQIBtL|Ct show date

= A A[ZF2 GMT=Z H|ZEL|C

Il

HEE2 O HA AlEHE =folst ZQdh A A|AH Mt AX|SIE=ZE MEHE HO|0|EdlOF eL|Ct
1. M| ZHEEE BE9 QXE4 REUM RE LH AT ST HA AE ha-config showS HEA|St=X| &HQlstL|Ct

HA AEl= B E M 40 CHel Ssof shL|Ct.

2. AEE2 ZEO| FAIE AAH AEfTE AAH 3 AK|SHK| o™ HEES HE2| HA &EHE "ha-config
modify controller ha-state"= & %L|C}

HA AEfQ| gt

ro

Ct

alo

S OILIY &~ AF L

° '6'.

> mcc

° mcc-2n
'mcip’ & L|CH

° st

o

3. HEEE ZE9| HAIE AAR MEf7F AJAR 70t AX|SHX| ko™ HEZR] ZE2| HA 4EHE "ha-config
modify controller ha-state"= A& ghL|Ct

4. d¥o| HZAE|U =X &QIRtLICE ha-config show

AEZ|X|E MAFHSHL C{A3 LGS &QI5t] wH| RS ASRLICEH

12 A 23 o]

EEZ 259 AEZ|X| Y HERS AZS QIS H LSS AESHIA|L. "Active |Q Config Advisor"
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CHS Config Advisore| £ fQlgtL|Ct,

AER|X] A|AZI0| HAY LHO|| = B2, EAL SR Al 7|28H0| HMSIH A HEEZ] ZE2| A|AH” DI} AIS2E
ClAa3of Z2HELICE _replacement_controllerE £ &I Uf A|AR! D HZZ =0lot CHS HZO| LHE[U =X
£HQlsf{oF gLt
O] A= HA Yol ONTAPE & &lsH= AJAHITH M ELICE.

1. replacement_controller’t RX|E4 BEM™>"TETE FA|)Ql 2 RXE4 DEE ZF60 2 TETEQ!

"halt"=2 0| S&fL|Ct

2. system ID mismatch: boot_ontapZ 218l A|AE IDE XA Olst2te EI'||)\|7(|7f HA|=H
_replacement_controller®] LOADER ZE2IE0|AM ZHEERE BEISIT yE QBT

3. replacement_controller Z&01 'Waiting for Bt2t..." HIA|IX|Z7F EA|E Ti7HX| 7|ChH2l & HAXQl AEZ2{0f| A A
oIE L] A|AE! D7} AFS O 2 KA E[FE=X| i.*?_'E.“—lﬁf. 'storage failover show

HHE Z2H0||= 24E HAEEZ{UA AAH D7} HAZQJCHE HIAIX|QF 2HH SHHE 0T 8! A ID7} EA|=|0{0F
SiL|CE CHS oMol A node2= WHIE HA S A A[AE! IDZF 151759706 L|C}.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

23 DE % LYORAE UAKVH LELY Y2 SHY S gL 28 25 ER)

b. @E F0| HIE NAEEILILCE 'system node run-node_local-node-name_partner savecore'
c. ttet HHS AHSII| Hofl 'avecore' BHO| =2 E W7IX| 7|CHE|HAIL.
Ch2 ™S YU=5IK savecore BHO| Tl MEHE RLIEHZE o JUFLICE 'system node run-node_local-
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node-name_partner savecore -s'

d. admin #%t +FOZ 27| 'et-Privilege admin’L|C}

5. AE2|X| AIAHO| AER|X| T BE Yot THE AL 2HC 7| B2 A
Aol Of=o] w2t CFS At 5 SILEE ALBY0] ACI| EE B8 2ot

° "RELE 7| 2| 2ot 7S
o "Q|E 7| 22| ot 7|E SR ELICH

6. ZIEEE CHA| M3 ELCt.

a. ANl HEEHO M wH|E HEER | AEE|X[E CHA| M| SELICE. 'storage failover B2t -
ofnode_replacement_node_name '

replacement_controller?t AEZ|X[E CHA| 71Kt 2 S 2t=gtL|Ct
AAEND EYX| 2 Ql6 A|AE IDE RAISIEHE BAIX|Zt LIEILIH yE 248l o fL|Ct,
@ 7|5HH0] HREH HRHE Y &~ USLICH
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I

'storage failover show' @& 2| £210]|= TtEL] H|A|X|0|A] HAEl A[ARN DI} ZEHE|X| 9400k BHLICE.
7. CIATIL M2 SEEJA=X| &lSL|C 'AER|X| C|AT EA|-ARFH'
_replacement_controller0fl £5t= C|AT = M A|AE IDE FAISHOF L|CH CHS |0 A= & 10] AR$H

CIAZO| A A|AE! D 18737752770 EA|ElL|C}.

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. A|AHIO| MetroCluster 71491 A ZHEE2{ AEl 'MetroCluster node show'S 2 L|E{ 25T}

MetroCluster 182 & ¢EiZ =lS2[2{H UM = R 8 Ex Ze|H, 0] 3R 24 ZHEE 0| & et
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HAIE|H DR O[2{20| gdste| 1 & BETJH HA|ELICE MetroCluster node show-fields node-systemid E&
E32 MetroCluster 740| F4& AEiZ S0t W7HX| O] A|AH! IDE HEAIELICE

9. ZAEZ2{7} MetroCluster 1A 0| = Z 2 MetroCluster AEHO| [I}2} 22 ASX}7} RHH AIO|EQ| HEZ 20!
ZL DR Z ID ZE0f C|AZ Q| Y ARKF HA|Z|=X| 2HolghL|Ct,

ChS £ z70| 25 ol

oX
40

0l

1A

tei0] EegfLict

° MetroCluster 7t0| M=t AFEHQIL|CE,

° replacement_controller= sl AO|E0| = C|AT Q| oixlf AR XHALICE.
"4= = MetroCluster 40| A HA E|0| 32t %! MetroCluster A2|X| 2B F0f| C|A3 ARH0| HAEL|CH"

10. A|ABIO| MetroCluster Q! 22 2t ZIE ZE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE0 A=X] ZelgtL|ch

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZE20| cisl 0| A %|= =50l 'vol show-node-name’QIX| 2HQIgtL|Ct

12. MEE Al XS BIO|ZR2H 7SS AHEIX| = E AFo 22 HY HEER0|M 242452, 'storage

oOT oo
failover modify -node replacement -node -name -onreboot true'

HA| A|AE 22 - AFF C400
AABRIZ MH| 2FC=E S715t2H NetApp Storage Encryption -_r“éi(n'ﬂ

M AEE2{0] et 2lo|MIAE HX|ot 2 7|E9F TH M3 E RMA X &0
HIS NetAppl Z Bhetsl{of S|t

"ﬁ 2 o

1CHA|: ONTAPO|A K| ZAEE2{0]| CHt 2H0| MIAE A X|ErL|Ct

ZHOH7t A L EJF EE (& Z) 2H0|MA T Q3 ONTAP 7|52 A £91 A2 _replacement_node0| CHSt
M 20| MIAE MX[sof BfL|Ct HEZE 2to|MIAT U= 7|52 ER 331* E{o| 2t L E=0]| 7| S0l CHSt XtA| 7|7t LO{0F

gfLct,

Of Zteioi Chat

2to| A 7| & HX[st7| FMAl= EE 2ol ATt %Rﬁ 7158 _replacement_nodeOll M A& AL
Lt 24E =ET7F 2 AF9 1C-’r°'°P Lol FR 8T 7IS0ll chet 2to[ AT JOM T|5S E

o
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1. BE =7} "enabled" AEll(MetroCluster node show)d| A =X| SHQIEHL|

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State

1 cluster A

controller A 1 configured enabled

completed
cluster B

controller B 1 configured enabled

switchback recovery
2 entries were displayed.

Ct

Mirroring Mode

if show’of| M3 %

2. BE SVMUIM S 7|37t b2 = F=X]| ZHQIBELICE 'MetroCluster vserver show'
3. B 10| I8 43 E|= XIS LIF 0F0|22|0]40]| 'MetroCluster check |
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4. HAHQl 23| AE{0] Y= DE 0|4 MetroCluster ASIX[H S AL10] A9|X]4

UK =A0| etZE|A}=X| &RIBL|CE '"MetroCluster show'

SHAETHTT| & - AQ(X[HH" HEHof| ASH AL K| ZH0] TS| A

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured switchover

Remote: cluster A configured waiting-for-
So{AE T FH A HEfo] ASH AL|X[# =0 2tz E L|Ct.

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
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hours>h
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clusterl:> system node autosupport invoke -node * -type all -message
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1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE
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H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| HE AHESH0] 'MetroCluster 2Hl' HH
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4. MetroCluster operation show HES AI25t0] X 0| 2AZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HE2 A2t O Z|AHO|EQ| MEHE SQISIMA|L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{tH~E AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE
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7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

Hel 20| 2= = A=X| =l gfL(ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

EED B8 UR2 FE40f AMASHAH MAIMM HEER ZES 22|3H{0F LT}

=

502



1. OFZ| HX|E|X| 342 B2 SHIEA FXISHIAIR.
2. M@ 70|12 1 HX|E 22let ChE Tl 32 EXI0|A #H[o]

3. 70122 Aol 22| Fxlof E
AESe TEON AlAH oS SFRELS 29)S 2alghich

In

Aol 22| FX|of| Ao|22 A FH A 0|S 2| XIS CA| Ex[ off #|o|=0] | ELICt.

»
U

r

HEES Z=0|M #[0]= 22| %I 225t etR0of| sL Lt

1
o. S HF AHAS ot 2

I
i}
Olo
4n
)
>t
i
o
>
=2
o
pt
HU
i
o
s
i)

—

HEEC| ZF0| MA[Of| A 27 7H-4LICY,

r

Jal
H
m
==
Ras

HEZ2{J} AJA| EIOZ k7L O|SSHL|C}

-

6. ZEEZ ZES MAl 2= LOo{HL|CH.
ZEED| I8 SIS MA| 8122 2o mff XIX|SH=X] &l gfL|ct.
7. ZAEER B85 oFYX0|1 WHot BH0| S5LICH

3CHA|: A|AE! DIMME A|SL|C}

AAE DIMME A4Sl H 22 23 HA|XIE S8 CHA DIMME AlEstn, 27| HEQ| FRU M2 AMR3I0] CHA
DIMME %2 CI2 DIMME 1 H|3H0f &

C2 OLITI014, T2 S 7|2 E EAIS AHBSH0] AIAH DIMME A2 4 YBLIC
() ofuioioldm 222 DIMMO| gl A ¥l SES HOIFLICE 0] ¥ A2 ZHOR HAZLICH

OHL|H|O|M - A|AEI DIMME

El

AgfLlct

503


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=93025369-2f61-46b1-bd51-b03100040fe6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=93025369-2f61-46b1-bd51-b03100040fe6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=93025369-2f61-46b1-bd51-b03100040fe6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=93025369-2f61-46b1-bd51-b03100040fe6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=93025369-2f61-46b1-bd51-b03100040fe6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=93025369-2f61-46b1-bd51-b03100040fe6
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=93025369-2f61-46b1-bd51-b03100040fe6

NVDIMM: Siot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

(1) DIMM E= H

9 DIMM

e DIMM A7

DIMM2 471 2, 4, 13 & 150] JELICH. NVDIMM2 &% 110f| JA&LCt.

a. oflof HE ZHo|| = &3 BS UEER 28 SYS el +=ELICH
b. Z7| HES ZHEER B& FIZQZE 0l O3 3| G2 /IXIMX| fI1Ze= SELCH

504



3. X DIMMES SHIE Yo = &ele = UL E AZ0lA DIMME| Hetkg 7|S3l FHAL.

4. DIMM 2Z0i| = 5 7H2| DIMM O|HME| S MH3| 20| 270l M DIMME H!H CHE 2200l M DIMME
THRLICE.

DIMM 2|2 2E9| 71 220 20| JtHE = AL = DIMME| 7+ X2 S Z oA
®  geine

O FHI| UK ZHE Mol- uH|E DIMME H73t2 DIMME ZME[0f %3 &R0l SEELICH
DIMME| &l At0|Q] L X|7F A2U9] Rt LEIM0| E[0fof BfL|Ct.

6. Z{E{2| DIMM O|HE| ol E2! ?|X|0fl A=X| It CtZ DIMME &R0 £HtZ A ieL|ct

DIMME &R0 thehs| ZHATEX|TF ] F2fd = JELICH "X b2 22 DIMME X0 MBS CHA|
AtolstL|Ct
HHA .

() DIMMOl BYshl HEE|of 20| 2FS| AUEIYER| SO ZARBILIT

7. O|XE| &0| DIMM & 222 lX| 2I0f 7| E w7tX| DIMMS| Mt 7RIS RYAF A HES| S=ELIC

8. 0llo] HEE E&LCt

4THA|: EEY RES EXIgLCt

U

HEER BE0|M 74 48 uHP = ZEEE 253 MAIO MEXS LS |RXIEs ZEZ 2EIGHOF gLCt.

@ z==dies
@  zE=muEEan
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2. AEEZ ZE2 B8 MAIQ Y70l HECHS HEEZ BES U THAEA A2 Lo E&LIC

() xS Gtk HES2 252 MAI0] 23| MUK THIAIR.

3. CHg M40 BRI £%ot7| Qo AIAHO) UNAT 4 YEE Be| TEQH 24 EEIH AlO|SS HHBLICH
() ol mxtol sim=olx LK Hol2e HESR E0f HABLICt
4. ZES2| BE MX2 2R}
a 7l TCS Fel B3 FKA|O| AZSkD M A0S BB TS CHAl XS TS T B3 HKHS Hlof
Az BT
b. T3 BYAIS AL SI] B3 BHAI7E ASY| AR UK HES2| DES MAIO EHEHS] Loj WALIC

() HdEHaysEx 2es HESR D52 MAI0 Lof B2 of D=3 2S JHetx| oty
c. T NE B2 B2 IS Wo| B2YE HES BES |20 [ UES2AS AW Lo
X

Ha KIE =3 ?IXIZ L AHAIOH 2ATS| FAfetLICt

A2.

HEZEE] 20| MA[of 2T ZAE|H HIZ 20| A[ZHELICE RE T2 MHAE SHY FH|S SHHA|2.

() Aasol 28 siRolM BEE 29 202 HEsts SN Mg

f. LOADER Z2IX E0||A BYES 25l0] PCle 7IE 4l 7|E} 1M QA E CIA| X7|3}8tL|Ct,
9. HE TZNAE ZHSID 'Cirl-C'E =28 20 TEXEZ HEISHL|C]

AA”IO| 28 Hm70M HEE 32 20Z RESH= SMS HEHELIC

=
AES2 DES WY TS, K5 HEH0| CHA ABEIZE 4o} gLICt
1. WRo| et AIAHS Cha| AZELICH
0|C|0] ZAME(QSFP T SFP)Z 22I3t 29 B4R AOISS AHBSHE Z ChAl H|eof BHLiC

2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M33l0 ZEZ2{E HA =5 ME
E|E2Lct

3. X}= gtgto| H|ZHAMSHEl AL 'Storage failover modify -node local -auto-t2t true’S CHA| A& etL|Ct

6CH7|: 2. = MetroCluster 80| A O 2|AHO|EE CEA| MEtetL|CH

0| AL 2 E MetroCluster A2t M E/L|CT,
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ChA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. BE SVMUIM [S7|3t7t b2 2| U =X 2HQIBHL|CE. "MetroCluster vserver show'

ok Jjr

o
MEQl SHAHO| U= ZE =E0|M 'MetroCluster AQ|X[H' HHS ALESH0 AQX|HS

{UX|e 0| 2t 2 E|A}=X| &Rl BfL|Ct 'MetroCluster show'

IefLict
X

[> ox

SHAETIHTT| F - A9(X[H" HEHO ASH ALK 20| 7T

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H Krelo] 2R ELIC

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

g of
Abgst

=
of % FQI 7| ZM0| MefE Bolg & UBLICH

= =

oR >
ol 40
mo >t

6. SnapMirror EE= SnapVault A CHA| & SHL|CE

T =HAof| 9|8l 3 E|= X}= LIF Ot0|12{|0]M0]| 'MetroCluster check lif show 0| d2XHO 2 2 E|U=X|

sAHLCt

she | AlZHo] @2l Z2|= AL MetroCluster config-replication resync resync-status show
o (o]
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22PLChERS Z22).
3. 2& 2F HAIXIE &elstu 2 # 29| 2| LEDE 2Helsto] wh|siof st= ™ 253 A/HELICH
EREC0OE W HES oK oR SFLIC

o W RES MAIOM EHIZ GA LD, CHE 0= M ZES X|X[SI] MAIM ES2|X] SIS SHAL.

@ ™ 20| EIE|ASLICH ™ ZS0| ZXE7| MAIOM 20N CHXX| 8 S OHE 222 T
LEE9| SIS XIX|SHAIL.

J
8. T DE 2 ATO|S HIThe] S2f AfAIO] R BAELIC
W DE0| 3| AAtE|H 2 MSo| oFzt Sakuict
9. A WSS Y QIXMK S 2 WS SF| 2HxI7t T2t £2]2 oY ZS YIKI0 YLK QI
mo| FAtE| 1 XS £ 2 3|FME S0|= Fo| LEDIF AXIX| gLotof gh|ct,

10. HIZS 2 AEE0)| b= O

1. 7| E2F °*7H| Iﬂ-‘-El MA INESLY

NVDIMM HHE{2|E W A|BL|Ct. - AFF C400
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g4 1: ol 7y
245 ZE SRS SRsIY HES2| MElS SolsiD, U 29 YTl HES2 T} A4E HES2
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdl| A &L|Ct
245 HE SRS ZR0l2{0 HES2] NEIS olotn, W P2 HESR HAS Hsto] YAl
HEEE 7 &dE HEES AE2(X[0|M HIO|EE A& MSOt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLIC

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAL. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| HE AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Dj7H HA-E AEsE AR A|AHS 271 XA 2 UX[ste ZE ATE H|QIS TH™QBhLLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] X 0| 2AZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HE2 A2t O Z|AHO|EQ| MEHE SQISIMA|L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{tH~E AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

Hel 20| 2= = A=X| =l gfL(ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

EED B8 UR2 FE40f AMASHAH MAIMM HEER ZES 22|3H{0F LT}

=
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Aol 22| FX|of| Ao|22 A FH A 0|S 2| XIS CA| Ex[ off #|o|=0] | ELICt.

HEEC| ZF0| MA[Of| A 27 7H-4LICY,

= 2

HEZ2{J} AJA| EIOZ k7L O|SSHL|C}

-

RES MA| 2 2oLt
ZEED| I8 SIS MA| 8122 2o mff XIX|SH=X] &l gfL|ct.
2

== FEH0|1 Heh BH0| s5LICL

3CH7: NVDIMM HHE{2|2 mA[EHL|CH

NVDIMM HX|E wH|stAH, ZIEES Z=0A 20| A= HXIE MAHotD WA WX E HEZES Z=0i| ZX[3HOF
ZfLICE NVDIMM HHE{Z|E HOoB{H ZIEER] 28 RO FRU HE FESHAIL.

NVDIMM LEDE AlA”IS SEHE U LHES CIAH0|Y5t= St A8 IL|Ch T AE|0|FO0| 2= &M LEDIt
JHELICE.

CtS ofiL|m[o] M, O fe= ZHYE HAIE AH2310 NVDIMM BHE{Z2| S wAIE 4 UASLIC

AN

OfL|mH|O] M - NVDIMM H{E{2|E wH|ehL|Ch

513


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0521b0f4-8b58-4aa7-aaf2-b03100020356
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0521b0f4-8b58-4aa7-aaf2-b03100020356
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0521b0f4-8b58-4aa7-aaf2-b03100020356
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0521b0f4-8b58-4aa7-aaf2-b03100020356
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=0521b0f4-8b58-4aa7-aaf2-b03100020356

o HiE2| 22

e X1 EH
[ R I — |

e NVDIMM HHE{Z|

a. ofof HE B0 YU T3 WS HES2 BE FYLS o LELIC
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2. ZA=Z2 2E0|A NVDIMM HiE{2|S &Lt
3. jE{2] 22|08 Aot BE(2] B2{1 ER0| s 2US S2f A0|K B2{0S 223 CFZ 220N HE2]
2|gt|C

2fL|Ct
0 =8 Ol2t BAIE oiEtM F = S =B L3 20 % AEER ZS0|M HiE2IE So{SE LI
WM E HHE{2|S ZE0A THRLICY.
HHE{2| 2=3 BiE{2] Y20l StE Ch2 MA2[of &2 W7tx] BiEEE SR REEA 2o 5L Tt

HiE{2| 22118 HEE2 Z=0] ChA| &t L3 oo HEE "ELIM.
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4TH|: AEE2 283 SAIFLIT

HEEY ZEUM 74 A2 uHMSt = AEES Z=3 MAIO| XEX[et T3 RXIE+ ZE2 HEIGHOF gL|Tf.

() ol mxtel simolx LX) Hol2e HESR| S0 HHBLCE,

4. ZIEEZ 25 2K =Lt
a M@ I=E HEY 32 Ko AZstn HH AHo|E Hz 12| S ChAl EX[et ot g HE 35 XIS T
HZZLICH
b. 3 2HXIE AESHH EHF X7t 4S5H7| AR WX ZEES ZRES MAI0f THEHS| 2o E&LT.

HYE 7} £HEX] BT HEEY ZES MA0] 20 @2 mf 2= &l S 715HA] DHYA|2.

©

HE

M
]
i

25| 2ol 2 02

[ o

gjo

c. = EiXE B2 =2 Ha5 Ho| E2|=E HEEH ZE= 7S T
3 AKIE EZ X2 LHed MA[of REHS| ZARLIC
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HEZEE Z50| A0 &tXS| ZAte|H HEZ 2RI0| A|ZELICHL RE ZENAE SHE FHIES
d. Otx] MX|SIX| g2 22 70| 22| BXIE ChA| BR[SHHAIL.
e. MM HE TZNAE FCHst1 'Cirl-C'E 2] 26 Z BElghLC}
() AAs0l 28 HiRoM BAE 22 202 HEots SN2 MBI
f. LOADER ZT2IX E0f|A BYES 250 PCle 7= X 7|EF 1M QA S CHA| X7|SkstL|Ct,
9. FE IENAE BTt 'Cirl-C'E 2] E0 TEZER 2L}
A AEIO| 2E 0F0HM HEE= 22 EHE REISH= SMS MEISLC
5CHA|: HEEE RE2 &E MEE SAYLICH
ANARIE 3|8t HEER RES B O, XIS BHEt0] CHA| AR E| =5 ME S oF gHL|Ct.
1. HQo| w2t A|A-IS CHA| HZELICE
O|C|o| ZAHE{(QSFP == SFP)E 22[¢t 22 4R 0| S ME%t= Z CHAl EX|sHof gfL|Ct,
2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S HM|&5t0] ZHEE2{E M X5 MEiZ
E|SEL|Ct
3

. Xbs Beto] H| g M StEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| AEEHL|CE

6t7: 2. E MetroCluster 74 0f| A 0 12| |0 EE CHA| etetL|Ct

of %

|

A2 21 E MetroCluster TA0| T M EIL|CT

1. B E L E7} "enabled" &Elj(MetroCluster node show)d| Q=X| SHQIgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =R =X]| ZHQIBELICE '"MetroCluster vserver show'
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3. 23 ZHof| olsl £ E|= X5 LIF 00| 12{|0| M 0| 'MetroCluster check lif show'0fl 232X O Z AR E|UE=X]
StolgtL|Ct

4. MAEOl 2R AE0| Q= BE L E0| A 'MetroCluster AQ|X|uH' HES A0 AQ X[ S HSHTHL|CT,

5. AR|X|u Xtd0| 2t E|R=X| 2QIEL|CE 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| 2 SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAETHFY SEfol| AH AQ{X|HH 20| t= ELIC

il

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
AQX[HE 2t=5tH= O |7*0| 22l Z2|= &2 MetroCluster config-replication resync resync-status show
HHE A5 T Tl 7|2 M HENE etele = AGLICH

6. SnapMirror LE= SnapVault A2 CHA| M&EEHLICH

TEA|: ZoH7h

0=

st HE2 NetAppOi ghel

7|E9t 2 MSE RMA X|Eol| BHE iz QFIH ZUlst RES NetAppof| BHtetL|Ch, 55 BHet 51 K[ XA g
LHE2 HIO[X| & HZSHAIL.

NVDIMM-AFF C4002 wAX|gL|C}

ANAEO0| Z2iA| =FHO| He| ELtALE AEE NVDIMMO| ZEtEQl HEf7L Ol Aoz SEE
m AEES Z=0|AM NVDIMME wA|sHof 2FL|Ct JZX]| La*Q'l' A|AE T o] ARt

AAHRIOICHE 2= 74 47t SHEHA| ZtSdof LTt IHX| 2 71& XY 2Mof| Z2lsf{ofF ghLct.
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o
>
40

I

LFEI LYY 1Y R4S SSUNZRH U2 WA FRU 74 242 WH|3{0F gHL|C},

Tl Heet BXtof| w2t HEESE ZRSILE 24 E HEEL
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g4 1: ol 7y
245 ZE SRS SRsIY HES2| MElS SolsiD, U 29 YTl HES2 T} A4E HES2
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdl| A &L|Ct
245 HE SRS ZR0l2{0 HES2] NEIS olotn, W P2 HESR HAS Hsto] YAl
HEEE 7 &dE HEES AE2(X[0|M HIO|EE A& MSOt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLIC

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAL. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| HE AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Dj7H HA-E AEsE AR A|AHS 271 XA 2 UX[ste ZE ATE H|QIS TH™QBhLLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] X 0| 2AZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HE2 A2t O Z|AHO|EQ| MEHE SQISIMA|L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{tH~E AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

Hel 20| 2= = A=X| =l gfL(ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

EED B8 UR2 FE40f AMASHAH MAIMM HEER ZES 22|3H{0F LT}

=
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ZAEES Z=0| MA0[A 242t TH-HLICE.

&= 2

HEZ2{J} AJA| HIOZ k7L O|SSHL|C}

= MAl Bt 2 ZOo{dL|C},
=

—
=
= ofthS MAl 52

Lol mf X[X[sH=X| gtelgfL|LCt,
=2 tEA0|D WHot HHo| s&LICH
3CHA|: NVDIMME WS}

NVDIMME A2 27| HE ACHO| FRU M L= &2 1 210| X AEHo| FRU M AFRSI0] HEZEE R E0||A
e NVDIMME %totof gtL|Ct,

* NVDIMM LEDE AlA”IS SHE mf LHES CIAH0|Y5t= St 28 IL|Ch T AE|0|FO0] 2= &M LEDIt
JHELICE.

* NVDIMMQ| 28X = 2ot X| 2 NVDIMME W A|5t7| Mol LHEE X|2= 20| Z&LICL XtMlet LHER &
HRSHIAIR "2l2dof cist 2E" & YRHA2.
@ A AHI0|| CHet _Statement of 214 _S HAISH2{H NetApp Support AO|E0f| 2191510}
SH_|C}
= .
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NVDIMM: Slot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

g0 HEEZ ZEQ 22 110|A NVDIMME &H&LICH

1. 27| gE

]

(D NVDIMM2 AIAE DIMMI} &25] CHELICE.
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2. NVDIMMS| 2Z0f Ql=
NVDIMMS 2 O{LHO] &t

NVDIMM O[HE{ &= HHS| LA £X0|A NVDIMMSE 7H'H CHS 2200 A
off SELICt.

=
ZE
=

@ NVDIMM 2|2 HEQ| 1M @40 2/20| 7}sHE 4 Qo2 2 NVDIMME| 7HEXIZ|E ZAMAE A

EHELIC)

3. FH7| YX| ZHE WHoflM WK E NVDIMME AL NVDIMME 2 M2[0f S &2 Ch2 &0 H&ELICH

NVDIMME| £l A0|Q] L= X| 7} A719| Bt AX| 0] =|0{0F RfL|Ct.

4. NVDIMME MxX|&
5 NVDIMME &2

NVDIMM2 &X0f| TS| ZHAE X2 2 A FAre 4= JAELICH 2ZHX] ¢42 Z2 NVDIMME X0l [E &St
ChAl AfIetLict.

@ NVDIMMO| Z&8HA| HBE[0] SR0f| T3] YUEJAEX KL= HARILICY

6. OI"*'E1 EHO| NVDIMM £ E59| x| Q[of 7| ti7FK] NVDIMMS| AtEl JFEEXIE| 2 FRAIAZ A| Chotg|

=ELICh

7. 00l HEE E&UCt

4t AEES ZES AT

EE0 ZS0M 714 248 uAel £ EEY 2SS MAO HEXS LS RAIEs ZEZ REGHOF L}

2. ZEE 89 22 MAI Y70l SHE LS HESE ZES UHE THUAEA A|AH] 2o d&LICE

() mAHUs aitx HES2 282 MAI0) 23| MUK THIAIR.

3. Chg MMO| BolS +35t7| SIsH AlAHO| HMAL & QIES Ba| TEot 2a EEoo Hol2e AFLIC
() ol mtel im0l LX) Alol22 HESR S0 HHBHICH
4 PEER 2F MAE SRS
a Fgl IS Fel T3 A HZSED HE A0l B3 NS ChA| HA[E CS Hel B3 HAIS Helof
AZBLICk
b. 33 XIS AtBt0] B3 A7 ASst7] AR WK HE S DES Ml EIEH| Yol WL

©

HUYEIL EHEX] =5 HEE ZES MAO| 20 &3 o 2= 82 J16HX| OHYAIL.

HE KIS B =0 3 Ho| 225 HEEY ZES 7|=2Q O3 ESHE 2T T 2 L=
HE 2KIE 3 ?AXIZ thed MA[of 2EED| ZARLIC

HEEE] ZF0| MA|of RS ZAE|H HIZ 20| A|ZHEL|CE R E T2 MHAS SHEY FH|S SHHAI2.
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d. OF%| MX|5IX| gt2 Z<2 70|12 22| XIS CHAl EX[SHUAIL.
e Y RE D2 MNAE SHSHL 'Cirl-C'E =2 20z RO

f. LOADER TE2IZE0|M BYES Y245t0] PCle 7t= Sl 7|Et M QA E CIA| X7|SkgtLCH.
EC_)I

g- RE DTZNAE BLHSHL 'Ctrl-C'E 52 26 ZEXEZ £

2
ZEES| LSS Hetst LhS, XtS HHEt0| ChAl ALEE| == 27sHof LTt
1. HQof w2t A|A-S ChA| dZ gL Ct
O|C|of HAHE|(QSFP E= SFP)E 22[et B2 4/ #0I2S AMEdt= R ChAl &X[8tof L Ct.

2. AE2|X]| 'storage failover back-ofnode_impaired_node name_'S XM|35t0{ ZIEEHE A 25 AMEfZ

==L

1A

3. X}z gheto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A etL|Ct
6THA: 2. = MetroCluster T4J0{| A O 22| A|O|EE CHA| M etHEiL|C}
0| P 2 E MetroCluster FA 0|2t M ElL|CT,
oHA|

1. BE L EJ} "enabled" AEll(MetroCluster node show)di| Y =X| &lEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. I E SVMUIM M3 7|37t 22 E|[A}=X| 2HIBtLICE. 'MetroCluster vserver show!

3. S 2ol ofst +#=|i= XHS LIF 0to|22{0[440] 'MetroCluster check lif show'0ll 43X 22 2tz E|AU=7
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4. Y SHAE| A= ZE =E0M 'MetroCluster 22| X4 HHS A3 AQ(X|HS A BfLCH.
5

o =
- AKX 20| b2 E|U =X 2IBLLICE 'MetroCluster show!'

SHAETIHTT| F - A9(X[H" HEHOf| ASH AL K| X 0| ofT5| & SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

i B = —

S| A7 A Mefol QLT A9IX|H Ktelo] 2R ELIC

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
AKX b2 SH= O] AlZH0] @2 Z2|= E 2 MetroCluster config-replication resync resync-status show
HHE A5 A Sl 7| M| HEiE ehele = AGLICH

7EHA|: Fol7t 2Tt £ ZS NetAppOi| ghet

7|E9t o MESE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppof| BHtefL|Ct, "S5 Hhat 51 A KM e
LHE2 HO|X|E HZESHIAIL.

PCle == H|Xtl 7H=(AFF C400)S WA EhL|CH

PCle = WXt FIEE WA|St2{H 91I0I 7} SFP 8! QSFP 2ZE8 7IE0A E2|8t
QEIL %“ét'oJ PCle EE= MRt ZIEE Aot TS FIEE CHA| HHtﬁHOF erL|Ct.

* O] EXt= AA”IOIM X|&ot= 2= HTQ ONTAPOIM AHEE = AUSLICH
* A|ABRIOITHE 2E 718 2471 SHIZA| 2tSooF LIt O™HX| g2 2R 7I& XY R M0l 22|80 gLCt.

ALE]

—

A

Ik

ry

EE3E SEYLICH

AEZ|X| A AE SHERO] g0 et CHE HXFE ALEStH ol AEESE S=0HALE
Qg = S?iﬁl-l Ct.
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A1 229 714
EME HEEYE Z=oIHTE FHESSY ME|E Helstn, Hast 32 MKl HEEEI}
E4E HEEY AEZ[X|0|M HIO|HE Al M3 = JATE HEESZE 280k
Lt
o] =roi CHsH
* SAN A|ABRIS AL8SH=E E R £&4E ZEER SCSI 20| =0f| Ciet O|HIE MIA|X|E 2QI8HOF cluster
kernel-service show LICt. priv advanced ZENA HH % MEiSHH “cluster
kernel-service show ST =2 LE O|E"# & MEfRULICH, Y == 718 e S i

LEO| &S HEH7F EAIELIC.

2} SCSI £8[0|= ZZMAE SHAEQ| CIE =0 BHH HZof| QLojof BtLICE nHIE TIgstr| Fof|
£ ZHE sl ZsHoF gLt

* LI 27K Ol 4l SHAETE A= 2 FE0 AO{OF BfLIC S AE7F Z 0| gL o HESE 0
Xt 5L JEoll CHoll FALSEZ EAIE= B2 &4E ZEEHE S=517| Tl 2XIE o ZoHof HLICHEZE)
"= EE SHAHLF S|t

1. AutoSupportZt Z-43tEl AR AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELICE.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o UEER O FE0|M THE BB S YHAM K.
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LOADER MAIX|7} EAIEILICE  CHE THA|IZ O|SELIC.

gret o] 5. Ctrl-CE +& L3 HIAIX|ZF LIEFLE
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SuE FESA BASE  J2iE..

ze

NAY ZEIE EL ot el HESR{0M 24 HES2IS QAL SHBLIC,
OEOE

ngne

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

2M 2: HAEEZ 7} 2 E MetroCluster0l| Q/&LICH

A HAEECIE SEotH HESD] HEf S &Qlot, TRt 32 ZESE HYsS
0] HAE ol AEER{7} £ A= HES2] AE2|X|0A IZ1|0|E1E A% MSSH=S
ofiOf Lt

* Y HEE 0| HES S35t o ZExtol otx|2tol| MY S5 FAIE A FO{0F HLCt.

CHA
1. MetroCluster 2'EHE 21510 EOj7} = HEE2{7t RSO E YA ZHEE2]{(MetroCluster show)Z
TBHe| Q=X BHOISHL|C}

2. X5 EA7h LER=X| of20l| 2t CHS FOl| okt T BLICE

HEED &d 6E S s

7t XAse= HEE|ASLICH ChE EHHAIS TIALIC

JtXEoE HBtE|X| SAASLICH T HEEI] MetroCluster BH| 7|52 Sl A& &l XM S=s
Sac

b XEe= HEEX| §41, HEH HAIXIE AESHD 7ttt 32 2HE diZet = THA|

'MetroCluster switchover' ANESHUAIR. EHE SHEE £ e R 7= X 2AM0

HHOZ M2 A=, FOSHYAIL.

A X[LMIL HRE[R}SLICH

3. FAHQl 222K M 'MetroCluster 2 THA| EA B S A5t C|o|E| O 22| AH|0|EE
MS7| sttt

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7t HEE|™ 'override-vetoes' Of7f H4E AFE 510 'MetroCluster 2Hd' E
k=]

24
o o o
Of MEAX D7 HEE Aotz R AMAHIR2 57 HYUS YX[ot= ZE A8 E H[QIS MEARLICE

2

4. MetroCluster operation show H&EZ AH25I0] £ 0| 22|} =X| olstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HHE 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{tH~E AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HEZ2 AF25H0{ 2t XJ0| 2R =P E=X| 2QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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6. 7EE2| ZES MA| 8O = Yo{WHL|Ct.
HESZ ZE SITH2 MAI $1o 2 Loid o X|X|Sh=X| =tQletL|ct
2

7. ZE=R

—_

3CH7|: PCle 7t=E wH[BLICH

PCle 7I=5 WAM[5IHH @F 7} &lst PCle 7IE=S &0t AEEE 2=0|M 7IE7H S0 =
2t0|XE THH CtE ZIEE2 250l PCle 2t0|X S CIA| 2X|8H0f LIt

CtZ ofiLimiold, O = J|5E HAE ME3H0 PCle 7tEE wAlg = ASLICH.

OHL|H[O]M - PCle 7IEE mA|EtL|Ct
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M Ft=0f &S D2 SHYAI2. PCle 7t== SR0I| 2t

FtEE &R0 MU= St 27000 A 2
(0] RLo{OF RfLICY.
@ StCH £20| 7IEE AXE uf Ft= AZO0| HHE HO|X| foH ATt FIEE MM 7= AZUE
efelsotil Ft=8 AX|P ChE oH SR 0IM 22l FH=E ChAl &X|RILC.
4. 2l0|ME R X[eL|ct.
a. 2f0|XE 2t0| X A7 ZH|| = Tof| St CHE TS o2l = LHEJLICE.

4THA|: HIXHE FEES WARfLICH
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E|SELICH
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O|C|of AHE|(QSFP = SFP)E 22[et B2 3/ #0122 AMEd= FR ChAl &X[8tof &L Ct.

of LhE AbS gheto| ChA| MEEI=F 2F0HOF

2. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S M|&35t0] ZEE2{E Mt X5 MEiZ

o

= SEL
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1. BE CJ} "enabled" AEl(MetroCluster node show)di| Q=X| &tQlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]l 2XO 2 22 &Y =X|
§Hﬂ

4. MAMEOl 2{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HE S AL26L0] AQ X[ S HTHL|CT,
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| e SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o
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Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
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Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC
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NAROEDE = s HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdl| A &L|Ct
245 HE SRS ZR0l2{0 HES2] NEIS olotn, W P2 HESR HAS Hsto] YAl
HEEE 7 &dE HEES AE2(X[0|M HIO|EE A& MSOt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLIC

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE AESID TSt 22 EHE difZet = ChAl

'MetroCluster switchover' ANESHIAL. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| HE AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Dj7H HA-E AEsE AR A|AHS 271 XA 2 UX[ste ZE ATE H|QIS TH™QBhLLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] X 0| 2AZ ==X SHolstL|Ct,

539



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HE2 A2t O Z|AHO|EQ| MEHE SQISIMA|L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{tH~E AHESI0] 'MetroCluster 2*% HH S Al &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

Hel 20| 2= = A=X| =l gfL(ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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a. 'show date' BHOZ A0l AEZR Q| Ut 4! A|ZHS &olstrt,
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c. Lot AL 'mm/ddlyyyy BHOZ EME £+HetL|Ct
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e. &t HESE O It 8! A|ZhS SolgfL|Ch
. LOADER ZEIZE0f|A BYES Y250 PCle 7t= 8! 7|Et 74 A E M=E7|ststn
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St
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|

1. @E L E7} "enabled" AEli(MetroCluster node show)0i|

AHE 2 E MetroCluster T+ 0|2 M EIL|CT,
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]l 2XO 2 22 &Y =X|
§Hﬂ

4. MAMEOl 2{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HE S AL26L0] AQ X[ S HTHL|CT,
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| e SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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