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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SOt Ba0| OLRE YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



14

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £El

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM K.

mjo

A&t
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X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C

17



18

1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4ZBHR 7 HIAIX| glo| SRAE ZEXET} WEELICH S7|8t0 Lfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIAER| OIS,

security key-manager key query -restored false

O| 2 ZuHE HHetolX| LIt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tX| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP M A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP NH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.

19
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz 5|3 O HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

mjo

H

MUt

Mslst A

o -l =

=H:

o
=]

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

-

ZHo 7 EHAliSH HE S NetApp-FAS26002 2 HESHEHL|CL
RM

IEOH%%E._' AX|EHo| w2t g 2
S UH" XEMeE g2 *HE* H|O|X| & &=
"*ﬂ“*xlcﬂﬂl—l Ct

Z 2 NetApp 22 HHSSIMA| Q.
A TSHMAI2. FAS2600 A|AEIS 45 &
Ats 28 0|00 S57= XA = X| g4&L T

A B E-FAS2600= LA|SHAAIQ

AJAH0H BEO| @Iatolo 2 HMBte| s £ AutoSupport(ASUP) HIAIXIS SE8ts
A2 FES2| ZE0IM JHA 2SS DHSHOF 510, T A| 54X| SO 4150| KetElLIct,

* QFEILEYS T QA4S SSYUMZRH T2 uKN FRU 78 242 WAsof gLct.
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"AFF FAS2600 7H4 2= WA H|C|L"

10HA|: 282 HESRE SEELIL
AE2|X| A AH SHEQIO] TH0f w2t 2 HALS AL8S0] 24E HESE ZRIAL 22T & lELCt

Of ZhHofl CHaH

LETH 271 oAl EHAET U= 2%'
AFEHO|| CHSH FALSEZF EA|El= &

20| UOIOF BILICE S2|AE7F A0 SIAL o HESHO XA &
A

"=EE S AH SISO

WAl 2ES wWHSH7| Hol| FHAl 2=2| LHES X2 + ASLICE

1. 94 2E9 E1|0|E17f Ao ote[X[2t 2HE Y ZE0M HOIHE 2F X221 i =0 HlOIE 7t =X
efelstiop & & ASLICE

a. JfA REO| H|O|EHE X[ZLICt. system controller flash-cache secure-erase run -node
node name localhost -device-id device number

o

“system controller flash-cache show'Flash Cache C|HIO|A |IDE H2& 2 HH
AAHTLICE

b. 7HA DE0f|A |O|E{ 7} AN A=X| &IBtLICL system controller flash-cache secure-
erase show

2. 24E HEER{JI HA ¥o| ARl A H ZEER Q| LM '2E2(X| HYRM +F-E 2H-XtS ftgt
HA'E A5 Lot S SiRRLIC
3. £YE ZEERE BH TEIER JINIHUAIR,
EYE HEERL BAE = B2... JEE..
LOADER MIA|IX|7F EA|ELICH CtS T2 ol SELICt
gt o7| 5. Ctrl-CE & LI HIAIX| 7t LIEHLIH y& FFLIC.
MARIZTEDE £ o LdE HEEZE 2Aot{Lt STRLICH
DTETENAH 4S5 ¢3)

—

* HAMC| 22 ANl HEEZ0M &2ME HEERE
HHBEELICE 'storage failover -ofnode_impaired_node_name '

EHE ZHEESH 0| 7|EHME J|Tels F... O] BEAIE|H Ctrl-CE +E

T

1
i

2| AISHS] A\|AEIO| AR 'system node
halt_impaired_node_name_'

4. A[AEIO|| AHAJOf| St HE S 2SR Y
oM Z2lguct.

-

rr
40

Ao Fe

— —

OH

= JXE B O3 & HES T AES
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3EA: Y 2SS WMIBLICE

HEE2{9] 2[0|Z0]| M.2 PCle 7t=2t1 St= i &S WH[S2{H HESY
mHELICt.

AEEX] A A”E oo 2t §EF 7|&ES S50k gLt

* AXotE Y ZE0f| Xelet 2 MFE I A0 oF LTt

0

* 34 8S XIABHOF BLIC,

* AEE[X| A|ABIQICHE RE 1Y QAT MCHE ZrSeiof RiL|CH JHX| g
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=2 oIRT0M SHIZ HHS| A wiHL|C
Xt

(=) E
c. e RES| JHIAE|E 5 E 2 20 SE ChE 22000 RERA 2o FELT
d. e 2=0] 27200 R 2 AT FEE|U=X| 2lefL|t

1. ofx X|sHR| e A9 HESE SOl Tl
2. ZiEZe| BEC| 22 MAIS Y70| L S HEESH 2ES ¥ THARA A2Ho0| o YLt
() ®AHUS witx HES2 282 MAIO) 23| MR THIAIR.

3. %80‘” [[l'E_I- Alélﬂ% I:l'AI -6I‘L-||:I'

O|C|of AHE{(QSFP = SFP)E 22[et 22 38/ #0IES A&tz ER ChAl &X[8tof &L Ct.
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4. HEER DE YHX|S AT}

A ABO| CHE HEfR B2 O LhE Ch3 O BHAIE sAsHEAlR
HA & ZEED] 20| MA[of bS] ZATE|H HI2 20| A[ZHEL|CE
a. eSS BE 2AX[0f = SEHO|M ZESES] EZS0| ST AT
N0 TS| HAE WUhK| HEHS| =E 2 A HES HE K=
&L

@ HUE 7 2AMEX| AT E HAEER ZES MAOf 20
Sl ot BlS JHSHR| OFY A2,

EZ2{7} MAIOf| FAE[H HiZ 20| AIEFELICE

b. OF%] HX|SHX| 42 Z<L AI0|S 22| KIS CHA| HX[SHUAIL.
AE

HOZ 0] 22| ZX|of FAEILICY.

ST a. 7 WSS Fel X0l £ Mefol N HES2] 2E0| ZUT} 3|
e Ss| B Ui S S OIS B HES HD
ShaLct

@ HEUEIL EHEIX| == HEES ZES MA|0] 20
g2 o =gt el S J15HK| OHYAIL.

ZEES|7 MAlof A& HtZ REI0| AIRHE LT,

b. OFx| MX[6HX| Bk ZS H(0|2 Ba| FAIS ChA| MABHIAIR
AEYOR Aol Ba| FA/of HZELICH

5THA|: Zof7t Edst £5S NetAppoi 2Het

7|E9t 2 MSE RMA X|Eol| EHE 2 QFIH Zdlst RES NetAppOf| BHtetL|Ct, "5 Hhet 51 K[ XM g
LHE2 HIO[X| & HZSHMAIL.

AHA|

MA| 2H| 7HR - FAS2600
MAIE LAStHH M 3
MAIO| A Af AA[Z O

2L Ct.

AMABRIOITHE 2E 718 247t SHIZA| 2tSoof LICt. 2K 42 B2 7l= XY FAM0i| 22[H0F gLt

26


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

* O] Axt= A|A”IOM XSt 2= HTIS| ONTAPOIA AHEE

=
* O Bxt= RE EEIO|E U HEER B8 T ZES M MAIZ
+4Euct

A
Q&L

- Ct.
0

| S5H= 71 NetApp2 M 18 Q42

* O] Bxts STE WELILE 2 E SHAEO| B2, LIS L& S2{AE 9| MH[A SHO| AT A=ED 2
SHo| Zdg ALt

HI

Moving components to the new chassis
Installing the controller modules

NetApp’

ZAEE2{-FAS2600= S=fLICt

Of Ext= 271 .= #40| A= A[AHIS 2o ALICH 2HAHE MH|A8 of Hd S=0

= o o
et XbMISt LHE2 = ’éPCOP"AISZ "AERX ALAEES SHHORE S=otn HAES ALICH

siZ 7}0|E - NetApp 7|& At="

AlZfotz] FHof

- T AFE AT X2 FYO| Q=X HlBtLC

* WA 2ot =7 |7t A=K =Rl ).

- AlAElS ZE7| Hojl Cha2 8o} FLICH

O
3
>
'u
i
z
>
o=
1o
rH
Yal
e
o
[>
HU
2 o
|2

2| o[ =gL|Ct.

& o8 "Active 1Q Wellness Y2 2 2[&". A|AH 148 @A9| LED2l 22 SXff A|AHIN Jq= BE
2 7|E8 SLICt.

|

27


https://www.youtube.com/watch?v=FcitUi3YEyI
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/

1. SSHE Ssll 2HAE| 2l L} 22 2& 0|22 YE/2ES MBS0 22 AE Q| LE0iM

El?_li.”—llif
2. 2= Z20|AE/SAE0|M NetApp AIAEQ| H|O|E{0]] HAM|ASHK| RSt S L|CH.

4. AutoSupport?t E42tEl 22 AH[0|A MHS ARSI A|ARO| a0 & Ao = o 4E= 7|2t
HA[RLCE

o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2{AK EQ| SP/BMC T4 AE:

system service-processor show -node * -fields address
6. 22AH 22 Z2BLICH

exit

7. o[ EHA|o] EHof| LIEE =9 IP 45 ALE310{ SP/BMC over SSHOI| 2101510 Td &hzhs
DB &gt

Tk
Mk
]
oim
Mo
=
0
Ot
rr
oY
40
ofn
ne
rot
il
o

>
IE
r
u
A
Pal
N
0I>|
rulo
>
0
Of
2
\

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0X 2 &= SnapMirror 37|14 2HAHE ALE5h= 22{AH 2| BR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C}30| EAIEH S2{AEO| 2t AES20)| T3l *y * £ LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t ZEE2{7t HE Wi7tX| 7|Ctel & LOADER ZEZETJL HA|EL|CH

—_—a—==

hardware-FAS2600 0|5 3! A

SHE MAOIM M MAZ M S5 X[, ot E20|2 S ZEERY 2= L= E=S
0|5t &4rE MAIS &4E MAIL S ot A M MAIZ FHH| 2 EE= A|AR] FHH| S0l A
WH|SHMA| 2.

12| HE S5 FXIE olSELtt

MAIE A f MY S5 ZXIE #iLhZ] M= O MAIOIM T 38 ZXIE
MAlofl EX|sta AZsHof LT,

28



1. OFZ| HX|E|X| 42 B2 SHIEA FXISHIAIR.

Mo

T
0
<o
I
o
o
[
N
o
l
X
=3
=
K0
ro
. Mo
_I— bvul
0 ofl
An K
up 0
HN. L
o &l
<l up
o K
7l 0
ol RO
< M
KO
=
Mo =
o ol
K4 R
S o

T
=)
ol
o
IH
o
Tl
ol
i
X
KO
A1
M0
|
il
X
S
Tl
o
O
Ko 2
s
)
ol
ol o
Ul
= O]
o Ip
x| uu_l
™ =g
oo <
W
i
1k mww
R
2 Mo
[3¥] ﬂ#o
ol o
o
0 8
™ Jo
R 00
KO X<
fn o
Ho Ul
W
R4 W
™o <

ol

A 2B MALL]

=
=

FX|9] ZHE Rt

d
of

&

o op=ot ol S JHSHK| ORYA| . HHE 7L 248 &

ol
THo

zo

or A_u
&d 0%

Ho
o

R

K

22|15 LHH

CCH77}
2

7. X7t FHF fIX[o]

fLICE.

15
=1

off AZoHX| OFHAIL.

2

Al

1 A0SR AESHUAL. ojm T AO|ES

Mo
o

K

K

f= BES elgurt

(W]

=

O[T MAlOlM ZHE

el ZA

=
=

70l

==
HEZEE EE0|M AL

1. #|0]

of Fa|ELIct.

g Aol=

CHAl X

=
=

Aol= 22| A

A ol= 22| FX|of| #[0]

SLIC

tof SEEo|

o
O

XE 22

PNy
(=]

Z0llM Ao 2te|

=
-

29



of

=
=
ol
<l
o i
- 3
L -,
= <
joll g |
r : . .
7 < E :
i : E
- : ;
—t o < =
_— L o - _-_H_ :
o ) i 5 - g
o ) " e § :
L — {oju
o % w_m = Kr |
1 © 5 A 5 5
; D ol <
= 9 5 & £k :
o b = = Jjo -
o 5 m IH ok ~ S
ng o) A :
i r) i - i
& un 2 £ & 3
Tl Mo K £ i < @ :
| In e o X 2 5 g
™ ol —_ | ) ol = Gl n
— . o =1 ~ 2 5
L s & Mz 2 o4 o= B .
< ¥ I 1 & Q@ 4 9B s 0
=< ST o2 30 = S =
= o n = Ko S fo0 “ = o
= . o z = I o <0
N T 9 = B 5 < =z = ol W g ®
Hom @ <0 o = g o Tz
— o o= U ol o & -
P s o ) i s o % W S & =)
e 5 = 3 2 o» ¥ = IF £ e
- - K4 M ok r I =) =3 o Il; 5
Jod m X ST i = 0 oW 0
..x._ w X “ T i ] < U o
Rl 3 J = Bl w o T o =
od =< In K 2 W i _._
S o T ns 24 0F ] _:
m T = = o3 & s ™ 1| F_u_e w &2
i m 2 =Xz = o e ul 2 3¢ oF =
m s z FO2 e Ul ) o ol &
- o N F B o gz X N oH ol
womoor | s = N
. irErgiio izt
_ < ol o [T < > m 5 i
A o= = 30 4 mE o= © 1 5 0
¥OE G < i © o = o m —
™ O ~ s 0 : W
o U FS -
’ m™ ]
™ < ITe)

0
| =2to|& sHalof Fpiz}

{7t eI,

—

=

H

—

.
O

f=|
&

ZH
6. A|AEIO
AHIO| LIHX| E2fo|H o
| E2to|Eo|| CHal O] THA S HH=stL|C}
Ar=grL(C

30



4THA|: ZH| 2 EE= A|AE IR Lo AL W AIRfLICH
uH| MAIE ERI5E7] Toi| FH| 2 == AL IHHIRO0IM 7|E MAIE FMAELICH

T MAL Z2E XIEM LIAFS 22le .

2. 2-3HO| 2ffet ZR, O™ MAISE AIAR FHH|A2| 24 2| o= FH| 24o| | HE[Zo| M 2o W O3 W2
HErl SLIC.

3. OFx FX|E|X| 2 2L SHH2H HX[SHIAIL.

4. 2-3H0| 2US ASOHO] MAIS AIAT HH|LI| 2 22 i FH| 20| | Ha30] SASH] IH MAIS F|
2 e A A S|S0 X BHLICE

. MAIE TH| 2l o= AJAH JHH|Rof 2673 2o E5LTt.

6. 0| MAJOIAM Z2[et LIALE AFESH0] AHAIS| TS ZH| 2 IL= A|AR JHH| SO DY RILICE

)

7. OF%| 2X|SHA| g2 2 HRS ZXIZLCt

EED 2E 3 7|Et 714 Q45 M MAlo EX|ot = RERL|C.

S MAIOf 2719 AEE2 2E0| A= HA Y2 B2, ZEEY RES &X|5t= =M= MAl0| 2tH9
YA KO HE-IS Al 57| HE0 3] SQELICH

1. ZHES2 252 22 MAIQ Y70l HE T2 ZHESE 252 B T2 AIAH0| Lof J&LICH

() mA7HUS witx HES2 252 MAI0) 2HS| MUK THIAIR.

AAEIO| CHZ HEiQl B! O% LhS LS ChE BHAIE Aot AIL.

HA % a. =SS BE 2AX[0f = SEHO|M ZESES] EZS0| STt AT
NS TS| FHAE WnkX] HES| +E L2 A WSS Ha #XK=2
BELIC.

@ HHUE7L £HEIX| == HEER ZES MA|0] 20
g2 o =gt el S J15HK| OHYAIL.

b. OF2] HX|SHX| g2 E2 A|0|= &2 HXIE CHAl EXISHYA| 2.
AEROZ F|0|S e FX|of| AZELIC.

d. A AHAIQ| & B ZAEE2] 2 E0] Chdlf 9/2| THAIS =St

31



SEd 714 a. #HSS BE 2AX[0f = SEHO|M ZEES] EZS0| STt AT
NG TS| FHAE WnkX] HES| +E LS A WSS HaE 22

@ HUE{Jt 2ME X YEE HEER TES MA|0| Lo
ge o =3t 82 JISHK| ORAIL.

b. OF2] HX|SHX| g2 E2 A|0|= &2 HXIE CHA| EXISHYA| 2.
AE

(@]
)
o
11

]
ot
|
o
Hu
I=!

HOZ #|0|S 22| FX[of HEFLIC.

sl 23 FAIS CFE Mo AT g M AU
7 AES2E QA4 BER BT

HIAIXIZ} BEAEX] 10 AEER 2E0| ONTAPE 2HE F2 'halt S =3t CHS
()  ==2ze=oiM boot ontapE Yekm HAIXIZ EAIE|H Ctr-CS 2 Tk 0f £
RHEELICH

b. HE HmUM RX 22| ZE FMS MEHBILICE

T4 - FAS26002 =5tD 2Holsti|C

7|E2} ePH M E RMA 0| 28 tHZ MA[S] HA HEIE 2fel5tn Fofv Elst 2F
s

o

NetAppOf| 2Hetsof hL|Ct.

1EHAI: A2 HA ZEHE 2teldtn B etL|Ct

MAIS] HA HEHE =telotn ARt 32 AlAHE -0 XA HEHE YT|o| Eotiof RfLICt.

1.

32

QX EL BEQ HEER 2 E S oLt 22 HEER 2= U MAI2| HA 2EHE "ha-config show"2
TA|BHLICH

HA &Ell= 2 74 2240 ths SO0k gLt

MAIOH CHOH FEAIEN A AR SEHZE A A 2 LRISHK] G= B2

a. MA|2] HA AEHE "ha-config modify chassis_ HA-state "2 A& $tL|C}

HA AEfQ| Zf

rlo

Ct

glo

S ot o= ASFLICE
. '6".
* HIst

b. MF0| HAL|}=X| &lfL|Ct. ha-config show



3. OFZ! CEA| SHX| EQACHH LIHX| A|ARS CHA| FHBHY AL

4. Ch3 HAlE A|A" 9ol 2t CHELIC

AIAE0| Tk Afel S =CITIW
Yy 7Y a. QKB4 BEE FRBLIC

b. = O|SELICH " uH| ZEHAS 2tZEL(C"

T B ZESS ZEI HA Y FXEs HES SEYLIC

LOADER ZEI EJ} LIEFEIL|CE,

2CHA|: ZHOf 7L A HE S NetAppZ =l =ELICH

7|E2t et XS E RMA X|Eof| EHE U= LRI LMo £5S NetAppoi| BHatefL|C, "S5 Bt 51 i XtAst
LHE2 HIO[X| & HZJHHAI2.

ZHEE8 2 & X 712 - FAS2600
WH HALE ot 2H A AESHT A2 2 ONTAP 29 MA| HHo| = 2HIE
7N QA E MEds{of ghL|Ct.

* AIAEI0] HA ol 2 HASQl AESeE DHEls HESES A4E 4 20{oF FLICHANE 2
MxtetD &)

* O] MAtoll= A|AE M0f w2t E=2t0|EE  replacement_controllerd| AFSQ 2 = 502 HEHSH=
CHA[Z} Zote|0] ASLC.

© QRTbENT 7Y QA2 BIUMRLE W2 DA FRU T4 242 DHBH0F BiLIC
P USER 2ES SUY 28 Ryl HEg RE2 DA UL USEH DB DGt NAUE
JEfol= 2 4 gLt

=
. 0| "*xfoﬂ)\‘l" _ replacement_controller?} 0| ZAEE2| 2=1t S et H{T 2| ONTAPO[A REIEEE £E

© SHEE A|AHI0f| THS A0 l= FE S X E3dt= 0| SQELICH

M -

HEEYULIC

@
il
Q
(@]
D
3
D
=}
(@)
(@]
=4
-~
o
)
rr
>
0z
rn
e
Im
M
i}
il
El
>t
ot
rr
=
HU
Ho

o
- ZAEE2{0) 22 S22 PN HAE TR WO} FLICH

33


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

EHE ZESHE SEolciH HEED] HEIE =Helsti, et 2 X AEEZ 7t
EHE ZHESY AESX[0M HO|EE A& MY = JAXE ZHEESHS Qalof LIt

LETF 20K Ol el 2 AE T = B2 HF| Aojof LIt S={AE 7 E0 gLt o AEE{0f X4 8
HENO|l CH3l FALSEZ} BAIEl= 2 &4 E HESEE S55t7| Mol 2HE sHZslof SLChEE) "==2
S LB FT|stetL .

=

1. AutoSupport7t Z243}=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=_number_of hours_down_h' AutoSupport HA|X|E S Z5I0{ X5 70| A MM S AX|EHL|C

oco=2 T

CHS AutoSupport HIA|X[= F A2t St XIS A|O|A ‘MM S AX[BLICE ' cluster: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

HE HEERIIHA YO AL A2 MM HEER 9 20 'AEZ|X| HYLH £H-E 2H-X}5 HHet
RS XS Btz 2 efRIFLICH
=

3. 2AEI HEERE ZH TETEZ J1MIIAAL.

£ E HEES I HAR= Z22... J2{H..

LOADER H|A|X|7} BA|ELICE EEZ 2E MAH 2 o|SHLICh

gket o] 5. Ctrl+CE 2 C}2 yE SFELICL

ANABRIDEDE = 245 HAX ol ZHE Z2] 'storage failover takeover

DETEAAH 2 Q13 -ofnode_impaired_node_name_'0|A| &4 E HEZZ{E Q5L

S HEER 0| 7|2 S 7|t2|= F... O] EAIE|H Ctrl-CE =E Lt

gjo

4. A| A0 MAJOf StLtel ZIEER 2ZEEF U= B
oA 2l Ct.

40
rH
rio
Ok
l
oz
>t
i
e
_ITl_
ojo
Mk

>
i
™
[m
M
i
10
ra
0
kU
[
i

ZHEE2 2 & 3l=9|0{-FAS26002 I K|SHAA|2

ZIEEE RES uAste{H &4 8 HEERE MHst], FRU 24 R4 E UN| HEEY
DEZ O|StHCIS, WM HEED ZDES MAIO] MX[StD, A|ARIES QX|ES BEZ HEIG O}
'6‘I-|__| |:|-

= .

"AFF FAS2600 ZIE 2] mH] H|C|Q"

34


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://youtu.be/2_uWRt_iJqk
https://youtu.be/2_uWRt_iJqk
https://youtu.be/2_uWRt_iJqk
https://youtu.be/2_uWRt_iJqk
https://youtu.be/2_uWRt_iJqk
https://youtu.be/2_uWRt_iJqk
https://youtu.be/2_uWRt_iJqk

L|C}.

St
=

S wWHSHAE HA AMAI0M O] ZHEES Z=3 E2[0H0}

|

SHIEA FX[SHYAIL.

1. ofx| Hx|lx|

2. #|o|

e ZA

=
=

70l

==
HEER ZE0M AlAH

o algLtt.

g Aol=

CHAl &%

=
=

Aol= el A

Aol= 22| FX|of| #[0]

tof eEEofl LI

o
o

g 22|

PN,
(=]

i EZR|M #H0|= 2te

L|C}.

F

.
o
=

A E 4 M ZESS 282 0|5

10l E7HE A T2 BHE 912 =5 gLt

35



2EHA|: 28 0|C|o{E o S LTt

0

S8 0|C|o{E Zot X|Eoj| w2t o] AEER ZE0|M Z2I¢t LS M ZESS ZE0f A slof SLict.
C

36



2. BE 0|C|of 3R Q I2HY HES S8 St E0|M SE 0|CI0{S 2|3t CHS BE 0|C|of AN0|M TAAA
EHE g wgLict,

() SEOiCopt A% EE SE D[C0jE 24N 4 AODR HISHL 912 ot HIIX| DRAIR.
3. HE 0|LI0|2 M AES ZEZ $7|1 LE 0]C/0jo] JHERIEIS 230 S0 X2 CFS 2300 EE
o gLt
= S H .
4. S| 0|C|0j7} 2200 SEHhR S| FATEIQSK| Holgh |t
L@ 29 BE 0/0]0{S E2stn 2210 AL

3CHA|: NVMEM HHE{Z2|E O|S&tL|Ct
NVMEM HHE{Z|E O|™ ZHEZE2 ZE0|M M ZEE REE 0|Sst2H EH AR A THAE a6l oF BhLC.
EHA|

1. NVMEM LED ¢!

° A|ARI0| HA 7l E 2 O3 Tl = oS-

o N|AHIO| SE MY 1Mo Qe 2R ZHEER ZDES 2HS| SET LIS NV OIO|2O 2 AlHE|=
NVRAM LEDZ =tolstL|Ct

S SHe o S HZ2fof 2HXE C|AH|0[HSH= St NVRAM LEDZF
|C. C|AE|0]H0| 2t=&[H LEDZt IHELICE.

ﬂJ

* S| Z=SHK| @f0 MAUO| KHEHE|H NVMEM LED= CIAH|O|ZE 0| gt= g wi7hX| Zstel Chg LED7t
THELIC
* LED7t AM AL MO0l HH A= B2 7IZEX| 942 HI0|E = NVMEMO| MEELICt

Ol= ZEHOZ ONTAP/t §5 M2 REE = HOLX| = 52 S0 LUELIC

2. ZAEER 20| NVMEM H{E{2|E R&L|CH

37



3. HiE{2| {15 Zof iE(2| Z2{1 EHO| U= SEE =21 220 E222E 223 THS 22U0)| A HHE{ 2|
AlolEE EE2FLIct.
HE2|E &0 +5 Ol2t EAIE miztM T3 #E +E LS 20 U ZESS ZS0|M BiE2[E SHSELICH
HHE{2|E uA| ESEE ZE2 O|SHLIC
HHE{Z2] 20 ZHO[ A|0= &H'E F2lof HHE{2] A|0|=2S AELICH

HHE{2| 20 7| 2ZUE B3 ZH| "v" L X|of 53 HiE{ 2] WS HYX| gLt

©® N o a &

ZH Hol X[X| o] tiE{2| Wo| SRl 7|9/ E wintx| = HH HE U2t iE2] WS off 2 2o &Lt
J2{H viE2| o 2fX| 7t StEe ZH Ho| Y| T 22|t HLICH

4%H7|: DIMMS O| S &tL|Ct
DIMMS O|SstzH X| & w2t | HEEH

2
o7t dot AEES BS0|M K HESES 252
L E0| ZH|=|0f A0{OF LT},

o
ol
113
il
|0
Hu
fikal
gl
)
=
=
o
=
on
ot
4>
0
H1
Ju
=
(et
Im
MU
it

CHA|
1. ZAEEZ 2E0 A DIMMS
2. DIMMS SHIZ WtoR uR| ZES ZE0| e & UTE 220| U= DIMME HEHE 7|Se) SHAIR.
3. |31||\ﬁ||\/||9|r 220l A= F 7H2| DIMM O|HIE HE MHM3| U0l R0 DIMME HH CHS £R0IM DIMME 2o
THHL|C},

@ DIMM 3|2 HEQ| 74 40 20| JHliE = A2 B = DIMME| 7HEXIE|E = AEA|
oM.

38



A A" DIMME| =2 ?|X|= AlAR 2RO w2t CHELIC.

CHe J22 AAH DIMME| IX|E Eo{FL|Ct.
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SPSr H| AAME U7X TS| 2 0 1 HES B3 AXE

@ HUYE 7t 2UEIX| REE HESS ZES AMAI0| 20
ds ol ot 32 JFSHA| oA L.
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2. Healthy_nodeOllA| A|ARL A|ZHS SQIBILICE cluster date show

=ML AlZH2 T E AlZECH
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J|EC= gLCt.
3. LOADER ZEZIXE0|AM, replacement_node:sHow dateQ| Mt A|ZHS SQISHIA|R

=S AZH2 GMTE HSELCt.
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4. LRt AR WM =9 IM(GMT)E 'SET DATE_MM/ddlyyyy '2 MXBtL|Ct
S. Lot AR WH| LE9| A|ZHS GMT eI Z 'SET TIME_hh:mm:ss_'Z MA$HL|Ct

6. LOADER ZEIZE0|A replacement_node2| Mt 8l A[Z+S SQIBILICEH show date

= 8 AIZH2 GMTZ HSELCt.

20 ZIEEE] 252 HA HEHE &felstn dFeLnt
ZEES| SO HA MEIE &fQlstn st ZR A|A- Y0 LX[SI=F HEHE Yol0[E8HOoF SLCt.
1. M HEZ2 289 |XES RN ZE FHRA7F SUB HA HEH ha-config showS HEAISH=X| &I SfL|Ct
HA ¥Elil= 2= 74 2240 CHsl SLsHof ghuct.

2. AEEZ ZEO| TAIE AAE MEfT XA 43 AX|SHK| to™ HEEE] HE2| HA &EHE "ha-config
modify controller ha-state"= A& gtL|Ct

HA &ElQ| 22 THE & StLte o= ASLIC
o '6".
° HIst

3. HEER ZEO| HAIE AAR MEfT} A|AH 43 AX|SHK| o™ HEEE ZE2| HA &EHE "ha-config
modify controller ha-state"= A& gHL|Ct

4. d¥o| HEE U} =X HQIRILICE ha-config show
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E
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ClA30] SYEL|CH S8 A% AAHoMS IDE ClAT0| 2502 RyStetsiof ShL|Ch. 240l Gt HAIS

AHEsHjoF gL|Ct.

SM 1: HA A|AEIQ| A|AH! ID HAS StolptL|Ct

_replacement_controllerS £ &/& Uj A|AR D HZA S &Qlot CHS HAHO| LHE[}=X| =QlsoF BfL|C.
0| xt= HA ¥0i|Al ONTAPE AHst= A|AHI2H MLt

1. replacement_controller’t RX|E4 RE(M™>"TETE FA|)Q AR RX|E4H 2EE S26t 20 TETEQI
"halt"Z O|SgL|Ct

2. system ID mismatch: boot_ontapZ 215l A|AEI IDE MAOlst2H= HIAIX|7F EA|ZH
_replacement_controller®| LOADER ZEIZEQ|AM ZIEEZE FE6t1 "y'E UHSIL|Ct

3. replacement_controller Z&01 'Waiting for Btet...' HIA|X|7F EAIE Wi7tX| 7|CH2l = FAEQl HEZE2{0M M
OIE L] A|AE! D7} RIS O R X|ME|QY=X| 2tolst LIEf 'storage failover show

HE =20l = 24E HEEZ{0A AAH” D7} HAZQUCHE HIAIX|2F 2HH SHIE 0T 5! Af ID7} EA|=|0{0f
SfL|C} CHS GIX0| A node2= WHIE HE M A A|AE! ID7F 1517597061 L|C}.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:
151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

4. Y HEES{ 0| 20 YTt K E | | =helgfL|Ct
a. g #Hot & 'Set-Privilege advanced' =2 HZARL|Ct

g ZEZ AlS TASt2= HAIX|ZF LIERLIH Y2 SEe 4= JAFLICH 18 RE TETETL
LIEFELICR*>).

b. IE 0| HTE XZEEILIC. 'system node run-node_local-node-name_partner savecore'
c. Htat HHZ MEMsLT| FHof| 'avecore' BHO| 22 E! Lf7HX| 7|CH2|MA|L.

LS BE S Y=o savecore BHQ| 71l MEHE ZLIEHAY = JSLICE. 'system node run-node_local-
node-name_partner savecore -s'
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MESHEX| R0 W2t ChZ BAL S SHLUHE At AE2|X| = 2§ Y=o 7|53 S#oof Lt
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6. ZAEEZE CHA| MISELICE

a. MMol HEER 0N LKl HEER| 2 AERZ|X|E CIA| XS ELICE. 'storage failover Bt -
ofnode_replacement_node_name '

replacement_controller?t AEZ|X|E CHA| 71X <t HE
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et ZSHL|C}.
AIAE 1D BYUAIZ 918 AIAS IDS PAIStEHE BIAIXIH LIERIR y2 Qjisfof BHLic
(D) 7120l Hesp HeHs HElE 4 Attt

"A2 FQ1 ONTAP 9 H{H0f| St= 17184 1M FHIXE Aot HA|L"

a. 7|2H0| 2= El & HA Wo| HAL XHE FOIX|, 12|10 Hl0| 227} FHS A, 5 'AER|K| HYQH EA
'QIX| BpoIBtLICH

'storage failover show' B&2| £&0f|= DtEL] HA|X[0[A HZAE A[AR] D7} ZEHE|X| QtOtOF SHL|LCE.

7. CIAT HH 2 e RJE=X| SolgtL|ct 'AER|X| AT EA-ARH
_replacement_controller®fl &3t= Cl|AT = M A|AE! IDE HA|SHOF BL|CH CHS o)M= == 10| 2%t
ClAS0f M A|[AR! D 18737752770| EA|ELICE

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. Zt AEZ2{0]| CHdH o AE|= 2F0| 'vol show-node-name’IX| &HQlstL|C}
9.

HEE Al XHE HIO|Z2H 7|52 A5 & AEst 22 Ha HEEH|M LS. 'storage
failover modify -node replacement -node -name -onreboot true'
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oo gLt

. OFX| TR EJSIX| 242 Z2_replacement_nodeS MFPESHD Ctl-CE 52| £E TRAAS ST OIS, EAIH
H50lM SXE4 REZ HEISH= SMS MEHSIAMA|Q,

- AMAE- D 222 2t A[AH- IDE FA[StEl= HAIX[ZF LIEHLIH YE 2IZ6HOF gL Tt

- A22 IDE SLICt

ClA3 ARX Eo| YR =2 HAIE= O|H A|AH IDE 7| =F3H{0F LT},

CHS Ol= 118073292| O[T A|AH! IDE HOFLICY.

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118073209) Pool0 J8XJESLC system-1
(118073209)
disk name system-1 (118073209) PoolO0 J8Y478RC system-1
(118073209)

disk show EEO{0|M A 2
ArE5I0 CIAT ARHS LBt

ClA 37} SHH27| S Q=X Stolst|ct

WA = 20f Lok {2300 A AR DI EAIE[0OF BfLICH LS G0l M= A[AR 10] ARt CIATS M

AAE D 1180654812 EA|EHLICY,



*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) Pool0 J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)
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8. boot:'boot_ontap' EE HEISIC}
HH Al A" =3 - FAS2600
AARS HH 2HO R =76t21H NetApp Storage Encryption 78 (2ot %4—?-)% =&otid
A

M AEZ2{0]| CHSt 2H0|MIAE MX|3t & 7| EQ} S| M2 = RMA X|&lof| MEEl C{E Alnjst
HES NetAppQ 2 BHets{of SH|Cf)

1CHA|: ONTAPOIAM wA| ZAEE2{0f Clist 2to| MIAE M X|BL|Ct

EOf7} UM L ET EE (L E EH) 2t0| AT QB ONTAP 7|52 AH2 52 22 _replacement_node0f| CHSt
M 2to|MIAE MX|sHoF gL|Ct, EZE 20| MAT U= 7|52 32 %ﬂﬁ E{of 2t =0 7| S0l Chst XtA| 7|7t Qlojof
ghL|ct.

o ZHdof| chat

2to| A 7|2 MX[St7| MIK|= BE 20| MA T ZQ%t 7|52  replacement_nodel®llA A< AF2E 4= QELICH
2Lt 24E L2t 22AHS RYUst LEQI AR ST 7|S0ll it 2to| AT IOH V|52 HEY 4 glsLICt

CESt 20| M 2O MIATE §l= 7|52 AFESHH 2Ho|MA A|okg E45HK| gtg = Y= Jhstt ot e
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