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Ctrl- C% FELIC

Ol BIAIXI7t LIEILIX] QFO® Ct-CE 521 QA|H4 BER HElsle S M2 Meist 012 HES2 S HA
2oz 2eleic,

- MAlof| StLte] AEER{Tt A= A|A”IS| F2 WS ChA| HEst HE 55 FAIE FLC

LOADER ZEZE0M HIEQE HZ RYS 4FHLICL
° DHCP!'ifconfig e0a-auto'S 71 M45t= 2R

THOHE B EEE UEYT HAS S8t var THY AAE 22 Sof Ao
() 2 A=Seiet SMeHs o AFSstE EF ZEQILICE O B0 A eOM EE Eywie
A= AL,

° 5 HAZ P MHt= HR: 'ifconfig eDa-addr=filer_addr-mask=netmask-GW=gateway-dns=dns_addr-
domain=dns_domain'
* filer_addr2 AEZ|X| A|ARIS| |P FARIL|CE
* HiDtAS = HATIEHo| AZE 22| HEY 32| HESS OpAIILICE
= AlO|Ef)0l= HIER 29| AlO|ELO|YL|CE.
* dns_addr 2 HIEY 30| Q= 0|2 MH Q| IP FAQILICEH

* DNS_DOMAINE DNS(Domain Name System) =H|Q! O|SQIL|C}.

Of MEHA D7 H4-Z AHESH= E2 netboot AH URLO| ErtatEl =Ml 0|F0| ERSHK| &L Ct.
Mo S AE 0 .:.J USH FLCt.



ELICE o ZETE0] "help ifconfig"s =5H0]

$0

@ QIE{m|O A0l CHE OWJH HTt Y &

NE HHEE stolgh 4 Ql&LLC,
21 0|0|X|-FAS27002 S EISHL|Ct
FAS2700 A|AEI0|AM USB E2H0|E2| ONTAP £+ 0|0|X|E HElsto] HEl 0|C|HE

S2ISHAIA2. 0] FXjoll= USB Z2iA| S2tol=2 2l ,OH A2 E S
SE| 0Cof oK = AESE Mo &E AE2 5s2|s 2hHo| EELIn

FAS2700 A2 E2 +F RE O|C|0f 55 A X ZYLICH X5 £ 0|00 7= XA X] &L T

m

USB =2t0[=20j|A] ONTAP O|0|X|E R&5ot1 It A|ARS SSHH 2tE Ha-5 2lHof gLt

CHA
1. LOADER ZEIZEO0||A USB E2fA| E2t0|20j|A 57 O|0|X|E BB A|2: "boot_recovery”

O[0]X|= USB S2A| E2t0|20j| M L2 2 =EL|Ct

2. HIAIX|ZH EA|=[H 0|0|X| 0§ YASHAL otHO| 2= otoj| EAIE 7|2 O|0|X|E IHE AFSELICt.

3. var 1Y A A SRBILICH

A|AHIO| LS 7|50] = B2 J2{H...
HEH3 HZE a. el Mg S/5EHE HIAIX| 7 LIEHLEH 'y E SFELICH
b. H& ZHEEZE 15 HPt +F(Set-Privilege Advanced)2 2
NFBH|C}
=2od

c. 57 iy HEH 'system node restore-backup-node local-target-

address_lmpalred_node_l p_address 'S AASILICt

ZE| Xt +ZEO 2 E|ZSELICE 'Set-Privilege admin'

=
=
e. SHE TS MEY AUX| 2= HAIX|7} LIEILIH 'y E FFLICE

™
Im
M
1.}
i
=
4
om
_ra
rr

HIAIX| 7} LIELLH 'y E +=FLICt.

HEH3 HZHo| glaLct a. M) A4S SRotetE HAIXIZt LIEFLEA "n"S +=FLIC}.
A

k=3
=
Aol A HIAIXIZE EAIE[H A ARS RSO
—
[
El

a
b. printenv O Z & H4 MH S stolsirct,

o o—

=
C. 2tF HaTt o M2 MEE|0 JAX| 2 OH 'etenvenvironment-variable-namechanged-value' @82 2
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° A|AEI0| 2E2E 7] 22|Xf, NSE £= NVEZL 8 22 2 o|SYL|CE 2 R0i 2t OKM, NSE 2! NVEZ
QIBH

© A0 2EE 7| BE|XE NSE = NVEZ PAEI0] UK 82 Z2 0] MMo| EhilS ZstiAlR.

6. LOADER ZZ2IZ E0f A 'boot_ontap' HHS =BtL|Ct,
HAE[E= LHE... JB{H...
ZOQ DTEOE CtS ©HAIZ o] sgfL|Ct.
gret 7] ... a. MEL{ ZHEEz2{0| 23QIgL|C}.
b. 'storage fallover show' B AESH0] ERZ ZIEEE{7} HietE
ZH| 7} £} =X] ZelgtL|Ct.
7. 2& A0|22 LEL] HEEZ{0 HARLICE

8. 'storage failover -fromnode local' BE 2 AHE5I0] ZIEE2 & HHetst A2,

9. E8{AE TE2IE0|A net int-is-home false HEHES ALE5I0] =2| QIE{H|0|AE ZHQIBHL|C},
"false"2 HEA|El QIE{H|O| AT} = ZR "net int revert" HHS AI2310] i QIE{HO|AE & ZEZ
E[S&L|Ct.

10. 224 70|22 2= HEERE 7|1 rsion -v BHE MHSL0] ONTAP HA S =tolstL|Ct.

11. 'storage failover modify -node local -auto-2t2t true' BHEE ARSI XS Hiet 7|52 dix|st 2 0] et
7|58 S

oo

I3t 22l - FAS2700

WA 28 O|C|ojol| et=otE SRIRLICH FAS2700 A|AR2 =5 £& 0|C|0] |7 ZAot

i Sy = |

X EgL/ct XS 28 0|C|o| F7= X[EE[X] 5L

7| 2E|Xt FYof| w2t AR A oIE SRSt ot MESH HAIS §AZREM K. A[AHOA O 7| 22|XIE
AMEBHEX] &S| gi2 32 FE 0IC(of A BXtE AIRE f Aot HES &flstMR.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7148 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

S AH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SRASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2 MAE ASSX| EelotMa.

OlM| ZEZEES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7F EAIZ|™ Onboard Key ManagerOi| CHH 22{AE MA| S E = BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZBHB 7 HIAIX| glo| SRAE ZEXET} WEELICH S|2t0) Lufste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| B2 ZuHE HratotX| gLt Zapot LIEHLEH O O& Z2pvt Ehet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZM3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HI70A & 7| Z2|X 2H 2 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| Al

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EA|=|H 2ot YEE +HYE=X] 2RIt K.

oM ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 22t0|YHE F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CHI |2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 CHS HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o2t =

o
T .

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE 2 Xts AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

ZHOH 7t 2 AiSH HEZ S NetApp-AFF A220 5! FAS27002 2 HhetgtL|Ct

|E2t 87H ®SE RMA II*'Oﬂ HEE U2 77 2ot RES NetAppOf| BHetefL|C}.
"EE el 8L WA 2 HO|X|E HZHUAL.

FAS2700 A|[2E2 +F RE O|C|0f 55 A X ZYfLICH X5 £ 0|00 S = X H = X] &L

A BE WA - FAS2700

A|AEIO|AM 2E0| 2E2I0I0 2 MEHE|RUCH= TH AutoSupport(ASUP) HIAIX|E SE3t=
AR HEED 2=0M e 2= wA|sHOf otH, 2= A| 5tX| o™ 50| Aot L|Ct,

* QR UM FY 48 SSYMZRE 22 N FRU 714 242 WH|HOF LT,
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ANE HES2E ZRoIH HES2 NE|S Holot, LR AL HANQI HES2 T 4 E HES
AE2IKOIM CIOIEIS Al HTE 4 YEE HES2YS ol4of0f LI

Of ZfHofl 3

LETF 20K Ol &l 2 AET U= R
A

ol Aojof Lt S{AETH HFHo| AL Ha HEE ol XHH 8
HEHOl| CHOH FALSEZL EAIEl= 2, &4

MEl ZEERE SRS Hol| 2XIE sl ZsHoF LTt
"= EE SHAHS ST|etg ot
HAI 2SS WHSH| Hof| FHAl 2=2| LHES XIS = USLICE

b
1. 44 25| GlO|EI7H YSBHEIRIT AE N4 BEOAM HOIEIS BE K21 Y 20| loE(T} g
Solso & 4 UBLICH

T M-
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
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6. LOADER ZEIZE0|A replacement_node2| Mt 8l A[Z+S SQIBILICEH show date

St G A|ZH2 GMTZ |2 E/L|Ct

2tHA|: ZAEE2{9| HA HE{E &Qlst i dXeL|Ct
HEED ZE9| HA HEHE =olstl Hast 22 AAH 240t AKX E MEfE A0/ E8OfF SfL|Ct.
1. M ZHEE2 ZE9 |XIES REUN 2E LH 247t ST HA AE ha-config showS HEA|st=X| &lstL|Ct
HA &Elil= 2E 714 240 Cish SsoF gLt
2. M{A|OI CHSH FEAIE! A AR AERTL A AR 43} AKX|SHX| Qb= B
a. A2 HA 4EHE "ha-config modify chassis_ HA-state "= A& $tL|C}
HA AEfO| Zt2 CI3 & St o= AUSLICH

. -5'.

= mcc

= mcc-2n

* 'mcip’L|Ct
= H|S}

b. MF0| HAL|J=X| &QltL|Ct. ha-config show

AMA”RIE Mot LA E MEYRLIC - FAS2700

wH| HAE 2A=5t0 A|ARIE M| HPoz S)sHH AEE|X|E T7tsdta, Cj|A3
eSS =k2lst1, NetApp Storage Encryption 2482 S(ZLeH A)st1, H HEZ2{0|
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CHot 2fO|MIA S MX[sHof SHLICH A|ARIS A &t MEf= SRSH7| Mo YHe| =HS
2= 5|{Of efL|C},

1EHA: A AR 3|5

HEEY BE9| AEZ(X| Y HERIS HAE S &0l5t2{H CHE2 AFESIHYAIR. "Active 1Q Config Advisor" .

ThA|
1. Config AdvisorE CH2EE56t10 AX|gfL|Ct,

2. CHeh A|AHIOf Cist H=

EER S E

3. 0|2 917 B2 323t T3 FS HOIBIICL DE AT DI} EAE|D BE ClAZJ} S2{0) EA|=EX
sfolsfof e Aol A XIS HZBLICH

4. ofict B2 S2/ot0f T2 A|0| 22 HHoI3t Tk Config Advisor®| £218 EHelstLc.

AEE|X| A[ARIO HA Y Lol Rl= B2, Bxt B2 Al 7|240] ZUSIH M HEES Z=9| A|lAH DIt AS22
ClA30) SHEELICE S8 AHH ALHME IDE LIAZ0| =322 MEEHoF fLICt.

T4oi| SHIE BAIE AFEOHOF ELCE.

ZIEE2] 0|53t CtS EXIE MEMAL,
HA & SM 1: HA A|AHIQ| A|AE! D HAS StolstL|Ct
E2d SM 2: ONTAPS| S Malidd A|AHIN A|AH IDE £502 IHEEELIC
2 E MetroCluster 7+ =M 3: 2 E MetroCluster T+ 2| A|AHIOA A|ARIIDE 5292
SkC

2M 1: HA A|AEIQ| A|AEI D HZAZ &0l
_replacement_controllerE 28/ [ff A|AH! D HAZ &It CHS HAO| FHE|I}=X| &hlsOf BL|Ct,
O] EXH= HA X0flA ONTAPE Adlist= A|AHIN|TH M EIL|CE

1. replacement_controller’t SX|E4 REM™>"TETE FA|)Q AR RX|Es PEE SRt 26 TETEQ
"halt"= O|SgLICt

2. system ID mismatch: boot_ontapZ Q1o A|AH! IDE MHQ|st2H= HIAIX|[7} EA|E[H
_replacement_controller®] LOADER ZE2IE0|A ZHEERE BEISIT yE BTt

3. replacement_controller 2&01 'Waiting for Bt2t...' HA|X|7t HEA|E W7LX] 7|Ch2l = HAXQI HAEZ2{0f| A A
OIEL A|AE D7t AFESO 2 X|HE|R}=X| 2lstL|Ct. 'storage failover show

Y 0= &4 AEEHO|M AA™ IDIHABEACHS HIAIX[QE 7H SHFE 01T S M ID7H EA|=[0{0}
LI} CHS oI FOl M node2= W ME HF M A A|AH ID7} 151759706 4Lt
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

- HHQ AEER 0N 20| HEIt MY A=X] elgL|Tt.

=]

a. 1z M3t £ 'Set-Privilege advanced 2 HZAEL|Ct

Jg ZEZ AlE TASt2= HAIX|ZF LIERLEH Y2 e 4= JAFLILH 18 RE TETETL

-
m
oL
r
il
=
s

HIOE XMZELLICE 'system node run-node_local-node-name_partner savecore'
=
=

AASHI| Hofl 'avecore' HHO| 2tz E WNHA| 7|TH2[HAL.

LS BHES Y=o savecore BHO| 71l MEHE ZLIEHZAY = J}EFLICE. 'system node run-node_local-
node-name_partner savecore -s'

d. admin ¢t £Z02 27| 'et-Privilege admin’L|C}

- AERIX| A AR AERIX] = 2 Ao/t FYE ER 2EE 7| B2 S AES=X = 2R 7| #HEE
MESHEX] G0 W2t ChZ BAL & SHLUHE At AE2|X| E= 2§ Y20t 7|53 S& o of Lt

° "RELE 7| 2e| g2t 7|E S Lo
o "Q|F 7| 22| ot 7|E SRELICH

EE3E CHA| MSELIC

a. FHHl HEZZ0|M KN E HEER | AEE|X|E CHA| HSELICH 'storage failover #H2t -
ofnode_replacement_node_name '

replacement_controller’t AEZ|X[E CHA| 71Kt &S 2t=gtL|Ct.
A AR D S2YXIZ Qs A|AH IDE FAlSt2Hs HIAIX| 7} LIEFLIH yE ={sHof oiL|Ct.
() 710l H2se ARae HEo £ YBLIC

"AHE E2 ONTAP 9 HT0| &= 1718d 719 2HXS HOLEHAIL"

a. 7| 50| 2 3 HA 0| H4 &S FQIX|, 12/ 1 Hl0|TQH 7} JH53HR, 5 AE2|K HULH FA
oIx| ZolgH|ct

'storage failover show' @& | Z240j|= TtE L] H|A|X|0| A HAEI A| AR DI} TEHE|X| 90Ok BHL|CE.
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7. C|ASTL MH 2 SYERA=X] 2RIttt 'AER K| C|AT EA-AFZ!

_replacement_controller®f| &st= ClAT = M A|ARI IDE HEA|SHOF &L|CH CHS Ofl0f| M= == 10| 2R3t
CIA30f A A|AE! ID 18737752770] EA|E/L|CE,

—

nodel> ‘storage disk show -ownership’

Disk

Aggregate Home Owner DR Home Home ID Owner ID DR Home ID

Reserver Pool

1.0.0

aggr0_ 1 nodel nodel - 1873775277 1873775277 -

1873775277 Pool0

1.0.1

aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

S 2: ONTAPS| 52| A3 A| A0 AIAH IDS £502 MEErsLIct

=2o0od

= A A L= =E A2E-E FY 2S HEZ E[SE|7| Hof| L2235 M HEEZ{S ALY DR #3522

1. OFZ] YR EISHX| g2 E2 replacement nodeE MEESIL Ctrl-CE =21 2 Z2MAE ST CHE, HAIE

HmolM RAEs ZEZ HEISHE S8 MESHAL.

—

2. NA"ID 2LX|Z QI8 A|AH IDE FAISHEH=E HAIX|7F LIEHLIH Y& Ri24sH0F giL|Ct.

3. A|AHEI DE

4. Az A

ELICt

FA 2O UREZ HAIE= O[T A|AH IDE 7IZ 3l of LTt

CHS o= 118073292| O|™ A|AHRI IDE EELILCE
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*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (1180732009) Pool0 J8XJEI9LC system-1
(118073209)
disk name system-1 (118073209) Pool0O J8Y478RC system-1
(118073209)

5. disk show HZHO{O|A &2 A|AE D HEQI'C|AA MEtEt-s 7| & A|AH! D C|AT ZHEE-s 118073209'S
ALE6I ClAT AR AS L BtL|Ct
6. C|A3 T} SHIZA S| AJ=X| SolgtL|Ct
oA 20| 28 CIAT0|| M| A|AE D7} EA|E|0{OF EHLIC}H LIS G0l M= A|AE] 10| AQSHC|ATZ A

AAE D 1180654812 EA|BHLICY,

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)

7. AEE|X] A AEI0| AE2|X| EEE
AMESH=X] &0 2t ChZ E

B Y29t FHE E2 2EE | HE|E MEot=X| E= 2R

S| | [

o "RHEL 7| 2| 2zt 7|18 SR CH
=

2=
=5
Xt & SILIE AESIO AER[X| £ 28 g2e

ONTAPE &¥5t= 2= MetroCluster FH0 M= AARSE HY 2F JEIZ &|Z2|7| WO CIA3E M
ZEE2{2 A2 IDE +S22 M HHOF eLICt.
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of =pHof cHaf
0| EXt= ONTAPE A&list= 2 E MetroCluster 742| A| AR ML Ct,
O] XIOf| Al SHIZ L E0f CHet HHS A3lsloF BhL|Ct.

* impaired_node= X 22| +¥st= L EQLICE

. replacement_nodeE O| Axte| 22 &AE LEE wAot A =ELICE

* healthy_nodet &4E ==9| DR If

Im
_E
E
ul

THA|
1. OF=! MFEISIA| QERACHH _replacement_nodeS MFEISHD "Cirl-C"E YsI0] RE Z2HAS SHB LIS
EAE HS0M QX4 DER BEIBIE SN2 MEISIAAIQ.
AAE ID SLKA|Z 2ot AL IDE FAISI2H= HIAIX| 7t LIEILIH YE 22slioF Lt

2. M 9| 7|& AAH!I IDE 2™ MetroCluster node show-fields node-systemid, dr-partner-systemid7t
HeJL|ct

0| 0|0l Al Node_B_1& O|X A|AE! D7} 1180732921 O™ L EQJL|C}.

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. £44E LEO| QX4 BE TEXENA A AIAH IDS ISt "T|AT 2"

- O —_— =

O| oi[ofl M A A|AE! ID= 118065481 4 LILC.

Local System ID: 118065481

4. disk show BE0IM L2 A|AH D FHE ALESH0{(FAS A|ARICl Z22) ClAT ARAS MELRILICH disk
reassign -s old system ID

2lel oflAloi M BEOo{o| LHEE 'T|A S TS -s 118073209'0|Ct
Al&St2t= HIAIX|ZF LIERLIH Y2 SEE = ASL|CH

S. C|AZJt SHIZH| 2 E U= 2QIBfL(CH
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replacement_nodeOf| &8t C|A30f| replacement_node2| Ml A|AE! ID7} EA|Z|=X| &tQIEtL|Ct CHS
oo A= system-10{|A] AR5t CIAIO| A A|AE! ID 1180654810| EA|EL|CE.

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0 J8Y0O9DXC system-1
(118065481)

of 7} HEEQHX| SolEiLCt,
7{

'Set-Privilege advanced 2 HZAL|Ct

kl
H
[n
u
H
m
_\'l_

g ZER AlE TAstEt= HAX|ZF LIEFLEH Y2 SEE 4= ASLICH
LIEFEFL|CH>).

b. 30| YOI} MEE|R}=X| &QIBtL|CE. 'system node run-node_local-node-name_partner savecore'
d EHo Savecore7} X3 012 LIEHLYS= AL savecore/t 22 = mi7hX| 7|2l CHS geh o

[}
savecore°| IHES DLIE E"é* e ‘Eiél—llif </|nfo>

C. admin H$t £F0 2 Z7:'et-Privilege admin’&L|Ct

7. replacement_node?t SX|E4 ZE(*> TZTE FA|)Q AR QX|E4 REE £F6t0 26 TEXEQI
"halt"2 O| S EfL|Ct

8. replacement_node: boot_ontapE 2 E&IEIL|C}
9. replacement_node’} 2tH3| HEIEl & AL|X|8#(MetroCluster 22| X|HH)S 23BFL|C}

’

10. MetroCluster & 'MetroCluster node show-fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

11. Data ONTAPO||A MetroCluster 714 Xt S SHQlgtL|Ct.
a. &£ SHAEO| et HEf Z10 'AAR AE) ST HAI'E =elefL|ct
b. MetroClusterZ} A E| 1 'MetroCluster show'(HAt BE)2 A0 Q=X| EolstL|Ct
C. 'MetroCluster check run’0|2}= MetroCluster check=2 & $HCt
d. MetroCluster M|= HEA| Z2+E MetroCluster check show= Z2{3tCt

€. Config Advisorg H&IL|Ct. NetApp Support AtO|E 2| Config Advisor H|O|X| 2 0| SgtL|Ct
"support.netapp.com/NOW/download/tools/config_advisor/".

ot

Config Advisorg &&iet = =719| EHS HEotd SHM 2T At S wef BAE ZX/E SHZoHHAL.

12. AQX| 28 =) A|E2]|0]M:

a LEIDTETENA 1z Mot 2| 'Set-Privilege Advanced’ 2 HZAELIC}
g RER AlS XYstn 18 RE IETE(*>)E H2{H "y"E SHElof gfL(Ct,

b. simulate parameter: MetroCluster switchover-simulate2 A $| |8 XIS =3HstC}

C. admin H¢gt +EOZ 57 'et-Privilege admin’&L|C}

HH| A A= SR - FAS2700

AAES HH 2E22 =76t21H NetApp Storage Encryption T8 (228 Z2)S =&otil
M ZHEZ=2{0]] EH‘.’J 2to[HIA S dX[ot = 7| Eet e MSE RMA X &0 2FE 2 Aojet

HIZS NetAppl 2 tt2tsljof ehi|Ct.

1EHA|: ONTAPOIM WX AEZ210] Ci 2t0| MIAS HXSfLICt
ZHOH7t e ASH L EJF BEE (& Z2) 2H0|MA T Z RSt ONTAP 7|52 A2 £91 22 replacement_node0i| CHSt
2 =

t
M 20| A S AX|5{OF BfLICH HE 20| AT U= 7|59 A% SHAHL| 2t LLE0f| 7| 501 Chgt XAl 717} Lo{of
'6'I-|__||:|-
= .

Of ZhHofl CHaH

2t A 7| S X[t MIX|= BE 2to[ATF Bt 7|5S _replacement _nodeOf| M #|& ArEE 4= UASLICE
T2t 24E R ETF 22 A RUT LEQI FR Y VIS0l et 2to| AT JIOH J|52 HEAY = YELITH
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SEot 20| M 2O[MIATE Gl= 7[S8 AFESHH 2Ho|MA Afg E45HK| g = JABE JHstt
_replacement_node0f| uA| EfOMilﬁ 7| EEE= 7|2 MX[sH{of &L|Ct.

rot
&
il

AlZfot7] Fof
2t HlA 7| = 28Xt & 4|0|0{O0F BfL|Ct.

2t A 7|8 AX[ = A= 90| 7Ol 7[2H0] AFLICE || 7|2H0] X|LIH 2= O|H 2fo| AT R SHE LTt
FrotetoldA 7S EX|ot £ |0 7|ZH0] ELEZ| Toi| ZE 715 24A12H St AX|sfof LICt.

A AEIO M XS0 ONTAP 9.10.1 O &2 Al FO[UCHH off BHE HAIE "AFF/FAS A|AHIC|
@ 2HO|MIA HHO|EE 2|3 OIHEE WK & TENA"ALBSHYAI. A|AHIC| £7| ONTAP EE2|AS
D2 AL oM XtMIEH LHES HZSHU A2 "NetApp Hardware UniverseS £ Z6HI A",
CHA
1. A 2to|MlA 7|7t 2ot AL oA H|& 2to|HA 7|E HOMA|R "NetApp Support AHO|E" My Support(LH
X|2l) MMOf| M Software licenses(A2ZE9|0f 2t0|MIA) E MEHBHL|CE,

@ oot A 2H0[MdlA 7| = RS2 ME|0] IOl O|H|Y FAZ MEELICE 30 O[LHo
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1. RE CJ} "enabled" AE|(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR

Group Cluster Node State

1 cluster A
controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.
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Mirroring Mode

enabled heal roots

enabled waiting for

5. ARIX|H xtefo| 2tz U= ZHeletL|Ct. 'MetroCluster show'
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cluster B::> metrocluster show
Cluster

Local: cluster B configured
Remote: cluster A configured

SHAEHZHEY SEiof ALH ALK ZHI0] b= ELICE.

i B |

cluster B::> metrocluster show
Cluster

Local: cluster B configured
Remote: cluster A configured

Configuration State

Configuration State

Mode

switchover

waiting-for-switchback

normal

normal
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1. RE CJ} "enabled" AtEl(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration
Group Cluster Node State
1 cluster A

controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.
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cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured switchover

Remote: cluster A configured
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cluster B::> metrocluster show

waiting-
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Mirroring Mode

enabled heal roots

enabled waiting for

sHoIStL|C}. 'MetroCluster vserver show'

Xt= LIF OF0| 12{|0| 40| 'MetroCluster check lif show 0| A2XHOZ 22 £ =X|

for-switchback

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2E SVMOIM THS 7|27t 2t =AU =X| ZHRIBLICE. 'MetroCluster vserver show'
23 2ol ofsf £ =[= AHS LIF 0r0|322{|0| 40| 'MetroCluster check lif show 0fl 83X OZ =2 | AU E=X|
gto|

Haxel FAE A= 2E =E0|M 'MetroCluster 29/ X[ HEH S AHZ5H0{ AQ{X|HS A BtLICE.
X

o
AQ|K|uH X A0| 2 Z E|R}=X| 2ltL|Ct 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2E SVMOIM THS 7|27t 2t =AU =X| ZHRIBLICE. 'MetroCluster vserver show'
23 2ol ofsf £ =[= AHS LIF 0r0|322{|0| 40| 'MetroCluster check lif show 0fl 83X OZ =2 | AU E=X|
gto|

Haxel FAE A= 2E =E0|M 'MetroCluster 29/ X[ HEH S AHZ5H0{ AQ{X|HS A BtLICE.
X
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AQ|K|uH X A0| 2 Z E|R}=X| 2ltL|Ct 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF A HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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