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) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B O2NAS A4 DAEK Selg|ct

oM ZEZES AL

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF Y= HAL|X| gL Ct

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. A% e 2felo] A HH XS M = 2felE S 20 EaLItt.
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34
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O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30] 2p(2t) CHE H2 A& TIHSHK| O AL, successfully recovered
keymanager secrets =AM HES I RLFE +HLICE

28 HwolM 4 12 MEI5I0] ONTAPZ A& 2L Ct



10.

X ZEZEES BAIZLICH

R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

L

EEa9

Tk

£0f| CHS HAIXIZF A= =X] 2elgtL|ct.
Waiting for giveback..(Press Ctrl-C to abort wait)

MEH =0 LS B S Y6 THELH ZEES & et A2,

storage failover giveback -fromnode local -only-cfo-aggregates true..

- CFO Of=2|A|0|ERt RSt = L3 FHS HAFLIC

security key-manager onboard sync

Onboard Key Manager2| 22{AE X = E =SL(CL
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1.

12.

13.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

S718t0fl SZ3He 57 HIAIR| glo| SRAE TEEET} LT S8t Mufste S2iAH
() =zEzezsopp| Fo| 2F HAXIZE LERLITL 71 2851 57|18t ¥2H o= My

7kX| AlSSHA| OHY A L.

Ct

gjo

HHS YA 2 E 7|7t ST|SHE|U=X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE Y'Y o Z2tIt LIEFLEX] S4&LICH

©

CHE S YHote DtEL S| =5 HhatetL|tt.
storage failover giveback -fromnode local
AR =& Aot 2R kg BEE YB6IH X5 trets S L

[

storage failover modify -node local -auto-giveback true

14. AutoSupport7t 243t 22 CHs HHS st X} 0| A MHS SELICE.

system node autosupport invoke -node * -type all -message MAINT=END

g4 2: 9|2 7| p2|xt pAg BBt

ONTAP 2& Hw0ilM 2F 7| 22Xt FHS SAYLIC

AlZfot7] FHof

EKM(External Key Manager) 7182 S5tz C}

gl

HE7L HELoh

* CH2 22{AH 20| M /cfeard/kMIP/servers.cfg TS| SAME = CFS ME:

36

° KMIP M F=AQIL|CH
° KMIP ZEQIL|C}



* CHE 22{AH LE = S20|HE B M | It SAEQJLICE /cfcard/kmip/certs/client.crt
* CHE S2{AH LE = 2210|¢E 7|9 It SAL2RILICE /cfcard/kmip/certs/client.key

* CHE EYAH LE = KMIP AH CAS| Y SARRILICE. /cfcard/kmip/certs/CA.pem

EHA|
1.

Tk

£ A0

2. ONTAP 2&! 0 50|M &M 11 & MEiBL|Ct,

S8 Hw2l oIS EAIRLICH

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

Normal Boot.
Boot without /etc/rc.
Change password.
Clean configuration and initialize all disks.
Maintenance mode boot.
Update flash from backup config.
Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

3. HIAIX|7} HAI=|H HRot WEE +TY=X| QIS

OiR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 5! M FEE etL|ct
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DIEIZEES EASLIC

Enter the
Enter the
Enter the
Enter the

Oof|H| =71

Enter the

MIIDvjCCAqagAwIBAgGICN3gwDQYJKoZIhveNAQELBOAWGY 8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEwWpDYWxpZmI9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBk51
MSUbQusvzAFs8G3P54GG321IRvaCkFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wqgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCgbeieek62si

Fp8=

Enter the

Enter the

MITEizCCA30gAwWIBAgIBADANBgkaghkiG9wOBAQsFADCB] zELMAkKkGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRNYUOWE2gDL61cQ3/7km7Y94

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:

client certificate (client.crt) file contents:

client key (client.key) file contents:

KMIP server CA(s) (CA.pem) file contents:

EQBKG1NY8dVyjphmYZv+

Enter the
Enter the

System is
Trying to

kmip init:

IP address for the KMIP server: 10.10.10.10
port for the KMIP server [5696]:

ready to utilize external key manager(s).
recover keys from key servers....

configuring ports

Running command '/sbin/ifconfig e0OM'

kmip init

S20[AHE 5l MH

: cmd: ReleaseExtraBSDPort e0M

e

I

Qs =23 TR A|AT} R EILICH



ol 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. 2 oM S 12 MEISI ONTAPE A& SEELICH

A b i b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g b b b i g
*khkhkkkhhkkhkkKhkkhKx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R i b b b b b b b b I b b 2 b i b b b b b 2 b b b b b b b b I b b b b b b b b b b b b I b b 2 b b b b b b b 2 b b b b b b b b b i 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 1

7. AutoSupport’t 2d3tEl Z CHg B S YUSI0 Xt3 7|0jA ddS SAYLICH

system node autosupport invoke -node * -type all -message MAINT=END



ZOH7t L lot 2 ES NetApp-FAS28202 = HHetetL|Ct

7|E2 & HSE RMA II*'OH HEE U2 2R} At #ES NetAppOi| HreteiL|Ct.
"EE dhet 5L WH"KEAIEE LHE2 HO|X|E HZESHHA

A BE WAl - FAS2820

HoN 2=0] LEERICZE T 5**Elo*l:fé Tt AutoSupport(A

NES P) HIAIX|E SSot=
B2 ZEED EE0M e ZES WH[EHOFS
__I.I.

SU
o, 2 A 5tX| 2™ 50| XSHELICE.

-r
_|_

4 245 SSUNZRE 22 UN FRU 718 242 WA[SHOF LT},

LNE HESRE SRolH HES? NEf2 Holstn, U
AE2(XIIA HIOEIZ A% HIBE 4 YT HES2Z o480} BLICE
of felol| cish

LETF 20K Ol el 2 AETE = %‘—?— HEH A0jof L. S AT HFHO| AL F HES2 0| X4 8l
HEHOfl TH3ll FALSEZ} BAlEl= E2, &4E HEEHE S=5H7| Tol| 2XE sHZ8HO0F LCt.

[e]3

"ONTAP 9 A|AEI 23| XFx"
WAl 2= WAH|SH7| Hof| FHA] =2 LIS X2 5= JELICE

A

1. 90 2=2 H0|E{ 7t = ot X2 &4 E i ZE0i|A CIO|E{E 25 X1 7 ZE0 Clo|E{7t Sl=X]
efolotiop & & ASLICE

a. A B=2| H|0|E{E X|ZLICt. system controller flash-cache secure-erase run -node
node name localhost -device-id device number

m controller flash-cache show FlashCache ZX| IDE
AL C,

b. FHA B E0j|A HIO|E{7} MH|E|R=K] ZQITIL|CE system controller flash-cache secure-
erase show

EH0ll= 0 2E HETF XYT A= HA|=[0{0F L|C}

2. AutoSupportZt 24 3t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S ZE5}0{ AtS AH|O|A MM S AX[SL|Ct

CS AutoSupport HIA|X| = & AlZH SOt XtS AO|A MM S AF|GLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

3. AE HEESD7I HA YO 250l ZR P ZEER Q| 240|M 'AEL|X| HYURM £F-LE 2H-AS Hiet
13'E XIS RSt = OHI1I°.=.“—IEf

=
4. 2AE FESS 20 ZRIEE JHIHINR.

—_—a =
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o. BROf mat A|A-S CHAl HERILICH
O|C|of AHE|(QSFP £= SFP)E 22[et B2 8/ A0I2S A&tz ER ChAl &X[8tof L Ct.
6. ZESD 28 MEX S t=eLICH

|X10fl & e M HEER] ZE0| ST} AT S0 25| FAE W7Hx| HES| +2
e fIKZ sl

(D) 7uErt 2uEx 222 HESR] DES A0 Lo B2 1 T3 3B Jfokx| OHIAIL.
ZES2|7H MAI0] 36| FAE| B2 20 AISFELIC,
a. OF| MXISHX| 942 A [0 22| HAIS CHA| HAISHIAIL.
AEYOE Folg Ba| FK|o| HBBILICH
5CH7: XtS ghet 3! AutoSupport S ¢
X}5 dtsh 3l AutoSupport 7 HIZHASHEl A =208}

1. 2 Ar25t0] At5 B8t 2l storage failover modify -node local -auto-giveback true EH.

2. AutoSupport RX|E4 =27t EE|HE 2R & AMEI0 JIERE ZSEYLIC system node
autosupport invoke -node * -type all -message MAINT=END

6THA: ZHol7F L MTH 2HES NetAppO| Btet

7|E2t o MESE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppof| BHeteL|Ct, "5 5 Bhet 51 A KiM|e
LHE2 HIO[X|E HZOHHA|I2.

MAl

MA| 1K 7H2 - FAS2820

MAIE nAst2{™ M@ 35 &K, StE EBt0|E QI AEEY B8 e HE2 &4E
MAOAM A MAIZ O] S5t &zl MAIS &&El MAI2t SEot ZRO| A MA|Z HFFOF

efLct.
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1. SSHE S 22 A0l 2I0I6tHL 22 24 H0|2 T} HE/ZLS ALBSH 2AE{Q] -S04
R

2. AutoSupportS 111 A|ARI0| 2E2I0I0| E HO R o &&= 7|7te HAIFLIC.

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

3. ZE LLE9| SP/BMC F4 ol
system service-processor show -node * -fields address
4. 2 AE HE ZEYLICL exit
5. 0| EHj|o] Z20| LIFE =E9| IP FAE AIZ30| SSHE S8 SPBMCO 2I9IHLICH,
ZERES NBOE 2L SUS S2IAE 2R X1 ZYS Argto] HES2{o 2B
(D =% 42s BUEYY + YUEE DS SPBMC U2 Cfg SSH A4S FLCh
6. &ME MAO] U 2742 =EE SKIFLICE

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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