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* /cfcard/kmip/servers.cfg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

EHA|
1. LOADER ZEIZE0A 2El 0|C|o| 27 T2 HAE A|ZFEFL|CE.

boot recovery -partner
StHO| Tt HAIX[ZF FAE LT
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. B O|C|0 MX| S Z2NAS DLHZFLICH

27


bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html

OTZMAT2tRE[D Installation complete HA|X|Z} EA[EILICH

3. A|AHI2 2z otE 2olst T HIAX| & StLtE EAIRLICE

| e pr— —

O HIAIX[7} A== B2... S
key manager is not AAHI| 227 X [0 UX| §EELICE

configured. Exiting.
ZOQ ZEDEJ HAIE WNHX| 7|CH| M R.
T

n
2
Hu

0I5t ME S HHetshA K.

'Storage failover 82t - ofnode_impaired_node_name

C. 2 7ICt Xt= ehE ChA| 2ot 2 H3tE H 2.
key manager is Aot 7t AR = AFSLICEH 2 7ICH | 2E|xF =3 .

configured.

AAEIO] 7| 2K PHE AEE 4 gl H2 OF HAXIS EASHD 7| B2lxpt 24sof
() o=x, o g¥(@EE TE oR)elx Holstats BlAIXIZE EAIEILICE Al2stis HlAIXof

ErotlR

[= .

4. THO| Hpet HALS AFGSt0] 7| B2IXHE =IBHLIC
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2HE 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISED BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE ZQIX| 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H 2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH &2 S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 282 E 7| 2t2|Xtof| Cist 2] CIO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DS SAUSHEM 57 Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43S S LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|A-O| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| X5 & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 25511 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HstL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE AS M LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) It LHEE UHSGIMAL. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| ol & E{FLICt



v, M8 A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|stH
=

E|H
A
T

otE
o)

E
P
N

ONTAP ZZ{AE{ UUID

Notice:

4 L= =9| ONTAP 22{AE UUIDE YYLICH THEL E0M S2HAE
LICt. cluster identify show HE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 UA| HESR T QE{Ho|ALL MM S l=fgiL|Ct.

- TEO| P F4

= IEQ| HiOofA =

(=]

* 7|2 AHO|EY0|9] IP 4

31



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE IIEL LEO0|A MAETH IIY S S5t L EE P SLICE CHS BHAIZ
Ho{7tM .

17t MBSO R EFEX| oM AARO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MREYS = AARO| CHAl 22l MEfTt E| 1 ZtSE=X] 2Q5HM K.

d AE2X|E =S HESYHE o ZUC = =S UL

'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det g dstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport7} 283tEl AR XS AO|A MM S SATL|CE
system node autosupport invoke -node * -type all -message MAINT=END
CHS CHA
ONTAP O|0|X|E =5t L E7t 7kSE(0] H|O|E{E MS5t1 LIH"Z2f0| = FES NetAppE EreteiL(Cf”
Amlst 2El 0|C|0| 222 NetApp - FAS502 2 gt

FASS AEEX] A|ARS| 1 240 ZOHIH 2 HSHA Tl 7t 2l
HHetotMA|R | "2F Hheh S A" XtMIeE LHE 2 HIO|X| S HZ=SHA

o s
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2E 0|0|X| £5 HE USB E210[2E ALE50] FAS50 A2 | SE 0]c|ojof
ONTAP CHA| %|5H= THEQILICH NetApp K|l AO|E0]A XH8t ONTAP 27 0|0]X|S

CHR 25104 USB S2}0|H0j| ZARHOF BHLICH 0|7 FH|E USB E2t0| 22 Ag0to
S7E Aot AAHS S Nef 2 2eighc

A|ABIO| ONTAP 9.17.1 O| M0 M A FQl AL CHSE AMESHMR. "Ats B8 S+ EAp

AZSEE 57 27 AFeE dEoty, A
O|0|X|E S@lstn, 2Rt 3¢ ezt 4F

o "HE OIC 27 AletES HERIL|CH"

2 0|C[of WA 2F Arets HERILICEH

g O0|C|0{E wA|st, USB E2I0|EE AHZ5HH

E4E HEE0|M Aot 2E O|C|0{E HMstn uH| £E O|C|0{E MX|et ChZ USB Z2iA| E2I0|EE
AP0 ONTAP 0|0|X|S M&EHL|C}

"=3 0|0|X|2 2B

SB E2t0[20{[A| ONTAP O|0[X|E S5t Mt A|ARS SRS O3 2t H4-E efelgLrt.

C

FE HFM 2EE 7| 22|Xt FOILt 2|7 7| BE|XE SRELIC.

HES NetAppl 2 HhetgtL|Ct”
JIEt 87 NBE RMA XI0] HEE T2 OFJt BYE $EE NetAppoil #HEHstL|Ct.
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bootmedia-shutdown.html
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bootmedia-replace.html
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bootmedia-recovery-image-boot.html
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bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
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bootmedia-complete-rma.html
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> 52 0|C|o] 53 Q@7 AFE - FAS50

FAS50 A E2|X| A|ARIS| 2EI DIC|M{E WA|SHY| Ho| =Xl WHE 2ot HE @7 AletS
SESH=X| &RISHIA 2. 67[0l= MEot 7o M&E 57t0| = USB Z2iA| E2I0|E Tt
U[e=X|, 22|10 SHIE WA 28 X7t Q=X| &elst= o] TetElL|Ct

USB Z2liA| E2fo|=
* USB EaliA| EEI0|E7} FAT32Z2 ZUHE|Y=X| EQISIM| 2.
* USBOl= CHS 2 &Y £ = S23 HE 2F0] JL0{0F LTt image xxx.tgz OHE.
o Z=H|
SAMSICH image xxx.tgz IHYES USB Z2A| E210[E0]| SALELICE O] M2 USB Z2A| EBI0|EE AESHK
ONTAP O|0|X|E M&E mjf AFREIL|CH,
M Q4 TA|
AHIiSH 148 @A E NetApp UM MSot wH 248 A2 WABHL|CH

-0 = _ [ 1
* AL HEER = 4 E HEERQ HATIEHYLIC
Ch= A
S8 O|IC0E uHgh= o 2ot @7 ME AES £ £ "8 DIC|0fof| M =st 7| X 8 HES efelgfL(nt

=& £ 0|C|of S70] chist Y=ot XY 2kl - FAS50

AEZ|X| A|AEIC Hio|E| Hots fX[st2{H £& O|C[ojo|M =3t 7| X[ 2! HEfE
stolsljof SFL|CE. ONTAP HZF 0| NVE(NetApp %E L=22h)E X[Ast=X| 2elstn
HEERE ZSE7| Mof| 7| 22|Xt7t A AefQIx| gtolgL|Ct,

tot

1CHA|: NVE X[ 22 2Holst 1 SHHE ONTAP O|0|X|E CIRZESHM K.

28 0|C|0] LHIE 2/s SHIE ONTAP O|O|X|E C2EEE & UTE ONTAP HHO0| NetApp 2& L=2HNVE)E
X|SH=X| 2elstM( K.

£
1. ONTAP HHZE0| &ts3tE X|2I5H=X| 2IQI5IA| 2.

version -v
Z30f| ZL2HEl 10n0-DARE B2 NVEE AL FQ! 22{AE HTO|AM XY= X| gt&LICH

2. NVE X| 0] w2} X3t ONTAP O|0|X|E CHREESHA K.
° NVEZ| X|2l&|= Z<L: NetApp Volume Encryption2 AF25t0f ONTAP O|0|X|E CIR2Z =L
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° NVEZI K| A E[X| 8= Z2: NetApp =& 2=} §l0] ONTAP O|0|X|E L2 ZE5HM K.

@ NetApp X|& ALO|EO|A ONTAP O|O|X|E HTTP £= FTP AMELI 2Z ZE0E
CI2ZEgL|CH 2& D0|C|o{ wA| Xt St 0] 0|0|X| ItYo| TLBfL|Ct,

2EHA|: 7| 2H2|X} LE =l Bl g

= - o

1%

EdE HEEHE S=ot/| Mol 7| 22|kt FEE eelotn Bt HE MM K.

o = = = o
tHA|
1. AN ARIOM 24tEl 7| 22[XIE gheletL|ct.
ONTAP HTL|Ct o] HS HAFLILt

ONTAP 9.14.1 O| &

security key-manager keystore show

* EKM2 AF25IH ExM O] HE =210 HA|ELICE
=
=

0F OH

* OKM& AFE3H orM O HE =0 HA|ELICE

© 7| 22X MY EO JqX| $O™M No key manager keystores

configured & £Z0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKM2 AFE6H external O BE =0 HA[EL|CT.
* OKMZ AFSIH onboard 0| HE £210|| EA|EL|LCY.

* 7| A2|X7F -0 JX| $FO™M No key managers

configured BE &==0|| 0| EA|ELICE

2. N AHIO| 7| 22|X7F Y0 Q=X o0l W2t CHS 5 SHLEE ™S Ch

7| g2l X7t -4

rin

Z2(EKM EE= OKM):
a. 7| 2[R0 M IF 7| HEfE HEAISHAH CH2 2| HHS UHSIMN K.
security key-manager key query

1S EOISHMR. Restored E. 0] €2 7| Z2|XHEKM E= OKM)Q| 215 7|7t A

Ok

Ho=z

w
|
_o'l
10
4
0)
e
m
A
30
ogt
2
o
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tal
of
tal
Ras
M
re
HU
_o'l
=
fo
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FHSHA

O
H
Of
Kl
O
H
|1l
_>i
i
[al
0%
ot
4>
30
o>
I~
ful

° 7|17} CHE S EASHE 82 true SYEE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH &dE HEESHE Mo S0t S EXE TAY - ASLICE

2HE 7| Z#2|XHOKM)
CtS SHAZ ZHol| 2t 2t2SHM|R. Restored &

BE It BMNEl= B2 true SEE SOA:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mek
set -priv advanced
UG y Al&5tEt= HAX[7F EA|E|H.
i 7| ZHa| W MEE mAIFLICY
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 2= E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FHE 2EE 7| 22| Y= E Y R.

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5HMIR.

d. BE= 21F 7|7t SYUEU=X| =elstM Q.

=

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM R,
g Het BEEZ Mt
set -priv advanced
S} y AlEIE= HIAIXIZF FA|Z[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRLICH
uH| B B0l OKME S22 S70l0f = 2 0| i YEIL EREfLIC}
i. 22X} REZ =S0F}17):

set -priv admin

F&0Cooll M =t 7| X7 5L El

i

efolst 2 28 "HEER 2 SEELICIsslof gL|Ct.

= -

ofn

HE 0jcjof S7E ?loi ZEES] E= - FAS50

A
T

=3 58 000 S Z2M|A S HO|H &4 YX[ot A|AH HHdS FX[oHH
FAS50 2 E2|X| A|ARIOM £ &l ZIESDE S=HMK.
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SRR AL
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AEIZ AtESHE HQ £4E ZHEER] SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8OF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY == 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 7} 27 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol QL Ba HES2|
2

Xt 5! AlEHOf| CHo FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M 248 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 YN HESR|J} 24F HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AETt Rli= 22 HEO RU{0F fLIEE. 22| AE7 HHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B2 &4E ZEEHE S25H7| Toi| EXIE o ZoHoF LICHEZ)
"= EE S8 AL S|t

* MetroCluster 714 AEf7} M EFOMH LETL AR 5! FAN AE{QIX| =Holstof gL |Ct,
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.
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Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.
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Reboot node.
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Configure Advanced Drive
Partitioning.
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recover onboard keymanager
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This option must be used only in disaster recovery procedures. Are you
sure? (y or n):
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 22 XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES M K.

o

A&etct.



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOi| CHH 22{AE MA| S E =Bt C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZoHB 7 HIAIX| glo| SRIAE ZEXET} LT S7|8t0) Lufste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZutE HratotX| 5Lt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM LhS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP M £ 8! IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ABILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP MH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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7H4 2=-FAS502 3t ARL|C

SUSHALF CI2 X8l 2B
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Selection (1-11)2 1

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

6. XI5 HHEhS BN ZQ =,

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END
CHA|

IT

f L

ot HES NetApp-FAS502 2 HiststL|Ct

—_—

> O

L{Ct.

0 AIAEIO| 1A @40 Zrol7 LrsIH Zhof7} HASH HES NetAppZ et
Z vtst 9l A" XEAIS LIRS HO|X| S HESHIAIR.

2 22 NVMe SSD 714 RE(ZHA| JHA| ZE)S

FASS50
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* MAl 2A| ZXt= I, E2t0|H, EEH0|H B =E 8l ZIEEEE M MAIZ 0| STt JHEsHe ZHd = A LICT
Ch= A

MAl Wi 27 ArgdS HESH = BRE XYS +A0F "HEERE SELCIELICE

MA| 1| ZH| - FAS500f

ZHE MAIE AMESHD, uM| 4 245 =elsty, #[0|2nt ZIESE 20| 2t&S X[HHH
FAS50 AIABIO|A £AMEl MAIS mASH ZH|Z ShLiC

EHA|
1. 218 2 ZE0f| AZ5I0 of QIE{H0|ASI U A|ARS HLEZISLC.

=
2. 1EE2{9| Q|X| LEDE HAMIR:

a. ME5SILt system controller location-led show ¥|X| LEDS| ¥ MEHE HA|SH= HHRULICE

b. 2|X| LEDE HAMIR:
system controller location-led modify -node nodel -state on

?IX| LED7} 302 52t AN UELICE.

0
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1. SSHE Soff 22{AE0| 2I0I6t7LE 22 22 0|23 YS/ZSS AH8s10] 22AE(S| lEofA
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2. B S20|HE/ZAENM NetApp A|AZQ| H|O|E{0l| AN ASHX| RS SfLCH.

4. AutoSupport7t 2-d3tEl Z2 #H0|A HHE ARSI A|AH0| 2EaQI0] € Ho= ofdk= 7(Zte
HEA[LC.

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2{AH LEQ| SP/BMC T4 AE:

system service-processor show -node * -fields address
6. 22{AH 28 ZFTLICE

exit
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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storage disk option modify -node node name -autoassign on
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system node autosupport invoke -node * -type all -message
MAINT=number of hours downh
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clusterl:*> system node autosupport invoke -node * -type all -message
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system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

O£ =01, L2 AutoSupport HA|X|= 2A|2F St XtE #H[0[A MdS ARISLICt.

node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. AER|X| A|AHIOM Ml 21 ONTAP HH 8l ZAEE2] Aeljof 2t ZQst AL A5 2HetS v g Msteti|ct,
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storage failover modify -node local
-auto-giveback false
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storage failover modify -node local
-auto-giveback false
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9.18.1GAO|d FZEE F—1 BE /O(HOIH HZ)E L= HAZ ol St

o. FoH7H LSt /0 RES MHIA0M HASH MRS HM ®AH FHIE LTt

system controller slot module remove -node impaired node name -slot
slot number
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node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.
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WHE /0 ZES 22l HEE TSI, /0 B= ZEJ §SHO 2 XI[SE[/U=X] 2elstn, sRof| ™
SeEEAl &It LHE, 110 2E0| 222! HE{o] 1 QIME[=X| SfolgtL|Ct.

Of ZhHofl CHaH
/0 ZEE WAt ZETL Fd HEZ S0H2 = LIF7F BA|E /0 2EZ E|S0F LT

|

1. WX /10 ZES 2ate! JEfZ HetStLCt

system controller slot module insert -node impaired node name -slot
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slot number

b. UZISITH y _AIKSIAIELIN?_2h= HIAIX| 7} EA|=H

OIE S0, Ch2 BE2 L= 22 Yl HAESED)2 &KX 45 22412 Hetstn T2 M|ATH 43Lts
HIAIXIE EAIRLICH

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y’

The module has been successfully powered on, initialized and placed into
service.

2. 1/0 289 Z ZEIJ 4O XT|3tE|U=K] &QISHHAIL.

a &4

i
[
[m
M
o
10
THI
g
=2
>
i}
dlo
0%

o
mjo

o
o
of
=
20

event log show -event *hotplug.init*
()  mast el goiols ¥ EE |80 3 2 B AR 4 B

=H0|l= /0 BEQ Z ZEJI MZXHOZ AZE|AUSS LIEHHE= Lt 0]AH2| hotplug.init.success EMS
O|HIE 7} H A|=|0{OF EL|Ct.

O£ S0{, CtZ EH2 110 ZE edb A edal] Chet X[t d3MZE EHFLIC
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

E5t0 LS THAIE =RlStHAIR.

a. TE x7|stof AIjstH EMS 2EOE &
3. 1/0 & £20| M0| IZE1 EE FH| 7 AR E|R}=X| SOISHMAL.

system controller slot module show

mjo
10
ot
=

£ 210l= &% HE7I “powered-on'=E HA|E|0{0F 6tH, O|= 1/0 2= £& FH|7t H2E[US

system controller config show -node local -slot slot number

/0 2=20| §SH 22 212! HEf7t =0 QIAMEHE E0fl= &R ZE FEE et /0 2= FHEIt
HEA|IELCE

HE S0, & 40 A= 110 Z=2| R LIS AR Z20| EA[ELCE
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node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/
Slot slot Information

4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

>
Hm
']
~
>
>
o
)}
el
bal
o
el
m

2 S5t H (Eo mat) Ho|ZHE HEEE0| AEZ|X|E dtetstn, (2o
m2h) Xts ghet 7|2 S)sHD, LIF7L 8 ZE| JA=X| &elstn, AutoSupport XtS 0| A MM 7|52 MI
23St A 2.

THA|
1. AEE|X| A|AEIO|AM Ml 01 ONTAP HE 2t ZHE Z2] AEjof| w2t 2o et Q42 HEZ2{0f|A
AER|X|S ytetst D XIS Hiets 28|t
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ONTAP orok... J2{HE..,

HE UL CH
9.17.1 E& SAME HEER I WA HEERE a AEZ|X|E oieltolo] A HEEZE HM XE
9.18.1RC XI5 EHO|3HTt AL AE|Z E|S2IL|C),
storage failover giveback -ofnode
healthy node name
b. Zoi7t LMot HEER{Q 220M Xt= diets
=3t
storage failover modify -node local
-auto-giveback true
9.18.1GA0|d O otR HEE /I IS a. AE2|X|E gretsto] E|O| A E ZIEERE Ht
OIEHE Qs 3R s MEfE E|SELICH

storage failover giveback -ofnode
controller that was taken over name

b. QlEl HEE2|9| 2&0iM XIS gHetS
St

storage failover modify -node local
-auto-giveback true

9.18.1GA 0|4 E ZEEZZ 2& |/O(HIO|E ME)E Ct2 A Z o|sEL|Ct,
Adstn JAELCt
2. =2| QIEH0]A T} = Mt] 3! ZEO0f| CHdH 'network interface show-is-home false’2t= 215 st=X| 2lgtL|Ct

LIF7f FALSEZ HA|E|H ST LIFE & ZEZ E|EZL|Ct network interface revert -vserver *
-1if *

3. AutoSupport7t 243tEl A2 XtE 70|A MMS SBLICE

system node autosupport invoke -node * -type all -message MAINT=end

6THA|: ToH7h 2

0=

st 2E3 NetAppOf gtet

7|EQt ot MI3E RMA K& MHEI 2 QF It At HES NetAppd| BtetetL|Ct "2 E dhet 8l nA|" Xt S
HE22 HO|X|E &ZESHUAIL.

/0 2 E-FAS502 W A|EtL|Ct

BE0 @F77F 2oL H £2 4S0ILt 71 715S XHo| #let Ya0[=7F BRot
B2 FAS50 AEE|X| A|ARQ] /0 255 WAILICH wA| BXt= ZEZE S=, Fof &l
/0 25 uM|, AEZS] MHFE, 22|10 Foff Ed 2ES NetApp Off Betot= 2HEO 2

—_
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et

AlZtst7| o

AEE|X| AARIOI CHE BE 74 Q47 SHIEHA| 2So{0f LT J™X| f2 Z 0| HXIE Al&sH7| Hof o
SIS AIL "NetApp X[,

O =i CHaH
LRt A2 AEE[X| A|AH QK| HE} EASTEM)E HM JE2 dh= 2|X| A|AHIS SE|HOE S
USLICE SSHE AHESHH BMCO| 221511 HHE AHSLICt system location-led on

*EEIXI AAE0= =X LA S 0] ol 17H, 2t ZAEEE{0] Stk 37H2| X LEDZt AELILt. 91X| LEDZt
302 S AXM UASLICE

HHZ UG 0|2t 7|52 A 4= system location-led off UYESLICH LEDZt AN J=X| E= THAH
UEX| 2ASHK| A2 22 HHES U6t LEDL| HEHE &Y & system location-led show USLICH
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SRR AL
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AEIZ AtESHE HQ £4E ZHEER] SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8OF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY == 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 7} 27 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol QL Ba HES2|
2

Xt 5! AlEHOf| CHo FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M 248 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 YN HESR|J} 24F HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AETt Rli= 22 HEO RU{0F fLIEE. 22| AE7 HHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B2 &4E ZEEHE S25H7| Toi| EXIE o ZoHoF LICHEZ)
"= EE S8 AL S|t

* MetroCluster T+ &E{7} PHERAQH EJ A 2 H 4 HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E S&38H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YHSAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIHE yE FELICt
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storage failover takeover -ofnode

impaired node name -halt true

L|C}.

I.

Loader ZIETEE FA|E

-halt true_parameter=

L|Ct

H Al &#ME WELICE

2{0lM oy ZES Hot &

=
=

L]

HX[Ho AEE HX
C AEZ

1EEE

/0 2=0iM 20|22 &&LICt

7h 24t

o

L|C}.

k

=0 Hol=S E0{oF &

UAEE #[0]

AolSe EME E +

S
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ol
100
70

[H (x=13

b

o

Of LIAFE AlA|

I.

K1

U

/0 &

AFESI0] 1/0 E=S ZEEC{0A 7HHLILE
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I.
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b. 110 252 &R0l FEEA 20 1 ZES FHUIE|0] SHIEA| TEM=X| goletL|ct.
RIZ0| 1t LHH|LIALS AFSIY] I/0 25 Ol 2 = ASLICH

C. LIH|LIAME AlA| B2 =5 ZYL(Ct.

4. 1/0 2=0i| #Hlo|2S AZLICH

1. LOADER ZEIEQ|AM HEERE HEETILICL.

bye
()  ausA==sE MRYstE 10 28 U /et 74 Q2E ChA| £7(SHElLIC
2. &Ml AESHS CHA| MAIBH0] B4 BHE0Z E|SRILICE

'Storage failover B2t - ofnode_impaired_node name_

4. AutoSupport?Z} 2M3tEl 2R XtE AH0|A MMHS SBLICE

system node autosupport invoke -node * -type all -message MAINT=END

ATHA|: FOH7L LDt 2 ES NetAppo| Hhet

7|E9t o MESE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppOf| BHtefL|Ct, "S5 Hhet 51 A KA e
LHE2 HIO[X| & HZSHHAI2.

NV HHE{Z2|-FAS502 W A|efL|C}

HHE Mo 8t A|AH HO[EHE EZ5t= Y S ot= NV BiE 2|7t S S 7Lt
DELEH FAS50 X% A|ARIS| NV HHE{Z|E nASIMQ. K| T2MA0= &4E HEERE
Ny ZHEES 2=S MAHSHE, NV BIE2[E uMSte, AESY ZES CiA| 2X[ot1, L7}

st HES NetApp L2 Btetst= 0| ZehE L},

AlZfot7] Fof

AER|X| A|ARIQ CHE RE 7 QAT SHIEA| ZhSeof giL|CH JHX| f2 2 0o HAHE Al&35t7| Tof of
E9|SHY AL "NetApp X|&l",

Of ZfHofl 3

S,
LRt 2R AER|X| A|AH X MEf EAIS(THEHM)S HAM G2 BHe AEZX| A|ARIZ E2|HCE JE
UELICH SSHE A5t BMCOl| 21215t HHEZ 3 SL|Ct system location-led on.
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AE2|X] AA-Ol= =2 C|AS2|0f iAo 174, 2t AEZE2{0fl St 3702| #|X] LEDZF /S LILE. /X LEDZt
30% S HAM UASLICEH

HHZ UG 0|2t 7|52 A = system location-led off USLICH LEDZt AN J=X| E= THAH
UeX| A6 2 42 BEHS =50 LEDL| MEE &g &~ system location-led show UELICE.
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SRR AL
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AEIZ AtESHE HQ £4E ZHEER] SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8OF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY == 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 7} 27 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol QL Ba HES2|
2

Xt 5! AlEHOf| CHo FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HEEI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M 248 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 YN HESR|J} 24F HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AETt Rli= 22 HEO RU{0F fLIEE. 22| AE7 HHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B2 &4E ZEEHE S25H7| Toi| EXIE o ZoHoF LICHEZ)
"= EE S8 AL S|t

* MetroCluster T+ &E{7} PHERAQH EJ A 2 H 4 HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E S&38H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YHSAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIHE yE FELICt
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A4E AES EARE D29
A2,

AAR ZEDE £E o HArsol AESR0N 248 HES2IZ QIStLE BXIBLICE
ZEmE(AAY %S )

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

2EHA: AEEHE MAZLIL
HEECE WAL IEEE Lo 714 Q45 uN[E i MA|O|M AEER{E H|Hstof LICt.

AlZtst7| o

AEE|X| A AR LHE 2E T+ @47t M2 HFot=X] &IstAL. M= ZS5HX| ¢h= 2 0 BXIE

A E3E7| Hofl off E2/SH AL "NetApp I H".

EHA|
1.

k>

HE AEZ2{0|M NV LEDZt 7HA JA=X| gelgtct.

NV LEDZt 7HX|™H C|AE|O|HO| = =0 24E HEERE QTS HAY 5= ASFLICH

ILICE NV LEDZ} THE w7k
E Al&st7| Hol| off 223 Al

(1] ZIEZ2{9| NV 00| 2 % LED

SX| 9 SR|E4 BAE A%t Solo= B4 AZE HAH0| HAE HK| A2 AEUS
(D #8shAe. HEetESD oY TX|S W2X| QOB HESe| S, AE2X| MX U HESS
A9iX7t @axom aatel + YaLich
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DC PSUQLICt a. D-sub DC ®# ZE AH4EHE PSUO| AZEELICY.

b. LIH| LIAF 27HE =0 D-sub DC M@ T E FHUEHE PSUO|
nksk-l{Niay

7. &YE HEEDE CHA BX5t0] HY Aso= | SE LI
'Storage failover 2t - ofnode_impaired_node_name '

8. M MEjo] HEER 2&0|M Xt3 Hhet S
storage failover modify -node local -auto-giveback true

9. AutoSupport Z243tEl A2 X5 H0|A MMHS S(AH| sHA)ELICE
system node autosupport invoke -node * -type all -message MAINT=END
tHA| 5: ZIEE 29| A2t @S YL C
RTC HHE{2|E WANIStD HEEHE HYUste A HIY BIOSE MAMHESHH CHE 2F H|AIX| 7t

(D BAIELICH ol2ft IAIXI7} LIRS 4 2100 0 AL 7 KM 4 ABLICL RIC date/tine
error. Reset date/time to default RTC power failure error

—
r_\.'_

Yot ZES2{0|M Mot A|ZS 2RIstHR.

cluster date show

@ HE HFHM AEE|X] AI*E“OI SX|E B HAIX|7F EAEH y SME Reboot
node MEHSI  Ctrl-C_E =2 LoaderZ 2EISHL|CH

N
rk

AtEl ZAEE2{0| A LOADER ZEZEO|A A|Zt} HHE S0ISHN| 2.
cluster date show
a. st 22 IME +HM Q.

set date mm/dd/yyyy

b. WQot AR GMTE A|ZHS MM K.
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set time hh:mm:ss

C. M 3 A[ZHS BolgtLCt.

—

3. Loader ZEZEO|M £ bye A25I0] /0 & X 7|Et 74 Q45 CHA| 7|35t HE S E MRERSIEE

—_— g =

gfLct,

nL

6THA: ZHof7t L MSH 2ES NetAppO| Btet

OH

7|E2t o MESE RMA X|Eol| 2HE 2 77t Zdst RES NetAppof| BHeteL|Ch, 55 Bhet 51 A KiM|e
LHE2 HIO[X|E HZOHHAI2.

FAS502| =2 ApQF

FAS502| Y& A2 CtE21h Z&L|Ct 2E5ICt "NetApp Hardware UniverseE
SHUAI2" FAS50 AtZQ| FAH| S22 (HWU)UA] SHRISHNIR. O] H|O|X|= T notEM

FAS502] =2 Atk

ZE 1M: FAS50 THY AA| HA 4

Z|CH Al 2 10.5600 PB

M2 2|: 128.0000GB

Z WE: 270 HA ZAEE2{7t QU= 2U AA|

ONTAP HZH: b_startONTAP: 9.16.1P2b_end

%2 ONTAP H{Z: ONTAP 9.16.1

A7 L0k [Ch Y

7d HA Y HAl 8% | 22|
NAS 4 42.2PB/ 37.5PiB 512GB
SAN 4 42.2PB/ 37.5PiB 512GB

HA % 10.6PB / 9.4PiB 128.0000
oto|2

2HE 10

22 10 HI0[E7t glg L Ct.
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=10

o £E
0|4l 100Gbps 16
Ol 25Gbps 24
0|4l 10Gbps 24
FC 64Gbps 24
NVMe/FC 64Gbps 24
0

SAS 12Gbps 16
e ZE

et 2=

0|4l 1Gbps
RS-232 115Kbps
USB 600Mbps

N BN

AEE|X| HERZ XA

CIFS; FC; iSCSI; NFS v3; NFS v4.0; NFS v4.1; NFS v4.2; NVMe/FC; NVMe/TCP; S3; NAS7t 1= S3; SMB
2.0; SMB 2.1; SMB 2.x; SMB 3.0; SMB 3.1; SMB 3.1.1;

o A8t ol M2: 2319 BTU/hr

oto| A9 M3: 3872 BTU/hr

40
-
()]
N
N
=]
Ho
[N
N
w
~
-~
«Q

[&E: -40°C ~ 70°C (-40°F ~ 158°F), %|CH| 12,192m (40,000ft), AT &= 10% ~ 95% (H|2X),

Y AS: 3 Y =3 (LwAd): 8.0; S (LpAm)(F=H ZHEIX} 91X): 70.5 dB

S EMC/EMI: AMCA, FCC, ICES, KC, 223, VCCI
& QHH: BIS, CB, CSA, G_K_U-SoR, IRAM, NOM, NRCS, SONCAP, TBS
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.Ol

= OIM/EMC/EMI: EAC, UKRSEPRO
* 01= ot™/EMC/EMI/RoHS: BSMI, CE DoC, UKCA DoC

* #& EMC/EMI: BS-EN-55032, BS-EN55035, CISPR 32, EN55022, EN55024, EN55032, EN55035,
EN61000-3-2, EN61000-3-3, FCC Part 15 Class A, ICES-003, KS C 9832, KS C 9835

* EZF 2FH: ANSI/UL60950-1, ANSI/UL62368-1, BS-EN62368-1, CAN/CSA C22.2 No. 60950-1, CAN/CSA
C22.2 No. 62368-1, CNS 15598-1, EN60825-1, EN62368-1, IEC 62368-1, IEC60950-1, IS 13252(IE 1)
ke

O[C{4l 7|4t HlO| AR E 2] HEZ2{(BMC) 2 ONTAP Ha| QIE{HO|A; B RAg 7t AESE; 52 gAY
Jhs Hel 23 A, 98 MU2 93t SAS AZS E3t SAS QIME Bal;
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Copyright © 2026 NetApp, Inc. All Rights Reserved. O|=30|A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 ¢lo|= of et HAO|Lt £EHFAL =2, =% EE= MX AM A|AH0| K& SH= AS H|Zet 22T,

AN = 7| AN o2 SXE o~ glEL Ch

NetAppO| MZH# S 7HE Xt=0f| A= 2ZELY0{0f|i= of2HQ] 20| M AL nX|Ateto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y St Ze5t0(010f =X §4F), Of ALEH 0] A= Qlol| L Md}=

I
2= A o 721 A8, QU Sof, UM Ao, ZHH AdHo] Lo chotod 1 2 0|9, ME, Ao}
O, {23t Mol S Bel(DhAl i JX| %2 FL)2t 2210] Of et MUT X|X| oD, 0j2t 22 Ao
24y JHs 0| SX|EIUCH SHEFE ORI pRILIc

NetApp2 & A0 2 E MZFS ANEX o2 glo] HEY HE|E EFELICE NetApp2 NetApp2| HA|E Q!
MEH So|E 2 ZRE HMelstn & 2M0 2 E HFS A5 2dst= ofet ZH|ol| = MRS X|X| 5LICt.
= HZQ A = F0i2 B2 NetAppOliA= Ot ESH, B = 7|6 X I LHH0| HEE|= 2to| AT
M S| dELILt.

= B0 2FE HMFZ2 oLt ol g2l 0= 59, ol 9] L= £ ¢l 5512 2 UL}

Mgtd M| Al HE0| o3t AF2, EX| E£= S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007'4 12&)2| 7|= H|O|H-H| &4 HA E=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HM|gtAtEto] MEEL|CE.

of7|off Z&E HO|E= AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5&
RHAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEE AZEY s 2EMOZ MAHE0|H 710l
HI20O 2 JNUE|FELICEH O|= 2= HIO|E 7t M3 E 0|2 Alefat 2&sto] siEh Al2kS XSt o2t HI0|E ol
CHot M MAIXMOE HISHEHO0|I e 4 QoM THAHR0| E7t56HH F& S7Hst 2to| A E HgtMo=
ZHELICE of7]0f| IS E BRE M5t NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AME, 371, M4t +=H,
L8 e FA|E 4 QI&LICE 0|2 2UHR0)| Cist M5 20| MlA = DFARS 8t 252.227-7015(b)(2014 2€)0]|
HA|El Ao 2 F|SHEIL|CH

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CEH 7|EF S|AF S

HE OIE2 SiE 27X dEHY &= ASLIC.
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