Xl £

Install and maintain

NetApp
February 20, 2026

This PDF was generated from https://docs.netapp.com/ko-kr/ontap-systems/fas50/maintain-overview.html
on February 20, 2026. Always check docs.netapp.com for the latest.



=0

A 2

SIERO RX| 22| 7R - FAS50

A2 M QA
BE OICo - X5 27

221 0|C|o] S 7 YIBE - FAS50
xS 22 0C[0] B 27 A - FASS0

AS 2Y Ojcof 278
TS HE 278 93

IEL| = E0|H XIS 2

2l HEEZ = - FAS50
Bl 0|C]{ wA| - FAS50
HEl O0|C|o 55 - FAS50

Afst 22 0|C|0f 222 NetApp - FAS502 2 et

28 0jcjof - 25 =7

28 0|C|o] 5 57 YIEZE - FAS50
=& 28 0|00 5+ 2+ AF - FAS50
& 28 0|C|of 570] cHot 2= 3t XA 2ol - FAS50
=& 22 0|C|0] 5+E ¢l ZHEER B & - FAS50
28 0L E uAStD 5 2E S5 FH|SHM|R - FAS50
USB E2}0[E0j|M 5 28! 0|C|0 =+ - FAS50
+5 HEl 23 5 o455 7| B8 - FAS50
ZHOH 7t ehASE HES NetApp-FAS502 2 HigtgtL|Ct
FHA B E-FAS502 3t ARFetL|Ct
M A

MA| X YITEZL - FAS50
MA| nH 27 AFgt - FAS50
MA| mH| Z=H| - FAS500f

ZHEEZ & - FAS50
MAI-FAS502 W A|EHL
HAH| Al A - FAS50
HEEY
1EER WM YIEER
E2{-FAS502 CHAHE
=

7
—
gl
A
—
7
—

E
o
1E S2{-FAS502 K|
Al A

| AEE2{-FAS502

Ct

- FAS50
12 27
=2sh|C}
ol-|__| |_'_|-

2 7d =2 3 43 - FAS50

ES2|-FAS508 S24FLICH

I

A HE=ZR

DIMM-FAS50
1EHA:
2CHA:
3CHA:

ﬁrMEﬂmo+
_|_r\u
I=Jf"|m|mEE
>

o

r

il

™R

9
< Im oz

| - FAS50

oo
I
ful

a ©O© B W N NN -2 2~

N N NN NOoOO o g o0 0o A DD DD BB PR ODNDDDN-_AA A QA
O© N B WODN O N OO W W INDNDN -0 P P OWW-_2A 2 A © Wo NN O



ATHA: HEEZE CHA A

S5THA|: ZoH7t LMot 2ES NetAppoi ghet
E2to|E WA - FAS50
H 2 E WA - FAS50

1C0HA|: &4

2CHA|: HE
3¢HA|: HE WAEL|Ct
ATHA|: HE

STHA|: ZHOHTt Lt
U=HIE

110 2& /X &2| 742 - FAS50

/0 2& FAS50S Z7tghct

/0 2& 3t A2 - FAS50

/0 2E-FAS502 WA|BtL|Ct
NV HHE{2|-FAS502 mA|EL|C}

1CHA|: 24 E HEEYE SEYLICH

20t AEER E HAHELICH

3CHA|: NV HHE{Z2|E WA[BLIC

ATHA: AEERE CHA| AX[EL|Ct

S5THA|: ZHof 7t ot 2E2 NetAppd| ghet
Mol 32 EHX| 1A - FAS50
AAIZEAA HHE 2] 1 A| - FAS50

.,.
A\

>
i
e
Im
M
A1)

In
ot
H

g'_l-
r
i)

pal

1THA|: 24 E HEER E ZSEYLICH

20t AEER E HAHELICH

3CHA|: RTC H{E{2|E wH|EtL(Ch

ATHA|: HEER E CHA| AX[EL|Ct

A 5: HAEE2{Q| A|Ztnt HWE THEHEY
6THA|: Zol7t Lot 222 NetAppo| et

St |_| |:|-

80
82
82
85
86
89
91
91
93
93
93
94
100
109
114
115
118
120
121
122
122
126
127
130
132
132
134
135



StEQ|o] K| 22| JHR - FAS50

9| 453 BB FASS0 AE2IT] ALYl SIERI0IE ||
THIe 22 WI|Hel Qx| B2l XS A%GHE IS BX| O

ol =20l ELict

ANA”RI 2E QA

FASE0 AE2IX| AIARS| 39 CHS T4 240 st RAIE4 HAHS 288 4+ YLt
SEIO[C|O] - XS 270 28 OCjojs AE|X| AIAHO| IHEL| =E0A 0[0jXIS BEYstn XU 2
S5 SH12 K502 Astsiol 14 S SIclolo] 28 ODXE A 0

Arg3t= 7|2 3! 2% ONTAP 0|0|X| ot M[EZE XMEsiL|Ct Xt 2E! 0|C|o
S TZMH A= ONTAP 9.17.1 O| &0 Mt X| I ElL|CH AER|X| A|AEIOA OH
HMO| ONTAP &l F01 AR 45 HEl =253 HAp

"HEl O - 5 57" HE| 0|C|0{= AEZ|X| A|AEIO] USB EZI0|E0j|A 0|0|X|E REISIT TIE L
LEON 2MHE SRSt O AFE%H= 7|2 3 2 ONTAP O|0|X| It MIEE
Xzt

"IHA B E" INA 2= (Flash Cache 2E)2 1% SSDE & E610] A5 HA|ASH= C|O|EHE

10| HOt 27| ZAMELIC

AL NAIS HEZa{/CPU &), Bl 22 & U /02 22 DE HEESE 7
Q4Z 4808 22|H el2 x|t

"HESE" HEEe= HE, HAlO W 2T EQ0Z P ELICE =2t0|EE H|0{sta ONTAP
2 MH ATEQOE 2 %‘E LIt

"DIMM" 2l2tel H22| ZS(DIMM)2 252 ARE HZ2|JLICE HAEE
UHHEEOH AMAE HE2|S =7HsH7] 2o X E LT,

"cato|g” E2fo|EE Hlo|Hof| 2Rt 221X AEE|X|E MSdt= AIYLILE
" M2 HEE2{et E2t0|EE dZPAZLIC
"UEH 2E" /0 E=(Y/EH 25)2 ZEEC|Q HI0|HE wetdliof 5= o] FX| £ AL

=]
2to] 2 AL S Shi= StEO 7 RAYLICH

"NV HHE{2|" H|2|2rd HI22|(NV) BiE 2= T = HS S 0|7} Z2HA| HIZE2|2
CIAEO| L= S NVMEM 74 240 HYAS 355t= JLS L



"HEH S5 A" HE 35 A= HEEH 5 WS M3t
"HAIZE A[A BHE 2] HEHO|HM A= 2 &A1 23 HiE2[= A" M U Azt EE EESLICH

28 0L - XI5 =
28 0|0 XI5 S YIEZE - FAS50

2E 0|0|X| AHE B NAHO| MH LE Uk 42 A
EEELC), HEU 229 22 O0jxIE A10] FASS0 A= 2 A
0]C|0{0 ONTAP CHAl A4X[gHLICE

m
Tﬁ
0
HU

AIS B 0|CI0f BT TR2A A ONTAP 9.17.1 0|40l A2t XIIEILICE, AE2|X| AIAHO|A OIF BIZS| ONTAP
% B0l 49 145 HE 27 AL

AlZts{E WA 7 AMeS dEotd, ZEEHE S=ot1, B E DIL|0E wAst, A|A-0| O[0|X|E =RIstES
o CHE, AMAE 7|5E &elstMlR.

E
A
2
El
=
2
i)
rot
=0)
e
>~
0
HJIO
oY [
HM
ot
-
o

"HEZE ZRYLICH

S 0| E wHsfiof & i AE2[X] AL AEERE SEYLICL

[=]
T o

E4E ZESE 0| M Huofet £& 0|C|0{E M|AHSt uAE 2 0T E X[t
"8 0[C|o{of| M O[D|X|E SRELICH"

IEL ZAEZE2{0| A ONTAP O|0|X|E S LIC.

St HES NetAppl 2 HiatetL|Ct
7| E2t Hl-S-E._' RMA X| &0 4EE HE @FIF Lot 2ES NetAppol| BtetetL|C.
Ats & 0|Cjo] S71 27 AFE - FAS50
FAS50 AEE|X| A|ARIS| £E| O|C|0{E WA|5H7| Mol 43Xl wHE 2ot B+ 27 AFLS
SESH=X| 2IstHA. 0=|7|01|: SHIE uKN| RE EI||:|0'| IR0 {}=X| =elstn, S
ZHEE2{2| eOM(TK]) ZET} M|CHE 2HSSH=X| 2elst, 2HE 7| #2|XHOKM) = 2F

N


bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html

7| 22| XHEKM)7t 240 Q=X| 2heldh= Zd0] ZeHE L.

& 0|C| S7 TEM|A= ONTAP 9.17.1 O[ &0 ATt X| R ELICH AEE|X] A|ARINA O™ TS| ONTAP

HS 45 S 2 A

o ZhoH7t Mlist 1M @A S NetAppdlA HEeH 21 S
7

o st 22F9| WA FRU 7t QA Z wA[sof hu|Ct.
* EHE HEERQ eOM(HIK]) ZETH HZEO Y1 2FIH

=X gHolstu 2.
eOM EEE IS HEl 27 Z2NA S0t & ZES2 7H S410) ALBELICH

* OKM2| 232 S2{AE TN Y=ot #Y C|o|E{ 7t 2 REtL|C
* EKM2| 32 MEL] L E0{[M CtZ I o ZALZ0| 2 REL|C
° /cfcard/kMIP/servers.cfg IH.
° [cfcard/kMIP/cert/client.crt TH.
° [cfcard/kMIP/certs/client.key I,
° [cfcard/kMIP/certs/ca.pem IH.

- AME RE 0|CI0{S DA 0= SIS HES20| HYS MBS 20| ZRELICH
o _AME ZESR = QX HEIS £¥oD Y HESYLIC
o YT HESR|E AME HES2{2| HA TFEHQL|CH

Ch £
SE jrjof @7 AlgS HES 3ZESR S SR
s 58 0|E|o =75 ?lo ZHEZ2 = - FAS50

Xts 2 0|0j S+ Z2MA S0f| HI0]E &2 Y52 A|AH erEd
FAS50 2E2|X| A|ARION &4 ZIESEE SEOHMIR.

ujo

RIS H

8 0|0 57 T2 NH|A= ONTAP 9.17.1 O| A0 AT X[ EILICH AEZ[X] A|ARIO|A| 0] HHH S| ONTAP

AL 45 HE 27 HA

EHE HEERE S=otHH 2

—

21 Q3 A2 FAHQI
AE2|T|0IA HIOIEIZ 4 HBE 4+ UZE HES2IZ l4ofo}

—

HEES7 & E HEET

—

Of ZfHofl 3

* SAN A|AEIZ ALESHE AR &4HE ZIEE2{ SCSI 280 =0f| Ciet O|HIE HA|X|E 22I8HOF cluster
kernel-service show &LICt. priv advanced BEOA mé% ABMSHH “cluster kernel-
service show offE =EQ| L& 0| "7 MEfULICE, sHE =] 7tEM Al Bl s Lt E2| XtF AEHIt
HEA|ELICE

IN
S

2t SCSI =H[0|E E2M|A= 22{AE{Q| LHE =2t 2H #ZHof| A0{0F HLICH WHE TAstI| Hoj| 2=
=HE sl Zsliof LICt.

* LLETF 270 0|4l SR{AETE A= 2 A A0k LT 22 AE I Yol AL Y& HEES0)| X4 2


bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html

HEHOfl TH3l FALSEZ} BAIE|= 2 & ZEERE S2517| Toll 28 E sliZsHof FLIChEZ) "=E5
S AEQF S7[sttL .

THA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 X5 AH|0|A MM S AR[BLICE.
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CIS AutoSupport HIA|X| = 2A[ZH SOt Xt A[O|A MM S AF|BtLICE.

o o =]

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

SdE AEES I HAE = E2... O3H..

LOADER M[A|X| 7} EEA|ElLITE ChE tHAl= o|SELICE

gret o] 5. Ctrl-CE +E U3 HAIXIZt LIEILIHA yE FELICt
MARZEDE CE= o TEDE HYHl AEEH0M &4 AEEHE AAISHAHLE SXIRLICH

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZTETEE HA|TfLICE.

EHE HEEE S ="FE O|C|0|E LA Tl

El 2115 9|3t £El O|C|0{ wK| - FAS50

=
o
FAS50 A Ea|X| A|AgS| &l 0]Ciofofs T4 Heof 2 4 Ho|Ef7t MEELICH 2
ase HESe| 25 M, 248 22 0/co] MA, IS B2 0/Clof MK, 12D HESS
TE MAX|Z P

s 28 0|0 57 T2 M|A= ONTAP 9.17.1 O| M0 M Tt X| R EILICH AEZ|X| A|ARINA O™ HHT2| ONTAP
Al IOl AR "5 HEl 53 HX


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html

O| ZtHofl cHs

oot 22 SHE MA| /IX[(TZHM) LEDE HA S = SUES SE|HC=E 3§12 &+ JUESLICEL SSHE
A5t BMCOl| 2215t HHEZ UHSL|Ct system location-led on.

SHE MAo= =&KXt CIAZR0] o 17, ZH AEZE2{0f SILE 3702 @/ X| LEDZt JIELICE $|/X| LED7} 302
St AX JAELICE

system location-led off JUELICE LEDZt AN J=X| E= THH
Q HAS UG LEDL| MEfE =Qlg & system location-led show UELICH

160 HEE2|Z HAHELICt
HEZ2|Z DHSIILL HES2]| Lo 24 RAS DHE o MAIIN HES2(S Fsiof FLICH

AlZst7| o

AER|X| AA”IOICIE RE 1M QAT MCHZ XS 5H=X| SIS AL, MHZ XHE6tX| = H < 0| HXIE
A &st7| Hofl off 22 A|L "NetApp A &".

=
1.

rk>

ME HEZE2{0|M NV LEDZ THAN UE=X| 2elgt|ct

NV LED7t 7HX|™ C|AH|O|AO| 2t2E|0| &AEl HEZEZHE OHHSHA HAHE 4 JAELICL

A H QIL|Ct NV LEDZt 7HZ! uf7tx|

O|&F ZtdtO|X| QO™ O] HXIE Al&oH7| Hof| o 22ISHMAIL
"NetApp II°._J".

NV LED= #HEZ2{2| NV 00| 2 Fof| Q&LICt.

ANAAAANNANANNNL A A AN/ \/\¢ A/N\/\/
BRSSPI IR ‘;l
- QLA XX 0 0

0%
a%2% * Pelele’e
Eozozozo'o.ozozozozozo m »’0’0’0’0‘

@aaaaao.....

A7 &
7] - - Dt e “n

(1] #EZ2{o| NV 0}0|2 % LED
4K 5 QAlES A S8t Solof= S YBEH WAHO| AZE WK A3 AEUS
(D =8stuAe =FstEsD o ZX M2X 908 HES? ke, AE(R ME 3 JEHD

A9IK7t gTEOR 2atE 4+ UssLITh

() = 33 ZR(PSUIE B A91%17t elgLict,


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

oF
T
B[N
Al
o

Bl

AC PSUQIL|C}

5ff SLICt.

S
o

FCEZIMGE H

S,’I;_I

l

b. PSUO|AM %

L|Ct.

E I
= =

EOll A LIH| LEAF 27H

Ll
|
FCEEIMEH

It A

el

Al

a. D-sub DC

DC PSURIL|C}

sf SLICt.

S
o

2

ol

b. PSUOIAM %

Aol=2

=
[

2. 2HEIHEER M &2

E219| Z0|M)2| 2HFE 20 FLIC}

HE

fO| =HZLICH A&

.
o
o

O] AEE2{0f| A HFZZRLZ F0f Lt X

I

o

MA[Of| A

=
=

* AEE2 oS XIXISHHM HEER

EHO| 5L

L|C}.

=) =2t Fe= Kg

ol
AN

SHHZ (R FHoll

o AEE2 FHE & L3 ©HIHE Ut

=
=

fX| BHE 2ol SSLICE.
ustoz

H
o
g

7
£ AlA HiH

0| LIA}

E
I.

rI
~ 4l



2EHA|: R M| E w AT

S8 OICE uHstH HEER LIRMM 2L 0|C|0E A2 = EF T E WELIC

x| 8 FX 2 BAE o= Setol= o A5 BXIHO dEE X &5 2AERMS
=

o [ [
BN, Ao ESD 08 £AIE x| SO HESel ke mae HE 2
ASIK|7t G REOR ANE & YLt

O

{3

1. CtZ3h 20| £ 0|C|0{E M| AHRLICH

A% YA LI

b
»
=
>
=
o
°
10
mjo

2. uNg 2E 0|C|0jE EX|gL|Ct

a. I7|x[of A & 0|0 E M AZLICY.

b. 2l |C|ofe A% B2 g A3l0f o WALICH
c. £ DILIOS] Hie)2: BojA| TieHAl (Rl SIXI)S 2 EfolA] ) DlElofel e 22 Bl i
HCRA| 2 0t B2 50t 2L 0/C|0{S HXt2|of FFLIC

3EHA: EE2{E CHAl EXIRfLCt

HEECIE MAlO MEX[St " F L Tt

Ch2 D22 HESE MEX2 o AEE HS(AESE 9| AFNM)2| 25S B0 FH, LIHX| HESE MEX]



i

FL|CF.

=

XIAZEAS
xS
o

o

ca

CIA| 77|12 Ct

X

[}

I.

H
—

MAlO
Fo2 8§ ZYLICt.

=
o

=

HIS
=]

AlA|

=
gfLict.

=

o ZIEEF
LHIZ M2 92 S22 = B = HXt2[of 1

[=]]
=

2 FHE 1 LIH|LEAL

ES

.I

—

. 7

ol
<1

Klo
Tl

MAlof 2HE &

HE

M
L

™

Z

MAlOf| bS] A USHR| O AIL.

=

=

HE0|M X|A|7t QS UK HE S

A

| =y
-

o At

®

3. A0

FEE EX OHHAIL.

|

(=)
HH

X|(PsSu)ol|

o| 11
e sa2 2

Al

L|C}. o|cH

St
=}

el
Bl

2{0fl CEA|

T
LU
|

.l

il

E|
o

QIS AI2.

x| &

—

AN —

M LSS0l £ 0|0 A ZXiofjA &
oJ

I.

=
O] ZEZ={0 AZEN

171 Al

=

=

o
[e]

HE|
T o
#0]

[

=
=

et

MA[of]
ot 7|

=

=

ZIEET
=ME A

7

®

L|Ct.

k

jol
Kr
KO
{0

R

ol

I

I.

X

I.

M Ao

HE

T
Lu|

™

L|Ct.

A
=]
IIEL| ZIEE2{9

AN

(o]}

—

—

E| A
NP

fLICH.

od

&S 715HR| OHd Al 2. HHE T &
pake)

E2{7} Loader TEZETEZ HEIZIL|C} 0]

3

= [ o=l
2|1 eo 2 Hxtz|o 1

=
=



5 M

— =

I'P>

IEE &4l AEESQ PSUO| CHA| HZELIL.
PSUO| & 0| CtA| S5 EIH el LED7} =440|0{0F LT},
ChAl HESHE B 2... i i V.

AC PSURIL|Ct a. M@ IE

2
=

Al
E>
__lT'_

DC PSUIL|C} a. D-sub DC FY ZE HYEE PSU| HZTHLICE
b. LHH| LIA} 27HE =0 D-sub DC M@ Z &= HUEE PSUO|

gL,

!

1S et
24E 22 0|CI0IS B2IKO2 MA$ " THEL = S04 ONTAP 0|0|X|S St

OEL =20 Xts 22 0|C|0] =5 - FAS50

s RE DL S Z2MAS
: MA& S0l A|ARI2 =t
RS =elgtLitt. 7| Y2t ot of

FAS50 AE2|X| A|ASI0] A £E 0|C|0f BA|S Mot
A|ZHSI0] IEL 20| IAMS r
2 AJ8tE|0f QK| QIS A

ol HO o Holo o|s
Uz BR, A2ER2 =/E ?et S

0_5 _]|-[I
I:
I
1

% 1 ot

= H'I.I

A4S HE 0]C|o] B3 TRAALS ONTAP 9.17.1 0| MO KB K RIEILICH AE2|X] A0 A 0% O] ONTAP
A3 B0l 39 45 2E = il

° Onboard Key Manager(OKM): S 2{AE TA| 2tz 3 W O|o|E 7t ERetL(Ct.
° 2IF 7| HE|XHEKM): THEH =E0{|M Ct5 THY0| etk

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

" /cfcard/kmip/certs/CA.pem

A
1. LOADER ZEZEO|M £E O|C[0] S ZZMHAS AZ

JH
Em

FLICE.
boot recovery -partner
SHHO| CHS TIAIX|7F EA[ELIC,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html

- 2 OC|0 X 57 ZENAE 2L EZEL|CE
OZMNATI 2|1 Installation complete MIA|X|ZF EA|EL|CE

Aot E 2helst thg HIAIX| & SHLIE EAIZLICE

O HIAIX|Z7} HAIEl= B2... A AL
key manager is not A AEIO| =27t BX[E|0] UK et&LICE.
configured. Exiting.
a. 2O TETEJL HAE W{7hX| 7|Ci2| M| K.
b. =0l 2101510 ME S+ BHEtsiM K.

'Storage failover 82t - ofnode_impaired_node_name

C. 2L it Bh=E CHAl 2ot Higdete 32

—

key manager is oSS MX|E|RQSL|CH 2 ZiCH7 | 22X 22 .

configured.

AAZI0| 7| BHE|XF THS AHE 4+ g S OF HIAINS EASHD 7| H2Ix7t 2=l
(D) 9K, ol RE(REE TE 2lR)QIX) Holstats tAIXI7H EAIELICE A4stzi2 olAlxof

Erotul2

= .

4. Yo Mgt BAE ARBSHY 7| H2|XtE SRILIch
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISED BootMenu &M 102 &A5H7| AlZFRL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H R2EE 7| 22[0f Chot =S URSHMIR.
C. 2Rl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 282 E 7] 2t2|Xtof| Cist 2] ClO[E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.

11



12

g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B-E S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE ASM LS| o2 FAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG A|L. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt



v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP Z2{AE{ UUID

Notice:

L4 L= =9| ONTAP 22{AE UUIDE YEYLICH THEL E0M SHAEH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 UA| HESR T QE{Ho|At MM S l=fgiL|Ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EYo|9] IP 4

13



QA YEYT ME TETE 0S HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &lstM K.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE IIEL LEO0|A MAETH IIY S S5t L EE MR SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBSO E EFEX| YoM AARI0| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIXIS] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE XRYS = AARO| CHAl 22l MEfTt E| 1 ZHSEH=X] 2AQU5HM K.

d AE2X|E =S HEEYHE o ZUC = =S

'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2det HighdstEl 3.

5. XIz dizt0| H|2MSEl AL CHA| &M 5petL|Ct,
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH

system node autosupport invoke -node * -type all -message MAINT=END

CtS ©HA|
ONTAP O|0|X|E 295} = E7} 7HSE|0] G|0|E{S MZ3tn LIH"ZEH0| /= 2E2 NetAppE EHetsiL|Cl
Almst 28l 0|C[0o] 222 NetApp - FAS502 2 Htgt

FAS50 2 E2|X| A|ARQ] T K401 Zol7} HLo S Zol 7t
SHEAR "R E g 5L WH" XiMISE LHE 2 HO|X| S HZESHMIR.
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2EIO|CI0f - 45 27
e 0|00 5 57 {2 EZ - FAS50
FE O|0|X| & =7'= USB E2[0|E S AIE5I0{ FAS50 A|ARS| WA £ E O|C|ofo]|

ONTAP CIA| *E*II H= TPEQULICEH NetApp X ALO|EOf|A XESH ONTAP 23 0|0|X|S
CHR2EE5H0] USB E2t0| 20l SAtsof gtL|Ct. o[ A| =H|El USB EE2I0|EE AFE5H0]
HOE2 ASHSI I A|AEIS X AEHZE 2 QIS |C}

A|AEIO| ONTAP 9.17.1 O|&f0i[ A Al Sl B CIZS MESHMR. "AIs £E =5 24,

AlZfoteH =5 7 Aret

as 4 , 2
O|0|X|E S&l6t, EHeot AR st 4™

o "2 0|Co) 27 Al AR gL

S 0IC|o] uK 27 ArgE dESLICH

g O|C|0{E wA|stL, USB E2I0|EE M85

&4 A FE D|C|o{E HM7A35t wH| £ E 0|C[o{E dx[et THZ USB Sl E2[0|EE
AFE310 ONTAP OIDIII% HEELIC

"= O|0|XIE RY LIt

USB E2t0|E20{|A ONTAP O|0|X|E S &St I A[AH

e ot S8}

ONTAP £E! H| 50l

o
i
10
rot
i)
][0}
riot
oY
re
4>
i
fot
o

p'_l-
-
i)

=
=

i
2HLC 7| 22|X} FHO|L 2 F 7| 2EXHE =/

9|
—
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LICt.

"XIOH 7t YAMTH HES NetAppl 2 HhetetL|Ct”

=]
]
71Eo & MBS E RMA X[ R0 dEE CHE I st 252 NetAppoi| BHetetL|Ct.
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bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

=8 00|10 =7 27 Ate - FASS50

1

FAS50 2E2[X| A|ARS| HE O|C[0{E wA[5t7| Hol| d3H uHE g E+ 27 ALS
EE0I=R| 2HlStA2. o:|7|o1|'— Ao 829 NM& 5240 = USB E2HA| =2t0[E 7}
UK, 2|1 SHHE wH| R FX|7F A=K &elsh= 20| ZetE L.

USB Ezi{A| E2t0|E
* USB Z2iA| E2}0|E 7t FAT32Z ZEUHE|R=X| 2SI 2.

* USBOI= LtE22 MEY =+ A= S22t MT 80| A0{0of &LIL}. image xxx.tgz T,

rr

oh =

S ASILE image_xxx.tgz LFY S USB Z2HA| E210|E0f| SAFELICt. O IU2 USB S2iA| E2H0|EE AHE5}0]
ONTAP O|0|X|S H&g i AFSE LICH

T8 @A uH|

Aot 14 QA NetApp OlM HSoH wH| 74 242 WAISL|CH

CHS ohA
HE| 0|C|0{E DHISHE O] LS 7 AFSIS HESH S 2 "=Eel 0|C[o{of| M Y3t 7| X9 2 AEIE holstL|ct
" OF BHL|CY.

£ 2El 0|C|o] 2320] cHet 2ot X2 2l - FAS50

AEZ|X| A|AHIQ| H|O|E EOtZ2 QX|St2{H HE! O|C|0{ol|M LSt 7| X|& 3 MEHE
2tolsHofF BHL|CH ONTAP T 0| NVE(NetApp %E ASoHE X|HSH=X| 2elstn

ZHEEE S F5t7| ™o 7| &2|Xt7t 2 AEfQIX| =olgtL|Ct.

1EHA): NVE X| 2/ S 2Ql5t11 SHHE ONTAP O|0|X|E CI2ZE5HM .

£E 0|C|o] WM E 2|si SHIE ONTAP O|0|X|E CHREEY = UEE ONTAP HZTO| NetApp E& LZSHNVE)E
X|Ast=X] 2olstM K.
ChA|

1. ONTAP HHO| 43t X|HsH=X| EelstA|a.

version -v
Z30f| ZeHEl 10no-DARE B2 NVEE AL 3¢ S2{AE HHEO|M X|HE|X] gt&L|CH

2. NVE X|oj w2t HE3$t ONTAP O|0|X| & CHRZESHM|R.
° NVEZ| X|l|= ZAL: NetApp Volume EncryptionS AF25t0f ONTAP 0|0|X|E CI2ZEFLCE.
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° NVEZ} X[ JE[X] 84= B2 NetApp =& 2=t 10| ONTAP O|0|X| S LI2ZE5HM K.

@ NetApp X|& AIO|EON|A ONTAP O|O|X|E HTTP £= FTP AMHLI 2Z ZE0E
CI2ZEgL|CH 2& D0|C|o wA| Xt St 0] 0|0|X| It 0| T LBfL|Ct,

2647: 7| |t AfE S0l 5l 74 uhey

SAE ZEERE ZR017| Mo 7| 2K LS ISt LR HEE WHsIM Q.
T
1. AJARIO|M ZM3LE 7] Ba|XHE golgtL|ct
ONTAP H{HQIL|C} 0| BFS HAHLIC

ONTAP 9.14.1 O| A

security key-manager keystore show

* EKMZ AHE5H mrM O] HE S20i| EA[ELIC
* OKMZ AHZ5HH oM O] HE E20f| EAIELIC

* 7| 22Xt AHE|] UK $O™M No key manager keystores
configured BE Z=0f 0| EA|E/L|CE.

ONTAP 9.13.1 0[5}

security key-manager show-key-store

* EKMZ At23IH external 0| HE £210|| FEA|EL|LC.
* OKM2 AFESHH onboard 0| HE 20| EA|ELILCY.

© 7| ZE|XF HE JAX| R2O™M No key managers

configured & £20|| 0] EA|EL|CH

2. N A=) 7| 22| X7t M0 A=X| o R0 Wt ChS & SHtE S

7| 2E[X7F EEX] 42 B

7| 22| X7t 4 E H2(EKM E= OKM):
a. 7| HE|Xf| M 1F 7| SEHE EAlSI2H CHE 2| BE

security key-manager key query

b. £33 HESHT 23 HLISHHR. Restored F. 0 B 7| Z2ITHEKM Ei OKM)2| 915 7|7t ¥Bxo=
S2IE|HET| O RS LIEHLIC

3. Fstel o H2[X FHO| w2} MESH BAS 2RI Q.
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Q|§ 7| Z2|XHEKM)
CtS SHAE 240l 2t 22 SHM|R. Restored &

BE 7|7t EANE= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FFSHA

O
H
Of
Kl
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
il

° 7|17} CHE S EASHE 82 true SHE S0fA:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| M5 NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH &dE HEESHE Mo S0t T EAE TAY - ASLICE

2HE 7| Z#2|XHOKM)
CtS ©HAZ ZHol| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
S y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE mAIFLICY
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WRsLCL

ii. 22X} 2EZ S017}7|:

set -priv admin

19



c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FEE 2EE 7| 22| Y= E Y R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5IMIR.

d. BE= 2F 7|7t SYUEU=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELICt onboard .
e. OKM ZEE MM 2.
L ng Het BEEZ Met
set -priv advanced
S y AlE3IEt= HIAIXIZF TA|Z|[H.
7] e W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
uH| EA B0l OKME S22 S70l0f = 2 0| M YEIL EREfLIC}
i. 22X} 2EZ =S0F}17):

set -priv admin

—
I DIC[ofoilM 2=t 7] X B! HEHE 2elet 2 LSS "HEESE SELICH Al of LTt

HEl O0|C|o 57 E ¢l ZIEEE| = - FAS50

1

+5 S22 0|Cjo] 23 TENA %OJ O|O|E 2418 "IX|std A|AH! MMM S QX|St2{H
FAS50 AEZ|X| A|AHINA &AE AEZEZE SEOIN| L.
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLo{of BtL|CE BHIS XIgHst| Fof|
= =HIZ S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= FS Aol 20{0F BLICE SAE} Aol L Ba HES2(
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt

E
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27l 0|89l 22| ARt Rli= 22 HHO RU0{0F [T 22| AE7 HHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAIE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S AL S|t

* MetroCluster 7t AEf7} THEFOH LETL AR 5! FAN AE{QIX| =Helstof gL |Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
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Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager
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This option must be used only in disaster recovery procedures. Are you
sure? (y or n):
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZMAJFAZE| D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 22 XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

mjo

A&t



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 220 Ot HAIXIZ7E EAIE| =X 2I5th .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C
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1.

12.

OlN| ZEZEES HEAL|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HE 7k HIAIX| glo| SRAE ZEXET} WEELICH S|2t0 Mufste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 287t 285D S7[3t7}
NZHoE A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIALR| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHatolX| gLt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8! IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

[m
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EA|=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZEES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2SN K.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 5|3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



OlN| ZEZEES HEAL|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

Mot

Mslst A

o2 ! =

o
T .

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END
Cte chA
S O|C|o0M L=otE SISt 2 CIES "Z220| = FE2 NetApp=E EretelL|CHa=As}{0F 2L Ct.

ZIOf 7t LS HES NetApp-FAS502 2 HHatetL|Ct

FAS50 A|ARIS| 718 K400 Zol7 ZHsHH Zoirt &
"EE e 8L WA 2 HO|X| S HESHAIL.

N 2=-FAS50S St A2t elLCh

=
SUstrLE CHE X2 222UHSl S B2 NVMe SSD A 2E(Z2hA| 7HAl 25)S FAS50
AE2|R| AAHO FALT £ AU
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THA|
1. 218 & ZE0f| AZ5I0] of QIE{H[O|ASI U A|ARS HLEZISLCY,

=
2. HEZE2{9| 9|X| LEDE HAMIK:

a. AFE3IC system controller location-led show /Xl LEDS| x| MEHE HEA|SH= EHULICH

- 2IX| LEDE HAM|K:

system controller location-led modify -node nodel -state on

AU D, ZEe DR M QA S NetApp Q2 HHESH off = 2HshL|Ct,
2

= g
S. M AARI0| HEE HE A0S0 2HES 20|M K. o[ A StH LIE0f| o] EXtoj|A &t M0
HEELCH

6. OF= HX|=|0f RUAX| ACHH HXISHAIR.

ChZ Bl

FAS50 MA| SIEHO] WAHE ZFH|SE = "HEZERE SELICHSHOF LTt

ZAEE2| 5= - FAS50

FAS50 2 E2|X| A|ARIO|M HESEE SRo0] C|0|E &S YXISHD AA| WA Al AJAH
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|
1. SSHE S8l 2 A 2OQstHLE 22 2 #H[0|2 1 WE/2E2 A0 S AEQ| LLE0f| A
2ol ct.
2. D= 220|HE/ZAE0|M NetApp AlAHQ| C|O|E{0]] HAMASHK| RSt SF L|CH.

3. 92t XtQlS AA| FX|FLICH

4. AutoSupport7t Z-d3tEl Z2 #|0|A HHEES ARSI A|AHO| 2EaQI0] € Ho= ofdk= 7(2tE
HA[SLCE

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE =23 AE L E9| SP/BMC T4 AlH:

system service-processor show -node * -fields address

exit
7. O|™ CHA|Q &30f| LIZEl 29| IP FAE ARSI SP/BMC over SSHO|| 23215104 T3l Alstg
DL EHYELICE

TEAES ME3ts 3 St S2AH HE[X XHE TS AE5I HEE2{of 2aURfLIC.
8. &ME MAl0| = 2712 EE FX[ELIC.

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

45


https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/

StrictSync 2E0|A 2FE[= SnapMirror 57|41 22{AHE AtE8t= 22{AEHQ HR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. CHZ0| HAIEH SHAEQ| 2f AEZ2{0f CHsll *y * S U=gfLICt

Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEEZ{7t HE Wi7tX| 7|CH2l & LOADER TEITEJ} HA|EL|CE.
CHS A
ZEERE S0 20= E S&sHOF "AHA|S WAL CHgtL|Ct,

MAI-FAS50S W A|efL|Ct

SIERO| Hofvt 2RY 22 FAS50 *EEIII AL MAIS WHELICH WA T2 M A0 =
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,

M 2: MetroCluster 74

4 2:
YE PESRS SRote Y FES Hef2 Holotn, I
E2(xo|H HOIEE Al NBE 4 Y= HES2IS

" =E7h 27l 0|89l 22| AETt Rli= 22 HEO RU0{0F fLIEE. 22| AE7HHO ZALT S HES2{0f
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Xt 5L SEHoll CHoll FALSEZ EAE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHoF LICHEZ)
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* MetroCluster 7t AEf7} THEFOH LETL AR 5! FAN AE{QIX| =Helstof gL |Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover giveback -ofnode impaired node name..
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storage failover modify -node local -auto-giveback true

9. AutoSupport Z-d3tEl 22 XtS AH|0|A HdS S (AH sHA|)LICH

system node autosupport invoke -node * -type all -message MAINT=END
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6. 1/10 2& 22| U x| BHAIE Bt=5t0d HEER{0 37} /0 ZEE FIHELICH

=
7. LOADER ZEIZEN AN &2 ZHEEHE MEEFL|CH

EME HEEHE MEESHH /0 BE U J|Et M QAT CHA| X7|SHEILICE
8. &AE HESEE CIA| EX|5t0] Ho SO = & SELICH
'Storage failover 22t - ofnode_impaired_node_name_'
9. W MEfo| HE SR RA0AN XIS Bhet 22,
storage failover modify -node local -auto-giveback true
10. AutoSupport 2M3}tEl 22 Xt3 H0|A M S S2I(AH| sixl)tL|Ct.
system node autosupport invoke -node * -type all -message MAINT=END
M. NIC 252 HX|ot 22 2 TEQ| M8 BEE  network_Z X|HEL|C,

storage port modify -node node name -port port name -mode network

12. THE ZES2{0l| T3l o] HHAIE Hh=gtict.

/10 2= St A2 - FAS50

0, AEE[X] A[AE /O
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DES FH[tLhE, D S St ARG, uH| RES 221Q HEiZ S, ARS|X| A|A™SE Y EHS
HEfZ S0t 2 NEL IS S NetAppoil BretetL|ch
O Zte10i| CHaH

* /0 ZES 3t AYSIH Ho7t Lot /0 &S WAISH| To| =5 EHO|ZAHE +dY LRIt glELICH

* IO E=S St AYY W= SHE HEES IO & 3S HESHIAIR

© Y3t HES2E A4E HES2{O| HATIELIRILIC

* Y2 e AEZX| AMARIE EE[MOE ¥= 0 30| £ =5 AEZ|X| A|AR {X|(TtzHM) LEDE Z
UELICt SSHE ALE3I0{ BMCO| 2321611 system location-led on EEE YHGHUAIR

AEE|X] A A-Ofl= =2t CIAS2|0] oo 174, 2t AEZ2{0f StLHY 3709] #|X| LEDZ ASLILE. fIX|
LED7t 302 St AM UASLICH.

o [=] =
N JU=X| AKX b2 22 HHZ =St LEDL| MEE QIS £~ system location-led show

1CHA|: AEB|X| A|AEIO| HX} 27 AFSE EESH=X| SQUSHAA 2.

&+ system location-led off JELICE LEDZt AN JeX| E=
o

O| EXIE ALEst{H AEZ|X| A|ARI0|A ONTAP 9.17.1 O &2 H&St D U0{0F 5HH, AEZ|X| A|ARIO| Al FQl

ONTAP HHQS| BE Q7 AtetE SFH{0F fLILCt.

AEE|X| A|AEIO| ONTAP 9.17.1 O|AFS AlSHSI T QK| QUFHLE AEZ|X]| A|AEIO|A AlSH Fol
@ ONTAP HTQ| B E @+ MEE SEGHK| gh= 22 0| EXE MEY £ I /0 2& I'Jﬂ ESPN,
"2 AHEdHoF LCt,
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ONTAP 9.17.1 &= 9.18.1RC
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=78 4 9l QU WL,
ENE ZESEJ} UYP HES2IS YTHOR ALET| HIGH C}SS YASHHIR. storage

failover show EH.

st 1/0 220| = AEER{0f| A=X| 2AGHK| g2 2 22[SHMIR. "NetApp X" .

* AER|X] A|AH” 2HO= % 40| 22{AEQt HA I/O 20| Stz QLo{0f SHH, 22 AEQF HA /O
DEO| & 7t QM= OF ElL|LCE,

* AEZ|X| A|AERIS 2L E(AQ|X|E|A EE= ARIX|E) 22{AE A40|0{0F L|CE.

* AEZ|X| A|AHIO|CIE BE M Q47 SHIZH| ZHEsljoF TL|CH O X| f2 AL 0] XIS A&517|
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ONTAP 9.18.1GA 0|4
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20HA|: AEE[X] A|AR Sl )/O 2E £RE FH[ELICHL

o7t 2dst /0 RES ATSH| HAY = ALE AES|X| A[AHD /O 2E &R FHISHIAIL.

ChA|
1. HESHA "Rt

2. TOHIH LB I/0 ZE0IM A O|2S 2ESHAIL.

LEZS 0l Of ZExtofl M SLSt ZEOf| CiA| e 4= JAEE #|0|S0f| 2HES X|HSAIL.

I/0 =0 LF 7+ L oF SLICHRZEEZL =3 OH2 MEH0{OF &),
M0 AN OpX|Ho = AFdh= S AF ZETJL ZotE 0] )
@ HIO|22H 7} EB|HELIC,

3. AutoSupportZt ZAM3tE H2 AutoSupport HIA|X|E SE5t0] XH5 AH|O|A MES AX|RLICE

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

Ol S0, CtZ AutoSupport HA|X|= 2A|2H St XIS 70| A WE S AL/t
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. AE2[X| A|AHRIOIM M F2l ONTAP HT 5! AE S MEfof a2} 2Rst 3R XIS rets Hlg-gatstuct.

ONTAP atef,.. s
B LIt
071 EE  2MEFESR} BN UESAS KNS B2 T
9.18.1RC =R NEETEEE
a £NE FESR|o 2a0M 1S BYS
YEBiLict

storage failover modify -node local
-auto-giveback false

b. ol

ALty XS =S HIZGRISAIUE LI
?

=5 |
_2h= HIAXIZE EAIE[H
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ONTAP L L s
HHILIC

9.181GAOIA O 3= AEZ2II (502 RS 22 H[EAS
THELIE Q4o H2

storage failover modify -node local
-auto-giveback false

b. 2sICt y XS =S HIZGSSIAIRE LM
?_2h= HAIXIZF EA|=H

9.18.1GAO|d FZEE F—1 BE 1/O(HOIH MZ)E L= HAZ ol St

o. FoH7H LSt /0 RES MHIA0M HASH MRS HM ®AH FHIE LTt

system controller slot module remove -node impaired node name -slot

slot number

—

b. QIZBICt y ALSIAIZSLIN?_BHe HIAIXI 7 HA|E| S

OIE S0, O3 B2 L= 22 e HEER)2 &% 40 U= Zofvt liet B3 MAY = A=
FH[St1 M = QHHSHLHE HIAXIE EAIRLIC

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be

powered off for removal.
Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. Zoi7t Ylst 1/O EEC| MRUO| THAN U=X| EeletL|ct,
system controller slot module show

£ Z0ol= @77 2ds REN Y &8 H20l| tholl scatus BOll "powered-off O|(7t) HA|=|0{0F gfL|Ct.
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3. WHE 1/0 2=

ROl 7tEtE|of SEELIC.

b. /IO ZES £F AR ZHATA Lo E1 1/O Z=0| HHUE| MHZ 7| M =X &lstM K.
19| Mt REXRO| HX|LIAME AHESI0 1/0 &S 2O ES = ASLICH

C. LIH|LIALS AlA| eto 2 =2 ZYLCt.

WHE /O EES AHO|2Z HESHIA2.

ATHA|: WA /0 ZES 22 HEfZ HSHRfLICE
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system controller slot module insert -node impaired node name -slot
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slot number

b. UZISITH y _AIKSIAIRELIN?_Eh= HIAIX| 7} EAI=H

g S0, O3 BE2 LE 2(EYEl HAEED)2 &KX 45 22412 Hetstn T2 M AT 43Lts
HIAIXIE EAIELICH

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y’

The module has been successfully powered on, initialized and placed into
service.

2. 1/0 289 Z ZETJ IO XT3t U=K] &QISHIAIL.
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event log show -event *hotplug.init*
()  mast el goiols ¥ EE )80 3 2 B AR 4 AL

=H0|l= /0 BEQ Z ZEJI MZXHOZ AFE|AUSS LIEHHE= 8Lt 0]AH2| hotplug.init.success EMS
O|HIE 7} H A|=|0{0F EL|Ct.

O£ S0{, Ct=Z EH2 110 ZE edb A edal] Chet X[t d3MZE EHFLIC
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

E5t0 LS THAIE =RlStHAIL.

a. TE x7|stof AIjstH EMS 2EOE &
3. 1/0 & £20| M0 SZE1 A5 FH|7 AR E|RA=X| SOISHMA|L.

system controller slot module show

o
10
ot
=

=3 210ll= &% HE7I “powered-on'=E HA|E|0{0F 6tH, O|= 1/0 2= %& FH|7t H2E[/US

system controller config show -node local -slot slot number

/0 2=20| §SH 22 21! HEf7t =0 QIAMEH E0fl= &R ZE FEE et /0 2= HEt
HEA|IELCE

HE S0, X 40 A= 110 2=2| R LIS AR 20| EA[EL|CE
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node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/
Slot slot Information

4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

| .

AER|X| A|ARIS HA AHE MEHE SlstH (ZRO0 w2t Ho|2HE HEEZ{o| AER2[X|E gtetstl, (Heo
Eof Y=X| 2olst, AutoSupport XHS #H|0|A MM J|5S CHA|

oA

|

1. AEZ|X| A|AEIO|A] Al

Sl ONTAP HT 1t AEE2] LEo [e2f 2o 2l l4=Fl ZAEZE{0] A
AE2|X|E Hretstn XtE Hhets SEELIC
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ONTAP ohok... J2{HE..,

HE UL CH
9171 E&= EME HESRI YL HEERE  a AEZ|X|E HEsiH Y HEEHE FY HS
9.18.1RC XIS HO[ 2 Mt L HEi= | SE LI
storage failover giveback -ofnode
healthy node name
b. Zoi7t LMot HEER{Q| 2&0M Xt= diets
S
storage failover modify -node local
-auto-giveback true
9.18.1GA0|d Ol otR HEE /I HSC=E a. AEZ|X|E gretste] H0|2AHEl AEEDE FY
OIEHE Qo 3R Ztz AE| 2 E|S2IL|CE

storage failover giveback -ofnode
controller that was taken over name

b. QlEl HEE2|9| 2&0iM XIS gHetS
St

storage failover modify -node local
-auto-giveback true

9.18.1GA 0|4 E ZEEZZ 2& |/O(HIO|E ME)E Ct2 A Z o|sEL|Ct,
Adstn JAELICt
2. =2| QIEH0|]A T} = Mt] 3! ZEO0f| CHdH 'network interface show-is-home false’2t= 215 st=X| 2lgtL|Ct

LIF7t FALSEZ HA|E|H i LIFE & ZEZ E|E2L|Ct network interface revert -vserver *
-1if *

3. AutoSupport7t 243tEl 2 XIE 70|A MMS STLICE

system node autosupport invoke -node * -type all -message MAINT=end

6THA|: ZHoH7t

ng

Mot BES NetAppOi| Hhet

7|E2t o MEE RMA X|Eol| 2 E 2 @77t Zdst RES NetAppOf| BHetefLICt, 55 Bhet S A KiM|e
LHE2 HIO[X|E HZoHHAI2.

/0 2 E-FAS502 WA|EfL|Ct

HE0 @F7F 25U H =2 4S0IL #1758 XI-H5H] 2
B2 FAS50 2E2|X| A|ARS] /0 ZES WAMYLICL A BA= ZEER &, Fof 24
/0 E= uH|, ZEES] MEY, J2|1 Fofj & 2ZS NetApp 0f
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et

AlZtst7| o

AEE|X| AARISI CHE BE 74 Q47 SHIEHA| 2SoH{of LT J™X| f2 Z 0| HXIE Al&5H7| Hof o
SIS AIL "NetApp X[,

O =i CHaH
RSt A2 AEE[X| A|AH QX| HE} BAS(IHEH)E HM LS dhe AEEZX| A|ARIE SE[Ho=E #E &+
USLICE SSHE AHESHH BMCO| 221510 HHE AHSLICt system location-led on

*EEIXI AAE0= =X LA S 0] ol 17H, 2t ZAEZ 0] Stk 37H2| (X LEDZt AELIEt. 91X| LEDZt
302 S AN UASLICE

HHZ UGN 0|2t 7|52 A 4= system location-led off UYESLICH LEDZt AN J=X| E= THAH
UEX| SASHK| A2 22 HHE 2SI LEDL| HEHE &Y & system location-led show USLICH
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLo{of BtL|CE BHIS XIgHst| Fof|
= =HIZ S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= FS Aol 20{0F BLICE SAE} Aol L Ba HES2(
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt

E
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27l 0|89l 22| ARt Rli= 22 HHO RU0{0F [T 22| AE7 HHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAIE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S AL S|t

* MetroCluster T &E{7} PHEUAQH EJ AFE 2 H & HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YHSAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt
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storage failover takeover -ofnode

impaired node name -halt true

L|C}.

I.

Loader ZIETEE FA|E

parameter=

-halt true

H HAlel &#ME WELICE

Y ESS MOt E

ot

M

Mgt HEZ:{0

X[ Holl HZE HX
E AEZ|

1EER
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e
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b. 110 252 &R0l FEEA 20 1 ZES FHUIE|0] SHIEA| TEM=X| goletL|ct.
RIZ0| 1t LHH|LIALS AFSI0] I/0 25 Ol E2 = ASLICH

C. LIH|LIAME AlA| B2 =5 ZYL(Ct.

4. 1/0 2=0i| #Hlo|2S AZLICH

1. LOADER ZEIE0|M HEERE HEEITL|CL.

()  ausAsEsE WRYsHE 10 28 U /et 74 Q2 ChA| £7[sHElLC
2. ANE HES2|S T MAolo] F4 HS0Z SEL

'Storage failover 22t - ofnode_impaired_node_name '

4THA|: Zhof7F Y5 HES NetAppO| Bhet

7|E9t 2 MSE RMA X|Eol| BHE 2 QFIH ZUlst RES NetAppof| BHteL|Ch, 55 BHet 5 K[ XM g
LHE2 HIO[X| & HZSHAI2.

NV HYE{Z2|-FAS50S W A|ehL|C}

HHE Mo 520t A|A" HO[EE EZ5h= HES oh= NV BiE 2|7t ST S 471Lt
TELIH FAS50 XM A2 NV HIE{Z|S XI TR, Al Z2M|A0= &4 HEEZE
ny ZHESE ZES MAHSHE, NV HIEE[S I3f_', ZEES &S LAl EXI5t2a, 275t

Gt HES NetApp L2 HHetdt= 20| E.:. £l LT},

AlZtst7| o

AEE|X| A|AHIOI CIE RE M QAT SHIEHA| ZHEo{of L CH O X| t2 AL 0] HALE A|l&6t7| Mo of
29I AIL "NetApp X[,

Of ZhHofl CHaH

Zact 3R AR X AAH 2|X| SEf EAIS(TIEHM)E HM s 2 AEC(X AAEE SE|HCE HE £
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USLICE SSHE AHESHH BMCO| 221510 BHE AHSLICt system location-led on.

AEE|X| A AR XA CIASE|0] THEO| 174, 2F ZIEE2{0f StLiA 37H2] #IX| LEDZt ASLICE #IX| LEDZt
302 S AN UAFLICE

system location-led off JUEL|CH LEDZ} AN J=X| E= HA
L HHZ UG LEDL| MEHE &Qlet £ system location-led show U&SLICH
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLo{of BtL|CE BHIS XIgHst| Fof|
= =HIZ S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= FS Aol 20{0F BLICE SAE} Aol L Ba HES2(
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27l 0|89l 22| ARt Rli= 22 HHO RU0{0F [T 22| AE7 HHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAIE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S AL S|t

* MetroCluster T &E{7} PHEUAQH EJ AFE 2 H & HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YHSAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt
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A4E AESI EARE D29

A2,

AAR ZEDE £E o HArsol AES0|N 248 HES2IZ QIStLE BXIBLICE
ZEmE(AAY %S )

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LICE,

2T ZAEEZ2E NALIE
HEERIS UKLt HES LHo| T4 Q45 WHE of MAI0M HESH S & HsHoF FLict

AlZtst7| o

AEE|X| A AR LHE RE T+ 2471 M2 HFot=X] st AL. MU= ZS5HX| ¢h= 2 0 BXIE
AZSE7| Hofl off 225 AL "NetApp A"

e
1. AHEl AEE2{0IM NV LEDZ} R QU= Sholgt|ct.

NV LEDZt 7HX|H C|AH|O|HO| 2t2 |0 &AMl HAEZEHE QHHSHA MAHY & JASLICH
NV LED7} ZH0|= 32(=
7|Ct2{OF gfL|Ct, T2{L} 52
"NetApp X|&".
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d. NV H{E{2| S ol E&LIct.

o

NV BiE{2|:= ZHol| BESIA =0toF guct.

4THA|: ZIESEE CHA| AXIRLICE

E2{E MAIO| R X[stn HEGELICH
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HHZ UG 0|2t 7|52 A 4 system location-led off UYESLICH LEDZt HM J=X| E=
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
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Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLo{of BtL|CE BHIS XIgHst| Fof|
= =HIZ S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= FS Aol 20{0F BLICE SAE} Aol L Ba HES2(
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Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT
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= o |_
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"= EE S AL S|t

* MetroCluster T &E{7} PHEUAQH EJ AFE 2 H & HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YHSAMIR.
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PSUO|| 0| CHA| SS&|H el LED7t =4H0|0{0F gL |Ct.

CHA| G ESH= 2. JE.L
AC PSURIL|CH a. M@ IEE psuo| Z&L|Ct
b. M@ ZE IHME MY ZEE nFLt
DC PSUQLICt a. D-sub DC ®# ZE AH4EHE PSUO| AZEELICY.

b. LIH| LIAF 27HE =0 D-sub DC M@ T E FHUEHE PSUO|
nksk-l{Niay

E4E ZEERE A BX5t o S22 E[SE LI
'Storage failover 2t - ofnode_impaired_node_name '

i HEe IEEE Z250M X3 e =2
storage failover modify -node local -auto-giveback true

AutoSupport 24 otEl 22 XS AH0|A MHS SI(HH| sHA|)eL C.

system node autosupport invoke -node * -type all -message MAINT=END

CHA| 5: HEE2{9| A|ZtDt UWE x| & StL|CH

RTC HHE{2|E wAst 1 ZIEEE S Histn X i BIOSE MEHSHH LtE 2F HAIX| 7}

() EMELICH 0213t BAIXIZ LIEFE 4 2001 O TALS A% ZIE 4 YALICE RIC date/time

134

error. Reset date/time to default RTC power failure error

r_\.'_

Yot AEEH0| M Euet AIZES 2RISHA K.

cluster date show

@ HE HFHM AEE|X]| AI*E“OI SX|E B HAIX|7F EAEH y SME Reboot
node MEHSI  Ctrl-C_E =2 LoaderZ 2EISL|CH

e

AtE| ZAEZ2{0|M LOADER EESIZE0||A A2t} LS E0I5HN| 2.
cluster date show

a. st 3R IME Tt K.

set date mm/dd/yyyy
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6TH7l: o7t Edot RES NetAppoOf Hhet
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