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. 2ME HEER N SYE PHE ALESIEHE HIA|X| 7} LIEHLFH
_y_E 5FEUC
EME HEEHUM LEE MBSt HAIXIZ EAEH vy E
FEL|CH
EME HAEZEHM 2AE HEZERZE HEESt2H=E HA|X| 7}
LIEIH vy & =27 BEl M50l s _Ctrl-c & S+SLICt.

. A|ABRIOIA encyption2 AHESHX| 2= B2 _option 1 Normal

Boot_= MEislT 12 X| fom 2 oS BLICt 7| HalAE
=elgh |}

- 2& 0|22 TEH ZESE{ o FZgL

. _storage failover 22t -fromnode local HHS A2t ZHEEZHE

E|SELIC}

i. storage failover modify -node local -auto -giving true_ H&HS

10| ZHS BHErS ALSOt| YEE MFD A2 =2

. AutoSupportZt 243tz 22 SYSTEM NODE AutoSupport

invoke -node * -type all-message MAINT=end_command&
AH2350 Xt #[0|A ME S F2l/AH| sim| L Ct.

Hi: T2 HATH HIISHH of "NetApp X "Z225HYAIL.

# - FAS70 5! FAS90

WA £ 0[C[o{ol|A FLICE.

f

At25t0d 22 E 7| 22| XHOKM), NSE(NetApp 2AE2|X| ¥} =
StEl A ABIE CHAIS 2t=sHof SfL|CE

@ NSE = NVEZ 2EE = QR 7| 2E[Xiet o S4ste(of s R 0l ZAE AR o Xt

HEE =2l of Lt
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* 2HAE HN| A= E LHMUSLICL "2 EE 7| 2E[E e o
* "Onboard Key ManagerOi| CH2t 814 M EHIL|C}"..

* "REL 7| 2| My 5l 22 2lok= B AISS| Hol BXHE

|>
m
H
2t
]
tot
mn C
ok
0

|
1. ONTAP 2&! 0|70l 4 10:

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2? 10

2. TZMAS| AEME 2HQIBILICt This option must be used only in disaster recovery

procedures. Are you sure? (y or n):y

3. ZR|AE HHO Y4B E £ ¥ YBLC
(D) yo=s weists 59t 240 ofF YT EAIRX| LC

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

TAHSHHAI2.
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Enter the backup data:
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3456789012345678901234567890123456789012345678901234567890123456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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ HAIE £30| 2p(2t) CHE E2 A& TIHSHK| OHYA|L. successfully recovered
keymanager secrets =X sHZE2 £t LR E +HTLICE

6. 28 oM S8 12 MEISI ONTAPZ A& SEELICH

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. HEEE{Q| 2&0f| 7t BA|E|=X| 2RI8tLICt waiting for giveback..(Press Ctrl-C to abort
wait)



8. HMIEL LE0N MEL HEEZE HetstiA2. _ AER|X| HY2H B2t - fromnode local-only-CFO-
aggregates true _

9. CFO Oi12|AH|0|E0f| M2t BEISH S security key-manager 2 2 E sync HES A#BtL|CL,

10. Onboard Key Manager2| 22{AE

—_—

A o @l

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

M. BE 7|7} S7|8tE|Y=X| 2IEHLICt. security key-manager key query-restored false IL|Ct

There are no entries matching your query.
() =eis o H0lM falseS TERS ©f 2t LIERX] 4BLICH

12. IIEEHOM = EE Hteh: AEZ|X| HYQH B2t - fromnode local
SM 2: 2|8 7| Z2|Xt M FM0| U= AAH
ONATP 28 0j70lM 2F 7| &t2|xt 48 SRgL|CE
AIEFSE2| Hof|
EKM(External Key Manager) 782 S&lst2{H Ct3 ME7t ZQefL|Ch.
* CH2 22{AH S0 M /cfecard/KMIP/servers.cfg IHY Q| SAHE E= CHS HEIF ZRtL|Ct
KMIP At FAQL|CH
* KMIP ZEQIL|LC},

CH2 22{AH & £= 220|AHE 2S5 M| /cfcard/kMIP/certs/client.crt TFY AHE.
CE 22{AH 20N /cfcard/kMIP/certs/client.key IFL S| SAHE L= Z20|AHE 7|

L2 22{AH LE E= KMIP A/ CA2Q| /cfcard/kMIP/certs/CA.pem It AtE,

|
1. ONTAP 2&! Hi70|lM &8 11 S MEiSL|C}
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Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 11

2. HIAIX|Z} HA|E|H 2ot YRS YR =QlS.

3.

a

b

C.

d.

2t
=

a
b
c

d

- Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y

. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
CHAl ChS2ab 22 HAXIZF HEAIE =2 JSLIC

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n} _n_
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y

LEIZE ciet YEE MSELIC.

. Enter the client certificate (client.crt) file contents:
. Enter the client key (client.key) file contents:
. Enter the KMIP server CA(s) (CA.pem) file contents:

. Enter the server configuration (servers.cfqg) file contents:



Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. 21 T2 N AT} QAZEIL|CE

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.
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5. HE HF0M SM 18 MEiSIO] ONTAPE A& REELICE

F

R b b b b b b b I b b b b b b b b b b b b b 2 b S b b b i b b b b b b b b b b i b b b b b b b d b b b b b b b b b b b b b b b b b i 4
*khkhkkkhhkkhkkkkkkKk*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R e b b b b b I b b b b b b b I b b b b b b b b b b b b b b I b b b b i b b b b b b b I b b b b b b b b b b b b b b b b b b b b b 4

R b b b b b b b b b b b b b 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)7? 1

AF eelS d=ot ME S22 £S5 §oEel B8 = 22 0|00 uH Z2MAS A=L(C

18

20l k20l EAEE  J2f
3o

209l ZETE 6EM7I2 O SBILICH,

st o] 5... a TIEL| HES20| 2003,

b. _storage failover show_HEEE ALE3st0] EFZI ZAEZ2{7} Ytet =H|7}
E|J=X| gelgtL|ct.

2Z& A0|2 2 IIEL] ZAEE2{Z 0|55}t 1 storage failover -fromnode local-only -CFO-aggregates true B S
M9~3f0=| B2l HEER AEZ|X|E & SEILICH

° ClAZ0| QE7} LrMsto] HEO| AmfsiH Frof7} LAl3t CAIS S2|MOR 2|3, uH| C|AIS ureg
m7tX| C|AIE £20f| I 2 FLct

° MELJt "ZH|E[X] FZ"C =2 QI8 0| difol= 2 TEL ZHofl HASH| A|ARI0| S7|=tE W7tX] 52
S 7|CHELICt.



> NDMP, SnapMirror EE= SnapVault Z2MAZ QI8 HZ0| MIjstH T ZNAZS SHR|EILICE XtASH LIRS

—

o
3. 32 S0t J|Ct2l = storage failover show_commandS AF26t0] U AMEHE 2HolstL|Ct,
4. clustershell ZEZEO0|A _network interface show -is -home false_H& S

=2| QIE{H|0|AE LIFetL|C]

QIEI|O| AT} 2 LIBEl AL “false’net int revert -vserver Cluster -lif_nodename BEE AtE35t0] s
QIE|HO|AS & ZEZ E|SZ/LC}

5. 2& Al0|22 Y ZIEEZE 0| S5t version -v BE S A0 ONTAP HX S =tolgtLCt.

6. £ AF2510] storage encryption disk show =2 HESILICE.
7| e MHO| HEE 21F F|9| 7| IDE EAISH{™ _security key-manager key query HEZ AF2SHHA|IL.
° 'restored' ZEO0| 'yes/true’?l A2, AIEXt= BF 2EE|0] WK T2MAE 2t = JSLICH

o =5l 2 = 0|2|9| gf0|™ Key Manager type external Restored 'yes/true'_security key-manager
external restore_BES AIESI0] Q15 7|2 7| IDE SR ELICL.

= |

() ol dmete 2 K2l ME(] 2fBHAAIR.
o =Gl 24 = 0|Q|9| Z}0|™ Key Manager type onboard Restored ‘yes/true'_security key-manager
2HE sync HHE AI2SI0 S1E LE0NM F2tE 2EE 7|2 S7|skgL|Ct

security key-manager key query_command £ AF25t0| Restored 2E 215 7|0l CHol Z &= yes/true
o2\ SO|5EAI
=(8) SRISHA L.

8. 2£ 0|22 MEL ZEE2{0 HELL

=

Ct.
9. 'storage failover -fromnode local' @2 AI25I0{ ZHEEZ

=
= | =]
10. storage failover modify -node local -auto -giving true_BH 2 AR50 XI5 HHetE ALESHX| Y= MYt
Ho Hg|
o

11. AutoSupport7t Z43}tEl A2  SYSTEM NODE AutoSupport invoke -node * -type all-message
MAINT=end_commandE AM&5I0{ X& #[0|A MM E SI/AN| six|eL|Ct.

co= T

ZHOH 7t ErAiSH HES NetApp-FAS70 5! FAS902 2 HhetatL|C}

—

7|EQt BH HSE RMA X|Eof| MHEI CHE @F 71 &list 223 NetAppol| BhetretL|Ct,
"EE e 8L WAH"AbAeE 2 HO|X| S HESHUAIL.

[
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