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BLICk

CHA|
1. LOADER ZEIE0|A USB Z2iA| =2t0|2 BOOT_RECOVERY_OA 23 0|0|X|E HEltL|Ct

O[0]X|= USB SaiA| E2t0|20j| M L2 2 =EL|Ct

2. HAIX|Z} EA|E|H 0]0|X| O| E2 YUISIAHLE 2HHO| 23 otof] EAIE 7|2 0|0]X|S ItHZ AFS LT,

3. var T2 A ARIS SRBILICH
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ONTAP 9.16.0 O[5t

a.

s L

EME HAEEZ UM 7t EAEH Y E SELICt Do you want
to restore the backup configuration now?

24 E AEEHOM HHEX 2= HAIXZFLEILH Y B
‘Jetc/ssh/ssh_host_ecdsa_key +EL|Ct

Hab dejo] MEL AEEZ 0N &4E HEERHE 15 Het
$Z:_set -privilege advanced = MAEL|Ct,

o MEffe| ELH HEEZ{0|AM S/ W HH: system node
restore -backup -node local -target -address
impaired_node_ip_address _ £ A&ligtL|Ct.

A S0 MSSHX| 2 HIA|IX|7F EAIZ|H of 22[SHMAIL
"NetApp X|&".

Hab Mefle] MEL] AEEZ0|M 24E ZHEEZHE admin 2Y:_set
-privilege admin_Q 2 E|E&IL|C}.

AR ZHEEHO|M 7t EAIZ|H _y £ “Was the restore backup
procedure successful?’+&L|Ct.

&M= HAEZEHOM 7F EAIZH y £ °...would you like to use this
restored copy now? F+SL|C}.

EdE HESHM &€ HEEE MHEE st HAIX| 7
LIEILEH y & +20 28 Hw0| il _Ctrl-c_E +=ELICt.

A AEIO| M encyption2 AHESHX| @t= Z<S _option 1 Normal
Boot._E MEfSIT JHX| O™ = O|SHLICE "7 2E[XtE
SgLCH

Z& 012 HEH HEE2{of 2L

_storage failover 22t -fromnode local_HHS A5 HEEZE
E|SELICL

storage failover modify -node local -auto -giving true_ H&2
ALE%t Xt3 HretE ALESIA| R MEet 2 =/
AutoSupportZt 243tEl 22 SYSTEM NODE AutoSupport
invoke -node * -type all-message MAINT=end_command&
A5t Xts 7|0 A MM S =/ sHAIELICE.

-

Hi: T2 HATH HISHH of "NetApp A& "ZQl5HHAIL.


https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

NECTIRNE!

ONTAP 9.16.1 O| & a. &4 ZHESHO|M WY FHE FY6EHE HIAIX|7F LIEHLHA

={ AL 4S5HH 25 - off O] HIAIX[ZF EAIEL|CH
syncflash partner: Restore from partner complete.

b. 2AME HEEZ0|A S WAHO| HZXQIX| &tolsH= HA|X|7}
HAEH y E SELIC

c. &M= HEEHU M SHE FHS AESI2H= HIA|X|7} LIEHLFH
_y = 5FEUC

d. 2AE HEEZ 0N EE MEESI2t= HAIXIZL EAEH v E
FEL|CH

e. 2AE HEEZ 0N &M E HEERE ME-S2t= HIAIX| Tt
LIEILH vy & =20 BEl M50 s _Ctrl-c & S+SLICt.

f. A|AERIO| A encyption2 AFESHX| &= 2L _option 1 Normal
Boot. £ MEfst OX| kO™ Z o|S¢gL|Ct, "7| HE|XtE
SQshct

g- 2 70|ES TEH HEE2{of AAFLIC

h. _storage failover Et2t -fromnode local HHS AI25I0| ZHEEHE
E|SELICH

i. storage failover modify -node local -auto -giving true_ HHS
ALESIH XS Htet2 ALESHK| e E Yot 3 5

[ Sy

J- AutoSupportZt Z2M3stEl 22  SYSTEM NODE AutoSupport
invoke -node * -type all-message MAINT=end_command&
AHE30 Xt #[0|A ME S S/ sim L Ct.

B T2 MATHATHSHA off "NetApp A& "2t A2,

=3t S - FAS70 5! FAS90

wH| 2 O|C|0{0[A = otE SEBLIC

Of =Xt ARt R2E0M Xt HEE AHEsH 2EE 7| 22[XHOKM), NSE(NetApp 2E2|X| 2= 3}) E=
NVE(NetApp =& 227t 2dotEl A|AH-E TS 2t =0 0F BfLiCt.

@ NSE = NVEZ 2EE L= QR 7| 22[Xiet o S4stE[of /U= R 0| ZAE AR o] 24X e
HEE S#lof Lot
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* 2HAH HN| A2 E LHMUSLICL "2EE 7| 222 ek o
* "Onboard Key ManagerOi| CH2 814 M EHIL|C}"..

* "2HLC 7| 22| e 8l S22 2lok= BEAISSE| Wl BAHE +ASHIAL.

|>
m

H
2t

]

tot
mn C
Aok

0

|
1. ONTAP 2&! 0|70l 4 10:

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2? 10

2. TZMAS| AEME 2HQIBILICt This option must be used only in disaster recovery
procedures. Are you sure? (y or n):y

3. 2EAEH HNo| LS £ ¥ |ch
() o==s yssis Sot 220 of2 e EAISIX kL

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
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https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
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Enter the backup data:

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA

5. B TZMATL bR EILICE



Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ HAIE £30| 2p(2t) CHE 2 A& TIHSHK| O AL, successfully recovered
keymanager secrets =X sHZE2 £t LR E £HTLICE

6. 28 HFolM S8 12 MEISI ONTAPZ A& SEELICH

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. HEEE2{Q| 2&0f| 7t BA|E|=X| 2RI8tLICt waiting for giveback..(Press Ctrl-C to abort
wait)
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8. HMIEL LE0N MEL HEEZE HetstiAQ. _ AER|X| HY2H B2t - fromnode local-only-CFO-
aggregates true _

9. CFO Oi12|AH|0|E0f| M2t BEISH S security key-manager 2 2 E sync HES ALt

10. Onboard Key Manager2| 22{AE

—_—

A o @l

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

M. BE 7|7} S7|8tE|Y=X| 2IEtL|Ct. security key-manager key query-restored false IL|Ct

There are no entries matching your query.
() =ois o H01M falseS TERS ©f 2t LIERK] 4BLICH

12. IIEEHOM = EE Hteh AEZ|X| HYQH B2t - fromnode local
SM 2: 2|8 7| Za|Xt M 70| U= AAH
ONATP 28 0j70lM 2F 7| &t2|xt 48 SRgL|CE
AIEFSE2| Hof|
EKM(External Key Manager) 782 S&lst2{H Ct3S &7t ZQefL|C}.
* CH2 22{AH S0 M /cfecard/KMIP/servers.cfg IHY Q| SAHE E= CH2 HEIF LRt|Ct
KMIP Mt FAQL|CH
* KMIP ZEQIL|LC},

CH2 22{AH C £= 220|AHE 2S5 M| /cfcard/kMIP/certs/client.crt TFY AHE.
CE 22{AH = E0|M /cfcard/kMIP/certs/client.key It S| SAHE = Z20|AHE 7|

L2 22{AH LE E= KMIP A/ CA2Q| /cfcard/kMIP/certs/CA.pem It AtE,

|
1. ONTAP 2&! Hi70lM &8 11 S MEiSL|C}



Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 11

2. HIAIX|Z} HA|E|H 2ot YRS YR =QlS.

3.

a

b

C.

d.

2t
=

a
b
c

d

- Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y

. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
CHAl ChE2ab 22 HAXIZF EAE =2 JSLIC

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n} _n_
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y

LEIZE ciet YEE MSELIC.

. Enter the client certificate (client.crt) file contents:
. Enter the client key (client.key) file contents:
. Enter the KMIP server CA(s) (CA.pem) file contents:

. Enter the server configuration (servers.cfqg) file contents:

17
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. 21 T2 N AT} QAZEIL|CE

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.



5. HE HF0M SM 18 MEiSI] ONTAPE A& REELICE

F

KA KAk AR A AR A A AR AR A AR A AR A AR A AR A AR AR A AR A AR A A KA A AR AN A AR A A A A AR A AR ARk kK

khkkkhkkhkkhkkk kK Kk k kK

* Select option " (1) Normal Boot." to complete the recovery process.

*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.
Boot without /etc/rc.
Change password.

Maintenance mode boot.

Reboot node.

Selection (1-11)7? 1

Clean configuration and initialize all disks.

Install new software first.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

S8 = 28 000 uM| Z2MAS A= BLICH

1. 2& &2 golgLct
ZE0i| CH20| EA|=| a2 H
a2
EIQDEDE 6THA|IZ O|SELICE.
gret o] 5. a. ME ZEEZ(0f 2aQIgL(C}
b. _storage failover show_EEE AtE3st0] ELZI ZAEE2{7}t Qe =H|7}
E|J=X| gelgtL|ct.
2 =2

A3t Ef ?iEEH ﬁEEIIIE EIEE'I—IEh

° L2330 F 7t Zdoto] FHO| AoistHE Foli 7t Fdet CIA3E 2K 2 2oty WM CIA3IE S

m7kx| Ll A3 E SR 22 SLCH

o MEL{7} "Z=H| g X| Y2 0= olsf HZo|
=S¢t 7|ChEiL| ot

Al
=

I3t= B2 TtEL ZHofl HASEe| A|AHI0] 7=t W7tX| 52

19



> NDMP, SnapMirror EE= SnapVault Z2MAZ QI8 HZI0| MujstH T ZNAZS sHR|EILICE XtASH LIRS

—

o
3. 32 S0t 7|2l = storage failover show_commandS AF26t0] U MEHE 2HolstL|Ct,
4. clustershell ZEZEO0|A _network interface show -is -home false_H& S

=2| QIE{H|0|AE LIFetL|Ct

QIEI|O| AT} 2 LIBEl AL “false’net int revert -vserver Cluster -lif_nodename BES At35t0] si
QIE|HO|AS & ZEZ E|SZLIC}

5. 24 0|28 A HEZ2{Z 0|58} version -v HHS Maist0o] ONTAP HAES golgtL|Ct.

6. £ AF2510] storage encryption disk show ZH2 HEEILICE.

7. 7| He2| MHO| MEE= 21F 7|9 7| IDE HEAISHE{™ _security key-manager key query EEHS AF2SHAMAIL.
° 'restored' ZEO0| 'yes/true’?l A2, AIEXt= BF 2EE|0] WK T2MAE 2t = JSLICH

o =5l 2 = 0|2|9| gf0|™ Key Manager type external Restored 'yes/true'_security key-manager
external restore_BE S AIESI0] Q15 7|2 7| IDE SR ELICE.

= |

() mzol anjoiet 12 X2 ME(] S/SHYAIR.
o =Gl 234 = 0|9|9| Z}0|™ Key Manager type onboard Restored ‘yes/true'_security key-manager
2HE sync HHE A2t S1E LE0M F2tE 2EE 7|2 S7|skgL|Ct

security key-manager key query_command £ A5t Restored 2E 215 7|0 CHol Z &= yes/true
o2\ SO|5EAI
=(8) SRISHA L.

8. 2£ #0122 MEL ZES2{0 HELL

=

Ct.
9. 'storage failover -fromnode local' @2 AI25I0{ ZHEEZ

=
= | =]
10. storage failover modify -node local -auto -giving true_EBH 2 AI25t0] XI5 HHetE ALESHX| Y2 MYt

—
ZEEE

11. AutoSupport7t Z2M3}tEl A2 SYSTEM NODE AutoSupport invoke -node * -type all-message
MAINT=end_commandE AM&5l0] X5 #[0|A MM S SI/AN| sixEL|Ct.

ZIof 7t e ASH HES NetApp-FAS70 5! FAS902 2 HhatgtL|Ct

7|E2t e MSE RMA X B0 EFE 2 @77 2dst 252 NetAppoi| BHeteL|Ct
H"XEMISE L2 H[O|X|E EZSHY A

I
H
T
ot
o
El

= O

HEEE WK Y Z=ZF - FAS70 5! FAS90

CHS Y 2SR BHAO Mt ZESS ZES WHSHIAIL.

o "HEEE UM RFAMYE AESHIAIL"

[ |
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FRUE 2#3t $0jl= HE S 2ES MPEHof FLCt

1. LOADER ZEIZE0|A ONTAPS EE/5t2{H bye = BHL|CE

ZEECE R o AL ID HES =let Ch2 B3 AY0| A EA=X] ehelstiof LT,

o

@ ClA3 ZHEH2 NVRAM 2= M[E of2t ZRSHH NVRAM DIMM 1 M|0|& M EE|X| &Lt

1. ZAEZ2{Jt QX4 ZE(ZEDEE BA|)Ql F2 »> RX|E4 ZES Z26t1 LOADER ZEZE: HALT 2
O| S ettt

2. ZIEZ2{9| LOADER ZEIE0|M HEZSE FEISID A|AH! DI} LX|SHX| Qo A|AH! IDE MAQ8l2t=
HAIXIZL A o _y E AHFLICH

3. GivebackO| 2t= & m{7}X| 7|ChL|Ct HIAIX|Z} K| 252t SH ZHEE2] 2400 EAIE CHS
ZHEEZEZ0|M A THEL] A|AR! D7} XIS 2 S &R} =X] 2RISLICE storage failover show

Y EHol= 24 AEEH0|M AA™ IDIHABEAUACHS HIAIX[QE SH SHEE 017 3 M ID7H EA|=|0{0F
SLICt. ChZ oI AM node2E WHIE AR M AAR ID7F 151759706 % LI Ct.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. ZIESZE CHA| MISELICH

a. o &50| 2z HEEH0M wH|E HEES S AEE|X|E B2t A|R. storage failover Htet -
ofnode replacement_node _name

EE7t AE2|XIE LHA| 712t RES 2= ELIC)

APHIS LHS S B HESHIAIR 45 Hhet B HRAS Rastely| gt FH.

52


https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted
https://docs.netapp.com/us-en/ontap/high-availability/ha_manual_giveback.html#if-giveback-is-interrupted

a. 7|gdio| 2tz El £ HA Y0| F&t AEjo| 1 H|O|Z M7t 7hsotX| elgtL|tt.  AEZ|X]| HY2H show _
'storage failover show' @& 2| Z210i= TtEL H|A| X0 HAE A[AR DI} ZEHE|X| 9400k SHLICE.
5. CATVFNHE EYEIRA=X| lSfL|Ch 'AER|X| CIAT HA-ARA
HEE2{0| £t CIAT = A A|AR] IDE HASHOF SLICE CHS 00l M= node10] AR CIAZ0N A A|AE! D

1517597060| EA|EIL|C}.

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 PoolO

6. A|AEI0| MetroCluster 71401 A ZHEE2{ ME|E ZLIE{-ZIBILICL. _MetroCluster node show _

MetroCluster A2 HA MENZ Z|S22{H uM = R 2 ML Z22|H, 0| A 2t AEEZ{of| M El AEfIt
HAZ|H DR O|2{2l0| 2Mste| 1 MA REJF EA|ELICE "metrocluster node show -fields node-
systemid'MetroCluster 740| HAF MEZ S0tZ W7HX| HE S0 24E A|A” D7t EA|ELICE

7. ZAEE2{7} MetroCluster 40| = Z S MetroCluster AE{0]| 2t 212 AR X7t Ko AtO|EL| HEE2{Q!
Z9 DR 2 ID 20| CjA39| |2l ARX7F HAIE[=X] 2elgtL|Ct.

m
==
18]
r
~

° MetroCluster 40| Hzt A
Z-

° AEET= Mol AO|E0] U= C|A3 9] Hx| £ARAHLICY.

EZESHI AL "4 E MetroCluster A0 AM HA E|0| 22t 5! MetroCluster A2|X|2H S0 C|[A3
10| HAEILICH & HZSHAIL.

8. A|AHIO| MetroCluster 71491 AR 2t AEEE{7} 2ME|0 JY=X| &It AL, MetroCluster node show
-fields configuration -state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. 2} AEZ2{0f| CHsl ol A== 250] 'vol show-node-name’I X| =HQIBtL|C}
10. AE2|X| As2p7t S H3tE A2 7|52 SO BLICE

1. THEE Al X}S HIO|22H 7|52 H|2Md3t5t 22 CHS & HESH0f|M M35, _storage failover
modify -node replacement -node -name -onreboot true

12. AutoSupport7t BHEl A2 HHS ALE5I0 x5 H|0|A MMHE ER/AXN| system node autosupport
invoke -node * -type all -message MAINT=END SHX|&L|C}|.

6TH7l: o7t ot RES NetAppoOf Hhet

7|E9t o MESE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppoOf| BHteLICt, 55 Hhet 51 A KM g
LHE2 HIO[X| & HZJHHAI2.

NV Battery - FAS70 5! FAS90= uA|2fL|Ct

NV HX|S DASleH HE S 282 Haletn HX|S Hold O3 HXS aKstn 2HE S
DES ChA| LX[SHOF BHLCH

—_

AMARIOITHE 2E 718 247t SHIEA| 2tSHof LICH 2K 42 B2 7I= XY B0l 22[aH0F gLt
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