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° Onboard Key Manager(OKM): 22{AE MA| 2t 5 8 H|0|E{7} ZQBtL|Ct,
° Q8 7| BE|XHEKM): THELH ==0f| M CHS mhlo] Ze$tL|Ct.
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
* /cfcard/kmip/certs/CA.pen
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boot recovery -partner
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Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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configured. Exiting.
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key manager is Aot DX =R} SLICH 2 JICH| 22X S .

configured.
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AAEI2 CF2 HAIXIE EAISHD BootMenu &M 102 AA5H7| AlZFRL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H R2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| YZSHAIR.

d. HIAIXK|IZF EA|E[H 282 E 7| 2t2|Xtof| Cist 2] ClO|E & YSHAIR.

ot 27 gl el fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xts ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B-E S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE ASM LS| o2 FAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG A|L. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt
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v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP ZZ{AE{ UUID

Notice:

L4 L= =9| ONTAP 22{AE UUIDE YEYLICH THEL E0M SHAEH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO| P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALt MM S l=fgfL|Ct.

(=]

* 7|2 AHO|EY0|9] IP &



QA YEYT ME TETE 0S HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &lstM K.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE IIEL LEO0|A MAETH IIY S S5t L EE MR SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBSO E EFEX| YoM AARI0| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIXIS] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22+l MEfTt E| 1 ZtSE=X] 2QU5HM K.

d AE2X|E =S HEEHE o ZUC = =S

'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl Z2det g dstEl 3.

5. XIz dizt0| H|2MSEl AL CHA| &M 5petL|Ct,
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH

system node autosupport invoke -node * -type all -message MAINT=END

Cte oh
ONTAP O|0|X|E 2i8tT =7t 7HSE|0f CI0|E{S M| Z8tD LIH"Z 80| Qs HES NetAppE HHestL|C}
At 22l 0|C|o] 222 NetApp 22 U2t - FAS70 2! FAS90

FAS70 EE= FAS90 AEZ|X| A|AEIO| 1M @
NetApp CZ BtetSIMA|QR | "2 dhet 5l H|" XiM|et LIE 2 H|0|X|E & XM R.
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bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

o
i

S 0|Cof - 45 27
£ O|C|0] +5 =+ 3 == - FAS70 % FAS90

HE 0|0|X| &8 S5+= USB E2I0|EHE AIE5I0] FAS70 == FAS90 A|AHIS| WK EE

O|/C|0{0ll ONTAP LCHA| A k|3 PE i FSiel LIEL NetApp X|® AtO|EOf|A sliZ ONTAP 27

O|0|X|E CHR2EESI USB E210|E0]| SALsHof 2L|Ct. o= A £H|El USB E2{0|EE
AESHH S5 E 36t A|ARIS 2t MEfE S SL|C,

A|AEIO| ONTAP 9.17.1 O|&0i[A Al Sl B CIZS MESHMR. "AIs £E =+ 24,
AlZslEE =7 27 AMYE dEotl, ZIEEHE S=2ot, #E DIE|0{E WA|st, USB EEI0|EE AFESHO]
O[0|X|E S¥otn, ARt 32 oot dFS A HESHMR

o "HE OIC WA 27 ArgES dEYLICH
S 0IC|o] uK 27 ArgE dESLICH

"SE O|CE wHRfLIct

AMAE e RE0M 2F 7 &dot 28 0|C[0E HMAst WM 2 0L/ E &X|et CHZ USB E2iAl E20[E2E
AHE310{ ONTAP 0|0|X|E H&EIL|CE

e "= O|0|XIE RY LIt

USB =2t0[=20j|A] ONTAP O|O|X|E REot1 I A|ARS S Ch2 2t8 HaE gLt

HEZS NetAppl 2 ttetstL|Ct"
771| Iﬂ'cT:'-E._' RMA X[ &0l dHE tHE @77 LMot 253 NetAppoll BtetetL|Ct.
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bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

s 22 0|Cjo 57 27 Al - FAS70 %! FAS90

&

FAS70 EE= FAS90 A|AHEIC| EEI O|CIHE WA|SH7| Fof| 22Xl WHIE Qs st
22 s Z6l{of etL|Ct. 047|01|“ MASH 22F9| USB Al E2O|E I} =X| &l
2HIE WH|E BE EHX|[7t Q=] 2elst= &io| ZetEIL|CE,

P

USB Zz2i{A| E2t0|E
* USB Z2iA| E2}0|E7t FAT32Z EUME|R=X| 2SI 2.

* USBOI= L2328 MEY = A= F=2¢t MT 80| A0{0of &LIL}. image xxx.tgz T,

rr

oh =

S ASILE image_xxx.tgz LFY S USB Z2HA| E210|E0f| SAFELICt. O IU2 USB S2iA| E2H0|EE AHE5}0]
ONTAP 0|0|X|E H&e MRE' Lfct.

T8 A WK

Aot 14 @A NetApp OlM HMSoH wH| 74 242 WAISL|CH

Ch= A

F& OIC0E uAgh= o 2ot @7 MS AES = £ "F& DIC|0{0f| M =ot 7| X 8 HES efelgfL(nt
"Bl OfF BL|IC

T o

=& F8 0|00 S50 thet 2= s} X[# 24l - FAS70 3! FAS90

FAS70 EE= FAS90 AE2|X| A|AHIS H|O|H EHot2 HESIHH 28 O|C|Hoj|AM =2} 7|
K| ¥ gl AERE SHolsHOof BHL|CEH. ONTAP HZEO| NV E(NetApp == %*szszr)a X|¥St=X|
giolstl HEERZE S=617| ™Mol 7| 22| X7t g AEefelX| =telgtL|Ct,

1CHA|: NVE X| 212 21018t 2H2 ONTAP O|0|X|Z L2 2 E38HM| 2.

HEl 0|C|0f WH|E 2[5 SHHZ ONTAP 0|0|X|S CHRZES 4 QIZ 2 ONTAP HZH0| NetApp £ YS3HNVE)S
X[ ASt=X] 2 l5tM| 2.

CHA|
1. ONTAP HTO| L= 3HE X|5=X| &I5tAM Q.

version -v
Z30f| ZeHEl 10no-DARE B2 NVEE AL 3¢ S2{AE HHEO|M X|HE|X] gt&L|CH

2. NVE X|oj w2t HE3$t ONTAP O|0|X| & CHRZESHM|R.
° NVEZ| X|l|= ZAL: NetApp Volume EncryptionS AF25t0f ONTAP 0|0|X|E CI2ZEFLCE.

14



° NVEZ} X[ JE[X] 84= B2 NetApp =& 2=t 10| ONTAP O|0|X| S LI2ZE5HM K.

@ NetApp X|& AIO|EON|A ONTAP O|O|X|E HTTP £= FTP AMHLI 2Z ZE0E
CI2ZEgL|CH 2& D0|C|o wA| Xt St 0] 0|0|X| It 0| T LBfL|Ct,

2647: 7| |t AfE SHol 5l 74 uhey

LSAE ZEERE ZR017| Mo 7| 2R LM S ISt LR HEE WHsIN Q.
A
1. AJARIOIM Z3LE 7] Ba|RHE golgtL|ct
ONTAP H{HQIL|C} 0| BFS HAHLICE

ONTAP 9.14.1 O| A

security key-manager keystore show

* EKMZ AHE5H mrM O] HE S0l EAIELIC
* OKMZ AHEZ5HH oM O] HE E20i| EAIELIC

* 7| 22Xt AHE|] UK $O™M No key manager keystores
configured @Y Z=0f 0| EA|E/L|CE.

ONTAP 9.13.1 0[5}

security key-manager show-key-store

* EKMZ At23IH external 0| HE £210]| FEA|EL|LC.
* OKM2 AF2SHH onboard 0| HE 20| EA|EL|LCY.

© 7| ZE|XF HE JAX| R2O™M No key managers

configured & £20|| 0] EA|EL|CH

2. N A=) 7| 22| X7t 0] A=X| o R0 w2t ChS & SHtE S

7| 2E[R7F EEX| 2 B

7| 22| X7t - E H2(EKM E= OKM):
a. 7| 2Kl M 1F 7| SEHE EAlS2H CHE 2| BE

security key-manager key query

b. 522 HESHT 23 HLISHHR. Restored F. 0 B 7| F2ITHEKM Ei OKM)2| 915 7|7t ¥Bxo=
S2IE|HET| O RS LIEHLIC

3. Fstel o H2[X FHO| w2} MESH BALS 2RI Q.
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|7t EAE|= B2 true SHE S0AM:

>
0z
ul

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
>t
i
el
0%
ot
4>
30
>
I~
o

° 7|17} CHE S EAISHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HIH{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ]EU=K] 2A5HM K.

security key-manager key query
2Ol FM 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4E HEESE Qs E=stn 7 EXE TAHY = ASLIC

2HE 7| Z#2|XHOKM)
CtS ©HAZ ZHof| 2t 22 SHM|R. Restored &

BE It BAEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
S y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLICY
security key-manager onboard show-backup
i wo] HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIXIZF HA|2|H 32At2] FA2 FEE 2EE 7| 22| = E Y R.

E

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AH ®A S EAULICE 0]
57t GLO™ NetApp X EI0| 29|5HMIR.

%
—

d 2

rin
ol

717t EREIU=X] &AM Q.

40

security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELICt onboard .

e. OKM ZEE MM R,
g #et HER Meh
set -priv advanced
S y AlE3IEt= HIAIXIZF TA|Z|[H.
7] e W HEE FAIRLCE
security key-manager onboard show-backup
ii. HHQ! MEE o] mplo|Lt 21 I ZAFEHL|C},
WK EA B0l OKME S22 S70l0f = 2 0| M YEIL ERELIC,
i. 22X} 2EZ =S0F}17):

set -priv admin

= AMS HIX[SHD A|AHI P M S QX|5H2{H
FAS70 = FA890 ﬁiﬂlxl AIAEE*.OHH 2AME HEESHE S=IM L.

17
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLo{of BtL|CE BHIS XIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= FS Aol 0{0F BILICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CLt3 HAIXI7t LIEILIH yE FFLICt

E


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EHE HESI BAE = J2H...
32
NARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AETt Rli= 22 HHO RU0{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAIE= B3R &4E ZESHE S25H7| Toi| EXIE o ZoHoF LICHEZ)
"= EE S8{AELE S|t

* MetroCluster T+ &E{7} PHEUQH EJ AFE 2 H & HENQIX] =2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl A2 AutoSupport HIAIX|E SE8H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YHSHAMIR.

gret o] 5. Ctr-CE +E& U3 HAIXIZt LIEILIHE yE FELICt
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EHE HESI BAE = L s
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAL K|t
ZETE(AAY 24 Y)
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader EEZEE HA|LICE.
Che oA
7E

EE S ¥ & A0 "FE OIS WAHRf L CHLCt.

HEl OIC|E uAH|st =5 B8 572 ZH|SL|C - FAS70 5! FAS90

FAS70 fE= FAS90 A|£ES| 28 D|C|ofofl= B HAN & & HO|E7F MZELICEH WA
W2 AL 22| ZES Mok, &24E £ 0L E HMAHSt 2, A& F& D|C[HS
dX|ot CHZ, USB SelAl E2I0|EE AHESHG ONTAP O|0|X|E W H[&E 22 O|C|0{=
TSLE HESH= ez FHELIC

12t 22 0iMIE wHleL C

SROAE AlL"> 22| 28 WERO| A2H A|L-OM 2E3 HAHSHH A M| A LT,

(1) NA" 22| 25 2 X
(2] SE 0|C|of &2 HE
(3] Dlc|ojS egBLct
EHA|
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1. OFZ| HX|E|X| 42 B2 SHIEA HRISHIAIR.

2. PSUOIM ®@ 35 Z0|22 2L Ch

@ 7|1 FK| A|A”0| DC MY 32 X7t A= B2, TWH 32 HA(PSU)UIM TH A 0|2 E52
EEISHAIL.

3. A|AH 22| ZES FaleL .

a. AAH” 2] 2=0| HAEE 2= A0lS

S ZelgLth 2ES CHAl 2X1E o #|0|S5 SHIE ZEO| dZY
T AEE A0|S0| HZE /|X|0f| 2|0|=

OfOF BfLCt.
YA 7olS #E| EO|E Of2H2 =l tHZ E2f|0|E of2i=
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o
o-
= E
=
T =

=
b. 7|02 22| E&j|0] ol AZ0f| U= ThE

YA ANSZHMOIM AAE 22| 2SS Z2|FfLIC

7] X 0HE 2ol s&LICt.

oz o
gal

=]
2 2210 M 2| 74 L= eHE0f SLICt.
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6. A|AH 22| RS THA

a. B=2 22X &% Y+ 7tExt2|of SELIc.

b. ZES A2 ZX EMX &R0 FEFA L0 2 LS A KIS 1= EMX| 22 ZES MA2[0f
x|}
== =] .

7. Al0|£ 2| E2f0|5 Bl {IX|7HX| SELICE

2CHA|: ONTAP O|0|X|2 EE! O|C|o{Z M&sH|C}

AXet WA £ ojx[ofl= ONTAP O|0|X|7t gi&LICt. 0l A 3HE ONTAP AH|A O|O|X|E USB E2A| EEIO[E=
CIRE2EsH CHS WA 82! O|C|0{2 CHR 25510 ONTAP O|0|X|E WA 2& O|C|H 2 M&E £ "NetApp
Support AIO|E" Suﬁl—llif.

Al Zst7| Fof|
* FAT322 ZOiE Hl USB Z2{A| E2t0|E7t 4GB 0| Ate| E2FO Z QU0{0F SrL|Ct,

o ARl HEERJF A3 F0|H Ziat S LS ONTAP O|0|X| HX S CHRZ EBILICt NetApp X2 AtO|EQ
CIREE *—ﬂﬁoﬂkl S O|0|X|E CIREEY £ JUSLICE version -v HHE AI26I0{ A &9l onTaPp
HEO| NvEE X|}SH=X] EAY £ JUSLICH. HH Z=ZHO0| "<10no- DARE> HA|EZ[H MR =2l ONTAP
0| NVEE X|&SHX| &L,
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° AHE 2 ONTAP HT0|M NVE?} X ¥kl = B2 L2225 HEO EAE HZ NetApp =25 222
O[|0|X| & CHR2ZELC}

° NVEZt X[ HEX| = 232 225 HE0 EAE tHZ NetApp =& 222} §10] 0[0|X|E LH2Z =L T

* A|ARIO| HA 4ol A2 ZHEERQ| L& 2| ZE(YUHOZ e0M AET|0|A) ZH| HIEQIZ 7t HAE|0] RLofof
StL|C}
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ChA|
1. oA HASH MH|A 0|0 X|2 CHR2ZE8H0] "NetApp Support AFO|E" USB ZaA| =2t0|EZ ZALEHL|CE.

a. mjofx[e| 22 I MES| &Y S22 MH|A O[0|X| S L2 ZERLCE

o —_
b. MH|£ o|n|X|e| %S EL|Ch,

WinZip2 AH&3}H0 netboot O|0|X|E FE3HA|

@ WindowsE AtE0t0| 2HXZE FEol= B2
E & 7E AE8ELILL

OrMAIL. 7-Zip EE= WinRARZ 22 Ct
USB S Al E210[|E0l= &4HE AEE2(7F A Sl ZA0f CHet At ONTAP O|0]X| 7t QLo{0F ghL|Ct.

a. lES0|M USB Z24A| S2t0|2S HHELICE
2. USB B2{A| Sato|HE A Be| DEC| USB R0 ABiit

USB 22 LEJ} OfL|2t USB BAI8 SE0| USB Z2A| Sato|=2 MX|sHof BHict.
3. 52l A0|22 PSUO| CH| ZoH2.
YU O LOADER ZELEO A A AO| HEEE7| AISHEILICE

4. 20 TEIDEN M SX[6I2{H Ctr+CE 2] 28 ZZMHAE STHILICH

O HIAIXI7} LIEILEX] Q0% Cti-CS L2101 X2+ BER Hejsie SMS Mei3t 012 HES2Z By
20z 2elect

(=]
S OICE uHgt = S sAdloF "=+ 0|0|X|E FEELICHRLIC.
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- &4E HEE2{ 9 LOADER ZELE0|M USB Z2iAl =20|E0f|M 57 0[0[X|E REELICY.
boot recovery

57 0|0]X|= USB E2iA| E20|E0f| M CH2 2 EELICE

- HIAIX| 7t EA|=|H 0|0|X] O|§S Y=SIHLL *Enter*E =2 2= 2tol| EA|E 7|2 0|0[X| S HEFLIC.

%
- ONTAP HZTOf| St= EXHE AH2510 var THY A|ARS S2ISfL|Ct,
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ONTAP 9.16.0 0|3}

F|->

ME| HE

=29} THEL] #

EH0|M CHE HAHIE A=A K.

2AE HEEZ0|M: £27| Yy @40l 2 M Do you want to restore the backup
configuration now?

S E HESHM: HAX|Z7L EAEH CHEE 724

HO{ELICH

{R. Y /etc/ssh/ssh_host_ecdsa_key £

TEY HES2{0)M: 24 HES2S IF Wt $F02 MFLIL

set -privilege

advanced

THE L ZES2{0)A: ¥ 29l BUS AWHLIC

system node restore-backup -node local -target-address
impaired node IP address

(D MO
(X=X

OIEL AEE2{0f|M:

set -privilege

2l =2 29| HIAIX|7} EAIZ|H NetApp X[ EO]

ZOISHMIR.
HE|XH +ECE S0P}

admin

FE27| y Y40| & I was the restore backup procedure

g &ME HEERWM: £27| vy &AO0| F I _.would you like to use this restored copy
now?
h. &248E HEER0|AM: £27| v ELSI2t= HAIXI7} EAIZH OSE FEMR. ctr1-¢c B8 MRt
Hm
L 2ME HEEZ|N: CHS & SILIE M2
* A|ARIO| 2ot E ALESHK| b= 22 RE OIF0A _SH 1 et 28 2 MENSIM|R
* N|ARIO| T3 E A= AR LISCE 0|SoHM|R. "= otE SR efL|Ct
ONTAP 9.16.1 0|4
EME HAEENNM CHS HHAIE 2=5HH Q.
a. ey Adg SRStEH= HAIX[7} LIEILIH 7| £ v SELICL.
S A7 d3Ho2 hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore

from partner complete

w2Cty LEE AR

Slotete

=2Cty ChAl R

rr
A
JlO

2I5t2t= HIAIX[ZF EAIELICE

Stets HIAIXIZE EAI=E.

ot2ts HAIX|ZF EAIELIC,

HIAIX|ZF HA|Z|H OHES F2MR. ctrl-c RE w7t 2 of.
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bootmedia-encryption-restore.html

4. 2& 70|28 TEH HES o AZgLICH
PN

-

5. AEZ|XE E[E2 HESHE Fd Ao = =SEUCL

storage failover giveback -fromnode local

6. 15 getot 2 LAl 2dststhR.

riot
mio

H|

it

=
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z243tE 22 Xts AHo|A MMS SRIBLICE

—

system node autosupport invoke -node * -type all -message MAINT=END

Ct= T

=7 O|0|XE Rt = st 2YS "FE 0|00 L=etsE SHEL

Cha-HoHOF BfLICt.

3 HEl B 5 A4S0 7| 28 - FAS70 & FAS90

FAS70 EE= FAS90 A|AHIS| WA 2EI D|C|0{0| A 222tE SR X[&AQ HIO|E E=

HESh & &al-l Ct. A T2 A= 7| 7I2MHS 2QIstD, Aot ™S CHA| M50,
CHot

GlO|E{ofl CHEE 50t MM AS BHoIH= KHQJ0| ESHEIL|CH
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oT TOo

=
=

25


bootmedia-encryption-restore.html
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2HE 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7188 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISH K.

SAH HAM 2ot YHEASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot B HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|E S JHX[ 1 JAEX] ASHYAL "2 EE 7| 22| Y
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YBoNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|K.
231 TZMAJF AZE| D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 22 XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£HSI7| 2/ =H| HES THIM K.

mjo

A&t
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X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 220 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7F EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E BtL|C
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1.

12.

OlN| ZEZEES HEAL|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4ZoHe 7 HIAIX| glo| SRAE ZEmET} WEELICH S7|2t0 Lfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHatolX| gL, Zapt LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZM3tEl 22 XHs H0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 242 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM LhS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP M A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZEES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2SN K.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 5|3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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MAINT=number of hours downh
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clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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a. EIA LCof 44 2E 8%, BE W U U WSS J|Z e

. _system node run local sysconfig -AV
6_2dLICt

b. 2H2|Xt Aot £=F0IM MAY iy A 2E SRS ZHIYLICL vy AISE AAUX| 2= HIAX|7} HAIEH

—

SEBILICE system controller slot module remove-node_name -slot slot_number CtS HH S AldistH
219 £ 6-10| MAEE EH|=[ 1 ®MAHE QtMSICH= HIA| X7t EA|EILICE

::> system controller slot module remove -node nodel -slot 6-1

Warning: SSD module in slot 6-1 of the node nodel will be powered off
for removal.

Do you want to continue? (yln): vy

The module has been successfully removed from service and powered
off. It can now be safely removed.

C. 'system controller slot module show' HEOZ slot AEHE E2ISHC}.

‘powered-off WAH|SHOF St= WA EEO| otH =Ho| WA ZE £F MENI
HA[ELICE.

£ FZSHUAMR "SE man HO|X]" XtMIet LIE2 ONTAP HTEE FXSIHA2.

4. Y 2= HAZLICH
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a. 0l Bte| E2o| =0l ol Qi TS A Aol B2| E8l0|S of2YZ B2 Tk E2|0|Z ol
=E2lL|C
=-d .

b. 744 BE QR0 QUi |2t BRI £HES B,

c. 2 WSS K SELIC

d. 2 2|t Q70 £7}22 211 Flash Cache 28 7H2|0f 2 2ES U ASZHON Al 25 ZES

Flash Cache 2= 7H2|0{0I| M 7He =S 222 ©ff 0| =S X[&3HOF &Lt

o
= W7HX] A 2ES Ho|o REEA 2o E&LICt
c. A HS0| MXt2|of nFE wintx| S-LIC

d. #|o|2 22| E2flo|E & LIXIMX| SEILICH

6. CtS 3t 20| 'system controller slot module insert' BHE AR50 WM HHXZES 2202 ML},

—

Ct2 Y S HASHH L= 19| &% 6-10 TR0 HE FH[7t &[22 O] HZ|ACHE HAIXIZE EAIE LT,

::> system controller slot module insert -node nodel -slot 6-1

Warning: NVMe module in slot 6-1 of the node localhost will be powered
on and initialized.

Do you want to continue? (y|n): "y

The module has been successfully powered on, initialized and placed into
service.

7. 'system controller slot module show' @HMHE AF25I0] slot AEJE =HQISHT}

= - =

T S0 of thet JEf7t " AY'Q R Bk AF FH| 7t £ A=K 2lgfLCt.

8. uH| A ZE0| REtQ! HEf0| 1 QAR =X| =tolot CHZ &4 9| LEDZF HXN UX| 42X| SHISHIAIL.
'Sysconfig-AV slot_number
@ WA DES CE SZUHQ A ZEZ WHstE 22 EE =0 M SS YAl 0|S0|
HAIELICE

9. 7|E2 oH M3 E RMA X|Hof| YHE CHZE RF 71 LMt 2E S NetAppol| BHetgfL|Ch "2 Hhet 81w
"KEAISE LIE2 HO|XIE XA
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NVRAM Z&& NVRAM12 StER[0{2} 2% wH| 7ttt DIMMRZE F-EILICE Zol7t 2dst NVRAM 2= E=
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLo{of BtL|CE BHIS XIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= FS Aol 0{0F BILICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CLt3 HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
32
NARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AETt Rli= 22 HHO RU0{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAIE= B3R &4E ZESHE S25H7| Toi| EXIE o ZoHoF LICHEZ)
"= EE S8{AELE S|t

* MetroCluster T+ &E{7} PHEUQH EJ AFE 2 H & HENQIX] =2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl A2 AutoSupport HIAIX|E SE8H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YHSHAMIR.

gret o] 5. Ctr-CE +E& U3 HAIXIZt LIEILIHE yE FELICt
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AAR ZEDE £E o HArsol AES0|N 248 HES2IZ QIStLE BXIBLICE
ZEmE(AAY A 2)

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LICE,
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8. ZEE2{0f CtA| 0|2

o

HZSHHIR.

9. 7|02 22| E2f0|E B QIXIMX| SEILICH

SM 2: NVRAM DIMME W A|gtL|Ct

NVRAM Z=0{|A NVRAM DIMME uH|5t2{H NVRAM 252 22|

A
1. Otz HX|=|X] 42
2. PSUOIM H3 3
3. 8XJgt 2ol A=

4. AZZ2X0M chet

—_

5. NVRAM 2 E2 QHH Xl HHO| s&LIC

6. NVRAM 2= LHO|A w A DIMME &&LICt.

@ NVRAM 2= £H0|| Q= FRU ¥ 20|52

efolghL|ct.

7. DIMM &3 Hg +21

8. DIMMS AZllof| k=1 z2 €40 MIXt2|of| =& wi7tX| DIMMS

EX[gCt.

9. AZZ X0 NVRAM EEE MX|EtL|C}.
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a. Z 2|7t /o E'J'lf H=22[7| AEE HA] EES SR0| REEA 2o G2 O A 2KIE 92
27X &2 258 FMXt2|of EFLCh

10. HAEE2{0]| CtA| A0l =

o

HESHHIR.

1. #[o|= 22| E&fl0|E Be! 9IXI7HX| S-ILICH

FRUZ uAet 0= H & AH0|=S PSUO| CHA| &SI HEE2 RES MR EsHOF gLt

1. MY 70| E2 PSUOI CHA| ZoANR.
LHHOZ | OADER ZEZEO|M A[ARIO| THREIE|7| AZFRILICE

2. LOADER ZEIZEQM bye E TILICL.

3. 2AMEI HEERE CHA| E2toto] Y HEO 2 E|S2ILICt storage failover giveback -ofnode
_impaired node name.

4. X+ Hieto] H|ZH3tE|0f Qs 2R, CHS2t 20| CHA| 2#M3SHIAR storage failover modify -node
local -auto-giveback true.

5. AutoSupport7t ZHstEl AR Xts A0|A MMHS S/ sHH|: system node autosupport invoke
-node * -type all -message MAINT=END

HAEE2ZS ST O ALY ID HES HOIB TS W ARO| THEIQL=X| 2ol

o

@ ClA3 Heete NVRAM 2 &2 A g oot ZesHH NVRAM DIMM mH|0|= M 5| K| ob&L|Ct.

1. ZEER|JI RXE4 RE(EZETEE HA|)Q ER «> RX|E4 ZEE SF6H1 LOADER ZEXE: HALT 2
o|=stL|C}

2. ZIEE2{9| LOADER ZEZEO|M HEEZE SEStD A|AH ID7F LKX|SHX| g0t A|AH! IDE MF2}2t=
HAIXZE EAIE o _y £ A=ARILIC

3. GivebackO| 2t= & W7tX| 7|CHE LT OA|X| 7} mA| E o SHH HEER 2500 EAIE O 4
HEESO|M M IHEL A|AR! D7 XSO 2 SHEJ=X] 2l Ct. storage failover show

FE =0l|= 24E HEE2{0M AAH D7} HEEUCHE HIAIX|2F SH SHIE O™ S Af ID7F HA|=|0{0F
SIL|CE CHS OIMIof| A node2= WHIE HE M A A|AH! IDZF 151759706 L|C}.
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

4. ZIEES S CHAl MISELICt.

a. 4 zt50| 20lE HES2|o| M DHE HES2] 0| AE2|X|S BHEISHIAIR. storage failover BHet -
ofnode replacement_node name
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a. 7|2ulo| et2 El = HA 40| H4 HEH0| 1 HIO|Z 7t 7tsTtX| 2olgtL|ct _ AER|X| HYLH show _
'storage failover show' B&2| £&0f|= DtEL] HA|X[0[A HZAE A[AR D7} ZEHE|X| QfOtOF SHL|LCE.
S. CIATTL HHE & J=X| &lSgL|C 'AER|X| C|AT EA|-ARA'

ZEEE0| & LA = M A|AE IDE HAISHOF SL|Ct CHS G0l = node10| 288t CIAI N M A|AE! D
1517597060| EA|E/L|C}.
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. A|AEIO| MetroCluster 401 AL ZHEE2| AEE ZL|E{ZEL|Ct. _MetroCluster node show _

MetroCluster TAS HAN MENZ E|S2|2{M uN| & 3 2 M Za|H, 0| AL 2zt HEZ2of| A= MERT}
HAEH DR O|2{20| 2tMstz| 1 HA BETJH EA|ELICH "metrocluster node show -fields node-
systemid MetroCluster T+40| &4 MEjZ SOtZ W7HX| BH £2H0]| 24 E A|AR ID7F EAIEL|CE

7. ZAEZ2{7} MetroCluster 1A 0] Q= AL MetroCluster AEHO| I}2} 22 AL XE7} RHSH ALO|EQ] HEZ 210!
ZL DR Z ID Z=0f ClAZ 9| Y ARKZF HA|E|=X| =HolgtL|Ct,

etroCluster 71A0| Mt AE{QILICE,

Yo

° AEEZ= Mol AO|E0] U= C|23 9] Hx| 2 RAHALICE.

2 HXSM A2 "4 E MetroCluster FA0|A HA E|0| 32 2H 5! MetroCluster AQ|X|2H Z0f| C|A3
ARHO| HAEILICH & HZSIMAIL.

8. A|AHIO| MetroCluster #4901 AR 2t HEE2{7} LM E|0] U =X| EQISHAA| 2. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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9. Zt ZAEZ2{0f Cslf of| A== 2F0| 'vol show-node-name’ QI X| tolstL|Ct

= =
10. 242l HEE2| S CHA| E26t0] HA 2502 E|ERILICt storage failover giveback -ofnode
impaired node name.

1. XIS dteto] H[ZH3tE|0] Q= H R, CHS 1t 20| ChA| M2l AR storage failover modify -node
local -auto-giveback true.

12. AutoSupport7t 243t AR X5 AH|0|A MH S S)l/AX| 8iXl: system node autosupport invoke
-node * -type all -message MAINT=END
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12. g & StLIE A giLict

° NIC Y= ZES N5t M NIC Y& Z5S 2X¢ 22 2 ZEOf tjsli i3 HEHI S
MESHIAL.

storage port modify -node *<node name> -port *<port name> -mode network

° NIC &3 2= MAHsot 2AELX| YEH 255 24
=t "9¢ OHE HIASE"HERLICE

rot
oX

Q0| MHEICHZ NS224 RZE

13. ZAE 22| BOj| Chsf 0] EAIZ wr=gh|ct

/10 2= St A2 -FAS 70 %! FAS 90

DEO 2T S0 AE2|X| A|ARO| ZE ONTAP HAE 27 AR S EE5= 22 FAS
70 EE= FAS 90 2E2|X| A|AE0[A O[EH I/0 &S St 28T = UASLICE

Rl
fot
ro
OF

I/0 EE% St A5 AEE|X| A|ARIO| ONTAP 9.18.1 GA 0| &2 A& FQIX| 2elstil, AEE|X| A|ARTL /O
, o7 Aol =3 ot ARStL, N EES 22400 HE= Hectn, AEEX| AARS Y

A —Hd

§ Zof 7} EHAliSt 252 NetAppOi| BherstL|Ct,

* Forg dh= AER[X| A|ARIZE EE|MOE R= 0| 30| F=F AEZ|X| A|AR X|(II2tM) LEDE 2 +
UELICE SSHE A2 BMCO|| 21215} system location-led on BEE YHEGHUAIL.

AEEX] A|AEI0= 1K EA| LEDZt M 20 ZSE|0] JELICE St ZFHAF HA| o] 10 LIHX| St 2t
ZHEEZ{0f| JYELICt LEDE 302 52 AKX USLICt.

HHZ UGN 0|2t 7|52 HAE = system location-led off UYESLICH LEDZt HM J=X| E=
THH A=K 2ASHK] b2 32 HES =26t LEDL| MEE &Rl & system location-led show
0|¢|__||:|.

M H

1EHA): AEE|X| A[ARIO| BXt Q7 AletS SFSI=X| 2SI A2,

O| EXIE ALE5t{H AEZ|X| A|AZI0|A ONTAP 9.18.1 GA 0|42 &istn UO{Of 5HH AEE[X| A|A”I0| 2=
QT AIS SFMOF LTt

@ AE2|X] A|AEIO] ONTAP 9.18.1 GA O| &2 Aot QUX| t2 AL 0] HXIE AIE2Y & QICH
"/0 2= WM EA'S AF26lof LTt
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430 U1 DRXIOR HSots

()  Holaeut sagU,

Aoz w2t =
H

= O] XtE Tds

3. AutoSupport7t ZM3tEl 2 AutoSupport HIAIX|E =

AEE|X] A A”Of TH3l X AE|l= 5

L =3t ONTAP HZ(ONTAP 9.18.1GA 0|Ah S Algist Lt =Y
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=28 HH 2

asots 22 £ HES?

&2H0l A ONTAP2 Foi7h 2t I/0 222 Qs = ZHEED
S0, Tol7t Lot /0 20| ZE SHAE ZEJ ZHE0 A= FREHE HEERQ 2
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EAHE AlEst2| "o o

= &RS THISHHAIR.

dES ALt

system node autosupport invoke -node * -type all -message MAINT=<number of

hours down>h

OlE =0{, CHZ AutoSupport HA|X|= 2A|2F St XS #|0| A 4

node?2:
4. MEY =7} E0| 321§ A

? XS frets Hig gttt

[

42 Axect

:> system node autosupport invoke -node * -type all -message MAINT=2h
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a. MELE 2ot AEER{O| F&0|M OHZ FES YHYLIC

storage failover modify -node local -auto
-giveback false

b. AHSICH y XS EH=S HIZHSSIAINELIN?_2h= HIAIX|Z}

HAZ|H
T HEE ZF /O(HIOIH XMI)E ©S HAZ o|SHLIC.
st ALt

o. FoH7H LSt /0 RES MHIA0M HASHE MRS HAM ®AH FHIE LTt

system controller slot module remove -node impaired node name -slot

slot number

YHSICt y _AIESHAIZSL?_2ts HAIXIZF EA| = H

=

€ S0, Ch2 BE2 node 2(&4E HEER)Q &% 701 A= Fohvt st ZES MAHY = A=F

O O -

ZH[St1 MAHoH = QHHSHLHE HIAXIE EAIRLIC

node2::> system controller slot module remove -node nodeZ -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be

powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. ToHIH LT 1/0 ZEQ| 0| HA UA=X| 2elgfL(Ct,

system controller slot module show
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b. 2 2HX|S HE0lM Z|CHEt Ha| SEILICH
c. &itelz M 7ol Fn RES HEEY =M PAH ZEE 22[LICHL
/0 20| 0l X0 HEE[U}=X] 7|5 FHAIL
4. YEH DES Mz Hs| FLICH
o WHIE UEH BES EHN SRl AR
a. U=y Z=S SR JrgAte|of SEL
b. IES XHAEA &R0l Lo H10, H XS 12 EMX| S2 ZEE MAZ|ofl FHIFLch
6. 1/0 Z&0] A|o|2S HEYLICL
7. #A0|£ 2| E20|E EF ?IXl= SEUICL
4THA|: WA V0 ZES 22l HEf 2 TetelL|Ct
WHE /0 BES 220! MEiZ Metstn, /0 RE ZEJ MZHO R & 7|otE|UE=X| &Qlstu, £20f Hlo|
SEEEA] &It LHE, 110 2=0]| 222! HEjo] 1 QUM E[=X| SflgtL|Ct.
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/0 2EE WSt ZETL Fd HEZ S0H2 = LIF7t WM|E /0 2EZ E|S0F LT

97



98

a. C2 B2 YsiIR:

o

system controller slot module insert -node impaired node name -slot
slot number

b. ABICE y ALSAZELIN?_Eh= HIAIXIZE EAIZH

£ 2= 1/0 2E0| 43X = 22l HEN(THH AHH, £7(9 8 MH|A F)7t E[JS S HloHof
St
[=]

OIS 501, [t B = 2(AME HES2)O £ 72 22f0l MEjR BT T2 N|ATH ST
HIAIXIS FEABHLICE

rr

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on, initialized and placed into
service.

/10 2&9| 2t TEJ} 3 HOE X7|3}|U=X| QUGN 2.

a 24

r
N

ZIEER|Q 2£0M L2 B S LHSIMR.
event log show -event *hotplug.init*

()  mastmEelof ghols ¥ EE 7|20 3 2 HE A8 4 AL

Z&0||= StL 0| 49| hotplug.init.success EMS O|HIER} hotplug. init.success: "Event B0 I/O

EEOI 24 ZEJ 4SHOE XT|oE|ASE LIEIUN = LIE0| EA|=|0{0F L T}

OlE S0, Ct2 EH2 1/0 ZE e7b % e7a0l| it X727t 43S S HHFLICH



node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

E5t0 LS THAIE =RlStHAIL.

a. TE x7|stof AIjstH EMS 2EOE &
3. 1/0 2 £20| M0| SZE1 EE FH| 7 AR E|RA=KX] SOISHMA|L.

system controller slot module show

mjo
10

=3 210l= &% HE7I “powered-on'=E HA|E|0{0F 6tH, O|= I/0 2= %& FH|7t H2EUS

system controller config show -node local -slot slot number

IO 2E0| HEZMOR 2afol Ael7} £|0f QIAIEH H2ofl= 2RO EE HHES TS /0 25 HET}
HAIEILCH

g S0, &% 72| 110 2=0f thsh LISt FAISE ZH0| EA|ELICE



node2::> system controller config show -node local -slot 7

Node: node2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

S5CHA|: AER|X| A|AEHIS MA R AE{ 2 22I8tL|C},

AEEX| AMARE T 2E JEIZ SR E (20 wef) Ho| 2 E ZEES0| AE2|X|E ghetsta, (20
et XS et 7|s& S/, LIF7L 8 ZEo| A=X| 2lsta, AutoSupport XS 0| A Md 7|5E CHAl
oA

|

1. AE2|X| A|AHIO|A AgH 01 ONTAP X3t AEE2] AEfof| 2t Z o [t Q14E 7 E Z2{0f| A
AEZ|X|Z gkt At HHEtS 22l

ke, =Ll
Ol B AES2II NSO a AE2IK|S w0l H0| I E HES2S BY XS YR
THEHES o148 39 Bl SELIC,

storage failover giveback -ofnode controller
that was taken over name
22l HAEEESQ Z2E0|M XIS HHetS S Lot

[

storage failover modify -node local -auto
-giveback true
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atof... s L
T HEEY ZF I/O(HIOlE M3)E 2 HAI= o|SHLIC
ST ASLI

2. =2| QIE{HO|AT 8 = 8! ZE E05t=X| 2RIBtLICt network interface show -is-home
false

LIF7} FALSEZ HA|Z|H i LIFE 8 ZEZ &|SELICL network interface revert -vserver *
-1if *

3. AutoSupport7t Z2M3tE A2 XHs A O|A MES SARLICH

system node autosupport invoke -node * -type all -message MAINT=end

(2]
[l
X
0
o
o
N
nE

MSHHEZS NetAppOll 2zt

7|E9t 2 MSE RMA K| &0l 2HE thz QFIH Zdlst RES NetAppof| BretetL|Ch, "S5 Bhet 51 K[ XM g
LHE2 HIO[X| & HZSHAIL.

/10 25 WA - FAS70 3 FAS90

DE0f| o7 LMSHAHLE 2 FH Ot Ms EE= =71 7|52 X[26H7| 28 €8|0| =7t
ZIQSH AR FAS70 LE= FASQ90 A|[AEIQ| /O BEEE WH|ELICH A TZMA0=
ZEEDYE SFt, LEJL YMSH|)/0 RES WMot AEEHE MEESID, 2F 7t
SIS 2HES NetAppd| Bhetst= 20| TetEIL|CE,
AER|X| A|ABIO|M X|28H= DE ONTAP H{E0| O] HAFS AFRSH 2 QlaL|C).
A|EEsE7| o)

* A 2Z0| QUo{of BHL|C},

« AEZ|X| A|AEIO| [}2 RE 2N QAT HINZE RSsH=X| EQI8t T, XHS8HA| o= AL 7|2 X[ 2o

ZOSHYAIL.

x| 9 QX|E4 XS 2HSHE SO0 B4 B E WA HAE HK| 22 ASUS

o [ ] [ =
(D #8shAQ. Hmet ESD oY TX|S W2X| QOB HESe| S, AE2|X| M Y HESS
AglK|7t gREoR AME & YaLict
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|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLo{of BtL|CE BHIS XIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= FS Aol 0{0F BILICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CLt3 HAIXI7t LIEILIH yE FFLICt
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3.

NAY ZEIE EL ot el HESR{0M 24 HES2IS QASLE SHBLIC,
O=EOE

ngne

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LICE,

M 2: ZHEE2{7} MetroCluster0 U &LICt

@ A|AEIO| 2= = MetroCluster 14491 AL 0] MAIE AFRSHXA| OHAAIL.

Xt Sl MEHOl| CHOH FALSEZL EAIE|= 22 &4 ZEE
"= EE SHAELE S|t

* MetroCluster 8H0| A= AL MetroCluster A& MEf7} M0 Q10 S =7 AF 5l HA

o X oo

HEH('MetroCluster node show')21X| 2tQIsHOF ghL|Ct.

A
1.

AutoSupport?} 24%HEl 22 AutoSupport BES SE5H0 XS H|0|A MM S AMELICEH system
node autosupport invoke -node * -type all -message
MAINT=number of hours downh

= AutoSupport EH2 24|72 St AtS A|0|A WS AXMBLICH clusterl:*> system node

autosupport invoke -node * -type all -message MAINT=2h

HMAHMol AEE2{9] 240N 'Storage failover modify — node local - auto-g2tet false’E XH&
gketetL|Ct

EME HEERHE 20 TETEZ JIN7AIL.

EME HEEZ I HAE= J2{H...

Ho

OoOT =

LOADER HIA|X|7} EAIELCE  OFZ BAZ o|SELIC

gtet oH7| & Ctrl-CE +E CI= HIA|X| 7t LIEILIH yE FELICE
AMARIOIEDE o= Qs HAaxol HEEZ UM &4 E HEEHE SXISHHLE QIA S LICE
DETEANAH ¢ =) storage failover takeover -ofnode

impaired node name
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'Storage failover #tgt - ofnode_impaired_node_name
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o HEfe] ZEED 2&00|M XIS et =2

—

storage failover modify -node local -auto-giveback true
4. AutoSupport7t 2d3tEl AR XS #|0|A HH S SRIL(CH

system node autosupport invoke -node * -type all -message MAINT=END
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* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC
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metrocluster node show
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system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLo{of BtL|CE BHIS XIgHst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= FS Aol 0{0F BILICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
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* MetroCluster T+ &E{7} PHEUQH EJ AFE 2 H & HENQIX] =2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl A2 AutoSupport HIAIX|E SE8H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YHSHAMIR.
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