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ie)
r2
o
~—
)
5
<
D
S
S
3
S
3
D
S
™
S
3
Q
o
D
S
Q
3
D
o
>
Q
S
Q
D
Q
3
-
)

c. 2tF HaTt o gtz 2YE
HESHHAI2.

d. 'aveny' HS A3t HE LIS MESLIC.

o. i3 =2 A" 0| w2} CHELICH

gmﬂ 2HLC 7| 22|X}, NSE EE= NVEZF M El A 2 0|SEL|CH Z 0| w2t OKM, NSE 2! NVEE
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° AAE0| 2EE 7| BE|X}, NSE £ NVEZF 70 AKX §42 ZR O] MMO| THH|IE 2AZ5HAL.

6. LOADER ZZI E0j|M 'boot_ontap' HHS dEtL|Ct.
HAE = LHE... L= s
20 TZ2TOE CHS CHAIZ o| s &fLCt.
gt oio] ... a. OtEL| ZHEZ2{0| ZaIgtL|C}.

SM 2: HEE2{7} 2 E MetroCluster0f &LIC

USB E2}0|E0i|A] ONTAP O|0|X|E HElstT &t

b. 'storage failover show' BHE AFE5t0] Bt HAEE2{7} Hiet

=H|7} 5| =X| SlstL|C}.

=& A0IES THEH ZEEZ 0| HERILICE

'storage failover -fromnode local' BE2 AE5I0] ZHEEZE HHEsH A2,

S AE TE2IXE0||A net int-is-home false HHES ALR3I0] =2| QIE{m[0]A

"false"2 HEA|ZEl QIE{HO|AT} Q= AR "netint revert” B S AFR3SHH sHE QI

E[SELCH

=& A0|22 2lEl ZHEERE F7]1 rsion-v EH

7|58 B3eLCY,

—_—

oX
r

5 2feldlof gLt

O] EXt= 2= E MetroCluster 42| A|AHIY| HEEIL|CE

14

O[0]X|= USB Sa2iA| E2t0|20j| M T2 2 =E Lt

a. My FdS FAUSIEHE HIAIXIZ LIEILHH "n"S +&LIH.

AlsHslo] ONTAP HZES

=
. 'storage failover modify -node local -auto-#tgt true' @S ALESI0] XI5 et 7|s

- LOADER ZEIZEO0|M USB EeiA| E2I0|EH0[M =5 0|0|X|E FESHA|2: "boot_recovery"

|25I7{Lt ot HO| 2t otofl EAIE 7|2 O|0|X|E = A RILIC.

b. M2 HX|3t AZEL0IE ALt H MPESHEh= HAIX| 7} LIEHLIH 'y S FELICH

DEDEJ} BAEH RE T2 AZ S0H ZH|7} E QL

mufn
O

ANAHEIO| 2EIE 1 Press Ctrl-C for Boot Menu HIA|X| 7} LIEFL}H Ctrl-CE +

otA HATL o A THE H™HE|N J=X| &lptLCt,
a. Tt EE LOADER ZETEZ JtMZiL|C}

b. printenv @HOE 2tF tH4 MM S SQlsiCt

o o—

1 Boot Menu”Z} HEA|=|H

mjo
o
>
rot
oY
40
o
rc
ot

SM

—



7t ol A2 MM E|0] QK| 2™ ‘etenvenvironment-variable-namechanged-value' B2 O 2

o
ri
o OH
i

d. 'avenv' BHS A0 HE LIS MEHLIC

2= MetroCluster 7+ - FAS82000{| A OO 2|H|O|EE CIA|
MetetL|Ct

2= E MetroCluster 0| A 2&! D|C|0] WK|E k=2t £ FAS8200 A|AHI0f| A
MetroCluster AQ|X|8 XA S SsHSHMA|R. O] BXIo= E Y *EEW 7+ HA(SVM)
AFEff 2HQl AQ|X|EH 2 M3 2|1 F7|3F AA SYMO| 2ZH IZI 3 E0|M HI0|EE

X Zst= ’é“é! s ”EHE —T“SOI S 5t=X| =elst= 20| TabEIL|C

FAS8200 A|AHRIS 5 HEI O|C|0| S HAI2H XKL Ct Ats 28! 0| 571 = X[ X| ek&L|Ct.

0| &t 21 E MetroCluster A0t MEIL|C}

|

1. RE =7} "enabled" AEl(MetroCluster node show)di| Q=X| &tolgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X]| 2HQIBHL|CE. "MetroCluster vserver show'

3. 23 =0 98 £ E|= XS LIF 0r0|12|0|M0] 'MetroCluster check lif show'0l]l d2XO 2 AR E|}U=X]
4. HAEO| S AE | Q= BE LE0||A 'MetroCluster A S| K| HEHES AFRSI0] AQ XU 2SS |CT,
A QK| Z2A0| Z LR/} =X| 2 QIBL|CE 'MetroCluster show'

SHAETEIT| & - A9 X" HEHof AT A K| ZHHO[ o

=
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

kel

SHAEHZHE Y RO ALH 2K ZI0] 2= ELICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AQX|H S 2tZ25H= | A|ZH0| @2 Z2|= ES MetroCluster config-replication resync resync-status show
HHEZ ALEot] I Il 7|E M| HEHE el &~ USLICEH

6. SnapMirror &= SnapVault 42 CiA| & SL|CE.

A=l 57 - FAS8200

FAS8200 A|ARIC| wA| £l O|C|of0f Yzt AMHS SRSL|CE O] EX}of|= QtH St Ci|o|EH
OHM| AR MESE A AH] ZtE 2 HAESH| 2o 2EE 7| 22| X} OKM), NetApp A E2[X|

A SSHNSE) EE= NetApp 25 AT SHNVE)ZF 2AsHEl A AEIY| CHEE BH| = THAIE

b= 6= 20| ekElL|C

FAS8200 A|AE2 5 £& 0|00 =7 X2 X JELIL. Zts 28 0|L| S7= X A= K| A&LIC)

T o

7| 2E[XF FAol| et A|A-O| 2ot SSH| et HE e HAHIE %Eﬁwlﬂ A ARIO|M O 7| 22|XHE
AMEBHEX] S| 82 32 FE 0IC(0f uA| BXtE AIRE f et FS &flstMR.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE YEE ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SRASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SOt Ba0| OLRE YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

19



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £El

X ZEZEES BEAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| ol 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BEAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HB 7 HIAIX| glo| ZBAE ZEXET} WEELICH S7|2t0) Mfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gLt Zapot LIEHLHH O O& Z2pvt Bhet=|X] g8 Wi7tX| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAE LEL AN CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A

23



* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP NH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz 5|3 O HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|CE

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

xHE wist

[y

mjo

H

Mot

Mslst A

o -l =

o ol.
e 29

storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

Hol7t Mot HES NetApp-FAS82002 = HtetatL|C}

7|E2t e MSE RMA X B0 EFE 2 @77 2dst 252 NetAppoi| #HEteL|CE
H

ke IT
T

= Hreh S A"IEMISE LHE2 H|O|X|§ HZESHH AL,

—

FAS8200 A|AEI2 =5 F&! 0|C[0f =7 X2 X JEfLIC. Zts £8 0|0 S5 X A= K| &L
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