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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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* TR UEX KYUS =HRISHMIR.
° Onboard Key Manager(OKM): 22{AE| HA| &< 5! iR Cf|0|E{7} ZREtL|Ct,
° QIF 7| HE|XHEKM): TEL =E0{|M Tt THY0| et}
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

CHA|
1. LOADER ZEIZE0fA 2El 0|C|o| 27 TZNAE A|ZFEFLICE.

boot recovery -partner

SIHO| Tt HAIX[ZF FAELIC

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. 22 0|C[0] K| S ZENAE DLIHEFLICH

TZ2MATL 2EE T Installation complete HIAIXIZF EA[ELICE
3. AJAHI2 3}

efelst Chg HIAIX| & otLIE EAIRLICE

—

i
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key manager is not AAEIY 227t AX[=2[0] JqX| AELICE

configured. Exiting.

'Storage failover 82t - ofnode_impaired_node_name

C. 2 7L} AFS BhE CHAl 2ds) HlghgstEl 3.

—

key manager is A2t X =[RASLICH 2 710 | 2E[xf =3 .
configured.

AAERIO] 7| ZE|XF Y2 AES 5= Bl 3% 2F HAIXIE EAlSH 7| 22| X7t LG = 0f
@ UEX], O FA(REE E= 2[F)QUX| =elstet= HAX|ZF EAIELICEH ALt o AIX|of
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AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| A[ZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMAE A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH &2 S ChA| LZSHAIR.

d. HIAIXK|IZF EA|E[H 28 E 7| 2t2|Xtof| Cist 2] ClO|E & YSHAIR.

ot 27 gl wel flofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIX|= 577t 43U SS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t AEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FsL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} EAIE[H EKM 7+ B3-S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) It LHEE UHSGIMAL. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TIEL LEO|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBS R EFEX| $oH AARO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE CEA| HHBLICH boot recovery -partner
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ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

d AE2X|E =S HEEYHE o ZUC = =S

'Storage failover 22t - ofnode_impaired_node_name '

2t &b BtE THAl 2t HgdstEl 3.

5. XHS BHBt0| HIZHESHEl A ChA| EHSELIY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZM3tEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B
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