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° Onboard Key Manager(OKM): 22{AE| FA| &
© 9|5 7| RHE|XHEKM): TFEL LS ojlAf C+S TR0 LRSI}
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem
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1. LOADER ZEIZE0|A 2El 0|C|o| 27 TZMHAE A|ZFEFLICE,

boot recovery -partner

SHHO| CHS TIAIX|7F EAE LT,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. HE| O|C|0f MX| 27 TRNAZ DLEBLICH
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key manager is not AAEIY 227t AX[2[0] JqX| AELICE

configured. Exiting.

'Storage failover 82t - ofnode_impaired_node_name

C. 2 7Lt AbS 2hE CHA| 2ds) Highgstel 3.

—

key manager is A2t X =[RASLICH 2 710 | 2HE[xf =3 .
configured.
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AAEI2 CF2 HAIXISE EAISED BootMenu &M 102 &A5H7| AlZFRL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE ZQIX| 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H R2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH &2 S ChA| YZSHAIR.

d. HIAIXK|IZF EA|E[H 282 E 7| 2t2|Xtof| Cist 2] ClO|E & YUSHAIR.

ot 27 gl Wl fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t AEf7t &l 1 ZS3h=X| &elstM Q.



g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ BE S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE ASM LS| o2 FAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt

11
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v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP Z2{AE{ UUID

Notice:

L4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 SHAE
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO| P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|At MM S l=fgiL|Ct.

(=]

* 7|2 AHIO|EY0|9] IP 4



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO|A MAETH DY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE CHA| HAHBLICE boot recovery -partner



7| 27 2F U Z1 HAIXIS] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2t &b BtE THAl 2t HgdstEl 3.

5. XHS BHBt0| HIZHESHEl A ChA| EHSELIY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S#ot L E7} 7tSE|0] T|O|E{ S HMSdt1l LIH"Z20| A= FZ= NetApp= Hretefl

FAS8300 EE= FAS8700 A|AEIS| 1M 9A7r DA FAR, NEEE 252 NetApp 22
SHM|R. . "2 E ghet Bl A" XiM[et LI 2 H|0|X|E HZdHA|K.
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o
i
-

=gl ojCjof - 4
HElOIC| 5 27 YI2EZ - FAS8300 2! FAS8700

FAS8300 AEE|X| Alﬁ';:g!9| HE O/C| DHE AZSHH nK| @7 Alst HAE, 255} AFER
siol, ZIESa| Z2, BE 0/C]0f R4, 27 0|0[X] HE, ASs 2@, AAH IS golg
AestA| 2.

AE2[X] A|A-OM ONTAP 9.17.1 0|2 & 52 R LIZS AIESIHUAR."AIS 22 57 2P . AIA-0f| A
O HTS| ONTAP &l B2l Z2 & £& 57 EAE AHEdHof LTt

o "HE OIL 27 AldES HERLICH"

o

S 0|00 uH 27 ArgE dERLICH

"ZEE2S SR

OIC|01E wA[SHOF & i AEEHE S=YLIC

o "HE O|C|0E wHRfLICt

| A 22| 2E0jA F7F 2det 28 O|C|{E M|7{5t wH| £ 0IE[o{E EXx[et OHZ USB S2iAl =210|EE
AHE3I0{ ONTAP O|0|X|E *%E* |Ct.

4
om

"= O|0|XIE RY LIt

USB =2t0[=20j|A] ONTAP O|0|X|E REot1 Ij A|ARS S CH2 2t8 HaE gLt

"EOH 7} S HE S NetAppl 2 BhetgtL|Ch"
AX|Eo| 4 E 2 @F 7 2Hdlst 252 NetAppol| ghetetL|Ct.

=3 8 0|00 57 27 Arg - FAS8300 3! FAS8700

FAS8300 fE= FAS8700 A|AHIS| HE DIC|0{E WA[otr] Hof d3X2l uAof E2et 25
At SF5H=X| 2elotM| . of7[ofl= HES 39 ME 20| /= USB E2HA|
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bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

C2to|E7} Q=X], 22|11 SHHE W 28 ZX|7t A=K 2elst= 20| ZHE L)

|AI-% AlSH

AEZ|X| A|ABINA ONTAP 9.17.1 O| A

0 H B0l AR CI22 ABSHA R ItE 22 S ZA . A|AR0A
O|F HZT2S| ONTAP £Hl 52 22 +3 RE =

S
T HXAHE At2dlof gL},
USB Zz2i{A| E2t0|E

* USB Z2|A| E2}0|E 7} FAT32 X| 2tQlshM| L.

* USBOl= L2328 MEY = A= S22t MT 80| A0 &LIL}. image xxx.tgz T,

Hu
H
>I:l
m
:Q
HF

oh =

S AISILE image_xxx.tgz LFYS USB Z2HA| E210|E0f| SAFELICt. O] IU2 USB S2iA| E2H0|EE AHE5H0]
ONTAP O|0|X|S H&e i AFSE LICH

T8 @A uH|

Aot 14 A4S NetApp OlM HSeH uH| 74 242 WAISL|CH

- O = — — o AN —
* AL HESE = 24 E HEERQ HA TIEHYLIC
Ch= A
S8 O|IC0E uHghs o 2Rt @7 MS AES = £ "8 DIC|0of| M =ot 7| X 8 HES efelgfL(tt

i
Safgfiof BhL|ct.

o 7| X 2 AMef =0l - FAS8300 5! FAS8700

2
E2|X| A ARS] HO]E 22tS RX[Sta{EH £ DIC|{0[A Z=et 7| X|R 8l JEiSE
QI5H{OF &fLICt. ONTAP IJH’SOI NVE(NetApp %E A=l E X|-HSH=X| 2elst
EEc|E S=ot7| ©of| 7| 2e|Xiot 2 AEflX| =helgfL|Ct,

A E2|X| A| A0 Af ONTAP 9.1 A F2 ZR OI2E AESHIAIR. "It s FE =+ ZXP L AJAHIM
O[T TS| ONTAP ¥l Tl ZR =& RE =7 BAE ArEdH0F ZLCt.

1EHA): NVE X| 2 S 2fQl5t1 SHHE ONTAP O|0|X|E CIR2ZE5HM K.

S8 0|C|o] WH|E /5 SHHE ONTAP O|O0|X|E LI22EE = ATE ONTAP HTO| NetApp =& L= SHNVE)SE
X #&st=A i.*odﬁﬂﬂﬂ.
ChHA|

1. ONTAP HT0| Y=ot S X|S=X| 2elsth Q.

version -v
Z30| Z2El 10no-DARE B2 NVE= A2 Q1 22 AH HHO|AM X2 =[X| ¥&L|CH

2. NVE X| 0] w2t & $t ONTAP O|0|X|E CIR2ZE5HAM| K.
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° NVEZ| X|2lZ[= ZHL: NetApp Volume EncryptionS AF235t0{ ONTAP O|0|X|E CIRZE=%LCE.

° NVE7} X|E|X| ot= ZA2: NetApp 25

2/ 5} §l0] ONTAP O|0|X|E CH2ZESHAI K.

@ NetApp K| AO|EO|A ONTAP O|0|X|E HTTP = FTP A|HLI 22 E0Z
CtRZCgtL|ct 2E! 0|C|of WA A 5S¢t 0] 0|0|X| o] ZeBtL|Ct,

2647: 7| ER|R} Abef 2ol W 4wy

EHE HEERE SEoH7| Hof| 7| 22|X 42 2felstn st HHE MASHA K.

£

T A AR M 2detE 7] 22|XHE ghelgfuct.

—

ONTAP H{TQIL|Ct 0| S AlSHBH|C}
ONTAP 9.14.1 0| A}

security key-manager keystore show

* EKMZ AHE5HH mrm O] HE SH0f| EA[E LI,
* OKME AHE3HH orm O] HE Z20f| EA[ELICL

o 7| 2R B™E[ YX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[S}

security key-manager show-key-store

* EKM2 AFE6IH external O B =30 HA|EL|CT
* OKMZ AFSHH onboard 0| HE £20f| FA|EL|LCY.

« 7| 2| Xt AHE[O] JqX| %2H No key managers

configured & £&0|| 0| TA|EL|CH

2. A A=) 7] 22| X7t &0 AEX| o R0 W2t CHS & StLHE @ L.

7| 22Xt M E ZR(EKM = OKM):
a. 7| ZE|XIoM 2IF 7| MEHE HEAISIEH 12 2| BHES LHSINIR.

security key-manager key query

b. £22 HES Y S 2RISHHR. Restored E. 0| E2 7| 2|XHEKM E= OKM)2| 215 7|7t §3EH2=
SHEA=R AR E LIEFHL|CY.

3. Fstel =g H2|X FHE| w2} HESH HALES 2E6HAR.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|7t EANE= B2 true SHE S0AM:

>
0z
ul

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
>t
i
el
0%
ot
4>
30
>
I~
o

° 7|17} CHE S EAISHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query
2Ol FM 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4E HEESE QoA E=stn 7 EXE TAHY = ASLIC

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 2t2SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE mAIFLICY
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FEE 2EE 7| 22| = E YHSHMIR.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5IMIR.

d. BE= 2F 7|7t SYUEU=X| =elstA Q.

rin
ol
rio

security key-manager key query

OIS F=MR Restored € EA| true 2E 215 7| Y Key Manager SHO| EA[ELICt onboard .

set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
i. 7| 22| eid MHE FA|BL|C},
security key-manager onboard show-backup
ii. HHQ! MEE o] mplo|Lt 21 I ZAFEHL|C},
uH| B B0l OKME S22 S70l0f = 22 0| i YEIL EREfLIC}
i. 22X} REZ =S0F}17):

set -priv admin

NVE EE= NSE 222 220t 202 &AM F HEEZ Q| SR E 2t=6l|0F SfL|Ct. M|
=l 7 E QSHMAIR.

AE2|X| A AHO|A ONTAP 9.17.1 0|42 A% 591 Z2 CISS AESHINR.AE RE =27 HAl . A AHof A
O[T B{ZIo| ONTAP A% 591 A9 45 K 27 HAHES ALGoHOF BHLCt
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1. 2AME HEERE 20 TETEZ JIH7HIAL.

EdE AEERHI BAEE B2R...

]
i
rg

LOADER M|A|X|7F EA[EILICE ZHEEZ 2 & MAH £ 0| SgL|Ct.

"V|ME TICElE B Ctr-CE =& U3 HAIX|7t LHEHLE yE =S LIt

ANABRIODEDE = 245 HAMHQI ZHE E2{2 'storage failover takeover -ofnode
DETEAAH Qs Q1) impaired_node_name’0i| A &&E ZHEEZE Q5L SEHLICEH

< rp
u [%

Vel AE S0 7|23 J|LE[= &... O] EAIE|H Ctr-CE +E LIS
SEELICH

2. LOADER ZZIE0|M 'printenv'E Y245t0] 2

© o

rin
rg

Z HAE HNELICH 23 ordof £8 XMETLICt

ro

=]
2l 3K

N
e

MEIQAL SISO ot FP SSHR 22 4 AL,

SM 2: ZAEZ2{7} MetroClusterdi| &L|Ct
NVE EE= NSE 2 S 22t F0f|ls &M% HEEE{Q ZE2E 2= 6l{0f Tt

® o

LM% ZESRIE SRoIY HES2| MEHS Solotn, LR AL ATl HES2 Tt A4 E HES?
AE2|K|OIM BHlOIEIS Al HZE 4 ol

=

>
|>
g
el
N
|.|-
[N
=
@
o
O
C
@
@
-1
x
o
oX
4o
=l
|1kl
Ras
[
>
o
Of
Ral
=]
>
>
fo

* LCOH20K Ol el 2HAETE A= 2 FE0H JAOOF BfLIC SHAE7F Z | gL o HEEE 0 A+ 8
HEHOf| TH3l FALSEZ} BEAlE|l= 2 &dE AEERE S=ot7| Hof| 28 E sHZ8HofF LChEZE) "==2
ST AEC ST[SHRfLCt.

* MetroCluster 30| = 22 MetroCluster M8 AEf7} LME|0] U0 s =7 A 81 YA
Al ('MetroCluster node show')Ql X| 2tQlsH{OF BFL|C}.
THA|

1. AutoSupportZt 24 %}t=l A2 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SE5t0{ XIS HO|A MM S AX|ELICt
CtS AutoSupport HA|X|= & AlZE SO Xt& 70| A MM Z AXISLICE ' clustert: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

2. HM=Eol ZHAEZER| 9| 40| A 'Storage failover modify — node local - auto-2t2t false’S AH5 O 2 whetetL|ct
3. 2ME HEERFE 2 TEOEZ J1H7}AA L.

SHE HEERI BEAE = E2...

LOADER H|A|X| 7} EA|EILICH

20

J2E.L.

CHE CHAIZ ol SELIC.
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2 E HEEIL A= B2... JEH..

gket o] 5. Ctrl-CE 2 Ct3 H|A|IX[7} LIEILIH yE FELICH

ANABRIDEDE = 245 MKl HE E] 'storage failover takeover

DETENAH s =) -ofnode_impaired_node_name_'0|A| &4 E ZHEZZ{E Q5L

STt

o AEEE o 7|28 S J[te|= ... 0| BA|Z|H Ctrl-CE =E L=
yE SEHUCH

EHE HEEHE S=otHH AEER HEIE &eloty, 2ot ZR AEER TS Tt Yo HEE2{7t
&g HEEY AE2[X|0|M HIOIE{E A% FMSSH=S oljof LTt

S S50t H 0| ZAtQ| oix|2tof| W S5 EXIE A FO0{0F gLct.

1. MetroCluster 2EHE 215t EOj7} Q= HEE2{7t RSO E YA ZHEE2{(MetroCluster show)Z
Metz| R =X] SolgtL|ct

2. X3 EA7h LER=X| of 20l 2t CHS FOl| ohat T BLICE

HEEY &4 6% 12{H

It RSz M= ASLICH CHE CHAIE TIASLICH

It RS2 HBEX| SUSLILE Y ZAESE MetroCluster BA| 7|52 Sl Al2l2l 2H SE2
ABHSIC}
T o=

7t AtSo 2 M| X| Qb HEH HAIXIE BESHD 7tS3t 32 2X|E s ATt = CHA|
'MetroCluster switchover' BHOZE A|Z3IMAIR. 2HE sHEE 4 Q= 70"—?— 7|z X[ EM0| 2olSHMAL.
HetS A YO, AQX|H T}

HEE[ASLIC

3. HYEQl 22 AE 0| M 'MetroCluster £l EHA| TA HHS M50 H0|E 0i22|AH|0|ES MS7|SHELCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X R7t HEE|™ -override-vetoes' OH7i H4-E AL S0 'MetroCluster 2Hel' HH S MAIME 4~ QELICE O]
MEfX D7 HA-E AFRSHE B AIAH2 E7 A2 WX[ste ZE AZE H|QI2 EQEL|Ct.
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4. MetroCluster operation show & Z AHE610] X40| 22 E[ A=K

st
=1y

controller A 1::> metrocluster operation show
Operation:
State:

Start Time:
End Time:

Errors:

heal-aggregates
successful

7/25/2016 18:45:55
7/25/2016 18:45:56

5. 'storage aggregate show' HES AFE35t0{ O 12[H|0|EQ| HEHE &tolsty

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols

Status

227.1GB

mirrored,

227.1GB

normal...

aggr b2 % online 0
raid dp,

6. MetroCluster 2t tHA| FE 0
sH™etL|Ct.

H12|H|0| E( heal-phase root-aggregate)

M S AR

oco=2

oIBtL|C}.

A2,

Nodes

mccl-a2

St RE o 22| AH|0|E

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
X7t HAREH -override vetoes DN7HEHAZE AFR3S}0] 'MetroCluster 2Hel' HEHS R AISHE 4= QUISLICE O]
MEAX Of7] HE A8 3R AA-R 57 &S EX|5h= 2= AZE H|QIS - L|C.
7. CHA 22{AEO0| M 'MetroCluster operation show' E@HS AF250] 2Hel 20| 2t Z E[Y=X| 2QlBtL|Ct

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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6. ZHEED RDES AYA| 21O 2 2lofLHL|C},
ZHEEY 2= oltts MAl S22 Zo{E mf X|X[Sh=X| =tQletL|Ct.
7. AEER 2RES HHA0| 0 HWHSH HH0| s&LICH

2¢HA|: B8 oM & wAlgL|Ct
HEEZZ ZDE0AM 2 O|C|0{E #2 CH2(HEEY ZEQ FRU M A=) X|&lof| w2t wA|sHof S|ct.

ZEIXT} Aot X|2F 28 0L E wAsHr| Fol| 28 0|C|0{9] LHES X|2= A0| E&LCE
=
=

A
YA "2l2dof tigt 28" & YESHAIL.

(i) MASl chgt_Statement of 3124 2 EAIBH2{2 NetApp Support AFO|E 0] 2 1918}0F gLICt,
C}S OfL|m|o| A, T2l tE= 7|2 &l CHAIZ AFRSHO] Rl O|C|0f2 TATt 2 AUBLICH
OHL|TH[O| M - B2EI O|C|oZ mA|EHLICH
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a. NetApp Support AFO|E0|A USB EaiA| =2t0|EHZ XA MH|A O|0|X|E CHR2Z =5 S AFEL|Ct
.. MH|A O|O|X|E ME2| Z] Z7H0l| CHREE=SL|CH.
ii. MH|A o|0lX|Q] =S SLICh
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+ 220 ANE HES2{0| A 0f YLK HOISHHR,
+ =7 0|0|X|7k TEHE USB S2HA| S2t0| 27t YL=X| SHOlehHR.

* AIABIO| QBHE AHBSHEX| SHOISHHIR. Qe shat SAsheE|of QUK OLR0f et BTN HES S4S
Aetaiiof stict.

£
1. 245 71EE2{2| LOADER ZEZEO0|A USB Z2fA| =2t0|=0f|A 57 O|0|X|E 2EBLCt.

boot recovery
£5 0|0|X|= USB E2HA| E2t0|E0f| M CH2 ZEEL|CE
2. HIAIX|7t EAIE|H O|0|X| O] S YLt *Enter*E =21 2= ¢tofl EAIE 7|2 0|0|X|E HERL|CH
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ONTAP 9.16.0 0|3}
A= HAEERQ IIEL] HEE2{0f|A CHS THAH I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHE 2 SF2M|R. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| HES2{0)M: 24 HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: HY B9l BYS MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43xel =8 9o tAIXI7 EAIEIH NetApp XIIZ0]| 2/6HS.
e. IEL| HES2|0|N: B2|xt $EO2 S0pp:
set -privilege admin

f. ARl HEER{0|M: £27| vy ZA0| 2 I was the restore backup procedure
S ?

g &ME HEERWNM: £27| vy &AO0| Z I .would you like to use this restored copy

now?
h. £24E HEZ20|M: 27| v BELSI2t= HAIXIZL EAEH OHE2E FEMK. ctrl-c RE HlF7t
Helmy
I 24E HEERO|M: LIS B oILIE tMl 2
* A 2RO A HE AESHA| gf= 2R RE HIRoM _S4 1 28 2&_S dESHHR
" AMARIO| A2 SHE ALEStE AR CLIZ2E 0|SSHM|R."Y=otE Sl CH

ONTAP 9.16.1 O| &
S ME AEEZ{O|AM CHS THA E 2t2HN|R.

a.

1=
r

o Sestets HAIXITE LELR 7|8 v LI

S A7 d3Ho2 hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 215t2t= HIAIX[ZF EAIELICE
C. =20y S E F4E AEstets HAIXIZE A= E.
d. =20ty LEE XF-SI2HE HIAXIZF EAIE LI

e. F2Cty CHA| MBE-StEN=E HAX|ZF BAZH OHEE FEMR. ctrl-c B8 HFIt 22 0.
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storage failover giveback -fromnode local
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= getot 2 LAl 2dststhR.

storage failover modify -node local -auto-giveback true
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ONTAP EE! 070X Onboard Key Manager(OKM) 7188 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 2ot YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

TS QURfot SoF Ba0 OLRE YT EAE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 22 XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $H6I7| o 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 220 Ot HAIXIZ7E EAIE| =X 2I5th .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7} EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C



1.

12.

OlN| ZEZEES HEAL|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HB 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0) Lfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 257t 285D S7[3t7}
NZHOoE A W] A4 DK ohHIK.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HretotX| gLt Zapot LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EA|=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZEES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ASILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP MH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 5|3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

Mot

Mslst A

o -l =

=H:

o
2

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

_

Almffst HE! 0|C|0{E NetApp - FAS8300 %! FAS8700 2 2 Hi3l

|EQt EH M 2El RMA X[ &0 MHE CHE QF 7 2ttt EES NetAppoOl| EHetetL|Ct.
"EE Hiet S WH|"XEMSH LHE 2 H|0|X|E FZTSHUAIL

e BE= WAl - FAS8300 3! FAS8700

AMAHIOM 2E0| QEEIQICE I*?JEIi’iEfE T2l AutoSupport(ASUP) HIA|X|E SE5t=
AR HEEZ RE0AN NN =S WH|sHOF stH, 2= A| StX| O™ MHs50| X LTt

@ Ver2 ZAEE2{ 2 =0|= FAS83000&= 7H*' 2= 20| ShLtat JIEL|CH FAS87000f|= VER2
ZHIEEZ| 2=0| IELICL A BE 7|52 A3 MHe a2 WX ASLICE
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g4 1: ol 7y
245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|0IA HOJEIE A% RBE 4 YEE HES2IS Q4o FHLIC

Of ZhHofl CHaH
LEOF 20K Ol &l 2 AE T = B

2 HEol| A0k LT S AE I B0l gL Y& HAEES0]| X4
S HENOl THO FALSEZF BAIEl= E2, &4E HEEHE S=5H7| Tol| 2XIE sHZ8HOF °*LIEP

"= EE SHAHL S7|etg ot

WAl 2=2 wHSH7| Hofl A 222 LHES XIZ + ASLICH

1. 71d 2E9| HO|E{7} Y=ot X2 22t El i =M HIO|HE 25 X1 JHd ZE0] H0|E{ 7t Gl=X|
stolsfof & 4 YALICE

= T AMH

a. 7JHA R E2| H|0|EHE X[ZLIC}. system controller flash-cache secure-erase run
-node node name localhost -device-id device number

@ “system controller flash-cache show Flash Cache C|H}O|A IDE RE= 2R HY
Attt

o

b. FHA D E0f|A IO|E{ 7} AXE[A=X| &IBtLICE system controller flash-cache secure-

erase show

AutoSupport?t ZM3t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=_number_of hours_down_h' AutoSupport HA|X|E S E5t0{ X5 70| A MM S AX|ErL|CH

— oco=

CHZ AutoSupport HA|X|= & A2 St XHS 70| A MMS ARX|BHLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

3. HAHQI HEZ2{9| 2&0f| M 'Storage failover modify — node local - auto-£t2t false’S X522
gtetetL|C
4. 24E HEERE B0 TEIER JINIMYA R,
£ E HEES I HAR = J2H...
82...
LOADER HIAIX|7t EA|EILICH  CHS EHAI= O|SEL|Ct
L Ctrl+CE & L[I2 yE +ELICt.
MNAB DEOE £= Qg EHE HEEY 7 Het 7| 2l Ao = LIEHLIH HE S Fof =X
DEODEAAH Qs Q1) takeover - ofnode _impaired_ node name _ 2(E) QAISHHLE

of
SCHLICE ofmf 2AMEl HEE2{7} gtgt Of7]| £01 o2 LIEH I
Ctrl+CE ¥ = yE +ELICL

SM 2: HEEZ{7} 2 E MetroCluster0f| &LICt
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EdE HEEHE S=olc{H HEES] HEiE =Qlst, Bttt F@ AESE WS Tetsto] Xl
HEE2 7t &4E HEEZ 2AE2(X[0M HO|HE Al MISot== siof ZLICt.

* Y UEER 0| MAS SS5t2H 0] BAtQ| Oix|2to]| M3 S5 EAIE A F0{0F HLCt.

—

1. MetroCluster #E{E 2Q1510] Zolf7t Y= HEER{7t RSO 2 H4 ZHEE2{(MetroCluster show)Z
Mete| A =X| ZeletL|Ct

-

2. Xts BH7t LUM =X o R0of| 2t CHZ FO w2t TidetL|Ct.

HES2 24 ofx 2w

It RS2 HEE|ASLICH ChE HAIS T SfLICt

Jt XEoE HMetE|X| AASLICH T HEEZZ MetroCluster BH| 7|52 Sl A& M| SEs
Sasi

It RS2 HEE X g, HEH HAXIE AESHD 7hsot 32 2HE a2t = THA|

'MetroCluster switchover' ANESHAUAN . BHE SiAE £ Q= AR 7|2 X2 2 A0

THOZ Hats A=, FOSHIAIL.

AQX[LMIL HRE[A}SLICH

3. HY=EQl S2{AE 0| M 'MetroCluster £l EHA| TA HHS HASH0] HI0|E 0f22|AH0[EE
M-S 7| sttt

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' D7 H-E ALE S0 'MetroCluster 2t E
o

2o
o=
Of MEHM D7 H-Z ALESH= R Al2E2 =7 AYSE LAl6ts 2= 2ZE H[Ql

4. MetroCluster operation show H&Z A5t 0| 22|} =X| tolEtL|Ct,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' BEHS AL2510] 0 12| AH[0| EQ| AEHE SHQISHMA|IL.

43



controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster 2t CHA| RE

2] A 0§ 12| #|0| E( heal-phase root-aggregate) HHS A5 R E
O 2Z2|AIO|EE H LTt

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|™H -override-vetoes H7HH~E AF256E0] 'MetroCluster 2H' HH S M{AAME &~ JUSLICT
O] MEHX Oi7{ HA-E AtEs= AR A|AHS E7 X2 UKot RE AT E H|QI2 TH™ Q| gfLCt,

ca

7. et 2 AE{0| M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz = U=X| SltLCt.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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2. AE2|X]| 'storage failover back-ofnode_impaired_node_name 'S XN|35t0] ZEE2{E M4 25 MEiZ
E|SELICH

3. X3 Ht2to| H|2 M 32l AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A Bt C}
7EHA: 2 E MetroCluster 140X Ol J2|AH[0|EE CIA| MetetL|C}
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| R} =X I8t Tt "MetroCluster vserver show'

3. 23 =0l 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALES5I0] AX[ME AT
S

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

50


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/

5. BE Z2{AE =9 SP/BMC T4 Ald:

system service-processor show -node * -fields address
6. 22AH HE S=YLICL

exit

|T EHAS] Z20]| LIEE 29| IP FAE AFE3I0] SP/BMC over SSHOH| 2121510 T M2tS
St

ZE/AES MEds B2 St SR AH 22X XHF SHE AESH 7
8. EME MAIO| U= 2749] LLES FX[ELICH

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2EM A &= SnapMirror 57|14 S2HAHE AI25t=E 22{AHQ AR systen

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| EAIEH S2HAES| 2t AESS0)| CH3fl *y * S LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. 2t AEE2{7t HE WNHX| 7|02l & LOADER ZEZEJF HA|EL|CH

2M 2: ZIEE2{7} 2 E MetroCluster 40| TEHEIL|Ct

EHE HEERE S=otH HAEER HEIE &loty, 2ot ZR HEER TS HetotH o= HEE2{7
4z HEEY AE2|X|0f| M HIOIHE A& MS5t=S 8o ghL|Ct.

* Y UEER o HAS S=5t2AH 0] BAQ| Oix|2to| M3 S5 EXIE A F0{0F Lt

ChA|
1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 ZHEE2{(MetroCluster show)Z
TS| Q=X BHOIBHL|C}

2. X5 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEERY &4 0% .

It RSz M= ASLICH CHE CHAIE TIASLICE

It ArSo 2 R K| SUSLICE Y ZEEE MetroCluster BA| 7|58 Sofl Al2l2l 2H SES
ABHSIC}
T o
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HEED

FH

R%E JEHA...

7t Atzo =2 Mete|X| o, HEH HAXE HESHD 7tsot B2 22X E sliZot = CHA
'MetroCluster switchover' @EHOZ A|LSIMA|R. EXHE HEY £ Q= B2 7= K& BEM| 22stMAL.
HetS A YO, AQX|H 7}
HEE|JESLICE

3. HAEQl 2R AE0|M 'MetroCluster 231 EHA| TA! HHS HASI0] ClO[E 0i22|AH|0|EE S|t CH.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X R7t AR E|H override-vetoes' OH7H H3
MERX O] HE A8t E R AA”RIR

a

AFE310] 'MetroCluster 2Hal' §EE MHAHY = AFLIC. Of
t

A=
= =
ST AYE YRSt ZE AZE H|QlS MFoletL|Ct.

4. MetroCluster operation show H&Z A2t £ 0| 22|} =X| &QlEL|Ct,

0

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. 'storage aggregate show' BES ALE35I0{ 0 I2|A|0|EQ| AEHE SHQISHYA| 2.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. MetroCluster 2H2l | R E 0 32||0| E( heal-phase root-aggregate) BES AI25I0| £ E 0fI2|AH0|EE
S™EL(CE

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X R7t HEE|™H -override-vetoes DH7HEHEE A
MEfX D7 H4-E AFRSHE B2 AIAH2 57

O
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7. CHA 22{AE0| A 'MetroCluster operation show' H& 2 AF25H0] 2t 20| et 2 |} =X| &QletL|Ct

mcclA::> metrocluster operation show

A ALE|

- O -

MAIE

Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

o 0|= 9! WA - FAS8300 2! FAS8700
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2iLICh(E RS F2R).

HI

3. W HE M oHSo F2| XS ofHZE +E T2 A HSS oreZ = SELICH
W RE2 AMA0AM 22t HOT RO =2 O|SRfLICt
4. W DES MAOIM SHtE SA LD, T2 202 ™ DES X|X|SH0 MAJOIM ES2IX| $EE SHYAIR.
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1. RXIE4 2EO HEERY R E S otLoM 22 HEEZ 2E U MAI2] HA 2EHE "ha-config show"2
HAlSLICH

HA A= B 714 @A0f Cieh SLsof BLICh

2. A{AlOf| CHaH FEAIEN AJAR] MENZE AJAR 0t LX[SHK| @b E 2
A
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HA AEHQ| gt

ro

Ct

alo

S olLIY = AF LI

!

= mcc

55



= mcc-2n
* 'mcip’L|Ct
- H|st
b. MH0| HALU=X| &QIELICt ha-config show

3. OFZ] CHA| SHX| QEQUCHH LIHX| A|AEIS CIA| MSHAMAL.
2CHA|: 2 E MetroCluster T+40{|A| 0§ 2 2|AH[O|EE CHA| MetetL|Ct
O] AL 21 E MetroCluster T+ 0|0t M ElL|C}.
CHA|

1. @E L E7} "enabled" AEll(MetroCluster node show)di| =X 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMOUIN TS 7|347t bR E|R} =X 2l8tL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| 98l == XIS LIF 00| 12{|0]4 0| 'MetroCluster check lif show 0| AZ2HOZ tZE|AU=X|
srolgtL|ct

4. MMMl S AEN Y= ZE = E0|M 'MetroCluster AQ|X|E' HHS ALRSI0] A X|EHS LaliBtL|Ct.

S. AQIX|H Xti0| 2R E|UE=X] ZRIBILICE 'MetroCluster show'

SHAETIHTT| & - 290X HEHOf| ASH AL K| 20| TS| A SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7} A Mefol QLT A9IX|u Kelo| 2R ELICH
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cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
AQX|HE 2tZ25H= | AlZH0| @2l H2l= FS MetroCluster config-replication resync resync-status show
HHE A5 T Tl 7|2 M9 HEHE el = AGLICH

6. SnapMirror &= SnapVault 42 CiA| & L|CE.
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SH=X| o{&1 = stoltL|C},

O| HXIE A0} 8t= AR 4 == 8= MetroCluster 49| ZHEZE2{0] Cist HE
HEZED M| Zxtet SYSHLICE HA Pair2 H|$Hel Zhoff Y AEZ2|X| HYH HHS
A2 HIE 4 Y22 Z MetroCluster 2t THA|7F L QBHK| &LICE

£ uH| Exh= A"éJQI
A8 WA Al 25

UHZRE L2 wH| FRU 4 QA2 wKX[SioF Lt

| HEE 2REZ WHsHoF gLICH ZESE RETH WAStH A|IA-S

Q0 o
o

rot

— K
Ind
30 oW
o2
10

° O] xto| YR =2 EEf0|E E= EE0|E g HEY & YIELIT.
E

=
* O] XM= _replacement_controller?t 0| ZHEE2| D& ST HHS| ONTAPO|AM REEEE 28
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENTZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHIS ZIgHst| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 5! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OTEIIE
TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
AAE ZES2|S SRl HES2| HE|ES Solstn, Wt Ze HESR HAS Moo FAEC!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t XAIsC 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt R 2XIE sHZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HE AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELILCE
O MEHX D7} HEE A= 3R AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show

Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' BHE ALE5I0{ O 12| AH[0|EQ| HEHE QIS A2,
controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB

raid dp, mirrored, normal...

% online 0 mccl-a2

6. MetroCluster &2l CHA| REE

0§ 32| #|0| E( heal-phase root-aggregate) &S ALE35H0]
OHO2[HO|EE A EL|C,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

K R7t HREH -overrlde vetoes Df7HEH4E AFRE10] 'MetroCluster er%_
O MEHM D7 H4E ALESHE 2R AIAHI2 S+ AYE WXt 2E

THE M = ASLCH
O T H= o E

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

tot

r

Hel ZH 0| 2= = A=X| =l gfL|ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

EZE 2= SIE/0 1| - FAS8300 3! FAS8700

ZEED] 2= StE901E wAotE &4 E ZESSE M5, FRU 74 248 WA
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nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO
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2. Y4 9| 7|= AAH!I IDE 2™ MetroCluster node show-fields node-systemid, dr-partner-systemidZt
HeJL|Ct

0| ool M Node_B_12 O|F A|AR D7} 11807329¢! O|F L EQL|CE.

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. 2ME LEO| RX|E; ZE IETEM A A|AH IDE ZeletL|ct "ClAT &

—_ =

O| oi[of| M A A|AE! ID= 118065481 4 LILC.

Local System ID: 118065481

4. disk show BE0M L2 A|AH! D FHE ALESH0{(FAS A|ARICl Z22) ClAT ARAES MELRILICH disk
reassign -s old system ID

219 Aol A BZole] LIS 2 'TIAT HEY-s 1180732090/t
Aot HIAIXIZHLIEILI® Y2 SEE 4 ASLIC
5. C|A37} SHIEA SYEYEX SISt

|

replacement_node0i| &% C|A30]| replacement_node2| M A|AE! D7} BEA|Z|=X| &QI8tL|Ct CHS
olofl M= system-10{M ARt CIATO A A|AE! ID 1180654810] HEA|ELILCE.
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*> disk show -a

Local System ID: 118065481

DISK OWNER
disk name system-1
(118065481)
disk name system-1
(118065481)

Y L0 2o HEIL A
a 13 U 4F

g BEZ A& TIAstat= HAX|ZF LEEFLE

LEEFEELICH*S).
b. T HIJt B A=K &

Hzd =
o

Al

C. admin #st &0 =2

replacement_node’l &
"halt"2 O|SgfL|Ct

replacement_node: boot_ontapE &

replacement_node?} 2tF3| £

(118065481) PoolO

2 £20]| savecore?} XId =22
SH

£ 'et-Privilege admin’2

X4 DE@F> TETE FA|)Q

=l

—

POOL

(118065481) PoolO

ot £ JELICE </info>

gt

rd2
<
Hu

2iL[Ct

SERIAL NUMBER HOME

J8YOTDZC

J8Y09DXC system-1

OIBtL|C}. 'system node run-node_local-node-name_partner savecore'
LIEILH= AL savecore?} QL2 E! W7}X| 7|Ct2l CHS His HHS

AISHSEL|C}. 'system node run-node_local-node-name_partner savecore -s command' S AtE35H04
savecore?| TIMES ZL|EE

R RXE+ ZEE FRSIN EH TETEQ

= AQ|X|4H(MetroCluster A2 X|8H)S =3Bt |Ct

. MetroCluster & 'MetroCluster node show-fields configuration-state’S &tQ15HC}

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id

1 nodel siteA
1 nodel siteA
1 nodel siteB
1 nodel siteB

cluster node

nodelmcc-001
nodelmcc-002
nodelmcc-003
nodelmcc-004

4 entries were displayed.

configuration-state

configured
configured
configured
configured
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b. MetroClusterZ} A E|0f Q! 11 'MetroCluster show'(F4 RE)2 MAHE| Q=X 2olstL|ct
C. 'MetroCluster check run’0|2}= MetroCluster checkS 3 ICt
d. MetroCluster M|3 EA| Z2+E MetroCluster check showZ &

e. Config Advisorg &&EIL|Ct. NetApp Support AtO|E 2| Config Advisor H|O|X| 2 O|SgtL|Ct
"support.netapp.com/NOW/download/tools/config_advisor/".
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18 ZEZ A4 Fdstn 18 ZE TEDE(*>)E E2{H "y"'Z SElof Bt
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LIF7f FALSEZ HA|E|H ST LIFE & ZEZ E|E2LICt network interface revert -vserver *
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2. NetApp SupportOf| A|AEl 22 HS S SEFHL|CE,
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4. AutoSupport RX|E ARt EE|AHE H2 £ M8 RIERE ZEYLICt system node
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st
=

° AutoSupport”

SEEES AE5t0] SR AH HE| HAS +85= L "KME

5. Atz ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-t2t true’S CHA| A& BtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| R} =X I8t Tt "MetroCluster vserver show'

3. 23 =0l 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALES5I0] AX[ME AT
S

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENTZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHIS ZIgHst| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 5! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEESHI HAE = 2™
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OTEIIE
TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
AAE ZES2|S SRl HES2| HE|ES Solstn, Wt Ze HESR HAS Moo FAEC!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t XAIsC 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt R 2XIE sHZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HE AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELILCE
O MEHX D7} HEE A= 3R AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}

Hel ZH 0| 2= = A=X| =l gfL|ct.
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: I ol el E
ZEER| DE0|M A|AH! 70|20t SFP(EQSt HR)E

A0|= 22| ZKX|of| A0|ES HA FH 0|2 22| HKIE ChAl X mf A|o[=0] He|E Lt

HEEE] Z=0] MA[Of| A o7t 7H4LICY,
6. ZIEE ZES MAl B2 LOo{HLICH

ZEED] 2= StEE MAl 5122 2o o XIX[St=X] el gLt
7. ZAEER BES oFgX0| 1 WHot BH0| S5LICH

3CHA|: A|AE! DIMMS T A|BHL|C}

A AEI DIMME ZAH|SHEH 23 2 F HA|X|E Edf| A DIMMS AlEstn, 27| HEQ| FRU ME AFE5H0] CHA
DIMME %2 CI2 DIMME W A|sHof ShL|C}.

CHZ ofLimiold, O E= 7= & HAE AE50] A|A” DIMME WM & ASLICEH
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f. LOADER ZEZE0|A BYES 2=st0] PCle 7t= 3 7|Et M @45 ChA| X7|3tefL|Ct,

ANARS o|ot, AEER] 2SS Hettt LHE, XS HHet0| ThA| MEE| == AFoof LTt

[

r

1. Heof w2t A|ARS ChA| dZ gL Ch
O|C|of HAHE|(QSFP = SFP)E E2[et 22 38| A01ES AE3dt= Z< ChAl 2X[8liof &L Ct.

2. AE2|X| 'storage failover back-ofnode_impaired_node_name_'S MZ6t0] ZEZ2E Mo X5 MEfZ
E|SZLct

3. X}s ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& BtL|Ct
6THA|: 2= MetroCluster 440i|A| OO 2[AH[O|EE CHA| MeteL|Ct
O] Zel2 2= E MetroCluster 41012t M EEL|C}
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1. RE CJ} "enabled" AE(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration
Group Cluster Node State
1 cluster A

controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

2. 2= SVMOIM ST |2kt etEE[ A=K
=2

20| ofef 23|

4. HHHQ S AE0| Y= ZE E0|A 'MetroCluster A2| X[ HHZ ALESI0] AIX[ME HE
5. AQK|H Ztf0| t= E|A=X| 2RI EfLICE. 'MetroCluster show'
SAET"IT| & - ALK HEHOf| UOH AL|X[# ZH0| TS| Al ZYLICH
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured switchover

Remote: cluster A configured
S AEHE Y JEHO

UQH A (X[ 20| 2t=FLICE.

cluster B::> metrocluster show

waiting-

DR
Mirroring Mode

enabled heal roots

enabled waiting for

SHOIStL|C}. 'MetroCluster vserver show'

Xt= LIF OF0| 12{|0| 40| 'MetroCluster check lif show 0| A2XHOZ 22 £ =X|

for-switchback

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

ol AlZto] 22 Ze|l= E2
o

Sl 7|E M HEIE efolg = ASLICE

6. SnapMirror EE= SnapVault 7142 CHA| A& gtL|C},

90

MetroCluster config-replication resync resync-status show
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245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENTZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHIS ZIgHst| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 5! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
AAE ZES2|S SRl HES2| HE|ES Solstn, Wt Ze HESR HAS Moo FAEC!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t XAIsC 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt R 2XIE sHZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HE AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELILCE
O MEHX D7} HEE A= 3R AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}

Hel ZH 0| 2= = A=X| =l gfL|ct.
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o

A

2. MY 70|12 1 HX|E 22let Ch2 TEl 32 FKXI0|M #Ho|ES 2L,
3. 70|22 #|0|2 22| X0 HESt= 3 YU FTE AEWS F CHZ, #|0|20| HEE 9IXIS FHSIHA

: I ol el E
ZEER| DE0|M A|AH! 70|20t SFP(EQSt HR)E

A0|= 22| ZKX|of| A0|ES HA FH 0|2 22| HKIE ChAl X mf A|o[=0] He|E Lt

HEEE] Z=0] MA[Of| A o7t 7H4LICY,
6. ZIEE ZES MAl B2 LOo{HLICH

ZEED] 2= StEE MAl 5122 2o o XIX[St=X] el gLt
7. ZAEER BES oFgX0| 1 WHot BH0| S5LICH

3CHA: NVDIMMS A8l Ct

NVDIMME WMot &% 1 2t0|X Tl = FRU ¥ 37| HE ool FRU BE AFSSHH HEE ZE0|M
e ZES SOtof ghLCt.

* NVDIMM LEDE AlA”IS SHE W LHES CIAH0|Y5t= St ZA8IL|CH C|AE|0|EO0] 2= &M LEDIt
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* NVDIMME| 2EIX = &t 5hE| X2 NVDI
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EERSHYAR "2 L H0f| el
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CHZ ofLlmojd, O = ZHdE HAIE AH83H0 NVDIMME WAHE &= AELICH
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ChAl & UELICt.
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() mA7HUS wikx HES2 252 MA0) S| MUK THIAIL.
3. CHg M40 RIS £%ot7| Qo AIAHO) UNAT 4 UEE Be| TEQH 24 EEIHAlO|SS HHBILICL
() ol mxtel sim=olx LX) Hol2e HESR| S0 AL,
4. HES?| IE MKX|S BRI
a. Z3 XIS A1 T3 2HAI7H M5ot7| AISHE 7| HES2] DES MA|of EHEHS] Lo WL,
() AH4EL 245Ix) Q=2 2ESE| DES Ml of 92 0 =3 32 IR THIAIR.
b. B3 PHS YZOR Sof 343 Wo| Be|=E HESe| TES /29 [+ HESS 2| Yo Y2 0k
23 BX2 BT Q1A 2] MAIO] 23| FAELICH
o. Mgl DCE Fel 33 A0 AZOHT el A0S AT LA ChA M3 TS Fe BF BHS MU0
e
A2I0| BREE FA| HES2 DE0| HEE| ASBILICH RE T2NAS FEH FH|S SHIAL.
d. OFE| MA|SHK| %42 FS Ol el FAIS CHA| MAISHIAIR.
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MARIE 2|0, ZIEES 2=3 dietel g, XS gHeto] ChAl MEEI=5 AFEslof BfLICt.

[

r

1. 2Q0j| w2t A|A-S CHA] HZ LT,
O|C|o] ZIHE{(QSFP L= SFP)E 22Itt 32 Ed® 0|22 Ar80dt= Z2 THAl EX[sliof LTt

2. AEE|X| HYRH Htet -ofnode 'impaired_node_name'@| AER|X| Holl S7E Sl HEEHE o &&
HEHZ =S

3. X}s ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& BtL|Ct
6THA|: 2= MetroCluster 71440i|A| OO 2[AH[O|EE CHA| MeteL|Ct
0| A2 2 E MetroCluster 402t ML |Ct,

|

1. BE =7} "enabled" AtEl(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X 2HQIBHL|CE. '"MetroCluster vserver show'
3. 23 =Aof| ofslf &= XH= LIF 0+0]22{|0| M 0| 'MetroCluster check lif show’0fl 23X O Z AZE|HE=X]
Sols

4. HAEl S AH U= ZE 20N 'MetroCluster 29| XU BHES ALESI0] AQX|MES M BiL|CE

5. AQ|X|uH XtAHO| &AZ =R =X| EQIBtL|C} 'MetroCluster show!

SHAETEIT| & - A X" HEHof AT A K| XHAHO[ O TS| Al SYLICEH
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAE7HE Y RO ALH 2K Z0] 2= ELICE.

kel

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

L =oh= O A|Zto] 22 ZE|= A2 MetroCluster config-replication resync resync-status show
AHE5te] 2 ol 7|FEMe| MEfE ol o~ JUELCH

6. SnapMirror &= SnapVault 42 CiA| & SL|CE.

TEHA:: Zol7t e £ES NetAppOf Hhet

7|E9t 2 MSE RMA X|Eol| EHE 2 QFIH Zdst RES NetAppOf| BHteL|Ch, 55 Hhet 51 K[ XM g
LHE2 HIO[X| & HZSHAI2.

NVDIMM H{E{2| 2 XN| - FAS8300 2! FAS8700

NVDIMM TX|E wAote{H HEES ZES E2/otl ™
ZHEEdS] IS5 ChA| BX|3H0F LTt

>
A
i
HI
u
gt
i
1[0
r
A
i
El
=
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|

12HA|: &4 ZIEELE SRELIL

AEE| K| A[AH] SEERO] 0]l e THE BAE A5 & ZEEDE S=5H7LE g & AL
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g4 1: ol 7y
245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENTZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHIS ZIgHst| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 5! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 HE SRS ZR0l2{0 HES2] NEIS ololn, W Z2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X5 EA|7h LEM=X| of L0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LA X[MIL HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlASI0] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Dj7H HAE AEsE AR A|AHS 271 XA 2 UX[stes ZE ATE H|QIS TH™QBhLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HE2 AF25H0{ 2t ZJ0| 2R =P E=X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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5. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M|35l0] ZHEE2{E MM 25 MEHZ
E|SELICH

6. X5 gteto| H|2H M3tz AL 'Storage failover modify -node local -auto-2t2t true’S CHA| M- BtL|Ct
6CHA: 2. = MetroCluster 140X Ol J12|A[0|EE CIA| MetetL|C}
0| 2 2= E MetroCluster A 0f| 3t M ElL|C}.

THA|
1. BE L EJ} "enabled" AEll(MetroCluster node show)di| Y =X| &lgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| R} =X I8t Tt "MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]| 2X O 2 22 &Y =X|
§Hﬂ

4. MAMEOl 2B{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HE S AL26L0] A X[ S fHTHL|CT,
X

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o
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245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENTZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE BHIS ZIgHst| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol L Ba HES2|
2

Xt 5! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEER S -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 HE SRS ZR0l2{0 HES2] NEIS ololn, W Z2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X5 EA|7h LEM=X| of L0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LA X[MIL HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlASI0] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Dj7H HAE AEsE AR A|AHS 271 XA 2 UX[stes ZE ATE H|QIS TH™QBhLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HE2 AF25H0{ 2t ZJ0| 2R =P E=X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}

124
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OfiL|do|M - AEER =8 2L Ct
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5. YZ xtZ 2ik|E Ot 2 FE LIS F 2ik|S

ofn

Aloj| otz 2 S&L|Ct.

tEtS MAl o= 20| mf X[X[Sh=X| =elghL|Ct.

HEEE] Z=0] MA[Of| A o7t 7H4LICY,
6. ZIEE ZES MAl B2 LOo{HLICH
HEE Z=5
7. EE2 ZES oHF

3CHA|: RTC HHE{2|E wA|erL|Ct

Ho|1 HWHst #H| s&LIC

ZEED 2= Uo|lM RTC BIE{2|E &2 L3 58 IS wfator LIt RTC HHEZ|Q| ?X|= ZEER 2=

LHE 2| FRU BE EXR0HAIL.
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2. oflo] HES FLict,
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a oflof HE Z0H0] Qi FE WS AES 28 FUS W £ELICH
b. B7| HES FES? BE FZOR 0l T3 §H| Yl YK ABOE SAULICL

3. RTC HHE{2|S ZOtM H|AHt CHE CHAl 77 ZLICE
a. FRU H& M85l ZHEER ZE0|M RTC HHEZ|E &&LICEH

b. HiEZ|S SCH0IM ZHAEA oL SHOM Szl CFZ SC0l|A S0 7HEL(CEH

HHEIZ| &S SH0IM 221E m HE{2[2 S-doil RS AIL. BiE{2[0l= Z2{A 7|27t

(D) mAIslof o0t Sciof SukA| SIxjsiof Bhich. X 2Hol Qs Coh| 7|E L thef2|S
OfeE 7] B X|BHOF SH=x| LiFLICE.

o

C. | YX| 2EE Mol M WA E HHEIZ|E MAZLICE

o =

d. RTC HHE{2|Q] F4E &foltt O3 HiE|Z| S HIAS3| 7|20]|1 of2 2 =2 SC{of A JetLict
7

4. HHE{2|E KA Z HAISIH SC7t 24T 5| FHAE 0| 1 S40| SHHEX| &ls AL,
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5. ZlEZe{o] AlZH 3 WS HAFLCH
a. 'show date’ BYOR HAE0l ZAES2{0| L} U AlZS EHolgict
b. CAt AESaie] LOADER ZEZE0|M A7t U L0tS 2rolgh|ct
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e CHa A
6. LOADER ZEIX E0|A BYEZ 23810 PCle 7tE U 7|E} 1M QA E x|x7|3t8t0 HEZE

=
=
7. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M|26t0] ZIEEZE Mo &5 AME{Z
E|lSELct

8. At= Hizto| H| g MstEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct
5CHA|: 2 E MetroCluster T40{| A O{ 12[A|0|EE CHA| MetetL|Ct

0| 22 2= E MetroCluster A 0f| 2t M ElL|C}.

chA

1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rIEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 2| Y =X 2HQIBHL|CE. 'MetroCluster vserver show'

128



3. 23 2| sl &= XHs LIF 0+0]22{[0|M 0] 'MetroCluster check lif show'0f]l 23X O 2 A= E|UE=X]
StolgtL|Ct

4. MAMEOl 2B{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HEH S AL26I0] AQ X[ S fHTHL|CT,

S. AQX|HH =tH0| 2tZ |} =X & QIBL|CE 'MetroCluster show!

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| 2 SLICE.

i B |

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SRIAE|7LF A AeHoll QLOT ASIX|H Feio] ARELICH

B | —

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:iHE

3l |Zto] @2 Z2|= AL MetroCluster config-replication resync resync-status show
A2 |

E o
of g F0l 7| Z=Mo| AEfS Bfolet 4 UALICH

7|E2t et M3 E R |20l EYE 2 LRIt Zdst RES NetAppoOf| BHtefLICt, "5 Hhet 51 K[ KM g
LHE2 HIO[X| & HZSHMAI2.
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