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7. AEEZER{J} 2% = 122! AZE MetroClusterdf A= 2L FC O{HE M2 Selsfjof gfL|ct,
a. fX|E4 ZEZ 2E&'boot_ ONTAP maint
L EE O|L|A|0O]E{ 2 MAEL|CE: "ucadmin modify -m fc -t_initiator adapter_name_"

c. QX B4 RCE 273t7| 98] M}

b. MetroCluster

A Age AlA0| BT o PHEL|C

=31 0|0 X| - FAS90002 £ &IRLICt

AAME| LLEEZ 21 0|0|X|0| A BEISH= ngr AN AHEI0| 25 E MetroCluster 714 21X| 0 £0f|
(et CHELICE FAS9000 A|lARI2 =5 28 0|C|0f S5 =X X| A ghL(ct. Xt £ 0]
S = XIHEX| &Lt

3 0|0|X[0f|M &A=l L EE HEISHE M= A|AEI0| 21 = MetroCluster TAN| JQ=X| 20| wh2}f CHELICE.

S 1: 20| AAL0M 27 0|0|X|S REELT}
USB E210|E0iA ONTAP O|0|X|E £E/5t 10 It A|ARS SRGHH 2tF HS~E 2olsliof etLCt.
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2. HIAIX|ZL EAIE|H O|0|X] O| &S Y=Lt 3tHo| 2= otofl HAIE 7|2 O[0|X|E JTHZ AFELICE

3. var I A ASIS 23HL|Ct

AAEO| L 7|50] U= F 2 2™

HEQ3 HZA a. M TS SUSIEt= HIAIX| P} LIERLIH 'y E =FL|Ct.
b. A =2 113 At £F 'Set-Privilege advanced’2 MM stL|C}
c. 571 W] HH 'system node restore-backup-node local-target-

address_impaired_node_ip_address_'S ASHSIL|Ct

d. =EZ admin | 'Set-PriviIege admin L Z E|SEL|Ct

e. SHE FHS MEY AUX| 2= HAIX|Z} LIEILIEH 'y E F+ELICEH
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HESZ HZ0| gl&LICt a. W p M2 FStEH= HAIX| 7} LIEILH "n"g F=ELICH
b. A|ARIOA HIAIX|IZF EAIE|H A ARES IHLERIL|CH
C. EAEl HF0A * Update flash from backup config * (sync flash)
SHE MEigtL|C}

YHI0[EE Al&StEHE HIAIX[Z} LHEHLHH yE FFLICE

O]
=5
£

HESI3 HZ0| 1 MetroCluster

Q) TS Bolstats HIAIX|7L LIEHIE g FELICH
P A0l asLict .

b. A|ARIOM HIAIXIZL HAIE|H A|ARS KR EELCH

C. iSCSI AE2|X| HZ0| HZE Wi7tx| 7|CHEiLICt.

CHS HIAIXKIZE EAIZE A

g

g &= ASLIC

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target i1iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

M * Update flash from backup config * (sync flash)

YHI0[EE Al&StEHE HIAIX[Z} LHEHLHH yE F=FLICE

4. 2F HEI O MTHZE QYUK 2l FL|Ct

a. -=E LOADER TEIZEZ JpMZL|CE.



PS|
=

0
fujo

3lo|s
=

-
_

Ct.

i

b. printenv HHOZ A H

o
C. g HaTt o2 4YEof
HESHHAI2.

d. 'avenv' BHES AIESI0 HE LHES MEELICL

X| ¢t o™ ‘etenvenvironment-variable-namechanged-value' 382 =

$0

5. CI3 =2 A|AE 4o a2 CHELICH
o A|AHRIO| 2EE 7| B2|Xt, NSE = NVEZL M E 22 2 o|SELICH 220 [zt OKM, NSE % NVEE
=2oIstL|C}

_|;I:|

© AIARO| 2EE 7| B2IXE, NSE i NVEZH RAEI0] UK 92 Z2 0 Mo EAIS #BSHIAIL.

6. LOADER ZEIE0||A 'boot_ontap' BHS QI2ABHLIC}.

*HAE= B2 L
ZOQIZEDE CHE CHAIZ ol SELIC
gret o] 5. a. ME =0 2algt|Ct.

b. 'storage failover show' BHZ ALE5I0{ E}2 L =7} Hheh Z=H|Jt
E|}=X| gelgtL|ct.

7. 25 70|22 HEY =0 HZSL|CE
8. 'storage failover -fromnode local' &S AH&6t0] 'L EE CHA| X[™EL|CE

9. 28{AE TE2IE0||A net int-is-home false HHS AR50 =2| QIE{H|0|AZ =HOIgHL|LC},

"false"2 HEA|El QIE{H[O| AT} Q= AR "netint revert” BH S ARSI T CIE|H|0|AS & TER
C[SEL|Ct.

10. 2& 70|28 87 =2 §7|1 rsion -v HHS A

3H
o
11. 'storage failover modify -node local -auto-2t2t true' BHEE ARSI XHS Hiet 7|52 dix|st 2 0] et

7Isg FTYLICH

£M 2: 2 & MetroCluster 72 Z S5 0|0|X|E SEIgL|Ct
USB E2t0|20{| A ONTAP O|0|X|E HEISt 1 &4
0| MAH= 2= E MetroCluster A2 A|AHIN| X EE/L|CE

CHA
1. LOADER ZEIEO0f|A USB E2fA| E2t0|20j|A 57 O|0|X|E BB A|2: "boot_recovery”

O|0]X|= USB Sa2iA| E2t0|20j| M L2 2 =E Lt

2. HAIX|Z} EA|E|H 0|0|X| O| E2 YUSIAHLL 2HHO| 2= otof| EAIE 7|2 O|0]X|S JItHZ AFS STt
3. O|0JX|E HX[ot = S/ TZNAS AZIELICEH
a. iy S 4S SStets HAIXIZF LIEFLEE "n"E F=FLICH

b. M2 HX|3t AZEQ0IE A2 H MPESHEH= HAIX| 7} LIEHLIH 'y S FSLICH
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DIETEJ HAL|H EE TZNHA

Thet ZH[7hE AL

—

fufn
o

4. A\|AHIo] HEIE i} Press Ctrl-C for Boot Menu HA|X| 7} LIEILIH Ctrl-CE %211 Boot MenuZt EA|E|H M

. T EE | OADER ZEXEZ J}HZL|CH

C. 2tA HLTt of|AHE MEE|0 UX| 2 OH 'etenvenvironment-variable-namechanged-value' BEO 2

gl
riot
oot
-
Iul

—
28 0|C|0| WKNE 2=t 2 MetroCluster A9 X[ XS S A|2. FAS9000 A|AEI2
=& F8 0|00 57 ZA X AL XS £ 0|ojof S7= X=X 5Lt
0| A2 2 E MetroCluster 402t M 2EL|Ct,
A
1. BE =7} "enabled" AEll(MetroCluster node show)di| A =X| =HQlgtL|Ct
cluster B::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed
cluster B
controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN 57|37t bR E| R} =X 2lBtL|Ct. '"MetroCluster vserver show'

d

3. 23 =Hof| 9|8l £ME|= XIS LIF 00| 12{|0]A4 0| 'MetroCluster check lif show 0| 2O Z tZ E|AU=X|
2ol

st
=
4. MMl SHAH| Y= ZE LE0M 'MetroCluster A9|X[H HHS AL S| A|X|HS 3HBHL|CE
A

QX[ ZA0| 2 Z |} =X 2lBtL|Ct 'MetroCluster show'

15



SHAETIHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAETHFY JEfol] A H A{X|HH 20| 2t=ELICH

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

2

e t=dh= HI |.7_*0| 22l Z2|&= &L MetroCluster config-replication resync resync-status show
24 o
o

=
i
A8 Tl Tl 7| E 49l JEfE 2ol = ASLIC.

oF |>
mo >+

6. SnapMirror E£= SnapVault 742 CtA| A& ELICH

A3 =2 - FAS9000

WA 28 O|C|ojol| et=otE SRIELICH FAS9000 A| A2 =5 £& 0|C|0] 7 ZAHot
X EELICE X5 £8 0|0 E51= X[HE[X] &L Lt

7| 2E|Xt FYof| w2t AR ADoIE SISt ot MESH HAIS §AZEM Q. A[AHOA ofH 7| 22|XIE
AMEBHEX] S| @i2 32 FE 0IC(of uA| BXtE AIE f et HF S 2flstMIR.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE YEE ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SRASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10

17


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SOt Ba0| OLRE YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £El

X ZEZEES BEAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| ol 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BEAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HB 7 HIAIX| glo| ZBAE ZEXET} WEELICH S7|2t0) Mfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHetolX| LIt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tX| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP M A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A

23



* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|¢E 21E M(client.crt) It LIES 2BILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP MH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz 5|3 O HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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6.

7.

OlN| ZEZEES HEA[L|CE

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

xHE wist

[y

mjo

H

MUt

Mslst A

o -l =

? =¥
storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

OH7} B AiSH HES NetApp-FAS90002 2 HhatetL|Ct

L
Xtk X[EgL o Xt 2 0L S5 X H =X gSLICE

A X|Elof 2t R HES NetApp Q2 HHESHMAR. HAQ "EE
22 6H%+ 111|0|X| E A ZSHAAI2. FAS9000 AlﬁE*'g >3 HE I3|E|01

|
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