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* FAT322 ZoE USB S2Al =2t0|E 7t A0{0F 5tH 4GB 0| &fe| 20| RL0{0F BfL|Ct.

« AAE| HESH I MY FQI 240t SUS ONTAP O|0|X| Q| EAHZ. NetApp Support AFO|EQ| CIREE
MMO[A S O|O|X|E CHREEE 4= JUSLICH
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° NVEZI AHESIEE HHE AR CHR2EE HEO| EA|Z CHZ NetApp Volume Encryption@ £ O|0|X|E
CI2EEgL|Ct

° NVEZt 2M3tE|X| g2 AR CHR2ZE HEO| EAIE! CHZ NetApp Volume Encryption €10 0|0|X|E
Ct2E=gfL|ot
* AAHIO| 7 A Al
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HERIZE HZ0| ERoHX| g4X[2t var IHY A|ARIS SR1E I FIt HRES
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1. ZIEE2 252 E2 MAIQ| Y70l SHE T2 ZESE RES UHE ZoAEA AlAH0| 2o EELICH
2. "o a2t HEES ZES ChAl el ch

3. USB Z2liA| EE0|EE HEEE 2E29| USB X0 MetLct

USB 2& ZEJ} OtL|2t USB ZA|& £&0f| USB Z2HA| =20[2E AX|sH{OF SfL|Ct.

4. ZEER IES AAH QLOZ E7IX| Lol A HES0| USB Z2HAl E2I0|E0f|M AlZIRE=X] &elstn A HES
CHots| =2 ESR B8 TAS e Chs A HSES HE 9IXI2 »L

LT MAIO| 2D EX[E[= FA| REE7] AFeL .

Of HIAIX|Z} LIEtLEX| 2™ Ctrl-CE +21 |FXES HEZ RESH= 88 MEst L3
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6. 2tA H4=9 poots= ILHZE RX|=| X2 'printenv boottar name' HHS AF2SI0] A|AR Q4 8l LMof| st
DE BE 314 H409 poots/t SHIZH| AHE| UY=X| 218D 'etenv variable-name <value>' BHS
ALESIH RFE fHdl|of ehL|Ct

a. 2 otA HLE SholgtL|Ct

= bootarg.init.boot_clustered

* HEL - sysid



* AFF2| A2 bootarg.init.flash_optimized
* AFF2| &2 bootarg.init.san_optimized

= bootarg.init.switchless_cluster.enable

b. External Key Manager7t M3}zl AL "kenv" ASUP £210f| L}Z &l bootarg 2f2 &tQIgLICH.

= bootarg.storageencryption.support<value>
= bootarg.keymanager.support<value>

* kmip.init.interface <Z}>

* kmip.init.ipaddr <Z}>

* kmip.init.netmask <}>

* kmip.init.gateway <Z}>

C. Onboard Key Manager?t &43tEl AL "kenv" ASUP £2{0f| LIZ &l bootarg 242 &tQlgtL|Ct,

= bootarg.storageencryption.support<value>
= bootarg.keymanager.support<value>
* bootarg.Onboard_keymanager <zt>

d. 'avenv' HHOE WMot otH HE NERLICH

. 'printenv variable-name' B@E S ALE5I0] HE At S =tolghL|Ct.

7. AEZ2{7| &% £= 122 HZA MetroClusterdl] Q= 2R FC O{HE] 284S S2Isljof ghi|Ct,

a. X2 REZ HE:'boot ONTAP maint

b. MetroCluster ZEE O|L|A|0|O]E{ 2 HH™BtL|C}: "ucadmin modify -m fc -t iniitator adapter_name"

C. /Xl B BEZ 57[517| floh EXISHTt

HE Art2 A|A”O| REIE mf ol ElL|C

S O|0|X| £&l - FAS9500

SB E210|E0|A ONTAP O|O|X|E £&Ist I Al
FL|C},

[[OI- C

1. LOADER ZEZEO0||M USB E2liA| E2t0|E0jM £+ 0|0|X|E R E S AIL: "boot_recovery"

O[0]X|= USB S2iAl =2t0|20j M L2 2 =EL|Ct

ABIS 2oISiH B HAS

2. HIAIX|7t EA|E[H O|O|X] O|F 2 YUBIALE 2tHS| 2z otofl EAIE 7|2 O|0|X|E CiE AtEtLCt.

3. var 1Y A A SRBILICH
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A LS SRStEt= HAIXIF LIEILIH 'y E +=FLCt.

'letc/ssh/ssh_host_ecDSA_key'E HO{£X| 2= HA|X|7} LIEFLIH

O] §SU=Al &flst= HIAIX| 7t LIEHLEH 'y E =ELITH.

rr
=

|AIXIZ} LIEHLHEA 'Y’ S = FLICE

=
= o =
MM LEE T At £F 'Set-Privilege advanced’ 2 A& gtL|Ct
251 4l HE 'system node restore-backup-node local-target-

address |mpa|red node_ip_address’S A&l BfL|Ct
L EE admin 2l 'Set-Privilege admin’ @£ &[S ZL|C}
SHE L2 A8 AKX F2= HA|X[7} LIEHLIH 'y'E FELICL

LEE APt HAX| 7} LIEILHH 'y & +FLIT.

i

Astets HAIXIZE LIEFLEEA "n"S =FLIC

M * Update flash from backup config * (sync flash)

YCIO|EE Al&Stets HAIX|ZF LHEHLE yE =S L Lt
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A2E| LS 7|50] e B2 s L

HES3 HZ0| 2T MetroCluster . 9] 242 ZeIsi2i HAXI7} LIEILIS "' S ELiCt
M olA
P 780l tEH b. AIABIO|M HAXI7F FEAIS|E A ASS XHEE/EL]

=

M
.

C. iSCSI 2E2|X| AZ0| AZE uf7tX| 7|CrEiL|Ct.

CHS HIAIXIZE EAIEE AL TE 4~ ASLCH

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

d. EA|El M50 M * Update flash from backup config * (sync flash)
sS4 MeigtL|ct

YOIOIEE Al&StEHE HIAIXIZ} LHEHLHH yE S FLICE

4. 2tA3 HLIt o MTHE ™ E|JY=X] ZelgfL|Ct,
a. LCZ LOADER ZE2IXEZ JtMZIL|CE
b. printenv HHO R 2tA 4 MM S SQISIC}
c. 2tA M-It o MTHE MEE|0 UX| 4™
'etenv_env_enEnvironment_variable_name__changed value ' HHOZ HABIAMA|Q.
d. 'aveenv' BHS ALESI0] HE AtE S XN ERILICE
5. ChE =2 A|AH Mo w2t CHELICE

° AA”I0| 2EE 7| 2H2|Xt NSE £ NVEZL 18 22 2 0|SHLICE OKM, NSE 5! NVEE ¢[et 2
O|C|of WA A

ot
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° AAE0| 2EE 7| BE|X}, NSE £ NVEZF 70 AKX §42 ZR O] MMO| THH|IE 2AZ5HAL.

6. LOADER ZEIZEO0|A 'boot_ontap' HHS LHBILICL

—r o
Y=ot =3 - FAS9500
wH 2 O[EooM =etE SHBLIC
SE OjCjof @A HAL| AZF 20l KT DS ALSSH0] 2EE 7| 22|XHOKM), NSE(NetApp 2E2|X| 253}
S NVE(NetApp 28 @37t SASHEl Al AHE TS hFefof Fhct

HAE= WHE... J2{E.L.
EOQIZEDE CHE EtAlZ ol SELICt.
gret o] =... a. MEL oo 2aIgtL(Ct

b. 'storage failover show' BEE AHE6H0] EF2 - =7} vtet Z=H|7}
E|A=X] ZelgtL|Ct,
Z& 70|22 HEY =0 JZSL|C)
'storage failover -fromnode local' 3@ & AF8St0] . EE CHA| X[F gLt
22AE IEIZE|M net int-is-home false BHEES AFE35I0 =2| QE{H|0|A S ZholgtL|Ct,

"false"2 HEA|El QIE{HO|AT} Q= AR "netint revert" BY 2 AF238H0] ST QIE{H|0|AE & ZER
C[S&LICt.

2L AH0|E2 E7E LE2 F7| rsion-v HHS A

OE 0%t

. 'storage failover modify -node local -auto-2tgt true'
7lsE SFLLCH

Y2 A0 XS et 7|53 ohimet 3<% 0] Hhet

Al A=o| M E 7| 22| Kol we2f CHE S8 B SHLEE MEISHe] 22! ol R0l M SRIEL(Ct

* "&M 1: Onboard Key Manager 82 S&gfL|C}"

© 'S4 2 2R 7| BEXF LY SO

2M 1: Onboard Key Manager 7142 S{lgtL|Ct

ONTAP EE! H|570|A Onboard Key Manager(OKM) 18 S 2lgtL|Ct.

AlZtst7| o

LHMUSLICL "2EY 7| 22|E ettt
° "Onboard Key Manager0f| CH3t 814 MEIL

"2EE 7| 2| He 8l 2 AH TH| Y2 = =eloks SE AL Wl BAHE +ASHIAIL.
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2. ONTAP 2&! t| 72| 28 Hl70lM XS SMHS MEHetL|Ct.

ONTAP HTL|C} Ol S MERLICE
ONTAP 9.8 0|4 =410 = ML

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.
Maintenance mode boot.

[3)]
O 0 J o U B> w DN

Update flash from backup config.
Install new software first.

—_ = = — 2~ —~ = —

Reboot node.

—_~ o~ o~~~

~

Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t =AZ

S8 M7 ol EAIRLICH

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B O2NAS A4 DAEX Selg|ct

oM ZEZES HEA[LC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF YT HAL|X| gigLCt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. A% e 2felo] A HH XS M = 2felE S 20 EaLItt.
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6.

X ZEZEES BAIZLICH

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30| 2p(2t) CHE H2 A& TIHSHK| OHYA|L. successfully recovered
keymanager secrets =AM HES I LT E ™ LICE

28 HwolM 4 12 MEI5I0] ONTAPZ A& 2L Ct
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R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

N
L

EEa9

Tk

£0i| CH2 HIAIX| 7t EA|E|=X] 2eletL|Ct

Waiting for giveback..(Press Ctrl-C to abort wait)
8. MEL] LE0|M CHZ BHES YA MEL] HESZE HIESHIAIL.

storage failover giveback -fromnode local -only-cfo-aggregates true..
9. CFO ofa2|A|0|ECt 2EISH = Ct3 HHS HATLICE

security key-manager onboard sync

10. Onboard Key Manager2| 22{AE MA| 25 E 2BfL|Ct
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1.

12.

13.

14.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

S718H0l SZoHe 57 HIAIX| glo| SRAE TEEET} ELICE S7|817t Mufste 22iAH
() =zEzezsopp| Fo| 2F HAXIZE LERLITL 57t 28= 1 57|87t ¥EH o= My

7kX| AlSSHA| OHY A L.

Ct

gjo

HHS YHSIH 2= 7|7t ST|SHE|U=X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE Y'Y o Z2tIt LIEFLEX] S4&LICH

©

Ct= ¥ S Y3ot0] TIELS| =5 ftetgfL(Ct,

storage failover giveback -fromnode local

AR AEE M FQ OIS WS Yeisto] XIS kg =L
storage failover modify -node local -auto-giveback true

AutoSupport?t 2-d3tEl 22 LS BE S Y=6to] X3 #[0|A M S SRIgLC

system node autosupport invoke -node * -type all -message MAINT=END

A|=stz| o
EKM(External Key Manager) 72 S&5t2{H Ct2 M7 gL o}

* Ct2 22 AH 20N /cfcard/kMIP/servers.cfg It Q| EAE = CHS HH:

° KMIP ME{ F=2 LT},
° KMIP LEQJL|CE,
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* C}2 22{AE| S EE S2to|otE
* C}2 S2{AF L C EE Sato|olE

*LE SH2AH EEEE

KMIP A{H

EHA|
1.

2.

Tk

e
=

CIZ MOl MY SALEQILICt /cfcard/kmip/certs/client.crt

7|2 oty SAMRRLICE /cfcard/kmip/certs/client.key

CAQ| It SAL2QLICE. /cfcard/kmip/certs/CA.pem

3. BIAIK| 7} EA| 5

E|

[=]
T™o

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

o2l ol E EAIRLICH

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

HUQTH YEE MUK A LLCt

OiR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct
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Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

Oof|H| =71

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

SCH0|HE S M FE

I

YRS 27 TRAHAT} ABELICE
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System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

5. HEl M50 SM 12 MEHSIO] ONTAPZE A

I~

2|t

OiRl ZEZES HEAIRLICH

R b b b b b I b b b b b b b I b b b b 2 b I b b b b b A b b b b b b g b b b B b b 4 b b b b b b g b I b b b b g b i 4
* Kk kk Kk k*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R b b S b b b b I b b I b b b b b b b b b b 2 b S b b b b b b b d b b b b e b b d b b b b I b b db b b b b b b b b b b b b b b b b b i 4

Kk kK kK Kk*k

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. XbS HiElS BRI 2 28
storage failover modify -node local -auto-giveback true

7. AutoSupport’t Z2-gotEl 22 CH2 BES LS X3 0|2 Hd S S

system node autosupport invoke -node * -type all -message MAINT=END

QFRIL UM HEZS NetApp-FAS95002 2 | S LICt
7| E2t &7 M3 E RMA X|&of| dHE 2 @F7H 2/dot 2E2 NetAppoOl| BretetL|Ct.



H"KEMet LEE2 HO[X|E FZOtHAIL.
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