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o AME| HEER{ I} Al =0l 7{n

U3t ONTAP 0|0|X| H{F 2| ZAHE NetApp Support ALO|E| [
MM Of| A Bl OIDIIIE Ci22

5
=g & st

° NVE7 At8SIES MM E Z2 CIREE HE EAE CHE NetApp Volume Encryption@ 2 0|0|X|E
CtRE=gL|C

° NVE7I &M3te|X| 42 AR CRZC HE! HEA|ZE L2 NetApp Volume Encryption §10| 0|0|X|2
CIREEgL CH

* AARIO| SB MU AIAHQl FD HEST HZO| WS 4RI var Y AAHS S8 0f 27} RS
satsof hLict

e
1. AES2 25| B2 MAIQ| YT & C1S HES2 DES U TUAZA AlAH0| Lo YLt

= =
2o mf2t AEEY ZES CHA

©w N
X
bas
o
C
ful

=
USB Z2i{A| E2f0|EE ZIEER] E52| USB X0 &Lt

USB 2& EEJ} otL|2t USB X8 220 USB Z2iAl E2t0|=2Z Mx|sof fLic,

4. AEZE 282 AIAH Ot0Z R7HX Uoj 7 WS0| USB Z2hA| Sato|=oll M MR Holstn 2 HE2
Cicte] 52 ES DS IAS AV OIS Y WSS DB AXZ LI
= E7h MA|O] 2| XSl S| REE| AlSHILIC

5. X5 2E AIE HIAIX|7} EAIEIH Ciri-CE S2] 20 TRIEVN X 28 T2NAS SEHEILICH SEo2H

Ctrl- C% SELCt

O| HIAIX|Z} LIEtLIX| O™ Cirl-CE FE21 RXE4 REZ BEst= M2 MEiS OHS
2O Z 2EELC

11



7.

12

B2} boots= ALHE | X| & X|2F 'printenv boottar name' @E S ALESH A|AHl R 3 24| 2ot
HE $t4 H49 boots7t 2HIEA| MY E|0] Q=X] €ISt 'etenv variable-name <value>' HEZ2

= bootarg.init.boot_clustered
* IIEL - sysid
* AFF2| A2 bootarg.init.flash_optimized
* AFFQ| Z2 bootarg.init.san_optimized
= bootarg.init.switchless_cluster.enable
b. External Key Manager7t 243tz AL "kenv" ASUP £210f| L}Z &l bootarg {2 &tQIELICH
= bootarg.storageencryption.support<value>
= bootarg.keymanager.support<value>
* kmip.init.interface <}>
* kmip.init.ipaddr <Z}>
* kmip.init.netmask <Zt>
* kmip.init.gateway <Z}>
C. Onboard Key Manager?t &43tEl AL "kenv" ASUP £2{0f LIZ &l bootarg 2tS &tQlgtL|Ct,
= bootarg.storageencryption.support<value>
= bootarg.keymanager.support<value>
* bootarg.Onboard_keymanager <2t>
d. 'avenv' BHOE HA ot otF HE MEPLICH
e. 'printenv variable-name' B AHE510] HE At E =olgfL|C.

LOADER ZEZEO|A HES S A YS YFFLIC.
° DHCP!'ifconfig e0a-auto’'E #+8dt= 22

@ TS = BRI ZE= HEQ S HES S0 var IHY A2 SR F0f| HA =9 &4
L Eot S4SHE Ol Arg0t= ERl ZEQILICE O] HHO0M eOM ZEE MEY = JASLIC

° 5 HZZ FHtE ER: 'ifconfig eDa-addr=filer_addr-mask=netmask-GW=gateway-dns=dns_addr-
domain=dns_domain'

* filer_addr2 AEZ|X| A|ARS| |P FARILICE

- UIDlAS S HA HE 0| HZE 22| YEYAS| IESYA ntAIYLICH

[ i

AO|EQ|0|= HIESZ 2| AO|EL0|L|Ct,
* dns_addr 2 HIE¥30| /}= 0|5 MHe| IP FALICE

* DNS_DOMAIN2 DNS(Domain Name System) =H|Q! 0| S QILICE.

0| MEHE D7} 42 AEHS HS netboot B URLO H2tel Eujlel 00| BRstx| eaLIct
o] SAE 0|28t op ElLict,



@ QIE{H[O|AO]| CHE OH7H Ha-Tt RS 4 JQSLICH KtM|EH LHE2 HO| ZEZEOA help
ifconfige ALY = ASLICH

HAEESI &% = 22! HAE MetroClusterdf| A= 22 FC O{HE 42 =250oF LT}

a. fX|E4 ZEZ 2E&'boot_ ONTAP maint
T EE O|L|A|0O]E{ 2 MEELICE: "ucadmin modify -m fc -t iniitator adapter_name"
C. fX| B4 REE E7517| fIs ™X|otct

A2 AlARO0| 2ElE o 2HELC

b. MetroCluster

=3 0|0|X| 2E&! - FAS9500

|IOI- C

1.

2.
3.

ABlS 2elohn £ WA Holsof

SB E210|E0{|A| ONTAP O|0|X|E £ &6t IHY A
FLICH.

LOADER ZEZE0|A USB Ze2iA| E2t0|H0|AM =+ 0|0|X|E RESHYAI2: "boot_recovery"
0|0|X|:= USB E2iA| E2t0|20j| M CHREEEL|CE

HIAIX| 7} EA|Z|H O[0|X| O|FS YSHAHLL tHS| 23 Qtof| EA|E 7[= O|0|X[E = AFSILIC.

var It A|ARIZ S8t Ct

A|AEIO| CHS 7|S0| /e 22 JB{H...
HER3 HZE a. W 2 M2 FStEH= HAIX| 7} LIEILH 'y E SELICH
b. '/etc/ssh/ssh_host_ecDSA_key'S HO{EX| 2= HIA|X|7} LIEHLFH

vE FELC

c. S o] 43 =X| 2lst= HIAX|Zt LIEHLIH 'y'E F=ELICE
d. SE 74 SEAE 2= HAIX|7}F LIEFLH 'Y'E FELIC

e. 4 L2 g st £F 'Set-Privilege advanced 2 M&EgtL|C
f. 23 s HEH 'system node restore-backup-node local-target-

address impaired_node_ip_address'S AaligtL|C}
9. EE admin 2{|*¥ 'Set-Privilege admin’ @ £ &[S ZIL|C}

h. SE 742 8T AAX| E= HIAIX| 7} LIELIHA 'y'E FELICEH

"
n

£ MEYstets HAIXIZF LIEILIEA 'y E +=FLICH

13



A AR L 7|50] U= 82 2{H
HER 3 AZAO| ¢Y&LICH a. el f 82 =52k HIAIX| 7} LIEHLH "n"S +ELICL
b. AJAEIOA HIAIX| 7} HA|E|H A|ARIS RHLEBIL|CE
c. HAIEl HF0|A * Update flash from backup config * (sync flash)
SMS MEfetL|Ct

YOIOIEE Al&St2HE HIAIX[Z} LHEHLHH yE FFLICE

O]
=5
£

HESI3 HZ0| 1 MetroCluster

Q) TS Bolstats HIAIX|7L LIEHLE g S ELIC
P A0l asLict .

b. A|ARIOM HIAIXIZL HAIE|H A|ARS KRR ELCH

C. iSCSI AE2|X| HZ0| HZE Wi7tx| 7|CHEiLICt.

CHS HIAIXKIZE EAIZE A

g

g &= ASLIC

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target i1iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

M * Update flash from backup config * (sync flash)

YHI0[EE Al&StEHE HIAIX[Z} LHEHLHH yE +FLICE

4. 2F HEI O MTHZE AFE UK 2elFL|Ct

a. -=E LOADER TEIZEZ JpZL|CE.

14



—_— — O o = - = -
C. 2tA HATt of| A2 MEE|0 QIX| 2 O™ 'etenvenvenvenEnvironment_variable_name changed_value
FHOE HASIMAIR

d. 'aveenv' BHE AIB3I0] HF AretS MEELICE

5. Chg =2 AlAY 240 wet CHELIC

° A ARI0| 2EE 7| 22|Xt, NSE EE= NVEZL 78 E 32 E 0|SLICH OKM, NSE 2! NVEE ¢[¢et
OC[o] WAl T

* AIAEI0| RHE 7| 2H2|X}, NSE = NVEZH TAE|0] K| 82 F2 0 M| EHE ABHIAIL.

6. LOADER ZEIZEO0|A 'boot_ontap' BHS LHBILICL

HAE[= WHE... s L
EOQIDEDE CHS EHAIZ Ol SEiLICt.
gret o] =... a. MEL L=of 2aIgtL(Ct.

b. 'storage failover show' BEE AHE6t0] EF2 - =7} Btet Z=H| 7}
E|A=X] =olgtL|Ct,

7. 2& 70|22 IE =0 HZETHL|C
8. 'storage failover -fromnode local' BEE AtE&3st0] . EE CIA| X|™EL|CE,
9. 22{AE ZEIZEN|A net int-is-home false @H S A25t0] =2| QIE{I|0|AE &olgtLCt,

"false"2 EA|El QIE{HO|AT} Q= AR "netint revert” BY 2 AF238H0] T QIE|H|0|AE & ZER
| SEILICE

10. 24 AH0|ES E1= L EZ 87|10 rsion -v S Al

H
11. 'storage failover modify -node local -auto-2t2t true' HE S AFESI0] XHE B2t 7|52 siF|e 22 0] gtet
7ls€ S7ELCL

OKM, NSE 2! NVE-FAS9500°| £E! = O|C|0{ uA| CHA|

St HaE MElSH S0l 2EE 7| 22[XHOKM), NetApp A E2|X| 2 S3HNSE), NetApp
=5 2d22HNVE)E S¥dot= E tHE 2t=6lofF gLt
1. OKM, NSE = NVE 7AS 2Ist= O AFRE MM ZX: NSE = NVEZF 2EE 7| 22|Xet S| gMstEl
A2 O] HXIE AlZFe uf Xot MEZ SRcoF ghLct
° NSE EE= NVEZL 2AMSHE| 1 22 7| 22|X7F &M3tEl AL 2 0|SELICH Onboard Key ManagerZt
2t MSHEl A2 NVE E£= NSEE 218tL|Ct

° NSE = NVEZ ONTAP 9.601| CHol 2tM3tEl AL 2 O|STLICH ONTAP 9.6 O| A2 Aalich= A|AEI0| A
NSE/NVEE S&I¢etL|C}.
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Z& 0|52 B =0 HZRLCL

LOADER ZZ2IZ E0|AN boot ONTAP HHS AI250] LEE HEIBHL|C}

ZE0| CH30| AR = E2... O3
LOADER HA|X| 7} EA|EL|CE L CE 2El M5 (boot_ontap menu)Z S EIEILICE
gret th7| = a. IETEQ Ctrl-CE gLt
b. H|A|X|: Do you wish to halt this node than wait [y/n]? y&
detL|ct

C. LOADER ZEIXE|A 'boot_ontap menu' EHS L SHCL,

BEl {50 M £HZ & recover_onboard_keymanagerS st TEITE| yE Lt

o O XE MM mf DO =RE H2 2EE 7| 2[R9 Y2 E AL,

O =

6. U] L|O|E{E =stat= MIAIX| 7L LIEFLIH O] MMo| A|Zf S20f| KT ¥ H|O|HE 20 E&LICH Security
key-manager backup show SE£ security key-manager 22 E show-backup &9 28 20 d=rt.

16

@ 0| H|O|E{= EHQt 7| Zt2|X} 8HQ] A fE= HOHF| 2H2|XF & HE show-backup HEE S
EHE L

e} ClloEfof off:

#2] C0|Ef @l21:

HHol A| &b

=~

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

A

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AABAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVHAVHOAAVAAVAAVHA
AVHAAAHABOHOAAHOAAHAAAHOAAHOAAHAAAHAAAHAAAHOAAHOAAAAAAAAHAAAHOAAAAH
AAAHAAAHAAAHAAAHAAAHOAAHAAAHAAAHOAAAAAAAAAAAAAAAAHOAAAAAAAAAAAAHAMA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAABAAAAAAA . . .
H4nPQMONrDRYRAISCVBAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

HE| H|%0|A Normal Boot SM & MEHStL|C}

AAHIO| ghetOf7| 5. ZEZE=Z 2EELCt
Z& 0SS HEH LEZ 0[St admin= ZQIRfL|CY,

'storage failover show' B&Z At5t0] EtZU L ET} ghet FH|7} E| A =X

—

JlO}

'6|-|__| |:|-



10. 'storage failover back-fromode local-only-CFO-aggregate true' B2 AF2350{ CFO O 12| A#|0| Egt
HESISIALA|Q .

° L|A30 QFIH Edsto] FHO| AoSHH Fof 7t Aot LlA3 S
m7kx| ClA3 8 SRl 22 s

° CIFS M[t10] E&{ l0f HO| Hulist AL nZH0f|A| CIFS MEE B= YHE 2AQUSHIAIL.

2|MOoZ 22|65, wK| C|IATE Hreg

Mo

(D ciFsg zaelw coje7 24 4 YL

° DIEL|7} "ZH|E[X| §2" &E0|7] WiZ0f] FZF0| AistH NVRAMO| S7[=HE mi77tX| 52 E = 7|CHE LI,

O o

> NDMP, SnapMirror = SnapVault ZEMAZE QI8 0| MIjstH T2 NAE sHR|RLICEH XtASH LHE
s 2HIXE &XS f*')\IQ.

11. Htzto| 2bZ E|H 'storage failover show' ! storage failover show-5Htet EHHE AF2SI0] HU QM 3! Hhst MEHE
SLOISHAIA|D.

CFO OfZ2|A|IO|E(FE 0ia2|AH[0|E 3! CFO AEHY H|O|E{ O 22| A|0| E)2F HA|EIL|C

ok

I-|_|

il

12. ONTAP 9.6 O|&2 A ol 22 Hot 7| 22|Xt 2EE 7|3t A¥etL|Ct
a. Security key-manager 2 2E sync B@d S A8t L3 HA|X|7} LIEILIH LS E 4
b. 'Security key-manager key-query' @H0{E 2{50{ Onboard Key Managert] &£l 2 E 7|2| ArA|
HI|Z gol1stn 2= 015 7|9 EIEl L = yes/trueS OIS}
(D) ‘restored(=#igly 2ol Yes/true(Cl/&) 0l2l9l 2L 12 X2 HE0] 2ISHIAIR.

c. 7|17t 22{AH MAON S7|2HE mi7tX| 102 M & 7|CHEIL|CE
13. 2£ 70|22 HE{ L EE O|SFLICH.
14. 'storage failover -fromnode local' 3@ A5t EFZI L EE ChA| X|FEL|CE.

13. 'storage failover show' BES AIE6I0] 22 = 32 Z0j Hret AEE SQISHUA|2.

208 = 7|240| =& K| ot ™ 174 X7 Hof| 225tHAL.

}.

16. 22{AE A TEITE0|A net int show -is -home false HHS Q24510 = L EQF LEQ| Q= =2|

—_— a0 =

QE{H|O| A F LIEEHL|CE.

Ot Ot QIE{H|0| AT} falseZ LIZEICHH net int revert HES AM25t0] 1 QIE|H0|AE 8 TEZ
E|SE|HA L.

Of
2
O
2
>
)
g
[al
o
ot
ro
rot
inl

17. 24& AH0|22 4 = E2 F7|1 rsion -v HHS M

18. 'storage failover modify -node local -auto-2t2t true'
7|58 s

ONTAP 9.6 O| &S AlMSt= A|AEINA| NSE/NVEE S StL|CH

1. 2& 70|22 Ef2 =0 HZERLCY.

2. LOADER ZZIX E0|M boot ONTAP HHS AI250] L EE HEIBL|C}

w
rHI
Mk

=HE SISk},

=]

17



Z&0|| CHS0| EAE = ER J2{H, ..
EIQ OTZ2ODE 7CHA 2 ol s gLt
gt CH7| &... a. OMtE| L =of 23lgfL|C},

b. 'storage failover show' BHZ ALE5t0{ E}2 L =7} Hheh =H| 7t
E|R=X| gelgtL|ct.

=

4. 2£ 70|22 HEL] L E2 0|53t 'storage failover back - fromnode local -only -CFO -aggregate true
local' BE S AESIY] EFI . E AEZ|X|E CHA| MIZELICE

° L|A30| 2FI Llsto] EHO| HulstH o7t 2t CIA3E SE|HO 2 22[otk], wA| CIAIE #HE
W7tx| LA E SR I = SLC)
° CIFS M|90] E&q A0| FFO| et L2 oA CIFS MES B SE

QlSHAIL.

fo
Jﬁ
oI-

(D ciFss zaetw doles 24 4 YL

° MEL| 7t "ZH|E[X| 3" el 2 Qls FHO| HlstH, NVMEMO| S7|ete mi7tx| 52 S¢t 7|ChaL|Ct.

> NDMP, SnapMirror EE= SnapVault ZEMAZ QI8 HFH0| MIstH T2 M| A S SHA|RILICE XtA[SH LIE2
0|.||:_|- =||=_1|£E xr 0|.A|A|9_

5. 38 M 7|C}2l F 'storage failover show' HHOZ H|UH AEHE 2QISHC},

o
6. 22{AE A TE2TE0||A net int show -is -home false BHE 2|28l & LEQ} TEQ| Q= =2
OIE{H|O|A S LtETILICE

otoF 01t QIE{T|0| AT} falseZ LIFEICHH, net int revert BE S AFESI0] I QIEHO|AE B ZER
CSE|MA2.

7. 25 70|28 A = EZ 7|1 rsion -v HHES A5t ONTAP HEE =HolsiC},

mjo
=
00
Of
2
Pal
ofn
rc

ot

8. 'storage failover modify -node local -auto-2t2t true' E=
7|58 s

s2 =
9. 22{AH M IETEON AER|X| 4T3} C|AT HA'E AHBSH £ S HEYLICL
10. Security key-manager key-query B & At&3t0] 7| 22| MO XZE 253t 3l 215 7| HAISL|CH
° 'restored' ZEO| 'yes/true’?l ZR, AIEX= BEF 2=E|0 WK Z2MAE 2
° Key Manager type="external" 3! "restored" column=yes/true 0|2|2| AL H2t key-
restore BHZ ALE5H0] 215 7|2| 7| IDE S+ otot,
() ol ametet 2 K2l MEf] 2fBRAAIR.

° Key Manager type="Onboard" % "restored" column = yes/true 0|2|2| AL, 20t key-manager 22
sync HHS AFE2510] Key Manager RS CHA| S7|3}5tC}

Security key-manager key-query @& Z At&%t0] 2= 21F 70| CH3H restored column = yes/trueQ!X|
stol3iC}
1. 2& 0|52 IHEY Lo HZFLCL
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12. 'storage failover -fromnode local' BEHS AI25t0{ =2 CHA| X[ ™ EHL|Ct

13. 'storage failover modify -node local -auto-2t2t true' @HS At2st0] Ats Ht3t 7|5

T

QEJIHMTE HEZ NetApp-FAS95002° = &
7| EQt e M3 E RMA X|&of| HHE CHE @FT7H 2/dot 2ES NetAppOll

AERSIAIA| Q@ "I HE

—

SIAI, WAH" HO[X|E HZESHHAIL.

HH
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