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1. AutoSupport7} 24 stEl 22 AutoSupport HIAIX|E S &80 XH5 H|O|A MM S AX[BILICE system node

o= 1
autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHE AutoSupport HIA|X|= 2A|1Z2F SOt AFE AH|O|A MM S AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h
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S 1: Y2SHX| @f0 =Lt
‘boot recovery -partner ONTAP 9.16.0 O| &

k=) =
o= =2 —
A8t MEL L=E0M onTap O|OIX| (RE OILY =) & =7 = UASH

AlZtst7| o

TEZ RESHD oY =] RE 0|C|0f7 AAE|E Loader TEIEO] LS HAIX|SL £E) T2 M AT}
SX| Lt
SNMNHE .

Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
O| HIAIX|Z7t EA|=|H ONTAP O|0|X|E S{lsHof BtL|Ct

THA|

1. Loader T2 E0|M boot_recovery -partner HHE UATHL|CE.

§Hﬂm|m“4ﬂ7fstarting boot media recovery (BMR) process press Ctrl-C to
abort.. EA|E|1D 7] MZAO| A|ZHELICE

2. Loader’t 22 22{AE ZEE 145l1 £ Edl NetbootS Melisto]| [zt T2HAS
http://<remote-partner-IP>:65530/recoverydisk/image.tgz BLIE{ZL|C}.

Netboot7t 8 #E|H starting BMR .. O| 2O HAZ|W EX| Z2ANATF 22 EL|CE

a. 7| 22Xt LG X| 2 2 TS HAIXIZF EAIELICE



key manager is not configured. Exiting.
b. C+Z HIAIXIZ7t EA|Z|H Onboard Key Manager(OKM)7t A £l ZilL|Ct,

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
Are you sure? (y or n):

2 0|5510] 21 T2 M AE 2t SHL|CH

C. Ct2 HIA|X|7} EA|Z|H EKM(External Key Manager)0| A&l ZAQILICL EKM =29 2 0| 5310
ST DTEMNAE et=gL|Ch

Error when fetching key manager config from partner
169.254.139.209: 28
Has key manager been configured on this system? {y|n}

3. BMR ZZ2MAE DL|E{sIH IIEL{ 7} U] 1M enyv I}Y, MDB 2! RDBE 2318 2 QI&L|LCH,

4. LEJtHREE T BMRO| 2t2E A2 CH33 ZE&LICh

varfs backup restore: update checksum for varfs.tgz

varfs backup restore: restore using /cfcard/x86 64/freebsd/oldvarfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: Rebooting to load the new varfs

Terminated
varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.

=M 2: Onboard Key ManagerE AI23 2371 USL|Ct

‘boot_recovery -partner ONTAP 9.16.0 O[&Z 4 =
AHE5t MEL E0|AM onTap O|OX| (28 OC|Y =7)E =7E = USLICE.

AlZfot7] FHof

LEE HElstn ol =0 HE| O|C|0{7f £24E|H Loader TEZEN| CHS HIA| X[t 2E TZ MAT}
S X ELCt
S = .



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...
Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>

O HIAIX|7F EA|=|H ONTAP O|0|X|E S@lsHof gfL|Ct

1. Loader ZEZEW|A boot_recovery -partner BES UZEIL|CE,

tHO| HA|X|7} starting boot media recovery (BMR) process press Ctrl-C to
abort.. HA|E|1 28 =5 Thof £7| =tol 5 AX[7t A|ZHEL|CE

a. Onboard Key Manager(OKM)7t & &l 22 Ct3at 22 HIA|X|7F EA|E/LICE

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.

Are you sure? (y or n):

2. mEmEo _y S YELc

| — |
3. 7t EAIE|H 22 C 7| 22|Xtof| thet S E AAHBLICt Enter the passphrase for onboard key

management:

4. A2 S Boldh= HAIXKIZL EAEH 2EE 7| 22|Xof tieh 2= S CHA| S CH.



Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
TmVOQXBwIEt1eSBCbGI9iAAECAAAEAAAACAEAAAAAAAASYRO6UAAAAACEAAAAAAAAA
QAAAAAAAAACJIZz1u2AAAAAPX84XY5AUOP4JchbIt8wiwOZoqyJPJ4L6/5FHIOY] /w
RVDO1sZB1E4HO79/zYc82nBwtiHaSPWCbkCrMWuQQDsiAAAAAAAAACGAAAAAARARLA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATJAGr3tJA/LR2ZU
QRHwv+laWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAABHVFEPxXAAAAAHUgdVQOEKNpP

S Z2MATE JZE|H CHZ HAX| 7L EAIEL|CE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
5. BMR ZZMAE ZLEZSIH DIEL{ 7} #Y] 14, env IHY, MDB %! RDBE =+g £ JU&LICH
SH0| EEH =TI HFEIE|0] ZEMATL tZ ELICE

=M 3: External Key Manager’ /= 23

‘boot recovery -partner ONTAP 9.16.0 O|&Z 4 =
AHEst MEL LE0|AM onTap O|OX| (28 OC|Y| =7)E =7Y = USLICE.

LEE RESID oY = REl O|C|0{7} &4 E|H Loader ZEZEO0]| CHZ HAIX|t & T2 M|AT}
SX|ELCH
SNMNHE .



Can't find primary boot device ula.0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort...

Could not load fat://boot0/X86 64/freebsd/imagel/kernel:Device not
found

ERROR: Error booting OS on: 'boot(0' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (bootO, fat)

ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)

Autoboot of PRIMARY image failed. Device not found (-6)
LOADER-A>
O HIA|X|Zt EA|=|H ONTAP O|0|X|E = 8Hof gfL|Ct.

THA|

1. Loader ZEZEW|A boot_recovery -partner BES UZEIL|CE,

tHO| HA|X|7} starting boot media recovery (BMR) process press Ctrl-C to
abort.. HA|E|1 28 =5 Thof £7| =tol 5 AX[7t A|ZHEL|CE

a. EKM(External Key Manager)0| 1M &l H CtS1t 22 HIA[X|7F EA|ELICE

Error when fetching key manager config from partner
169.254.139.209: 28

Has key manager been configured on this system? {y|n}
b. 7| 2|7t +HE L _y E etch

key manager is configured.
Entering Bootmenu Option 11...
Bootmenu &M 112 74 MY S MHTPEY = ALE 2= EKM 74 HEE ALEXI0A EAILICH
2. Z2ZETEOAN EKM 24 S AEL|CE.

—

o Xk % 0| ME = [HEE EKMO| A SMSIEAS mf QRS LICH X7] EKM A A| Q2dst 2
o

[
SUst HBE Yo BLIC,

A

1t



3. Keystore UUID % 7} SHIEX| “cluster vuIiD &QITHL|CE
a. IEL . E0f|M “cluster identity show' @& 2 A&35t0{ S2{AE UUIDE AMgfL|Ct

b. IIEL] 20| vserver show -type admin ™I} key-manager keystore show
-vserver <nodename> BYZ ALE5I0{ Keystore UUIDE AMEfLICE.
C. HIAIX|7} EA|E|H Keystore UUID X 22{AF UUID #t2 LHELICL

=

A
gg sl
AJNAL'
T™ Mg

O OEH =5 A

75'% 7| MZEA UUID 2 23 AE UUIDE M E 7| MHo| Qe
Mroot-AK 7|0f| A &S

rr

*x-NETAPP-ClusterName: <cluster name> =2AH vuip Y x-NETAPP-
|

KeyUsage: "MROOT-AK"' Keystore UUID H40| CHgt E =2Qlstd SHIE 7|7}
U=X| =felgfL|ct.

4. ONTAP = =0]| CH3t Mroot-AK X=3| &l 2712 @L|E{2lgtL|Ct

o ZZMA0M 7|E SUY &+ YCH THE HIAX| 7t BAIE|H Ml AL 2ojM eOMS F48HOF BHLILH.

ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be available.

KA KRR AR A AR A AR AR A KR A AN A AR A AN A A AR A A ARk A A AR A A A A A A Ak A kA, Kk

& ATTENTTION *

* *

E System cannot connect to key managers. &3

* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

a. “boot_recovery -partner'recoverery ' E0{| A HHS AMSHBIL|CE,
b. EKMO| it SME S3stEH= HIAIX| 7L BEAIEH(y £=n) 25 _n_ S(E) MEHELI|CL
8712 ZEZEO| CHal _n_optionS MEHSHH A|AEIO| 2E 0|70l M SX|ELICE.
C. CtE 2 AH L E0|N /cfcard/kMIP/servers.cfg It MEHE £EIBtLICt O HEE &L Ct
* KMIP MH{ FA]L|C,
* KMIP ZEQIL|LC}.
* Keystore UUIDRIL|C}.



* /cfcard/kMIP/certs/client.crt Tt 2| 22I0|HE S M SAH2 YLCE.

* /cfcard/kMIP/certs/client.key It Q| 22I0|HE 7| SAHEQILICE

* /cfcard/kMIP/certs/ca.pem TS| KMIP A{H| CA At2
d. ZTEZEO _systemshell_2 223t0{ bootmenudi|A] systemshell 2 2 BIL|C}.
e. A|AHEN A 0 70lA eOM, SIOtA ST 3! HO|EQ0|Q] HESQIZE FHTLICL
f._exit_ HHS ALE3I0] Oil'7 A|AH
S| 0|57t LFEFELICE “11°EKM S22 AlSotz{H M
VIS =

o
=
Ct2 220 ot HAIXIZF EAIZ|H O|Fof| et E4 HEHE LHARLICH

S=YLCHL

fjo

.3"9

I>

* /cfcard/kMIP/certs/client.crt Tt 2] SAL20]| JESLIT? {y/n}
* [cfcard/kMIP/certs/client.key It 2| SAHZO| UEL|MH? {y/n}
* [cfcard/kMIP/certs/ca.pem TS| AHZ0| UZLITH? {y/n}
* /cfcard/kMIP/servers.cfg T 2| SAHZO| QUELIT? {y/n}

6. 7|7} HiHE S/ 57 TEMNATHASED LEE HRELC

U= HEZ2 NetApp-ASA A70 2! ASA A0 Z

| MiSE RMAX|Eof| 2 & tiz LRI LMot £ES NetAppof| ghetetL|Ct.
FE gk 5L wA"AbMISE LHE2 H|O|X|E HZESHAIL.
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