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key="*set-xattr*"ARCH=x86 64 SYSCALL=**setxattr** AUID="jrsmith"
UID="jrsmith" GID="jrsmith" EUID="jrsmith" SUID="jrsmith"
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He
{
"commonName" : {
"value": "Smith John R jrsmith"
by
"emailAddresses": |
{
"value": "jrsmith@dod.mil"
}
I
"employeeId": {
"value": "00000387835"
by
"firstName": {
"value": "John"
by
"lastName": {
"value": "Smith"
by
"telephoneNumber": {
"value": "938/260-9537"
by
"uid": |
"value": "jrsmith"
}
}
AFQF "DoD"
UUIDQ!IL|C} b4111349-7875-4115-AD30-0928565f2e15
22| X} =2
{
"value": "DoD"

36



=7HXS Mg

{
"value": "ABC1000"
by
{
"value": "DEF1001"
by
{
"value": "EFG2000"
}
"value": "US"
{
"value": "TS"
b
{
"value": "3"
b
{
"value": "C"
by
{
"value": "U"
}
{
"value": "USA"
}
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CIXIE AlERAL(
{
"classification": "UNCLASSIFIED",
"value": "cn=smith john r Jjrsmith, ou=dod, o=u.s.
government, c=us"
1
s
{
"value": "DoD"
}
DutyOrganization(O|
= =% {
"value": "DoD"
1
entityType 2
MEHSHL|C} {
"value": "GOV"
1
FineAccessControls
E HXSHAIR [
{
"value": "SI"
b
{
"value": "TK"
bo
{
"value": "NSYS"

O|2{gt PKI #et2 HIO|E] R U S48 Ze3t John R. Smithe B A M2 HEE H0f FLICL
IC-TDF HIEtH|O|E{7} mpdut H 2 MF L= ALI2| 200 M NetApp= MESHE BMA MO ASS Fot2
P

X EEfLICt of7|oll= Cl2 22| 2 8l 2} mhdaf 2h E A& ®of HEIF 2= MEELILE oS S0, THof
HZE OHS EIOE 123l EHAI2.
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* xattr 7|-2t Ao off *
7 o

user.uuid

user.entitySecu "UNCLASSIFIED"
rityMark

user.specificat "INFO"
ion

"761d2e3c-e778-

4eed-997b-3bb%acald3fa"

oF £ 20f Ch3t
2 2lm £%

KtMIet §E2E
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user.Info

"commonName" : {

"value": "Smith John R jrsmith"
by
"currentOrganization": {

"value": "TUV33"

by
"displayName": {
"value": "John Smith"
by
"emailAddresses": |
"jrsmith@example.org"
I
"employeeId": {
"value": "00000405732"
by

"firstName": {
"value": "John"
b
"lastName": {
"value": "Smith"
b
"managers": [
{
"value": ""
}
I
"organizations": [
{
"value": "TUV33"
b
{
"value": "WXY44"
}
1/
"personalTitle": {
"value": ""
b
"secureTelephoneNumber": {
"value": "506-7718"
bo
"telephoneNumber": {
"value": "264/160-7187"
bo
"title": {

Niral11e
valLuc
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user.geo_point [-78.7941, 35.7956]

e

AN }
* "NFS in NetApp ONTAP: 2H Atz 8l 3= Jo|="
* "ONTAP H& HxL|ct
« M™ QM(RFC)
° "RFC 7204: 2{|0|=20]| X|"¥ & NFSOf| CHet 27 Afet
° "RFC 2203: RPCSEC_GSS IZEZ At
° "RFC 3530: NFS(Network File System) HM 4 T2 E ="
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admin-no-fsa (ONTAP
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volume file show-disk-
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* set

* system node autosupport

backup
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g LA E2| 2 O|SELCh

|E2|(DEFAULT)

A7|/M7| * O E ¥ C|ME2|(DEFAULT)

®* security login rest-

role

®* security login role

Q
Olo

°* security login rest- BA
role create

®* security login rest-
role delete

®* security login rest-
role modify

®* security login rest-
role show

®* security login role
create

®* security login role
create

®* security login role
delete

®* security login role
modify

®* security login role
show

®* volume activity-
tracking

®* volume analytics

autosupport [
ole JIEt 2 C| E2|(DEFAULT)
o= vserver services ndmp



7| ME volume 2le
7|Et 2= EH C|AE2|(DEFAULT) readonly [l
* security login password SIS security
AEXAE 22 2= 3 7| HE
22[of 2k Ar2E LIt
* set
A7 HE 7|Et B E HH C|HEZ|(DEFAULT) none

autosupport G2 AutoSupport OnDemandOlA| AtESt= O|2] ™OEl “autosupport
() A=l SLELICE ONTAPUIME AISXI7E ABS 2HALE ATIE autosupport Y&LICH
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NVMe/FC % NVMe/TCP
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* YEQIS B U HIENT QIEHO|AS

— ==

DLEReh l'-f

* SVM2| HEHE ZL[E-gL|Ct



vsadmin-volume
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vsadmin-backup
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vsadmin-readonly AR AN 22 oz 8l 7| WEE 2h2|ghL|ct
* SVMe| ME{E ZL|H gL Ct

HEY3 QIE{H0|AS DLIE{EL|C

* =8 L LUN 27|
* MHAGZZES |

S2 o2 HME= 232 HMES| HMA FAES X|HEL|CE 7SSt 2H0ll= console, http, ontapi,
L

Ct.

rsh, snmp, service-processor, ssh, % ‘telnet' 7t ZgtE

28 MHGIH service-processor AFEXIO|A| MH|A TZN|A{Of CHSE HAM|A HBHO| £ EILICE O]
Oj7H HEE 2 ™Y service-processor —authentication-method 2% AH|A TZAMA7} Q150

X stE 2 o7 HLE 2 M- O password LICH password SVM AHEX} 74@8 MH|A 2 M|A{0]] HM[AL

2 ASLICE m2tA of o7 HapTt 2 ™ El 2 AR U 2| K= 07 HEE A8 £ -vserver service-
processor & L|Ct.

ol CHot HMAE O HMot5t2H™ service-processor HHE system service-processor ssh add-

allowed-addresses AF2SIMAIR. HHE “system service-processor api-service AFESH0]
T4 3 IEME HOo|EY & JUSLICL.

rr

NetAppOlA= EOot 212 HHA S 2|3l SSH(EQH S HZstOZ HOHAOl 0| R 2 Telnet X RSH(EE &)
712X 02 H|2tMotE|0f JESL|CH Eull EE= RSHO| CHSE @ 7 AFEO|LE 1Rt 27 AFE0| Qe HL 0]

dstotiof gfLIct.

M o=

rn

O security protocol modify BES RSH % Telnete| 7|& 22{AH ™A 1AM S SHEfLICH &MH3t
Lo E 2 MF6l0] S2{AHO|AM RSH 2 &UlZ 2 Mot otL|CE true.

ol
—

e

ol

authentication method D7 H4-= Z2°210f| AFEE[= Q15 WHS XML Ct.

QlE A AH
cert SSL2IZAM 213
community SNMP HFLIE] 2XIE
domain Active Directory 215
nsswitch LDAP EE= NIS @15
password 4=
publickey 37 71 1B
usm SNMP AtEX} Hot DRQIL|CH
() === woto] oHoz olsh NISE AFSHA gt 20| FALICH
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publickey password USLICH BHL| EE 2|0f| ~authentication-method security login O|2t= M
ZCJt -second-authentication-method F7tE[R}ESLICH publickey  E& “password E X|EY
QUELICE ~authentication-method -second-authentication-method. J2{LI SSH 2IF S0 =AM =
otal 22 olZut ohH| TIMEH, 3 O30l publickey MA| QIS 9IS s TEITET} LIEFELICE

[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>

ONTAP 945 E| E nsswitch 2F & & HIY Q15 HHO = ALES £~ “publickey” U &LILCE.

ONTAP 9.12.18EF FIDO2= YubiKey StER0] 215 X[ = 7|El FIDO2 2t &X|E AHE6H= SSH 2130| =

A 2 JELICH
ONTAP 9.13.15H:

* domain A™E2 Of|M F HIY 21F HHOZE ALES “publickey 3= USLILCE.

* AZE7|E Lol 8 A2 (totp)s WM AlZHS & MW Q1T AR 215 R4 F olLIZ AEot= & 12| F0| 2l
e A L= ULIC

0

ONTAP System Manager, Active 1Q Unified Manager, SSHZ I8t CHEHA| QI (MFA)O| CHSH XEASH LHES 2
EZSHA L. "TR-4647: ONTAP 92| CtEHA| Q15"

7|2 22| A

E|Xp 2 BE S8 TEOMS AL dMAY ooz e|Xt AI™ S F|otsl{of
SfLIC}. diag A2 A|AH] 20| HHAE =~ JUCH T|& X[/ EAM2 ZH| sfE =S
TS| flet SO 20t of| 2 =[0{OF gL|Ct,

7|12 22| A"l 9 O] & admin ‘diag 7HX|7t Y&LIC

DEE A™E2 Mot of|AZ[0|ME HIRT F UM S FUSts T2 ot SEHRILICE O|2{3 A™E2 AFEXt A
MEA0| ot U= SRS ALEE[X| b= AI™YLICE Ol AEE 7|2H o= AMEE|X| UL 2Tt

YOI0|E = HBEX| 42 7|2 A YLICE. o] ZHE sHESH7| 2/3 ONTAPOIAM = AE ®AH 5L 0|5 HES
X &gt

L3 AES ARIBHLE OIS S WS 4 giBLICE BEiXPl AR ARSI s HEE Al LiS
(D) 7=ol Chal =Lk NetAppoilAls 2R3 LIZ AIFS lock BHS AFGsto] HIE 22

HELC

0F ABE Hi2dh woh 2 OIXISE NetAppoilMi= 22 A8 HE20IM AP MAHE to| SYES HAEH 2
28 Z=is] AFBLICE
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clusterl::*> security login show -vserver clusterl

vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.

FIcH(diag) AE 2=E MHELICH
2t= TT AHO| diag 2AE2[X] A|AEID} SHH ®SELICH A™EES AHESIH oA 22X 82 &HE Y & diag
systemshell UELICE. O] “diag AH2 HTHO| U= BHS Sol| A|AH] &oj| AHM[AS |'E ol ALY £ U=
Lot AMYULICE diag systemshell
{oF HM|A HokS FITH Mot

AAS) 91 Bt g1 ag ABE X4E FE BHOR ARELIC 0f2
(D +200 xsiol, ol N8 wHol izl mak 27 o S 2w 4 2= B0l gL
AEot 2 ut 22| SHOZ AT £ diag systemshell §1&LICH

A ZFst7| Mol
Ol HBM|ASE| HOf| systemshell "HHE ALESIH AHE ASE MHNOF “diag security login
password 2LICL 2ot oz HAS AESt FI|Ho = A= E HAMOF diag SLICL.
CHA|
1 A™ AEX S BN diag:



clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

node-01%

Ct= 22

e
o
0%

ONTAP 9.11.152E{ MAV(Multi-admin Verification)E AF23t0{ X|H &l 2t2|Xte| £l =of|ot
EE E= A AHe 22 EF HYE Al = JASLICH MEH &MEHLE o[ H O AHLE

1 O 1
0| BEo 2e|Xp7F #A| gfs HE = I11I0|E1 AHIE S = ASLIC.

MAV T-d2 Li3ah 20] &Lt

i

X7 4 F MAV S IE(MAV 22[XHef 2H2|XFEE Of2{st 24
MAVIt 2dstEl 3@ RE B XS 2tmste{H T2 M| TS +=&sl{oF ghLCt,

1. AREXIIL 2 S AIZtSHH 7t "8 0| M E L CHLIEFE LT,

ocood

2. 0| BHS HASHY| Tol| Rt JH"MAV 22Xt SQI6HOF LT,
A

MAVE= XSt 20| 22 57| Tof| Selo] 25| M0 =2 XS
ASLICE XSkt MAVE i AtEdtE = ER NetApp01|* EX
ZELCH & S0, XtS2t7t 2EEX] 42 20T MAV 722 X
HAE A8 siE 282 K- = ASLICL

sp7p &
AV

MAV %
g2 4

Qo ES0|L Y TEZEH = A2 £
0l CHal #2|E A= A0|
volume delete UYOMH EXN HH

MAVO] CHet XEM[SH LIE 2 & "ONTAP LIS 2HE|X} 215 M "EZSHIA2.
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CHE SnapVaultingdl| H|sH Z&HEl 7| SULICEH 1XF A|ARIOA 7] AMAS W2 S50 FHMQ0f0f| ofs &AHE
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REST API EE= ONTAPO]| CHEF NetApp Manageability SDK API M| A0 CHSE ALE X} ID 3
OfS OIZ CHAl QIS A 7|t Q1SS A SHOF BHL|C},

(D) RESTAPIOI Cigt @15 715t 915 ChAl A "OAUth 2.0 £2 7[5t 915")
ol EAAl0ll BE 2 ONTAPOM Xhxl MYE QISAE MASHR MXZ 4 UL
2z

1. OpenSSLE AHE5t0] L2 HHS M0 ASME ML Ct.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'

O] B2 2t= 38 2B A2 test.pem 2t= 712! 715 “key.out H-E LIt L 0|2 CN2 ONTAP AtEXt
t.

IDO| sHEtetL|C

S HAIX[7} BAIE|H QIE ML I8 E0] ‘0 ONTAPL| PEM(Privacy Enhanced mail)

SER-EERN
Haloz =g oI5 A LHRS Mgt

security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. ONTAPE 2421510 SSLE St 22t0|HE MM A S 51238111 API A M| 20] TSt AHZ X} IDS FeSLCt.
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security ssl modify -vserver clusterl -client-enabled true

security login create -user-or-group-name cert user -application ontapi

—authmethod cert -role admin -vserver clusterl

LIS Ololl M= AFEXE ID7t cert user 2B M Q15 APl HMAE At

SE A
g8 49

Al E|YSLICH ONTAP HA S

HAIS7| I8 At Stz ZHEret 22| SDK Python 23R EE cert user CH33t Z5L|CH

#!/usr/bin/python

import sys

sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-

manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n »n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")

print ("V: " + ontap version)

AAZEQ| £20| ONTAP HTO| HEA|ZIL|C}.

./version.py

V: NetApp Release 9.5RC1l: Sat Nov 10 05:13:42 UTC 2018



4. ONTAP REST APIZ AF2310] QIS A] 7|4t Q15 S 43tsta{H OIS CH|S AR SHUAIL.
a. ONTAPOI| A http M| 201 CHEH ALEX} IDE F

security login create -user-or-group-name cert user -application http
-—authmethod cert -role admin -vserver clusterl

b. Linux 22t0|HEOM C}Z BHE HAHSI0] ONTAP HH S EHO = M TfLCt.

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": O
by
" links": {
"self": {
"href": "/api/cluster"

ey S]]
* "ONTAPE NetApp Zt2| SDKE A%t Q15

X
N

H} o|=n
e L O s

REST API0|| CH3F ONTAP OAuth 2.0 E2 7|t 215

Q1= M 7|gt Q1= CHA REST APIO| OAuth 2.0 EZ 7|8t QIS S ALEE 4 JUELICL

ONTAP 9.14.12E{ OAuth 2.0(Open Authorization 2.0) Z2{| Q3 E ALESH0] ONTAP S2{AE{0f| CHE BMAE
Ho{E 4= AELICE 0] 7|52 ONTAP CLI, System Manager, REST APIS Z st IE ONTAP 2| QIE{H0|AS
Ar2sto] AT 4= USLICEH TJ2{L OAuth 2.0 Hst 20{ 8l HM|A H|of ZH S S210|AHE I REST APIS AH26}0]
ONTAPO]| HM| AT Ijot HEE o~ JUELICH

OAuth 2.0 ES2 AL2X} AN Q1ES 9|3t otS = Ci|SHLC}.

OAuth 2.0 AFE0]| CHet XtA|SH LHE2 £ "OAuth 2.0= ArE¢t 215 2! 2ot S0{0] TS ONTAP 2 M "&ZSHYAIL.

ol ot s HYE XE M, XM Y THO| HBES DE HHUA £E EES
ZagILICh 0[2f3t 271 AF2IS| o2 AFBX} O[S 48, 8% 2o 2748 BT 2 Ay
9l 0|2{2t Ao H& 50| YALICH ONTAP £24L 0[2{8 Hiot PXE Halets 7|5
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g config modify EHS AHESH0

SHA-512 X| &

oS HOLS Z3tst7| 23l ONTAP 90 M= SHA-2 &% 8HA| 7|52 XIISHH, A2 MAE|7L HAR 4SS
SiAlShE Ol 712X Q2 SHA-5128 AISEILICH. 2FAtet #2|Xh= HRof| w2t AF S StEstrLt &2 &

ABLIC.

{57} HMZAE|X| 92 7|Z ONTAP 9 AF2X} A4S ONTAP 9.0 0|42 T2]|0| =3t S0l = MD5 8iA| 7152
% AHSELITE T2ILE NetAppOlI A= AFR AP S8 H2SHER 6f0f O[2{3t AFRRE AINS Bt o3t SHA512
£2MOR nto| 20| ME S X ATFLICL

—_= A= 171

* X[ZE Al g2t LR[SH=

—

AEXEAIE Al

clusterl::*> security login show -user-or-group-name NewAdmin -fields
hash-function
vserver user-or-group-hame application authentication-method hash-

function

clusterl NewAdmin
clusterl NewAdmin
clusterl NewAdmin

* X|MEl SHA| E4(0ll: MD5)E AtESt

rr

clusterl:
-function md5
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console
ontapi
ssh

AEE U=ZAIA MEXZL CHZ

password
password
password

ZQ1A|

:*> security login expire-password -vserver * -username *

shab512
shab512
shab12

Ao E HEFHOF LIt

-hash



* XNFE oA gE A8dts 22 AFE HaUCh

clusterl::*> security login lock -vserver * -username * -hash-function
mdb

A9 2] SVMAHIA LHE AEXL 25 SHA| 7|52 & & I&LICH autosupport . O] 2X|= 2|24
=MLICE o] LHE AtEXof|AH = 7| 2o E RMHEI A3t QB E diA| 7|s2 Y & Sl&LICH

o ALEXIS| & SHA| 7|2 HE{™ autosupport LIS BES MASL|CE

::> set advanced

::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown
Second Authentication Method2: none

o A Al 7|5 (7|24t SHAS12)S XM O BEES MATL|CL
::> security login password -username autosupport

227t B2 AL J=XE SO &L
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security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: shabl2
Second Authentication Method2: none

2% o7 Ha

M xE| MM
= L/ o~

ONTAP &8

7 Atet 8l

>
1k
flo

9.14. 15 E{= ONTAPS| Af MX|0f0t ME2E|= Q59|

ZE oS

M
(=)

1

username-minlength

username-alphanum

passwd-minlength

passwd-alphanum

passwd-min-special-
chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts
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lockout-duration

disallowed-reuse

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits

passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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of

clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited
A AH 2he| 2y

O]= ONTAP A|AH! 2| S Hotot= &R0t o7 Ha|iL k.

o

HHE HAH~

HOt E2ME QK| 2te|stz{™ A|AEIQ| CHSH Hot BN A S MHSH= Z10| ZRTILICH 7HE LEEK Ol HEHE HA|A
SME SSH, Telnet ¥ RSHILICE. 0] Z0|M SSHE A HHE HMAZ Qs 71E QLS A H&E BH
A QLICE NetAppOl A= ONTAP £2M0]| CHe HHEE HNAE 2|3

()]
()]
T
i
>
ol
ot
b
mjo
il
Ju
ra
)al
ot
i
iul

SSH 4

‘security ssh show HH2 SHAE % svmof| st ssp 7| wet gn2EF, &=, mMAC
gdi2|Ee FMHE EOFELICH. 7| wme gH2 ol2{gt YnZ|Fa 5
IEE 2o 184 MM 7|17t == wHY MY Q30| &= WHE X[™EL|Ct.
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clusterl::> security ssh show

Vserver Ciphers Key Exchange Algorithms MAC Algorithms

nsadhanacluster-2

aes256-ctr, diffie-helman-group- hmac-sha2-256
aesl92-ctr, exchange-sha256, hmac-sha2-512
aesl28-ctr ecdh-sha2-nistp384

vsO0 aesl28-gcm curve25519-sha256 hmac-shal

vsl aes256-ctr, diffie-hellman-group- hmac-shal-96
aesl92-ctr, exchange-sha256 hmac-sha2-256
aesl28-ctr, ecdh-sha2-nistp384 hmac-sha2-256-
3des-cbc, ecdh-sha2-nistpb12 etm
aesl28-gcm hmac-sha2-512

3 entries were displayed.

2721 HiH

ZE2 230 HiHE A8 ZE 2FXL, HE|Xt, HEXIE Y26 DF0f|AH| AHE 2F2E MS5HD A|AE o
HMA S 5= U= AR BA S 5= ASLICH O] H2 LAI2 A|AH HMA I A0 CHEE 7|CHX|E - SH= O
FEELICE “security login banner modify’ 0] BHE2 =101 H{I{E £AetL|Ct. 2321 Hijl{= SSH ¥ 2& &4
20 TENA F QIF THA| HEZ ol HAIELICE i BIAE = L2 of|of] EAIE AN 2O E(™)ZE F0{0F
gLct.

clusterl::> security login banner modify -vserver clusterl -message
"Authorized users ONLY!"

2ol Bl oi7H M4

Oi7H H = 2%

vserver O] OH7H HAE ARSI £=H =l HiLH{ 7} Q= SVMS K| ™ EtL|Ct 22{AE 22Xt SVMe
O|E2 MESHH 22{AH 2| HAIXIE £HSHUAIL. 22 AH B|H HAIX|= HIAIX|Z}
Mol X| 42 H|0|E| SVMO| CHSH 7| 22O 2 AL ElL|CY.

LS —

message Of MEX Of7f Ha= 200 i HIAXIE X|Fots ol A8 4= AFLICE S AH|
200l i HAIX|7 2EE 32 22{AH 2292 Bi{= 2= H|0|E] SVMO|A AFEElLCE.
ciolef svMe| 2101 B E AEstH S2{AH 2Q1 B4 Q| C|AZ2|0|7F XiF Q| ElLICt.
HIo[Ef SVM 201 B E A3t 2 AF 2¢1 B S Aot H of o7 HE "
2 & AFESHAIL.
Of o7 HE AMESH= 22 292 Biuof| £ HiE(Z 2 [EOL] £= & Hia)s 2ot =
RSLICH M 20| A= 221 B HAX|S =5t H 07 H4-E XIFSHA| OFYAIL.
HIAIXIE thetd 2 = stet= HIAXZE EAIELCH tetEo = AR E HAIX|ols &

HHES ot = ASLIC

ASCII7} O}l 2XH= QL|ZE UTF-82 At26H0f ShL|Ct.
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of7H 14 EL

uri (ftp
http)://(hostname IPv4:
O| o7} H-E ARSI 221 B E CHR2EEY URIE X[™ELICL

HIAIX|Q| Z0|= 2048HI0|EE Z1te 4~ I&LICH H| ASCIl 2At= |LIZE UTF-82
X3 |0{OF BHL|CE,

2E9| HIAX|
O] security login motd modify BE2 MOTD(2=2| HAIX)E HH|O|EgL|Ct.

MOTDO|l= S AH 2% MOTDSL} H|0|E{ SVM 2| MOTD2H= £ 74X HETL Q&LICE H|0]Ef SVYMe| E2{AH
o] 2aQIst= AMEX= 22 AH 2 MOTD CHS | siE SVYMO]| CHet SVM 2| MOTDZI= & 7HX| HIAIXIE =

= AFHCE

S22 22|xts R0 2 2 SVMOIM WEXHOZ 22| AR =F MOTDE AE5H7{Lt AFESHA| 8 2 Y
= AFLICEH SAH Z2|XE7F SVMO| Chisll 22 AEH 2|® MOTDE ArEdHX| == AFEHIH SvMmol| 201t
AMEXOf| A SRAAH 2i|E HAIXKIZF HAIZ|X] S LICH S2{AE 22|Xtet SS{AH 2f|E HAIXIE 23 E£= oiFe

=2 =20 L1
= AFLIC
MOTD o7 H=@iL|ct 23

SVM O| DH7HHE A0 MOTDZ} =8 E|l= SVMS XIHELICH S AE 2H2|X SvMme)
O|ES AIE5I0] S AH Y HAIXIE +FHIAIL.
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—vserver %OH HAIX|E CHet O 2 elafstats HIAIX|7 BAIEILICH CHsE o=
Ql2i=l HAIXolE & HHES E3Het & UALICH b ASCI 2XHs SLIAE UTF-82
A2 E|ofof SILIC. BAIX|0= Ck2 Tt 22 o] AF|0|Z AJAAE AFRSI0| SOz
MHE 2EAT} mEE & YL}
“\\ - EF Bl Al 23}
- \b- £ YIS (Linuxelel SBAHS 9siARH X|YE))
28| AH o|SYLIcH
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* \o-\0% SLEILICt Linux =2 S QI8 MZElL|Ct.

* \0- =2/ DNS =H|2l o|ERILICt EH2 HERX I #4of 2t E2EXIH H|o JAS

1]

= UAEL|CE.
*\r-AIZEQ0] A HS
* \s- 2% NA o|SLICt

s \u-2Z LEo M S AEH A HM £QL|CH 22 AE B2|XIe BR: RE
22{2H & ALEX} HI0[E sSVM ++E|If°| B2 lie HIo[Ef SVMof| thist AE|E
MlMdak XA gL

—

*\U- 2 EX[T\u EE 7} “user users FZHELICE

E
UTE SIHAE HHOIM &8 MM (who'AHE)
ONTAPO|M 2=2f HAIX|E F&ot= LEo et XtMEH LHE2 & AESHHA L "252| HIAIX[0f] CHEF ONTAP
M.
CLI M| AlZt =3t
7|2 CLI MM Azt =3t 302 ILICE AlZh 20h= S M SLAM T)7| DS EX[ohs o SQELICH

HHS MESH system timeout show X CLI MM A[ZE X3S FLICE A[ZF X3t gtS B2 H system
timeout modify -timeout <minutes> BEHZ AIETL|CE
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NetApp ONTAP System Managers S%+ ¢l A A|A

ONTAP Zt2|Xt7} SHAEHE AMASID 22[St= O CLI CHA J2HTE QE{I0|AE A= E S NetApp
ONTAP System ManagerS AF235tMA|Q. 7|EMO 2 SHMolE|H HEIRKE Eoff HMAE 4= Q= ol MH[AZ
ONTAPO|| ZZ&tE|0] AUESLICL DNSE At85t= 2 HER KO ZAE 0|F& 712|7| LI & S8l IPv4 = IPv6
ZFAE “https://cluster-management-LIF X| & &fL|C}

SHAHOM XA MEE CIXE AUSME A8tz 82 HEIRX 0N ASME
BAEY = USLICH HHAE AL S QAAMSHLE M 2B 2 2le 22

AZNE MY 4 UBLIC

_I_

ME[H = QI3 S LIEI= 18
2E0f| CA(RIE 712) M3 CIX|E

_I_

ONTAP 9.352E SAML(Security Assertion Markup Language) /52 ONTAP System Manager2| &M QIL|C}.
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[-protocol \{udp-unencrypted|tcp-unencrypted|tcp-encrypted}]

CHE 2 & otLIE A8 = AS LI

Olo

EIMY IZES

rlo

° udp-unencrypted.. 22t0| gi= ALEX HO|H I T2 EE,
° tcp-unencrypted.. 29 7|S0| gi= TCP.

° tcp-encrypted.. TLS(Transport Layer Security)S AF235H= TCP.

© * CHA M| IDS SRIBHIAIL. * Of Tl B4 S trueR MEEHH st QIE Ml RS Brolste] 21 Her

CHetol IDE =eletLict Z2EE HE0AM ¢S MEfot ZR0|2 0] IS TRUEZ 28 Y £ tcpencrypted
olAL|C}
M- .

[-verify-server \{true|false}]
* *Syslog 7|s. * 0| 22 MEE 230 AtEE syslog 7| s ILICH
[-facility <Syslog Facility>]
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US BHSIH true Ping AIE FAISHO] Ciaofl =Y & gl o F4Y &+ ASLICE
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clusterl::> event notification create —-filter-name filterl -destinations
email dest,syslog dest, snmp-traphost

clusterl::> event notification show
ID Filter Name Destinations

1 filterl email dest, syslog dest, snmp-traphost

ONTAPO| A o] AEE|X| Y5}

ClA3 bt dtst ie= 8 HA Al 7|2 HIO|HE E=5t2{™ SHES0] 7[8E NetApp AEE|X|
Aot} AT EQ0] 7|8 NetApp S & L=22}/NetApp OHZ[H[O|E Y=2tE AESIMAIR.
T HFHLIE 25 FIPS-140-2 S 2 HXCOH AT EQ|0f 7|8 H|FL| ST &H St=90f 7| &t
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* NetApp Storage Encryption(NSE)2 XA 2= st =2t E9o] SFMYLICE.
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* NetApp Volume Encryption(NVE)2 2t EE°| 117 7|5 AI83t0| 2= E210|E R = HO|H 282
ASoHE = Qe ATEY 0 SEML|CE,
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DE HolE BES wsiE 4 ol AnES
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ONTAP 2E2|X| 284 7|50 Jet= OX|X| gELICL SHXI2, NVE &2 Oi22[AH|0|E S5H70M
M2l ELIC NAE 2&2 OilIE2|AH[0|E =X 7t AFEE[H 0| Sl I B2 0|FS w2l AFLICH

OKM2 NSE, NVE, NAE2l &7H 7 CIO|EHE gt RE AT 2HH|El A5et EEMS K|S EL|CT

NVE, NAE % OKME2 ONTAP CryptoModE AEEIL|CE CryptoMod= CMVP FIPS 140-2 45 2= S50
LIFE|0] QISLICEH 2 "FIPS 140-2 Q1Z #4144 & XS 2.

OKM 7+ 2 A|ESt{ ™ security key-manager onboard enable BEEZ AFETILICE Q& 7| 22| A
284 T2EZ(KMIP) 7| #2|XE A 45t2{H security key-manager external enable HHEZ
AHESHYAI2. ONTAP 9.6 2 E ZE| HI'HAIZ} 22 7| 22|XHE 2[s K| ELICt 07 HHE AHESHK -vserver
<vserver name> 5% SVMO| Cliot 2|2 7| 2t2[E 2MotetL|Ct 9.6 O™ HEO|ME security key-
manager setup OKMI} 2|8 7| ZZ|XE BT 74517| [ BHS ABMSLICH 2EE 7| 22| E I8l 0]
T2 2K EE 22| XA OKM 78S 93t 2= At 327} o7 H-E oL gtLC.
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through

the steps to add boot information.

Enter the following commands at any time

"help" or "?" if you want to have a question clarified,

"back" if you want to change your answers to previous questions, and
"exit" if you want to quit the key manager setup wizard. Any changes
you made before typing "exit" will be applied.

Restart the key manager setup wizard with "security key-manager setup". To
accept a default

or omit a question, do not enter a value.

Would you like to configure onboard key management? {yes, no} [yes]:
Enter the cluster-wide passphrase for onboard key management. To continue
the configuration, enter the passphrase, otherwise

type "exit":

Re-enter the cluster-wide passphrase:

After configuring onboard key management, save the encrypted configuration
data

in a safe location so that you can use it if you need to perform a manual
recovery

operation. To view the data, use the "security key-manager backup show"
command.

ONTAP 9.4RE = 2 true S8 2 A0 MEE = AR 428 YUSIEE 7 4= —enable-cc-mode
security key-manager setup U&SLICH ONTAP 9.6 O|&0|A HH 222 QLICt security key-
manager onboard enable -cc-mode-enabled yes.

ONTAP 9.452E g Hete| 7|52 AFE3I0| NVE XY 2E0|M H0|E|E ST §lo| "AFH" & = secure-
purge AFLICE A2otEl E=FS| HIOIHE A32{WstH S2|H O|C|0{of| M CIOIHE S7E &~ §SLICL LHS
WS HAHSHH SVM VS12| vol 10| A AFH|El ThA O] B SHA| KA EL|CE,

clusterl::> volume encryption secure-purge start -vserver vsl -volume voll

ONTAP 9.75E VE 20| AT MHE|0] 0 OKM E= 2|8 7| 22X REE|0] /Y0 NSET AR EX| b= B
NAESI NVEZ} 7|EXMOo 2 SM3SIEIL|CH NAE 252 NAE 0 12| A|0| E o CHsH 7I%&*9§ MME[H, H| NAE
OHOZ2|AHO|E0| NVE 2E&0| 7|EMOo =2 MMEL|CT CHE HHS Y0 0|2 1Al £ JELICE

clusterl::*> options -option-name
encryption.data at rest encryption.disable by default true

ONTAP 9.6FE SVM #H?|E ArE0t0] 22{AE 0] L= HI0[E SVMO]| Chigt 9 F 7| Z2[E 8 += ASLIL 0l
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Z B ETL C|O|E E MZ3t7| ?l8h CHE SVM(EE= SVM ME)S AH85t= HE|HHE 2hZof| 7HE JetetL|Ct,
XEE HAES| svM 22| Xt sl HEHEQ| 7|0 MM AT o= ASLICE XiMeh LHE2 ONTAP 2B AM9| S
"ONTAP 9.6 O| &0l M 2| F 7| 22| S S-dotefL|Ct" FZSHHAIL.

ONTAP 9.11.12E= SVMOIM 7|2 8 BEx 7| MHE X[F5t0] S2{AEE 2[F 7| 22| MH0j| Ciet AZS 74
= UASGLICH ZrMlet LIE2 ONTAP 2EAS| £ "S2{AEE F 7] MHE FHLLICH FZSHAIL.

ONTAP 9.13.15E{ AJAE] Za|Xtol| M 2|5 7| Ba|Xt MHES A8 2 UALICH RAISH LIRS ONTAP MM 2
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CHSH TLS 1.2 AES-256 GCM & f XHE M3t == F SHAE OO ZHe| AP 3R 7|(PSK)E S
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ONTAP 9.15.18F 22{AH I|o{2 &S 3H= SnapMirror, SnapVault, FlexCache2t 22 ONTAP H|0|E =X
7|50 chal TLS 1.3 AES-256 GCM 2453} X|20S M2t Ct sste = Sa{AF 0] 2to| AFM 28 7|
(PSK)E Sdlf 4™ ELICE

NSE, NVE % NAESI Z2 7|&8 rﬂam XEE HO|EE Essh= 1ZH2 ONTAP 9.6 0| A 2 ¢ 18|0| =50
EHAH I0E ASIIE AESUCEN AE E AE Ho|H AT3HE AR £ JYELIC.

331*51 oo{d2 E3AH m|of 79| 2= HI0[EE &t etetL|C}. 01I% =01 SnapMirrorE At *PE a2 a2 8l
Etzl 2HAE mof 7te| 2= M|0{7 FEeF 2= SnapMirror 2HA|7F 2= oHEILICH S AE M0 2=t
gdstEl 29 22{AH I|0f 2ol HE CI0IHE H&E & gl&LICH

ONTAP 9.62E= ME2 E2{AH I 2A0 7|2MO = Aot 2M3tEILICH ONTAP 9.6 0| 0| MM El
SHAH I A0 LSHE MBSt H AA Sl ER % 1*E1 9.62 2 Y12|0| =sHOf ErL|C}, EEBL
cluster peer modify HHES AIE5I0{ AA S EP 22 AH I 2F 22{AH O02 ASSIE AFESIEE
Al OF gfLCt.
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On the destination cluster peer:

cluster2::> cluster peer modify clusterl -auth-status-admin use-
authentication -encryption-protocol-proposed tls-psk

When prompted enter a passphrase.
On the source cluster peer:

clusterl::> cluster peer modify cluster2 -auth-status-admin use-
authentication -encryption-protocol-proposed tls-psk

When prompted enter the same passphrase you created in the previous step.
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Encryption), CPE(S2{2E W01 e a2t 22 /3 HIOIE Y=ot 7|3 Arﬂ*r e
O|X| ONTAP 9.8 0| &2 = 12{|0| =5t S AFESHK 50|E2|= HE| 22F2E Data Fabric
Hubol| A S2t0|ERt AEZ[X| ZHof| AIE T AE QTS AEY &= JSLICH IPsecE
MEHBIL|CE IPsec2 NFS EE= SMB/CIFS & °* f01| CHot CHotS WSSt iSCSI Ecf Tl of

st & S2l weet g2 }%*._"?:ILIEf.

F4 Z921) ONTAP SVMLZ I“EIE EE Z20|HE H|O|EE ESsljof & et
6rﬂd M& S0 £ 0|0 CHet RiAH 51 oto Xl HiA|X] 7tZ2A7| 3H0| &R ELICE.

ONTAP 9.82E{ IPsec(QIEYl ZEEZ HohH2 S2I0|HELI ONTAP SVM 7t2] 2 E IP E2fEof JIE £ A=
ool XS HBELct 2E P E2fTo] CH$t IPsec HIO|E 2= 3H0f|= NFS, iSCSI & SMB/CIFS ZZEZ0|
ZSELICE IPsec iSCSI Ezf o] CHe & S2 FUst =3t SMS MBS ELICL

{ME S8 NFS A5 3HE X 26t= U2 IPsecl T2 A2 At & SHLIQILICH. ONTAP 9.8 O|F 0= NFS §M
A3t 7|150]| krb5pE AHESHH H& S NFS HIO|HE Y36t E KerberosE AA™ st {1 AsHOF H&LICH
DE 0 StAAM 0|Z10| S ChESHALE A EME|= A2 OFHL|CY,

Hlo|e =x| E2im S 2|5 NSE(NetApp Storage Encryption), NVE(NetApp Volume Encryption), CPE(Z2{AH
oojE d=ehet 22 K7 OIO|H =2t 7|22 AH85t= 12 O|H| ONTAP 9.8 0|42 = ¢ |0|ESt &
AHE3t0] 6to|HE| = HE| 22t E Data Fabric TEH0| A S20|HEt AEZ|X| ZHof AE F AE A59E AHEY
4 UELICH IPsecS MEfBtL|Ct

IPSec2 IETF EEQILICE. ONTAP= M& ZEO|A IPsecS AFERILICH E3H IPv4 = IPVES AHESHO]
S20|AE2H ONTAP 7to| 7| Xt=2E " adty| 2o A SR 7I(PSK)E AH8dt= IKE(°|E1'-*| 7l ueh I2ES
M 258 Z8YLICE 7|2X O |Psec Suite-B AES-GCM 256H|E Yot AISRILICE 256H|E Y8tE
X 3t= Suite-B AES-GMAC256 X AES-CBC256= X|#EL|Ct

S AE0M IPsec 7|5S 2detolioF 5fX[ 2t SPD(E 2t A HIO|E{H|0] &) é! = AE3H0] 7HE SVM IP =40
HEELICL MM (SPD) &=0l= S20[AUE IP FARIZE IP MEY), SUM IP FA(EZ IP MEY), A EY g8}
s O 9 IKEV2E £l 21531 IPsec HES M= o TS AMH %Tr a= ( SK)” ZetElL|Ct EafEol
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)2 T E|0{0F BLICH ONTAP 9.10.15E IPsec QIE A 215 X[0| FItE|RAESLICt O|EHH| 6tH IPsec HAH X|BHO]
M7= IPsecHl| CHeE Windows OS X|210| A SHEIL|CE,

S2I0|HEQF SVM IP T4 Ato|of] st 0| U= HL IKEv2 HA0| 4331 IPsec ERL S 5126t2{H ESP Y
UDP(EE 500 %! 4500) ZTEEZ(QIHIRE(4]) & OFRHIRE(S4!) 25 {86l 0F gfL|Ct.

NetApp SnapMirror 5! 22{AH L]0 E2iT Aoolo| FL, FUO = ML= AT 0|SS 28l IPsec2Lt
CPE(22|2H L0 Y2t E AHESHE A0| E5LILE CPEE 0IE15F HIZ 0 CHol IPsec2Ct @42 H52
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US = ASLIC.

On the Destination Cluster Peer
clusterl::> security ipsec config modify -is-enabled true

clusterl::> security ipsec policy create -vserver vsl -name test34 -local
-ip-subnets 192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32

When prompted enter and confirm the pre shared secret (PSK).
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PSK:DHE:ECDHE: ! LOW: 'aNULL: !EXP: !eNULL: ! 3DES: ! kDH: ! kECDH
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clusterl::> vserver audit create -vserver vsl -destination /audit log
-rotate-schedule-month all -rotate-schedule-dayofweek all -rotate-schedule
-hour 12 -rotate-schedule-minute 30

CIFS ZfAt OHIERIL|Ct

CIFS ZAt O|HIEE= L3t Z25LIC)
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SHE[ALE L7t HENE| AL HAE of ZEAL O|HIES MMBILICE O] OHIEE= vserver cifs users-

and-groups local-group & E&= 2 vserver services name-service unix-user BEZ
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clusterl::> security login rest-role create nofiles -vserver clusterl
"/api/storage/volumes" -access none

clusterl::> security login rest-role create nofiles -vserver clusterl
"/api" -access all

2. 0| BHA|O|lM BHE A REST API ol 2t2|Xt AIE & geefLich
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clusterl::> security login modify -user-or-group-name userl -application

http -authentication-method password -vserver clusterl -role nofile
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clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock
-skew 3 -kerberos-ticket-age 8 -is-signing-required true

2. SMB 29! 3l ¢4S3E LMt ARSI E MHs2{H HHS AE8I0 vserver cifs security modify
3 l=X| -is-smb-encryption-required 'true &QISIMA|Q. CtS Of|X| M2

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
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clusterl::> vserver export-policy check-access -vserver vsl -client-ip
10.22.32.42 -volume flex vol -authentication-method krb5p -protocol nfs3
—access—- type read
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clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock
-skew 3 -kerberos-ticket-age 8 -session-security-for-ad-ldap seal
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clusterl::> vserver fpolicy policy create -vserver vsl.example.com
-policy-name vsl pol -events cserver evt,vlel -engine native -is
-mandatory true -allow-privileged-access no -is-passthrough-read-enabled
false
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clusterl::> vserver fpolicy enable -vserver vs2.example.com -policy-name
vs2 pol -sequence-number 5

clusterl::> vserver fpolicy show

Vserver Policy Name Sequence Status
Engine
vsl.example.com vsl pol
vs2.example.com vs2 pol
external

2 entries were displayed.
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