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®* security login rest-

role
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role create
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community SNMP AHRL|E| 2XIE
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publickey password USLICH BHL| EE 2|0f| ~authentication-method security login O|2t= M
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[user@host0l ~]$ ssh ontap.netapp.local
Authenticated with partial success.
Password:

clusterl::>

ONTAP 945 E| E nsswitch 2F & & HIY Q15 HHO = ALES £~ “publickey” U &LILCE.

ONTAP 9.12.18EF FIDO2= YubiKey StER0] 215 K| = 7|El FIDO2 2t &X|E AHE6H= SSH 2130 =
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clusterl::*> security login show -vserver clusterl

vserver: clusterl

User/Group Name
admin

admin

admin

admin

admin
autosupport

Authentication
Application Method Role Name
console password admin
http password admin
ontapi password admin

service-processor password admin
ssh password admin
console password autosupport

6 entries were displayed.
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Locked
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Is-Nsswitch
Group

no
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clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.

node-01%
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EST API EE= ONTAPO| CH$H NetApp Manageability SDK API UM A | CHSE AF2X}ID
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M QIS

(D) RESTAPIO| tizt 2154 7]t €15 T4l A "OAuth 2.0 £2 7|8t 215")
ol E12410]l H42E THZ ONTAPOLM XHHl MBSl QIS ME MAstn AT 4 LIt
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1. OpenSSLE AHE510] L2 HES M0 ASME M Ct.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'

0| HHL 2= 38 2B N2 test.pem 2H= 7HQ! 7| E “key.out MAEL|Ct U 0|21 CN2 ONTAP AH2Xt
IDOi| SHZefL|Ct.

2. [12 3PS Ast HAIXIZF HEAIEH B M| i8S =0 E0{ ONTAPS| PEM(Privacy Enhanced mail)
Aoz Z& QIBM LIES HXIELIC,

security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. ONTAPZ &tA31510] SSLS E3 Z2210|HE MM AZE S|250 APl UM A0 CHSH ALK} IDE M o|stL|Ct.
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security ssl modify -vserver clusterl -client-enabled true

security login create -user-or-group-name cert user -application ontapi

—authmethod cert -role admin -vserver clusterl

LIS Ololl M= AFEXE ID7t cert user 21EAM Q15 APl HMAE A

SE A
g8 49

Al E|YSLICH ONTAP HA S

HASH7| I8 AHEStH= ZHEret 22| SDK Python 23R EE cert user CH33t Z5L|CH

#!/usr/bin/python

import sys

sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-

manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n »n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")

print ("V: " + ontap version)

AAZEQ| £20| ONTAP HTO| HEA|EIL|C}.

./version.py

V: NetApp Release 9.5RC1l: Sat Nov 10 05:13:42 UTC 2018



4. ONTAP REST APIZ AL2310] Q1S A] 7|4t QIZS 43tsta{H OIS CH|S AR SHIAIL.
a. ONTAPOI|A http M| 201 CHEH AFEX} IDE F

security login create -user-or-group-name cert user -application http
-—authmethod cert -role admin -vserver clusterl

b. Linux 22t0|HE0M CIZ BHES HAHSI0] ONTAP HH S EHO=Z M TfLCt.

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": O
by
" links": {
"self": {
"href": "/api/cluster"

ey S]]
* "ONTAPZ NetApp 22| SDKE A%t 1S A 7|t 2l

o[

REST APIO|| CH3} ONTAP OAuth 2.0 £E2 7|t 215

Q=M 7|8t 215 CHAl REST APIO| OAuth 2.0 E2 7|8 QIS S A% 4= QUEL|CE.

ONTAP 9.14.12E{ OAuth 2.0(Open Authorization 2.0) Z2{| Q3 E ALESH0] ONTAP S2{AE{0f| CHE BMAE
Hojgt & JASLICE 0] 7|52 ONTAP CLI, System Manager, REST APIE Z &5t 2= ONTAP 22| QIEH0|AE
A0 g 4 JAELICE TJ2{L} OAuth 2.0 et 20 3 HMA Ko 22 22t0|HETH REST APIE AHESHO
ONTAPO|| M| AL mPt MEE o~ USLICE

OAuth 2.0 EZ2 MEXI AHE QIEE flot Y= E CHA|EHLICH,

OAuth 2.0 AFE0]| CHet XbM|SE LHE2 & "OAuth 2.0= AFE¢t 215 5! 2ot S0{0] TS ONTAP 2 A "&ZSHYAIL.

4

2791 9 s ojof 4
Safiol wol HPAl BEl Rx T, N4 9 RO NS S s s HES
Z4BILICE Ol2{3t 27 ALEHO| G2 ALBXF 0|2 43, 242 20| 27 AR, 2Xt 27 A
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A o[t A KT 50| ASLICL. ONTAP EF M2 O|2{et Hot TR E XN2|5h= 7|52
MSELICE.

MER Z2ZAHE 75

.‘

HHHAES ZoI5t0] RX|Q] ALEXt AIY EM, X|H = EES X|J517| 2151 ONTAPOIM X| &= 7|52 ChEat

AN HIEY B

* MEXAIE 2=z

* U= BE F0 HAIXK| EA|
* HXE 2000 thet 2R YLIC

C) M 7bs3 MRS Kot 2701 A3t config modify HHS AHRSH0] BE|SHLICE

SHA-512 X[ ¥

= Hots Uol5t7| 23l ONTAP 90| M= SHA-2 &= diA| 7|5S X|&dtH, MZ Y=L HEE =S
SiAISHE O 7|2XM 22 SHA-5128 AFERILICE 2SAtet 2e|Ats 2o Mt AP S TRoAL &2 =
A LIC

ATt HAL|X| A2 7|ZE ONTAP 9 AFE XL A2 ONTAP 9.0 O| A Z 20| =S 0| MD5 SiA| 7|5

0

A% AHEEILICE J2{LE NetAppdl M= AFEAI7L 42 S HEFSIE R 510 O[2{et ALEXt A|H S 2Lt QbH et SHA'512
£RH0=Z oto|azojde A M= HEYLIC

o oAl 7152 ALSSHH THE 2 S +8E + ASLICHL

oo
fot

o XM=l SHA| BH20 UX|SH= AL} A|E HA|:

clusterl::*> security login show -user-or-group-name NewAdmin -fields
hash-function
vserver user-or-group-hame application authentication-method hash-

function

clusterl NewAdmin console password shab12
clusterl NewAdmin ontapi password shab12
clusterl NewAdmin ssh password shab12

* XIFE Al &=(0f: MD5)E At83t= AIEE L= AIA AL LS 2301 Al 228 tHFSOF BfLICt.
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clusterl::*> security login expire-password -vserver * -username * -hash

—-function md5

« X|HE A SAZ AIRSI= ABE ARS ESL|CH

clusterl::*> security login lock -vserver * -username * -hash-function
md5

SHAEQ| 22| SVMOA LR AFEXHIt 25 A 7|52 & 4 §I&LICH autosupport . O] Xl 2|24
EMULICE O] LHE AFEXof|Al= 7[2Mo 2 FHE 2SIt QOB E SHA| 7|52 & = USLICE

o AFEXI| &S Al 7|52 B2 autosupport CHS HES ASptL|CH

o

::> set advanced
::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown

Second Authentication Method2: none

2= Al 715 (7122k: SHAS12)2 HEst2{H L2 BEE A L/Ct

::> security login password -username autosupport
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security login show -user-or-group-name autosupport -instance

Vserver:

User Name or Group Name:
Application:
Authentication Method:
Remote Switch IP Address:
Role Name:

Account Locked:

Comment Text:

Whether Ns-switch Group:
Password Hash Function:
Second Authentication Method2:

ot Of7H 4

ONTAP &2M2 X MM 97 AR U X HS C12D X|gots 42 oy

9.14.15E{= ONTAP2| Aj MX|of2t MEE[= 59

HE A== AR 0|1t HEtoF Bt

&M A 7|22k

username-minlength  X|A AF2X} 0|2 Z0|7t 3
Heghct

username-alphanum ALEX} 0| ==Xt AL ot ot

passwd-minlength XA et Z2o|7t 8
Haghct

passwd-alphanum A FAt grdstE

passwd-min-special- &S0 QXA EL 0

chars 2 =L[CE

passwd-expiry-time &% Otg A[ZHEQ) 2Het - 2=

XKW 27301 A| X7
YHO|EZF BT

require-initial-
passwd-update

max-failed-login-
attempts

14

clusterl
autosupport
console
password
autosupport
no

no

shab512

none

sl

2z A
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oot

At A= do A-QLCE 0, AEE X

7t 2t2E[X]



M
S

1

lockout-duration

disallowed-reuse

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits

passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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0 - CHEXt Z2Ro}K|
k& LICH

002, X7 LRS}IX|
k& LICH

Unlimited(FA[3t) - 2t
at=0f| CHo Z0SHK|
FELICE

FHiet &, AFO| Bt=E[X]
0F¢|_||:|.

(=]

FHSt - Higd A”2
R E|X| prELCH

(=]

49
#4342 62Ut

0-64 2 HZSIHAR
0-64 2 HZSIHAR
0-64 2 HEBHAIA|R
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2r= Of| CH3H AFEXHOf|A|
Zaghct
U= AZR2 A
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o]
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited

NESE R

O[= ONTAP A[AH! 22| S Zetot= SRt o7 MLt

S ANA

Hot SRME /| 22|52 H A|AH0f CHet 2ot °”A1| £ 2%F5= 0| QLI JHY LHEQl FHEE AN~
FH2 SSH Telnet 3! RSHYLILCY. O] aOHM SSHE 7—:'. HHE BMAE QU 71 AT A BE 2
A LICH NetAppOll A= ONTAP £ 40| CHot HHE HMA S I SSHE AMEY AS X5 ATeLICE

SSH #4

‘security ssh show HHE SHAH % svm0| et ssu 7| W
&2|ES FHE HFSLICH. 7| mE gHE2 ol2{gt Ynz|Fa ¢
1EE 2o 194 MM 7|7t == WL M QE50| skl WHE X[HEL|Ct.
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clusterl::> security ssh show

Vserver Ciphers Key Exchange Algorithms MAC Algorithms

nsadhanacluster-2

aes256-ctr, diffie-helman-group- hmac-sha2-256
aesl92-ctr, exchange-sha256, hmac-sha2-512
aesl28-ctr ecdh-sha2-nistp384

vsO0 aesl28-gcm curve25519-sha256 hmac-shal

vsl aes256-ctr, diffie-hellman-group- hmac-shal-96
aesl92-ctr, exchange-sha256 hmac-sha2-256
aesl28-ctr, ecdh-sha2-nistp384 hmac-sha2-256-
3des-cbc, ecdh-sha2-nistpb12 etm
aesl28-gcm hmac-sha2-512

3 entries were displayed.

272l B
ZH2 239l HL‘IE AESHH HE 22X, ZE[XL, HEAE U250 ZR0H|AH AL 2 2HS MSstn AIA=O|
MM~ o 4‘— U= MRS EA E = ASHLCL ol F2 Y ““‘"’ AAE AM|A S ARZO| CHet ZIchX|E 2F5t=

{88t “security login banner modify 0] E&E E"Ol B S £F st Ct. EJ?_I = SSH % 2& &A|

£3
St
=

Q1 Z2MA F Q1F BHA| HEZ o] EAIE'LIEf i BIAEE= O ool EAIE ZME 2MSE(™)Z |00
L|C}.

clusterl::> security login banner modify -vserver clusterl -message
"Authorized users ONLY!"

201 HjL OH7H 4
oi7H A4 4243
vserver O Oh7H HE-E AESH +HE HiL 7} = SVME XIF-LICEH 22{AH 22Xt svMme|

0|52 AtESIO SR AH 2| & HAIXIE —’F’éﬂ‘fﬂ*lg. S AH 2E HAIXl= HAIX| 7
Ho|E|X| ¢42 |OIE sVMOf gt 7|22t = ALEE LIt

message Of MEfH {7 Ha-= 201 i HIAXIE XIFss Ol A8 E &= ASLICEH S22

200 B HAIXIZF 2FE F2 222 20l B 2E H|0IE SVMO|IM AFSE LT,
ool svMme| 210l B E AEotH S2{AH 20¢l L9 C| AZ=|0|7F 1F 2 ElLICt.
CIolE sVM 2121 B & AtESte 2e{AE 2101 B S 252 Of o7 HE "
24t SH ALESHAIL.

O o7 HE A= 2 20l o] & HIE(Z £ [EOL] £= & HiE)S Zee +
IELICE M 20| A= 2220 i HIAX|E Y=ot H o7y ﬁ—f—s X|ZotX| OHYAIL.
HAIXIE thetd o 2 =st2th= HIAIX|ZL EAIELICH et o= 2 E HAIX|ol= &
HHES Zote = ASLIC

ASCIIZ} Ofl 2XH= RLIZE UTF-82 AE6HOf BfLICE
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o 74 14 EE

uri (ftp
http)://(hostname  |Pv4
0| O§7H HEE AFESIH 20921 B E CIREES URIE X|AEL|C},

HIAIX|Q| Z0]= 2048HI0|ES £1teh 4= YIELICE H| ASCIl 2Xt= |LIZE UTF-82
MSE[0{OF BfLICE.

59| HAIX]
O| security login motd modify BH2 MOTD(R&2 HAIX)E Yo EgL|C.

MOTDOIE: B2{AS 2 MOTDS Elole| SVM 1 MOTDRIE & 717 #37 lcl. colef svivel E2iae
oll 239181 AR 22/ AE] 2% MOTD 20l 32 SVMOl THeh SVM 2% MOTD2H= = 7HX] BIAIXIS

+ QBLIC

S2|AE BRRS WS 2 2 SVMOIA HHFOR S2AE 47 MOTDS MSBIZLE ABSHR SES My
3 SaLict, B ol SNO| o) SeiAc] o1 MOTOS ASAIR| 42 & H75oie SUMol 201t
AP RO SAE] 28 HAIK|7H EAIEIK] SELICH 2AAE BeRer 22AE 29 HAIKS 4 == A

= =20 L1
= AFLIC
MOTD o7 H=@iL|ct 43

SVM O| DR7HEHAE AFRSH MOTD7 £ E|l= SVME X|™EL|Ct S2{AE 22|X} SVMQ
O|ES AtE3t0] S{AH | EHIAIIIE SHSHMAIL.
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MOTD o7 HQiL|ct 23

| A X] Of MEHX D7 Ha= HAKIE XI-SH= O MY = ASLICE O Oi7iHE AHESHH
MOTDO|| & HtES Zetet &= QIELICE oi7H 4= 0]22| Oi7) M5 XI5
-vserver ®¥OH EI1I)K|7<IE CHetd O 2 Qi=stat= MIAIX|7F EAIELICE tistE o2
LHE HAXO= & HES ZE 5 ASLICH | ASCH E4ts RLIZE UTF-82
M S| 0fOF BfL|Ct. IJ1|)\|7(|01|‘.: CtZat 22 O|AH|0|Z A[EFAE AHESIH SH=
WHE SEXIF ZehE £ AFLCH

* \b- =3 US(Linux2te| =t S ISHAM T X[ E)
=
=

* \C-Z2HAE o|EQL|C}
*\d-Z230 =0 M™E= HA LML|Ct
*\t-=219l

*\m-7|A O |EHIN

* \n-TE &= H0|E SVMO|E

* \N - 2JQI5t AL XI2| O|E)LICH

* \o-\0%2 SYELICt Linux &N 2ol XS ELIct.

* \0-=E=0°| DNS E0[Q! O] SQILICE =2 HER I 7o waf F2X|H B0 JAS
T AL

*\r-AZEQ0 HIA D
* \s - 2% M|H o|SULICH

°\u - EEH il:Ol gl-)g EE‘IAE‘l Ml k||*=| Ao||__||:|. aE‘lﬁE'l ‘T'LI'E—|I|'9-| 73_?_ =)=
S| AE 4 AMEXt. CI0Ef SVM Rt2|Xte| S s B 0JEf SVMOY| CH3H HE|E
Mldak XA gL
*\U-FEX[C\uEE I} “user users FIHELIC
B{AH MY 2XHE
A
.

AT SHAE HA0IM 2d MM (‘who'AHE)

ONTAPOUIA| 52| BIAIKIE TAoHs Yol st XAt LIS & EESHIAIL "2:52| tlAIX|0] Cfzt ONTAP
24"

CLI MM AlZh =3t
7|& CLI M9 AlZE Z1h= 302 YLICH AlZh Zah= 24 MM 5L A o7 | S AX|5t= o SQELIC

THS AESI0] system timeout show UM CLI MM A[ZE Z0HE FLICH AlZH 21} 2fS HFEHSHH system

timeout modify -timeout <minutes> BHZ AFETL|CE
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NetApp ONTAP System Manager=s S%+ ¢l A

ONTAP Zt2|Xt7} S2{AHE AN ASHD 2t2[5H= O CLI CHA J2iE QIEH|0|A S AESIE = —Cu’— NetApp
ONTAP System ManagerE AF235tMA|IQ. 7|2MO 2 SHMSlE|H HEIRME Eoff HMAE 4= = ol MH[AZ
ONTAPO|| ZZ&tE|0] AUELICL. DNSE At85t= 2 HER XM ZAE 0|F& 712|7| ALt & S8l IPv4 = IPv6
ZAE “https://cluster-management-LIF X|HEtL|C}.

SAEHM XA MEE DX QASME AHE5t= 3R EtM0M ASME ME[ £ QSS LIEtlE 218
HEAY = UELICH HMAE AL - S AASHAHL M 1SS I8 S2{AE{0] CARIZ 712 ME CIXIE

ASME EXH = UASLICE

ONTAP 9.3 E{ SAML(Security Assertion Markup Language) /152 ONTAP System Manager2| S4QlL|C}.

ONTAP System Managerdi| CH3t SAML Q!5

SAML 2.02 EtAF SAML &2 ID Z2XHIDP)7H 7|40l A MEtst IDPO| DRt HHLIZS AFR3StD SSO(Single
Sign-0n)2| AAE MFAE e & UL E o= d2| MEHE A FEQLCH

SAML AF20l= Principal, IDP 2 Service Provider2| M| 7tX| SH&0] MO0 UESLICE ONTAP AN FH=
S2{AE| 2t2|Xt7F ONTAP System Manager 2= NetApp Active IQ Unified ManagerS S8l ONTAPO|| QA A S
2= U= t= ZIQUL|CL IDP= EAL IDP _+_EETJ|01°'L| Ct. ONTAP 9.3 E{ Microsoft ADFS(Active Directory
Federated Services)2t @E A A Shibboleth IDP7} X| 2 ELICE. ONTAP 9.12.15E{ Cisco Duo= IDPE
X|IEtL|CE MH|A Z22XH= ONTAPY| LHEE SAML 7| 522, ONTAP System Manager == Active 1Q Unified
Manager # O Z2|7|0[M0f| A AL EIL|C.

SSH 2¢HA| 714 T2 N AQt Ef2|, SAML Q50| &4 P = ONTAP System Manager == ONTAP AH|A
TZNAM dM[A0 ZE 7= 22|Xt= SAML IDPE Edl| QIS3HOF LTt S AH ALEXH AES HEY Rt
S1&LICH SAML 2150| 2date[H 3 S8 HE_'E”OH CHot 22Xt ol A= 7|1E ALEXA 2 MER 215
8HH0| saml http ontapi F7HEILICEH

SAML Q152 ALEStEE ATt T SAML IDP HAM| AT He 6_ F7F M A™ES ONTAPO|A 2t2|Xt g gl 9 gl
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SAML IDPE AfﬂﬁfE AHSIH IDP= LDAP(Lightweight Directory Access Protocol), AD(Active Directory),
Kerberos, &= St 20| IDPO| AtE 7ts¢t WHE AFE5H0] ONTAP A|AE] 2t2|XH HM[ A0 CHet 215 S
setL|Ct. M% 7S HE2 IDPO DR ELICH ONTAPO| &l AHoll= IDP 213 2ol oiE == AHEX} D7}
AO{OF SL|C}.

NetAppdi|A| ZZE 3 IDPE= Microsoft ADFS, Cisco Duo % 2E A A Shibboleth IDPRIL|C}.

ONTAP 9.14.12F Cisco DuoE SSHe| & Huf ¢15 QA E ALY = JUSLICH

ONTAP System Manager, Active 1Q Unified Manager % SSHE 2| MFAO]| CHSE XtA|St LHE 2 & EESIMAIL.
"TR-4647: ONTAP 99| CiCtA| Q13"

ONTAP System Manager2| S

ONTAP 9.11.15E| ONTAP System Manager= 22{AE 2|XP7F L&t A S 7tA2l6t= O E20| &= SEHE
HZeL|ch Eot ME = 0| 7|& BEMo| HE ArE J|Hte = gfL|Ct.
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syslogE EHL|C}
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ZotEl FHE MR FHEE= YEXoZ Bizict STt Hot X0 ! AEfE RXISHH ZE0M 23 3 A
CIOIE{E QtHSHA| 2t2[soF grL|Ct.

syslog HEO| QEZ == X|Qlo| HQ| L | A8 = SRHOZ H|otst= o] 2Rt w2ty
syslog MEE otHot AER|X| EE=

20 MY ads MBIt
HHE AMESIH cluster log-forwarding create ¥4 EZE ?Iot 210 MY M-S MMe £~ JSLICL
Of7H tH =
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[-protocol \{udp-unencrypted|tcp-unencrypted|tcp-encrypted}]

U B OILIE AT = A LICH

rlo

Ct

Olo

EIMP IZES

° udp-unencrypted.. 22t0| gi= AIEX HO|H I T2 EE,
° tcp-unencrypted.. 29 7|S0| gl= TCP.

° tcp-encrypted.. TLS(Transport Layer Security)S AF235H= TCP.

© * CHA M| IDS SRIBHIAIL. * O] Tl B4 S trueR MEEHH st QIE M REAS Stolste] 21 Mt

Lol IDE 2eletLict Z2EE HE0AM S MEfot ZR0|2 0] 2tE TRUEZ 28 Y £ tcpencrypted
olAL|C}
M- .

[-verify-server \{true|false}]
* *Syslog 7|s. * 0| 22 MEE 230 AtEE syslog 7| s ILICH
[-facility <Syslog Facility>]

s *AZ HAEE HUHEL|CEH * YHIXOE 0| cluster log-forwarding create ICMP(Internet

I
Control Message Protocol) ping2 ELH CHAlO| HAEY 4= JU=X| 2elstn EEe ?.iE 2% Aojgti|ct. of

US BHSIH true Ping AIE FAISHO] Ciaofl =&Y & gl o F4Y & ASLICE

[-force [true]]

@ NetAppdlA= BES A5 R0 ZXZE HASH= 40| cluster log-forwarding —tcp
—encrypted SLCt.
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AARIOIM Li7hs EHES H|0IE Q] Eo= A|ARIQ| Hot HEHE RX[SH 2t2[st= o A0| 0L SRELICE ONTAP
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CHAOZ HMLICH OFS o)M= A E O[HIE 3l TE 5 CHAS HEAISH=E O[HIE &l A4 9 event

notification show BHS EO FL|C}.
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clusterl::> event notification create —-filter-name filterl -destinations
email dest,syslog dest, snmp-traphost

clusterl::> event notification show
ID Filter Name Destinations

1 filterl email dest, syslog dest, snmp-traphost
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NSE, NVE, NAE= 2|8 7| #2| f= @ 7| 22| XHOKM)E A% 4 QI&LICH NSE, NVE, NAEE A% 2R
ONTAP AEZ|X| 224 7|50 &2 O|X|X| QLELICE StHX|2H NVE 252 032/ AH|0|E S2H|H0IAM
M2l EILICt NAE 252 Ol I2[AH0|E S=/|77t AF2E|H 0|8 Edlf O B2 0|H 2 2|1 &LICh

OKMS NSE, NVE, NAE2} &tHl 25 CIO|EHE 2[5t ZE 7AHQATL 2HH|El A4St E2EMS Nl ZEL|CL.

o

NVE, NAE % OKME ONTAP CryptoModS AFZELIC}. CryptoMod= CMVP FIPS 140-2 25 B & 220

LIFE|0] QISLICEH 2 "FIPS 140-2 Q1Z #4144 & X8 2.

OKM 7MZ A|ZIStE{™H security key-manager onboard enable BEE AMETILICH 28 7| 22| 45
228 TZ2EZ(KMIP) 7| #2|XIE #A45tH™ security key-manager external enable HHZ
AHESHYA|2. ONTAP 9.6 2 E ZE| HI'HA|Z} 22 7| 22|XHE @[s K| ELICt 07 HEE AHESIK -vserver
<vserver name> S& SVMO| Ciet & 7| 22|E gMotetL|Ct 9.6 0| HHUM= security key-
manager setup OKMI} 2|8 7| Z2|XE BT FL4517| s BHES AEMSELICH 2EE 7| 22| E I8 0]
T2 2K EE 22| XA OKM 78S fIeh 2 Mt 27} o7 H-E oL gtLCh.

T4 LEItLHZ ofloff Liek [ASLICE.
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through

the steps to add boot information.

Enter the following commands at any time

"help" or "?" if you want to have a question clarified,

"back" if you want to change your answers to previous questions, and
"exit" if you want to quit the key manager setup wizard. Any changes
you made before typing "exit" will be applied.

Restart the key manager setup wizard with "security key-manager setup". To
accept a default

or omit a question, do not enter a value.

Would you like to configure onboard key management? {yes, no} [yes]:
Enter the cluster-wide passphrase for onboard key management. To continue
the configuration, enter the passphrase, otherwise

type "exit":

Re-enter the cluster-wide passphrase:

After configuring onboard key management, save the encrypted configuration
data

in a safe location so that you can use it if you need to perform a manual
recovery

operation. To view the data, use the "security key-manager backup show"
command.

ONTAP 9.4RE = 2 true S8 2 A0 MEE = ARt 428 YUSIEE 7 4= —enable-cc-mode
security key-manager setup U&SLICH ONTAP 9.6 O|&0|A HEH 222 QLICt security key-
manager onboard enable -cc-mode-enabled yes.

ONTAP 9.452E g Hete| 7|52 A3 NVE X[ 2E0|M GI0|E|E ST §lo| "AFH" & = secure-
purge AFLILE A2otEl E=FS| HIOIHE A32{WstH S2|H O|C|0{of| M TIOIHE S7E &~ |GLICL ChS
S HAHSIH SVM VS12| vol 10| A AFH|El ThA O] B SHA| KA ELICE,

clusterl::> volume encryption secure-purge start -vserver vsl -volume voll

ONTAP 9.75E VE 20| AT} MHE|0] /1 OKM E= 2|8 7| 22Xt R HE|0] Y0 NSETL AFREX| b= B2
NAESI NVEZ} 7|EXMOo 2 SM3SIEIL|CH NAE 252 NAE 0 12| A|0| E o CHsH 7I%&*9§ MME[H, H| NAE
OHOZ|AHO|E0| NVE 2E&0| 7|EHMO =2 MMEL|CT CHE HHS YEHGI0] 0|2 1Al £ JELICE

clusterl::*> options -option-name
encryption.data at rest encryption.disable by default true

ONTAP 9.6FE SVM #H?|E ArE0t0] 22{AE 0] L= HI0[E SVMO]| thigt 9 F 7| Z2[E 8 = ASLIL 0l
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On the destination cluster peer:

cluster2::> cluster peer modify clusterl -auth-status-admin use-
authentication -encryption-protocol-proposed tls-psk

When prompted enter a passphrase.
On the source cluster peer:

clusterl::> cluster peer modify cluster2 -auth-status-admin use-
authentication -encryption-protocol-proposed tls-psk

When prompted enter the same passphrase you created in the previous step.
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ClO|E £X| E2iTlS /s NSE(NetApp Storage Encryption), NVE(NetApp Volume
Encryption), CPE(22{AH 1|01 °*“+)9f Z2 77 Ho[E &=et 7|&S AH8ot= 122
O[] ONTAP 9.8 0|22 Z2[0| =511 & AHE00 of0|H2|= EBE| S22 E Data Fabric
oM 220U ESt AE2|X] ZHof| AE £ A= ADokE AFBY &= USLICE IPsecS
MEHBILICE IPsec2 NFS = SMB/CIFS 2t stof CH$t CHots ®SstH iSCSI E2HTof
CHet & 52l fct 2=st FHYULICE

20l 112} RUE SSH(LE HS o)) ONTAP SVMOR T2l DE Befolol= HO|ElS Hosio} 8 wat
A2 2 ABLICE 0|2 SHE T S0 SR ClolEfofl T3t X4 5 otel Mol tIAIX| 7HZH7| B0l WXIELICH,

ONTAP 9.82E IPsec(PE L Z=EZF HohH2 S20|HER} ONTAP SVM 7t 2= P EeljZlof = & =
Aot X| @S MILLCH 2 IP E2i=o]| CHE IPsec 1|0|E1 oS 3H0l= NFS, iSCSI 3 SMB/CIFS T2 EZ0|
ZSELICE IPsec iSCSI E2fmof Lo & S Ut =3t SMS ML

O

S S0l NFS 2otE MSots A2 IPsec| 82 AHE Al & SHLERILICE ONTAP 9.8 O|FH0fl= NFS R4
8} 7|50| krb5pE AFESI0] & Sl NFS H|0|E S Y2 oot = KerberosE &80t 743H{0F A ELICE.
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OOl Sx| E2fE 2 25 NSE(NetApp Storage Encryption), NVE(NetApp Volume Encryption), CPE(22{AH
oo g=ehet 22 7 OI0|H 2=2t 7|=S AH8dH= 1242 O|X| ONTAP 9.8 0|42 = & 2|0|E35t &
AH83to] 5to|H2| = HE| 22t E Data Fabric Mgt A 22t0|HERI AEZ|X| 7H0]| AIE £ AE ASoE ALY
2= QU&LICH IPsecs ME4BtL|CE

IPSec2 IETF EZQIL|CH. ONTAP= M4 2 EOf|A IPsece AFEEILICE EESH IPv4 EE= IPVEE A SHY
Z2t0|AHEQF ONTAP 7H9| 7| AR E & ASt7| ol AP 3R 7|(PSK)E AtE3tH= IKE(QIELI 7| Weh T2 ES
KM 22 & 23tL|Ct 7| 2XMOZ |Psec Suite-B AES-GCM 256H|E Q532 AL2SIL|C} 256H|E 532
X|85H= Suite-B AES-GMAC256 4 AES-CBC256 % K| EIL|C}

S2{AE0|M IPsec 7|52 &-M38l{0f ot X| 2t SPD(EQF H*H E1|0|E1H1|0|*) é; S Ar23H0] JHE SVM IP 40
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)2 T E|0{0F BLICH ONTAP 9.10.15E IPsec QIE A 215 X[0| FItE|RAESLICt O|EH| 61H IPsec HHH X|BHO]
M7= IPsecHl| CHet Windows OS X|210| A SHEIL|CE,

S2l0|HEQF SVM IP T4 At0|of] st 0| U= HL IKEv2 HA0| 433t1 IPsec ERL S 5126t2{H ESP Y
UDP(EE 500 %! 4500) ZTEEZ(QIHIRE(4l) & OFRHIRE(S4l) 25 {86l 0F gfL|Ct.
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On the Destination Cluster Peer
clusterl::> security ipsec config modify -is-enabled true

clusterl::> security ipsec policy create -vserver vsl -name test34 -local
-ip-subnets 192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32

When prompted enter and confirm the pre shared secret (PSK).
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clusterl::*> security config modify -interface SSL -supported-protocols
TLSv1.2 -supported-cipher-suites
PSK:DHE:ECDHE: !LOW: ! aNULL: !EXP: !eNULL: ! 3DES: ! kDH: ! KECDH
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clusterl::> vserver cifs create -vserver vsl -cifs-server CIFSSERVERL
-workgroup Sales

@ & O35 ZE2| CIFS AH{= Windows NT LAN Manager(NTLM) 2152t X| & 5HH Kerberos
QIE2 X|ASHX| E&LICE.

—

NetApp2 NTLM Q& 7|sE CIFS =
NetApp2 BES AHE5I0] CIFS Hot A
CHoH MEf 2t M2 HEE BAY XS

x|

=
EiE 4 7

=
=

T 8310} Zxjo| Hot MEHS QX3 2g AL
Sh7| fls IP ™E, 215 EHIEHI-I’.f, DZ2EZ HM A 2l
vserver cifs session show HZ&EIL|CH

o 1

o
[=1
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=3
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NE

NAS I} A|AH! ZFAL

NAS I+ A|AEI0] RHX[ot= S 7t LsE
O 0f 2 S EHLICt.
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rir

Hotofl= 50| 2+HMYULICE ONTAPE &84 ol 2K oFatEl ZAL O[HIESL M7 HEE MIELICH 25H9
Y 2F0M NAS Tt A|AEQ| HISO0| HH HX|1 JA7| ZE0l| 7HAEd S =HE5H7| fIsiM= ZAL 7IS0] o<
FRELICE ONTAPS| SF&HEl AL 7|5 'E*.Eoil CIFS ZHAL MI& FEII O o 20} SRR SLICH TSt 22

T8 MR L7 MY E ofHIER S 7| ZELICH

RN E e I [E

* MM X L= AN E oY

* O Q47| AMATH S HUSLICH

© MY Q7| fE= MY A|E7F AIiMEL|CH

(]
n
rH
rot
rE
oY

A S YR

ZAL O|HIES M MEIH™ CIFS ZHAIE H-6H{of ShL|Ct HEES AF26I0 vserver audit create ZAI AHS
MMSILICEH 7|2H o2 ZhAF 2E0= 37|0f et =2 WHZ ALEEL|C} Rotation Parameters(2| ™ OH7HEH )
oo XIME 22 AlZH 7|8 2™ SHE A 8Y  UELICE F7F 20 ZA (X 18 M HEo= 2™ 9™, o™
Hst == 3™ Ut ol 3|M 37|79t Egal_ltr LIS HIAE = 12:300] 22 0] CHol of| 2zl E Azt 7|4t
=2t2 ALEot= ZA 28 E B F= oM 42 MSTLICH

clusterl::> vserver audit create -vserver vsl -destination /audit log
-rotate-schedule-month all -rotate-schedule-dayofweek all -rotate-schedule
-hour 12 -rotate-schedule-minute 30

CIFS ZAF O|HIEQIL

0

CIFS ZAt O|HIE = ChZat Z &L Lt

e
{u}

* *File share *: CIFS U ER 3 )7t £7I, &3 L= MX|E of 2 HHS A6t ZAL O|HIEE vserver
cifs share MMgtL|C}.
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o * LA HM HF *: ZEAF HMO| H 2ot 2tMet = N E AR 2 HHES AL AL OHIEE vserver
audit MMEL|CE
* *MEXAHE * 2Z CIFS 2= UNIX AFEXL MM EE= AR AL, 22 AFEX A™O| el H gt det =

THEAL, 27t HETZE 7L HEE o ZAL O|HIES g‘é%“—ll:f O| O|#lE= vserver cifs users-

and-groups local-group B L= #&# vserver services name-service unix-user BHZ

AtE LY.

* * Security group *: & L= 2 HHS AFE5I0{ 22 CIFS == UNIX 20 O F 2 MMSIAHLE AR of ZEAL

O[HIEE vserver cifs users-and-groups local-group vserver services name-service
unix-group MAgLICt

o > Mot 20 MMM HA * HHZ AESI0 CIFS AFEXL EE= CIFS 801 Lot Heto| RO =Lt FAE mf ZHA}
O|HIEE vserver cifs users-and-groups privilege AAL|CH

2 AFE5HH 22[XH7F H|0|E AFEXES| 2HE0f| A

—_

Q) Cl7serduise;
AAHOIN $1310 2ot AolS HES & B

e
|0
Hu
ot
-
Il
o
N
ror

REST API7} NAS ZHALO]| O|X|= FEF

ONTAPO||= #2|X} AH0| REST APIE AF25t0{ SMB/CIFS = NFS DU HM[ASHD EEFSH 4 Q= 7]|50]
TEE|0] QUELICH REST API= ONTAP 22| Xtat Alshst 4 °'X|“F REST APl EE2 A|AHI NAS &
SA|BHL|C} E3E REST APIS A2 I ONTAP 22| X7 IHY Hshe ZA|E & QIAL|Ct T2t ool cht
REST APIE AI8%t 22| Xt 242 AAR HH 7|5 =70| 7|FEL|CH

w

N

Qo —r
Hu
|
i

OH M| At 4 Ol= REST APl &S M ABHL|C}

REST API %% MM5H0] ONTAP 22| X7t THY M AN REST

RESTE 4l ONTAP 2&0f AN AL £+ =R
Ol J&E8 T2H| NS H CS THAH E ARSI,

APIE AME5HX| ZOIEF o = ASLIC

A O|Ao| 82 AR EILICH System Manager %! 7|Et

(D /api/storage/volumes REST API= I} A
9| 8! £X5t= Ol AHRELICE

GUI 2 HIO| AN =2&E MY, ==

|
1. AE2|X| EF0] CHEt HAM|A oto] GiX|2H CHE HE REST APl AM|ATE 7453 Af REST 2 MALICh

clusterl::> security login rest-role create nofiles -vserver clusterl
"/api/storage/volumes" -access none
clusterl::> security login rest-role create nofiles -vserver clusterl

"/api" -access all
2. O|™ CHAO| M BHE A REST API &tof| 2t2|Xt A/ ™S gabsti|ct,

clusterl::> security login modify -user-or-group-name userl -application
http -authentication-method password -vserver clusterl -role nofile
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(D 7|2 MS ONTAP S2{AH 22|} A FH0| M THE AM| A0 REST APIE AHE0HA| gE2{H X 3f{of
"M 22X AYE TED T2 MS AEE A et & = AW|ELITHRLIC

—

CIFS SMB A& 3l 20912 F1 Mot AIESIEE MATL|C}

AEE|X| A|AHID ZE2I0|HE Zto| EEHTIO| XHAM ZAHO|Lt HIA|X| 7tZ2XH7| 3ZHLZ Qls|
&MEX| FEE S Data Fabrice| HOt2 ES5t= SMB A2 MGt AI2SIEE MH
£ AUEL|CH SMB AE2 SMB HA|X|0f] &%t MEHO| J=X| 2tolsto]| ESBhL|C}.

O Zte1oi| CHaH

I A AR S o7 BN o LIl 2|7 HIE= SMB T2 EZ0]| YSLICt 0| 2XIE siZst7| 215 ONTAP 9
SRHE A BZE SMB ME 2 S22 ALEELICH SMB MEES &83IH AER|X| A|ARID Z2H0|HE At0]2
Ezimo] xjd SHO|Lt HAIX| 7¥§XH7I -Z'%’—*.OE U3l 2ME|X| 2= F 0] Data Fabrice| £ot2 Had £
UASLICL Ol= SMB HIA|X|0f| Zetk|= Rt MEO| JA=X| &elsts A= ZHFE LD,

SMB M2 d52 ?Id 7|2X 22 HIZHSE|0| UX[T NetAppOil M= O|E AHE3t & A= 20| EELICL
LESE ONTAP £R M2 80102t T 5h= SMB Y= etE X JELICE o] HZ LAIS AEotH SREZ HIOIHE
OFHSHA| HE&Y = ASLILE 7[E2XH2Z SMB 22 ot= HIZ-getk|0] JASLICH J2{Lt NetApp= SMB E= oS
gdsta As HEELIC

O|H| SMB 2.0 0| &0l M LDAP ME 8! S2l0] X2 ELICt. ME(HZE YX|)at SA(F=2)S St SVML Active
Directory At 72| OtF st E41S X|ABLICE O|X| SMB 3.0 0| &0l A AES M H&(Intel AES NI) &=2t7}
X|@ELICE B 7HME AES Z12|FQ Intel AES NI= X[ ElE Z2M|M RMZZ0A HOIE sto] 458 =0
I

A

1. SMB MEHE 750 AF2StEE MAStHH HHES AF2St1] vserver cifs security modify OH7H
HpIH Q)2 HEEN J}EX| -is-signing-required true’&QUSHYA| 2. CHS Of|A| S EERSIAA L.

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock
-skew 3 -kerberos-ticket-age 8 -is-signing-required true

2. SMB 29! 3l 2¢5otE Mt ALESIEE MMM HHS AM860] vserver cifs security modify
i O=Z MHE| J=X| -is-smb-encryption-required 'true’ SCISHMA|L. LS Of|H| M2

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption
-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required

vserver i1is-smb-encryption-required
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NFS =0t

7| RIS AATE Mol 7|5 QAQILICE LiELYY| FAI2 S2f0|9fE A 2XS
Hz|sts we ARsty| 2ol FASHs S ojsf Haet 250j cfet Sato|olE HuA
Q& AXFLICE S2to|AE0] CHEt HHAS 51t LILLH7| ol tit o|at]
LRSILE7| 10| L0{Of BHLITH AATLE Mol & 0| Ao] 40| EFE AL PAS AATE
Mol EAI=ls 2N Ha| gLtk

UM A H| o= AXTH EHME RXISH= O A0| HYJLICE M2t ONTAPR AAZE FHM 7|53 A5 5F
o7 =2t LX|Sh= S2t0|AUEO| CHet NFS 2 & HMAE HMietefL|Cr AATE FM0of|= 2f 220[UE HM|A
REE N2|Sts HATE 7XI0| 5Lt Of4f ZSHE|0| USLICEH AAZE FM2 2t SFEI AR 20| CHet
Z20[AHE HMAE FHELICL O] ZEMAC| Zib= S2I0|UET 2 EO] CHot AMA AotS R0 L= HRE (ATt
HE HIAX] ZehEX| RS AFELICE O]l ZEMAE= E80H HMSE= AN 2EE Z-EL(CH

@ S2t0[AETL CO[E{0]] UM ABIE{H SYMO]| AAZE RAO] QU= AAZLE FHHMO| U0{0F LT,
SVM2 O3{ AAZLE YMS Zoteh 4 QSLICE

A EME A YA Mo 2 X|FELCH #£|0] 22t0|AEL}t UX|SHH ST 72]2] AHE 2ot AA8E|1 I 02
A0 ME|=|X| S LICH EX[SH= 20| Q™ S2t0[AET HM AT HREELICE

LHEU7| A2 T 7|ES X850 S2I0|UE AM|A Asts ZFELICH

—_

* SE0|AHENM @EE BEUl= O AH8E = I AMA Z2EZ(0: NFSv4 EE= SMB)
* S20|XE AEXH0]: SAE 0|2 = P F4)

P
* SEI0|AHET} Q1B5H= o Ar85t= E ot R (0ll: Kerberos v5, NTLM EE= AUTH_SYS)

A0 o3| =S X| Y5t S2t0|UET} S O] &2 =22 LX[SHA| g™ 0]

i}l

EE|X| 5Lt
AAZE HHo| G2 E CHST 22 Ol W4 S 718 HARE T o] YBLCH

®* —-protocol nfs

* —clientmatch 10.1.16.0/255.255.255.0

* -rorule any
* -rwrule any
2ot Q8 Z20|oET} e HNA £FS HMWELICL Ml IHX AHA £ES 97| HE, A7|MT| L

=
SHQMYULICHALZ XL ID7} Q= S2I0|AEQ AL 0). Eot ¥ ofs ZHE|= HMA £ZFL2 0] =M2
HItE| D2 LIEEl 722 &406H{0F BfL|Ct.

LHEILEZ| Elo] A A 435 Oi7H tH0f] Chet FAIQIL|CH

S2H0[AET THZ Z2 MM A +FS HE = ASLICE 0|2{TE M| A D7 Ha-= S2H0[AES| Hot fH I}
2 X[HOF gfL|Ct

2t A XL 47| TE 17| M&(-rorule)
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S20[AET THZ 2 MM A +FS HS = ASLIL

2 ALER §7|-27]

!
H
P

f

0f0

el HE

g AR S17|-27]

CtS2 Ol2t Ml ZFX M| OH7H 4 Z42Hof| CHal 7= ot

1

Ha
go 4n

£Q

e
oot

|:|.% Hot '61AI8 |:||-|7

of2{et HM|A o7 Ha= S2H0|AES| 2oF Rt
L X[HOF gLt

2171 ME(-rorule) A &H7I-(-rwrule’ A 7[)

27| ME(-rorule) U -superuser

27| ME(-rorule) (-rwrule ¥ §7[/M7|) Y
superuser

or 34 H H=QF SHH AFR S 4= -superuser S&ELICE.

* krb5E A XSHMA|R

* NTLMRIL|Ct

© AAH
Oj7H = Zotof] BN ASHY| @|eF FEIQILICE
ZEZI0|HES| HOot RYO| LISt &2 E2 Z1t
access OH7H #H4=0f| X|H=l Hot R nt AX|ShL|Ct Z20|HE = Xt AFEXt IDE AFE6HY S E =0

CHSE HM|A S EHEL|CE,

XIHE 2ot Rt YX|SHA| 24X|2t access OW7H tH~0i Z2t0|A
ZM0| ZetE[0f “none’ AELICE. HE K|

—_
-anon H&L|CEH

X EEl 2oF FHat LX|SHK| 2 access Oi7H tH=0f] 220U EE T 2{['&oi| CHet HMA AsHS &K
OFA[__'E_I..

ZMO0| ZetE[0] AX| "none’ FELIL.

=]

Kerberos 5 5! Krb5p

ONTAP 95 E 7HQl ME HS AH|A(krb5p)E
HIHEE AMESH0 S2I0[HEL MH 2o B &

E
~

o

| AtEXEIDE AHESH0] 2 AEALE

o =

[Eo=]

Of o7 Ha= XYL X g2 FR0

() =il zusoR o Az o
H20| MEE[X| -superuser ¥&LICE

=0t Kerberos 5 Q150| X[ ElL|C} krbp5 215 ZE= HMSHH
Egim g A= o6t0] Ho|E fEHHE W ARTOZHE HSL|C]

ONTAP £F M2 Kerberos 128H|E/256H|E AES 2=23E X|AL|Ct Q1M EHE S MH|A0|= £=41 H|O[E <
FZ2Y =l AEX F, TS T 0|y Y=ot ZetELICt.
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mo

krb5p 82 2ot MO 2 AHE WEWT| M 7|50l 71 ROl ASLICH TS o2t 20| krbsp 215 &

clusterl::> vserver export-policy check-access -vserver vsl -client-ip
10.22.32.42 -volume flex vol -authentication-method krb5p -protocol nfs3

—access—- type read

Lightweight Directory Access Protocol A& 3! SIS

Erariille,
Mmzr B0l TIaitiol LDAP Meol chdt ﬂEIOH IS A et RashLIC, of B3

o L=

ME2 HIE 7| 7|=S AHE5H0] LDAP H|0|2= H|0[E{e] REES 2lPfLILt. S22 LDAP H|0|ZE H|0|E S
A5l TRt YHE Yt HIAEZ MESHX| A== SLICE SVME| MM EHot ME2 LDAP MHOIM ALY =
U= A0 LKXILICH 7| 2XM = LDAP ME 9 212 AFEE[X| gf&LCt.

|

1. 0| 7|52 &M35t2{™H vserver cifs security modify D7 4S5 AF2SI0 HHES session-

security-for-ad-1ldap AEBILICE

LDAP Eot 7|5 SM:

c* g V= MB EE S B3
* ME *: LDAP E2iZiof| MEghL(Ct

N 2 20l s FHE|02 NY SHS ALSE 2L 2Pt M1 317 LDAP
() @uch o, ¥ 882 A8Y 22 Zats EXI9 WelLICh T3 o] HHo| of7f HAS
x| B6kx| QOB 7|23t none@iLIch

ChE22 #dol o Lct.

clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock
-skew 3 -kerberos-ticket-age 8 -session-security-for-ad-ldap seal

NetApp FPolicyS AMMst0] ArTtL|Ct

ONTAP &2 Mol olmat 1M Q A9l FPolicyS A st0] ItEL 0H%EI91I0I*4OI I oM A
Hot2 DLIEZSHT dHT £ JTE S|t S Z=st 0 S2|AH|0|M & StLt= slo|EHz2|=

[y — o
S22t E ot MM 2= 7| HIo|E HMA0 CHE S TS A 7MI%§7+ MO E x335to

Hotgl B &4 SHE ZMt= NetApp SaaS OHE2|H[0]|MQ AEZ|X| }IFZE
HotIL|Ct,
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HMA HMOE St 2ot JHEYLICE FHA[G2t b M| A 51 IHed 2o EH% = 7ls2 2o EHHIE °X|3PE E|
A0| OFF ZSLPLICE JHAl g1t THY HMA HOHE M SSH7| I3l ONTAP £R 482 NetApp FPolicy 7|5
A8 ct.

oY R0l wef oy s A-HY = ASLICH FPolicy= 2E2|X| A|ARO| 7HE SEI0[AHE A|AHIAM 2Kt
dd, @71, 018 HE, A S2| ZYS Melsts YAls ZTYYLICH ONTAP 9 E FPolicy THd M| A

o
mai|olel 37t JHAE|0f ZER R0l W E7|Fel L E9|3 Stiof Culeh 22 2 HYALICH

THA|

1. FPolicy 7|52 g8dt2{™ HX HHOZ FPolicy HHM2 MMs{0f vserver fpolicy policy create
'c'>'|'|__||:|-
= .

LDt —events 7HAIG 1t O[HIE =F0]| FPolicyE AFE3t= 22 7 5 AFEISIHAIL.
@ ONTAPOIM HMS3t= =7t M2t +E2 Sl 2EE 3 AFEXL 0| F FIO +=ZEMA| AM| AT 4=

QUELICE AH2X} O|ECE HohE M0t HMAE HO{SIEH -privilege-user-name
o7 H4-E X|™gfL|Ct,

El-% HAEL= FPollcy AH A o| 01|§ x.||_g_'6'l-|_| |:|-

_——1

clusterl::> vserver fpolicy policy create -vserver vsl.example.com
-policy-name vsl pol -events cserver evt,vlel -engine native -is
-mandatory true -allow-privileged-access no -is-passthrough-read-enabled

false

2. FPolicy 3 S MMt S0|l= HHOZE M2 & M3t6li0F vserver fpolicy enable fL|CH ESE O
HHE FPolicy 252 M2 E= =X H™eL|Ct
@ FPolicy Al A= o2 M0 St I MHMA O|HEE =0t R WHA S8 E= HE
=ME XS] 20| ZSTLICE.
CHS HIAE = FPolicy HME MMstn HHZ Eoff 2482 ASoH7| /gt ME M8 E vserver fpolicy

show I1|"-°H--| Ct.

clusterl::> vserver fpolicy enable -vserver vs2.example.com -policy-name

vs2 pol -sequence-number 5

clusterl::> vserver fpolicy show

Vserver Policy Name Sequence Status
Engine
vsl.example.com vsl pol
vs2.example.com vs2 pol
external

2 entries were displayed.
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© SRAE LIFE 74 JH53 ek M2 JixD X eon] 93| Hal7| iR Z2E Bet
® HE91=9] mato]sl 1P L0 210{0f BHict.

* LIF 9&2 A0l S7HEI0{ M= et ELC)

LIF ool CH3H XtMIS| otEEH TS RXSHMIR. "LIFS| Haots FM 2 S LT, o] T|O|X[of| A= ONTAP
9.10.15Ef AIZE|= LIF MH|A FMof| et N2 FEE MSELCt

M MH|A M S GtE = SiHof| CHOH KpA|S| YOotE2{H OS2 XS Q. network interface service-
policy create B "HHEO FHZ"

b

S24 2s0)= 28tA Bl 319] 8l J|S QU|E QI BtA Hot HHLSE E3tofo}
SILICH S31, Ips(Eel WR| AIAS) B J|E} ot AIX|2f 22 %7} QIT2} 3K S HEH0]
ONTAPO| CHfgt HN|AZ TEj=Ietn RISt 22 Aot Lot e AEStD QAIeHs
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HOZ MEBE[=EZ2EZ S XE

MH[A TE/ZZEER Mo

Sl
SSH 22/TCPILICH SSH 22¢l
telnet 23/TCPYILICE HA 209l
Domain 53/TCPYIL|Ct Tl 0§ MH
HTTP 80/TCPYLICt HTTP

80/UDPQIL|LC}

rpcbind 111/TCP 111/UDP AATZANKN TE

NTP 123/UDPJLICt Network Time Protocol®| 2F0{4L|C}
msrpc 135/TCPYILIC} Microsoft ¥4 ZEA|X =&
Netbios-name 137/TCP 137/UDP NetBIOS 0|2 AMH|AQIL|C}
netbios-ssn 139/TCPYILICE NetBIOS MH[A MM RIL|CH
SNMP 161/UDPYJL|C} SNMPE MEHSIL|Ct

HTTPS 443/TCPYILIC} HOt 3. hitp
microsoft-ds 445/TCPYIL|Ct Microsoft C|ZE2| MH|A
IPsec 500/UDPIL|Ct CIEUl T2 EZ HOt

mount 635/UDPJL|Ct NFS Or2E

named 953/UDPIL|Ct 0| M= LIt
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