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clusterl::*> security login show -vserver clusterl

vserver: clusterl

Authentication Acct Is-Nsswitch
User/Group Name Application Method Role Name Locked Group
admin console password admin no no
admin http password admin no no
admin ontapi password admin no no
admin service-processor password admin no no
admin ssh password admin no no
autosupport console password autosupport no no

6 entries were displayed.
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clusterl::> set -privilege diag

Warning: These diagnostic commands are for use by NetApp personnel only.
Do you want to continue? \{y|n}: y

clusterl::*> systemshell -node node-01
(system node systemshell)
diag@node-01's password:

Warning: The system shell provides access to low-level
diagnostic tools that can cause irreparable damage to
the system if not used properly. Use this environment
only when directed to do so by support personnel.
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1. OpenSSLE ArE3t0] L2 FHS 40| ASME STt

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout test.key
-out test.pem \> -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=cert user"
Generating a 2048 bit RSA private key

writing new private key to 'test.key'
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S HAX[7} A= Q1B M2l LIS E0 20 ONTAPS| PEM(Privacy Enhanced mail)
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security certificate install -type client-ca -vserver clusterl

Please enter Certificate: Press <Enter> when done

3. ONTAPE 242510 SSLE St 220|HE HMAS 5{&3t11 API A M| 20] CHSH ALZ X} IDE FHelSL L.
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security ssl modify -vserver clusterl -client-enabled true

security login create -user-or-group-name cert user -application ontapi

—authmethod cert -role admin -vserver clusterl

LIS Ololl M= AFEXE ID7t cert user 21EAM Q15 APl HMAE A

SE A
g8 49

Al E|YSLICH ONTAP HA S

HAIS7| I8 At Stz ZHEret 22| SDK Python 23R EE cert user CH33t Z5L|CH

#!/usr/bin/python

import sys

sys.path.append ("/home/admin/netapp-manageability-sdk-9.5/netapp-

manageability-sdk-9.5/1ib/python/NetApp")

from NaServer import *

cluster = "clusterl"
transport = "HTTPS"
port = 443

style = "CERTIFICATE"
cert = "test.pem"

key = "test.key"

= NaServer (cluster, 1, 30)
.set transport type (transport)
.set port (port)

.set _style(style)

.set server cert verification (0)

n n n n n »n

.set client cert and key(cert, key)

api = NaElement ("system-get-version")

output = s.invoke elem(api)

if (output.results status() == "failed"):
r = output.results reason()
print ("Failed: " + str(r))

sys.exit (2)

ontap version = output.child get string("version")

print ("V: " + ontap version)

AAZEQ| £20| ONTAP HTO| HEA|ZIL|C}.

./version.py

V: NetApp Release 9.5RC1l: Sat Nov 10 05:13:42 UTC 2018



4. ONTAP RESTAPIE AtE35t0] 21BN 7|8t Q152 £3lst2{H CIS CHAIE AR SHUA L.
a. ONTAPOIA http 2 AM|AOf| CHEE AL X} IDE X

security login create -user-or-group-name cert user -application http
-—authmethod cert -role admin -vserver clusterl

b. Linux 22t0|HE0M CIZ BHES HAHSI0] ONTAP HH S EHOZ M TfLCt.

curl -k --cert-type PEM --cert ./test.pem --key-type PEM --key
./test.key -X GET "https://clusterl/api/cluster?fields=version"
{

"version": {
"full": "NetApp Release 9.7P1l: Thu Feb 27 01:25:24 UTC 2020",
"generation": 9,
"major": 7,
"minor": O
by
" links": {
"self": {
"href": "/api/cluster"
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—~ P
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Hojg £ ASLICE 0] 7|52 ONTAP CLI, System Manager, REST APIS Z &5t B = ONTAP 22| QIE{H|0|AS
AL25t0] A4 4= USLICEH TJ2{Lt OAuth 2.0 Hst £0{ 5l HAM|A X0 ZH S Z210|AHETJL REST APIE AHE6}H0]
ONTAPO|| M| ASH miot Mg 4~ JASL|CH

OAuth 2.0 EE2 A AIE 215 S flet 2= S tiAELICt
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clusterl::*> security login show -user-or-group-name NewAdmin -fields
hash-function
vserver user-or-group-name application authentication-method hash-

function

clusterl NewAdmin console password shab512
clusterl NewAdmin ontapi password shab12
clusterl NewAdmin ssh password shab12

* XIFE Al &= (0f: MD5)E AtE3dt=E AIEE U= AIAH AL LHS 2301 Al 22 S HESOF RfLICt.
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clusterl::*> security login expire-password -vserver * -username * -hash

—-function md5

« X|HE A A2 AIRSI= ABE ARS ESL|CH

clusterl::*> security login lock -vserver * -username * -hash-function
md5

SHAEL| 22| SVMOA LR AFEXHIt 2t A 7|52 & 4 §IELICH autosupport . O] 22Xl 2|24
EMULICE O] LHE AFEXof|A|l= 7[2Mo 2 FEE 22Tt QOB E SHA| 7|52 & + USLICE

° AR &S A 7|52 B2 autosupport CHS HES ASptL|CH

o

::> set advanced
::> security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport
Account Locked: no
Comment Text: -
Whether Ns-switch Group: no
Password Hash Function: unknown

Second Authentication Method2: none

2z Al 715 (7122 SHAS512)2 HEst2{H 12 EEE A L/Ct

::> security login password -username autosupport
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security login show -user-or-group-name autosupport -instance

Vserver: clusterl
User Name or Group Name: autosupport
Application: console
Authentication Method: password
Remote Switch IP Address: -
Role Name: autosupport

Account Locked: no

Comment Text: -

Whether Ns-switch Group: no

Password Hash Function:
Second Authentication Method2:

2f= o7 =

ONTAP &242 X x| HH

9.14.15E{= ONTAPS| M| 2X|0f2t HE L= &0 S8y 8 &=z 20| SIHeLC.

shab512

none
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username-minlength

username—-alphanum

passwd-minlength

passwd-alphanum

passwd-min-special-

chars

passwd-expiry-time

require-initial-
passwd-update

max-failed-login-
attempts
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lockout-duration

disallowed-reuse

change-delay

delay-after-failed-
login

passwd-min-
lowercase-chars

passwd-min-
uppercase-chars

passwd-min-digits

passwd-expiry-warn-
time

account-expiry-time

account-inactive-
limit
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o]
clusterl::*> security login role config show -vserver clusterl -role admin

Vserver: clusterl
Role Name: admin
Minimum Username Length Required: 3
Username Alpha-Numeric: disabled
Minimum Password Length Required: 8
Password Alpha-Numeric: enabled
Minimum Number of Special Characters Required in the Password: O
Password Expires In (Days): unlimited
Require Initial Password Update on First Login: disabled
Maximum Number of Failed Attempts:
Maximum Lockout Period (Days):
Disallow Last 'N' Passwords:

S o O O

Delay Between Password Changes (Days):
Delay after Each Failed Login Attempt (Secs): 4
Minimum Number of Lowercase Alphabetic Characters Required in the
Password: O
Minimum Number of Uppercase Alphabetic Characters Required in the
Password: O

Minimum Number of Digits Required in the Password: O

Display Warning Message Days Prior to Password Expiry (Days): unlimited
Account Expires in (Days): unlimited
Maximum Duration of Inactivity before Account Expiration (Days): unlimited
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