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PATCH "/api/svm/svms/f16f0935-5281-11e8-b94d-005056046485"
'{"aggregates": {"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAP CLI:

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type-------———>——> —————————————— ——————— —————————— ———————
—————————————— svm_test still5 vsim ucs630f aggrl

online 10.11GB vmdisk non-snaplock
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security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api
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/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>

/api/protocols/san/igroups —-access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>

/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>
/api/storage/namespaces —-access all

security login rest-role create -role <role-name>
/api/storage/qos/policies —-access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

/api/storage/luns
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security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name> -api /api/cluster
—access readonly

security login rest-role create -role <role-name> —-api /api/cluster/jobs

—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/licensing/licenses —-access readonly

security login rest-role create -role <role-name> -api /api/cluster/nodes
—access readonly

security login rest-role create -role <role-name> -api /api/cluster/peers

—access readonly

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly
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security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-—-name> -apl /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

EESH ONTAP H7TH 9.16.0 0| 42| Z2 Lt HES ARt

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

VMware vSphere ONTAP API 7|dt SVM H2?| AL2XIE 28t ONTAP E2 MM efL|Ct
2= Privileges2 AL SVM He| ALEXIE MMSI2{H CH2 HES AdgL|ct

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api



/api/support/ems/application-logs -access read create -vserver <vserver-
name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

—access readonly -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles
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—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role—-name> -apli /api/svm/svms

-access readonly -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>
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security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

oll:

security login create -user-or-group-name testvpsraall -application http
—authentication-method password -role

OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil6O-cluster
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security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

oll:

security login unlock -username testvpsraall -vserver Cl stil6O-cluster
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VMware vSphere 10.1 AF2XI2 ONTAP £2 10.3 AF2XI2 ¢80 =E8fL|Ct

VMware vSphere 10.1 AFEXIE ONTAP =0| json DY S AHESH MM El S2{AH He| AF2XIel AL, admin
AEXHE AF23H0| ONTAP CLIOIA CH2 EBEE A&st0] 10.3 2|22 HO[0|=E5HA 2.

HE 7ls:

* VSC

* VSC % VASA =4t

* VSC % SRA

* VSC, VASA S5t % SRA:
22{AH Privileges:

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe namespace show" -access
all

_security login role create -role <existing-role-name> -cmdddirname "vserver NVMe subsystem show" -access
all

_security login role create -role <existing-role-name> -cmdddirname "vserver NVMe A EA|AE] host show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all

_security login role create -role <existing-role-name> -cmddirname "vserver NVMe show -interface" -access
read

—_

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A| ARl S AE F71"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver NVMe 2| A|AB! W add” -access
all

_security login role create -role <existing-role-name> -cmdddirname "vserver NVMe namespace delete"
-access all

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St A ARl AX|" -access all

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A|AEl S AE H|H"
-access all

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St¢| A|AE! B X7 " -access
all

VMware vSphere 10.1 AF2Xt2 ONTAP 20| json It S Af93f01 MME SVM He| AHEXIR! B2, admin
ALEXHE AHE38H0] ONTAP CLIOIA CFS HE S HAlst0] 10.3 2E|=2 T|0|ESHMAIL.

SVM Privileges:

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe namespace show" -access
all -vserver <vserver-name>
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security login role create -role <existing-role-name> -cmdddirname "vserver NVMe subsystem show" -access
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St¢| A A&l host show”
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver NVMe show -interface" -access
read -vserver <vserver-name>

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A|AHlI S AE 71"
-access all -vserver <vserver-name>

_security login role create -role <existing-role-name> -cmddirname "vserver NVMe A|EA|A B B 5dd" -access
all -vserver <vserver-name> _

_security login role create -role <existing-role-name> -cmdddirname "vserver NVMe namespace delete"
-access all -vserver <vserver-name> _

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe S+2| A|ABl AR " -access all
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A| ARl S AE X"
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A| A M H|[7H" -access
all -vserver <vserver-name>

= St

command_vserver NVMe namespace show_and_vserver NVMe subsystem show_ £ 7|Z I&Ho]| £7}5tH Ct
HFO| FIHELC,

gjo

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

AEE|X| HAES FIHEL|C

AE2|X| o
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