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() 3 L Holelor BLIck. Ol2{8t ZE Privileges7t Ml HIZEIX| Q0B AIB2 Stk U Fe| X7}
HEMSHL|C}
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VMware vSphere ONTAP API 7|8t AtEXIE ONTAP S M Asto] ZM, AEZ|X| Mo, AER|X| &1, AEZ|X]
XA PrivilegesE Edll A S A|ZStD ONTAP & YIAEZRE 22| 4= JELICH

UM AESH 2= PrivilegesS AFSH S AH He| AFEXIE MYsI2{H Chs S AALICH

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api



/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>

/api/protocols/san/igroups —-access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>

/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>
/api/storage/namespaces —-access all

security login rest-role create -role <role-name>
/api/storage/qos/policies —-access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>

/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

security login rest-role create -role <role-name>
/api/storage/file/copy -access read create

security login rest-role create -role <role-name>

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/support/ems/application-logs -access read create

/api/storage/luns



security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name> -api /api/cluster
—access readonly

security login rest-role create -role <role-name> —-api /api/cluster/jobs

—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/licensing/licenses —-access readonly

security login rest-role create -role <role-name> -api /api/cluster/nodes
—access readonly

security login rest-role create -role <role-name> -api /api/cluster/peers

—access readonly

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly



security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks
—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api

/api/storage/quota/reports —-access readonly

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-—-name> -apl /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

EESH ONTAP H7TH 9.16.0 0| 42| Z2 Lt HES ARt

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

VMware vSphere ONTAP API 7|gt SVM H2?| AL2XIE 28t ONTAP E2 MM efL|Ct

L E PrivilegesE AE3t0] SVM H | AFSXAHE M dotei ™ LS FF S ARlLIC)

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

11
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/api/support/ems/application-logs -access read create -vserver <vserver-
name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

—access readonly -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -—-api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles



—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role—-name> -apli /api/svm/svms

-access readonly -vserver <vserver-name>

LS ONTAP HHA 9.16.0 O|AtQ| AL L}
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security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>
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security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

oll:

security login create -user-or-group-name testvpsraall -application http
—authentication-method password -role

OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil6O-cluster

AZel HSS slioteA™ 2a| QU H|0| A0 CHEE HMAS Edetdta{H Ot

Olo

S ddgLct

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

oll:

security login unlock -username testvpsraall -vserver Cl stil6O-cluster



VMware vSphere 10.1 AF2XI2 ONTAP £2 10.3 AF2XI2 ¢80 =E8fL|Ct

VMware vSphere 10.1 AFEXIE ONTAP =0| json DY S ALESHH MM El S2{AH He| AF2XIl B2, admin
ArXHE AF23H0] ONTAP CLIOIAM CH2 EBEE A&Ast0] 10.3 2|22 HO[0| =52,

HE 7ls:

* VSC

* VSC % VASA =4t

* VSC % SRA

* VSC, VASA S5t % SRA:
22{AH Privileges:

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe namespace show" -access
all

_security login role create -role <existing-role-name> -cmdddirname "vserver NVMe subsystem show" -access
all

_security login role create -role <existing-role-name> -cmdddirname "vserver NVMe A EA|AE] host show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all

_security login role create -role <existing-role-name> -cmddirname "vserver NVMe show -interface" -access
read

—_

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A| ARl S AE F71"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver NVMe 2| A|AB!I W add” -access
all

_security login role create -role <existing-role-name> -cmdddirname "vserver NVMe namespace delete"
-access all

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St A AR AX|" -access all

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A| A=l S AE H|H"
-access all

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St¢| A|AE! B X7 " -access
all

VMware vSphere 10.1 AF2XI2 ONTAP 20| json It S Af93f01 MME SVM He| AHEXIR! B2, admin
ALEXHE AHE38H0] ONTAP CLIOIA CFS HE S HAlst0] 10.3 2E|=2 0| ESHMAIL.

SVM Privileges:

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe namespace show" -access
all -vserver <vserver-name>
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security login role create -role <existing-role-name> -cmdddirname "vserver NVMe subsystem show" -access
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St¢| A A&l host show”
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver NVMe subsystem map show"
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver NVMe show -interface" -access
read -vserver <vserver-name>

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A|AHlI S AE 71"
-access all -vserver <vserver-name>

_security login role create -role <existing-role-name> -cmddirname "vserver NVMe A|EA|A B B 5dd" -access
all -vserver <vserver-name> _

_security login role create -role <existing-role-name> -cmdddirname "vserver NVMe namespace delete"
-access all -vserver <vserver-name> _

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe S+2| A|AB AR " -access all
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A| ARl S AE X"
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmdddirname "vserver NVMe St2| A| A M H|[H" -access
all -vserver <vserver-name>

=

command_vserver NVMe namespace show_and_vserver NVMe subsystem show_ & 7|Z I&H0]| £7}5tH Ct
HFO| FIHELCE,

gjo

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

AEE|X| HAES FIHEL|C

AE2|X| tHo

=

CE 751 ONTAP 22{AHE 2EE e &+ /USLICH

vCenterZt 2t SVMIt &7l EIHE A S H= ZE[HIHA| B2 22 ONTAP Tools Managerg AHE6H0d
SHAEE FItELICh AE2|X| HAIE S vCenter Server?t 0475'&04 25 EEl vCenter Server QIAEH A0
MAX™MOZ oL BTt vCenter HI'H EJt ®ISH= SVM(Storage Virtual Machine)2 2= &s{0f BfL|Ct. 0|2 S
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SVM ALSZHS VWOL BIOIE| XEHAS ZRHIX S 4+ UALICL SVME ALSSH0] vCenter0l A AE2|XIS
+ QBLIC

ONTAP Z9| AtEXf QIE{H[O|A S AFESI| 22{AF = SVM AHE SHOZ 2 AE2(X| 4l
0|21%t AE2|X| HAE= T vCenter= MSHEILILH 222 Z2HAE Xt ZHE AEY 32

Too= o= OT L

Qe
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ONTAP =7 ZtZ2|X} AL

@ HE| HHE BFEHo|M 2EE[X| #Al=E S2HAHE 22E 8 SVME ZZ0|M 71510 SVM

AMEXLAHE TS AHEE &= UASLICH

1. @ H2tRX0|A ONTAP =7t 2|XtE A EL|Ct
https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. 1= Z0f| MZ$ VMware vSphere ZH2|Xt X4 SHE ONTAP £2 Arg3st0] 2218t}
3. £H HA|Z0||M * Storage Backend * S ME4SIL|LCE.

4. AE2|X| WAC S 715t MH IP 4 E£= FQDN, ALEX} 0|8 & 2% MIE HEE dSeLct

@ IPv4 2 IPv6 =4 22| LIF7} XIS},

vSphere Client At&X} QIE{T|O| A AL
@ vSphere Client AH2X} QIE{H|O|AE Se AEZ|X| WHAEE FL&Y M= VVol H|0|E
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1. vSphere Client0ll 23QI%}L|C},
HEZ 7}7| H0|X|2] E2{121 MMOoj|A * NetApp ONTAP tools * & MEHEILIC
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2. 712 =0 HB%t VMware vSphere Z2|Xt X2 SHE ONTAP £ Atg3stod 2a0lgtL|ct.

3. AtO|EH}IO| M vCenterS MEHBILICE.

4. AE2|X| Al =0 HZE vCenter Server QIAEIAN CHS| M2 EAHE MEHSBHL|CE.
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3. ONTAP 79| &1Z &ojM * BF * > * HEQT HMA 22| * >+ HE * o= o|SYLICt
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4. Name and protocol * &0f| H|O|E{AE0] 0|5, 37 {HE UHTILICH T2 FMOfA *
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