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NFS &%H

o7 4 0| 2f2 Ct32 Zo| MAefLCt...

Net.TcpipHeapSize 32

Net.TcpipHeapMax 1024MB

NFS.Z|C =28 256

NFS41.MaxVolumes 256

NFS.MaxQueueDepth 128 O| At

NFS.HeartbeatMaxFailures 10

NFS.SIEH|E HIZ 12

NFS.StEH|EERI0I2 S
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ONTAP REST API EEi= CLIE AFE310 SVME T |2t o sHof hLCt.

REST API:

PATCH "/api/svm/svms/f16£f0935-5281-11e8-b94d-005056b46485"
'{"aggregates":{"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAP CLI:

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type————————=————=7= —————————————— ——————— — o e
—————————————— svm_test still5 vsim ucs630f aggrl
online 10.11GB vmdisk non-snaplock
ONTAP AtEX} Bl A S +522 4y
JSON IIUS ALEHX| 1 =522 AFEXtet AYS Mdst2{H o] MM XS =M.
1. 22 AEQ| 22{AEH 22| IP FAE AF2510] ONTAP System Manager0il A ABHL|C},
2. pr2|xp HEo 2 S2{AE| 2308},
a. 22{AE{ ONTAP =7 degs Fd5t2{H 224 > 88 > ArEX 8l JY &S HEfelL|C)
b. 22{AE SVM ONTAP =7 AgE 74sta{H XMEA SVM > 8% > ALZX} 3 A" HE MEisi R

c. AR APIE EF 71510 HE Arets ML)

a. AtEXLE|O|S0| M *3=71+E MEf LIt

b. AFSXt It TSt HXL0IIM *A| AR 22| XS MEYSHLCE
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AP| AtE:
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[api/ 22 AE] A7 HE SoAE T AM

/apil/cluster/licensing/licenses Q7| Mg o2 E2H 20| M A0 CHst 2FO| MIA
sol

[api/ 2HAH/E A7 HE SHE Y 4

lapi/2HAH A7 HE ot M

Japi/ ot/ 27| ®g stz

/api/storage/aggregates 7| M O M&EAN/EE Z2H|INY &
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/api/storage/cluster Q7| ML S2{AH £ZF 273 584
CIO|EE o™

/api/storage/disks A7 HE A0 AZE CIAFE 7t 2 H

/api/storage/qos/&*H A7/ MM /+H QoS % VM HA ztz|

/api/svm/svms V| ML S AT 2HE X2J}E A2 SYM
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security login rest-role create -role <role-name> -api
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name> -api
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/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>

/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>
/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>

/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>
/api/storage/namespaces -access all

security login rest-role create -role <role-name>

/api/storage/qos/policies —-access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/storage/luns



security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name> -—-api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins —-access readonly

security login rest-role create -role <role-name> -api

/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-
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security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks

—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

EESE ONTAP HT 9.16.0 0| &2 R L2 ES ALt

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

ONTAP % 9.16.1 O| &2 ASAr2 A|AHIO| AL [t HEHS AHptL|Ct.
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security login rest-role create -role <role-name> -api

/api/storage/availability-zones -access readonly

VMware vSphere ONTAP API 7|t SVM H2| ALEXIE ONTAP tools for VMware vSphere ‘44

SE Hets 71T sVM EH e ArEALE M dota{H LS TS AASHMIR.

security login rest-role create -role <role-name> -api

/api/application/consistency-groups -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api

"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces -access all -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-
name>

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/fc/logins -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-
name>



security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-—-name> -apl /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

-access readonly -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>
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security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

ol:



security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

A EHZS SHASt 22| AE{H[0] A0 CHot HMA S S-dolstaiH Ch2 BHS HASHMR.

‘.

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

ol:

security login unlock -username testvpsraall -vserver Cl stil60-cluster
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« VSC
* VSC % VASA 22X}
* VSC2 SRA
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S AF Aok

HOot 201 Agt MM _role <7|& A& 0|2> -cmddirname "vserver nvme WA AH|O|A HA|"-access all

Hot 2701 g MM _role <7|Z HE 0|5 > -cmddirname "vserver nvme t2| A|AH! EA|" -access all

Hot 27001 Ag MM _role <7|ZE A& 0|E> -cmddirname "vserver nvme 8t A|AEl SAE HA|"-access all
Hot 2701 HAgt MM _role <7|Z HE 0|2> -cmddirname "vserver nvme t2| A|AE! ¥ HA|" -access all
HOF 201 HAgt MM _role <7|& HE 0|E> -cmddirname "vserver nvme show-interface" -access read

Hot 27001 Ag MM _role <7|ZE A& 0|E> -cmddirname "vserver nvme 8t A|AEl SAE I}t _access all
Hot 2701 HAgt MM _role <7|Z HE 0|2> -cmddirname "vserver nvme t2| A|AE!I ¥ 27} _access all
HOt 2701 HAE MM _role <7|Z HE 0|E> -cmddirname "vserver nvme WK AH|O|A AKX " -access all

HOot 201 HAgt MM _role <7|& A& 0|E> -cmddirname "vserver nvme S| A|AH! AH| " -access all

Hot 2701 HAgt MM _role <7|Z A&t 0|E> -cmddirname "vserver nvme St2| A|AElI SAE XA " -access all
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SVM #Het:

Hot 209l At MM -role <7|&E
<vserver O| &>

Hot 209l At MM -role <7|&E
<vserver 0| &>

Hot 29l At MM -role <7|&E
-vserver <vserver 0| &>
Hot 29l At MM -role <7|&E
-vserver <vserver 0| &>

=

ol M -role <7|&

Hot 21
<vserver O|

o o

Hot 29l At MM -role <7|&

-vserver <vserver 0| &>

Hot 29l At MM -role <7|&E
-vserver <vserver 0| =>

Hot 29l Agt MM -role <7|&E
<vserver 0| &>

Hot 29l At MM -role <7|&E
<vserver 0| &>

Hot 29l At MM -role <7|&E

-vserver <vserver 0| &>

Hot 209l At MM -role <7|&E
-vserver <vserver 0| =>

7|Z A& vserver nvme namespace show 3

===

vserver nvme namespace

vserver nvme namespace

vserver nvme subsystem

vserver nvme subsystem

o
A

6FOH§

= > -cmddirname

gt 0|2> -cmddirname

gt 0|2> -cmddirname

E> _cmddirname

gt 0|2> -cmddirname

gt 0|2> -cmddirname

gt 0|2> -cmddirname

E> _cmddirname

gt 0|2> -cmddirname

gt 0|2> -cmddirname

6POH§

= > -cmddirname '

gt 0|2> -cmddirname

create

modify

create

modify

AL X7t = ONTAP tools for VMware vSphere 2| A2,
A0 10.3 2E|AZ a0l E8tL|Ct,

| vserver nvme subsystem show &

El O

"vserver nvme St A|AEl B X" -access all

22Xt Hoto =

—

"vserver nvme UHIQAHO|A EA|" -access all -vserver

"vserver nvme St¢| A|AEl HA|" -access all -vserver

"vserver nvme ot A|AEl S AE HA|"-access all

"vserver nvme St A|AElI B HA|" -access all

"vserver nvme show-interface" -access read -vserver

i

"vserver nvme St¢| A|AEI SAE EI1" _access all

Z7t"-access all

"vserver nvme St$| A|AE! GH

"vserver nvme UIQAHO|A AX|" -access all -vserver

"vserver nvme St¢| A|AHE A" -access all -vserver

= A

'vserver nvme St2| A| ARl SAE MH"-access all

"vserver nvme St A|AEl B X" -access all
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security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all
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