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security login rest-role create -role <role-name> -api
/api/application/consistency—-groups -access all

security login rest-role create -role <role-name> -api



/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name>
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name>

/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name>
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name>
/api/protocols/san/igroups -access all

security login rest-role create -role <role-name>
/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name>

/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name>
/api/snapmirror/relationships -access all

security login rest-role create -role <role-name>
/api/storage/volumes -access all

security login rest-role create -role <role-name>
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name>
—access all

security login rest-role create -role <role-name>
/api/storage/namespaces -access all

security login rest-role create -role <role-name>

/api/storage/qos/policies —-access all

security login rest-role create -role <role-name>
/api/cluster/schedules -access read create

security login rest-role create -role <role-name>
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name>
/api/storage/file/clone -access read create

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

-api

/api/storage/luns



security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

/api/cluster/licensing/licenses -access readonly

security login rest-role create -role <role-name> -—-api
—access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins —-access readonly

security login rest-role create -role <role-name> -api

/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly

/api/cluster

/api/cluster/jobs

/api/cluster/nodes

/api/cluster/peers

/api/name-



security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services —-access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api /api/security/roles
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api /api/storage/disks

—access readonly

security login rest-role create -role <role-name> -api /api/storage/gtrees
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

EESF ONTAP HT 9.16.0 0| &2 AR L2 ES ALt

security login rest-role create -role <role-name> -api

/api/storage/storage-units -access all

ONTAP % 9.16.1 O| &2 ASAr2 A|AHIO| AL CI2 HEHS AHptL|Ct.
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security login rest-role create -role <role-name> -api

/api/storage/availability-zones -access readonly

VMware vSphere ONTAP API 7|t SVM H2| ALEXIE ONTAP tools for VMware vSphere ‘44

SE Hets 71T sSVM EH e ArEALE Y dota{H LS TS AASHM K.

security login rest-role create -role <role-name> -api

/api/application/consistency-groups -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -—-api

"/api/storage/volumes/*/snapshots" -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-—-name>

security login rest-role create -role <role-name> -api

/api/storage/namespaces -access all -vserver <vserver-name>
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security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-
name>

security login rest-role create -role <role-name> -api

/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/jobs

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/fc/logins -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-
name>



security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —-access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services —-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/security/accounts -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/security/roles

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

—access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/storage/quota/reports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver-name>

security login rest-role create -role <role-—-name> -apl /api/svm/peers

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

-access readonly -vserver <vserver-name>

EESH ONTAP H7TH 9.16.0 0| 42| Z2 Lt HES ARt

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

H 24
oo

oA Hget AP 7|8t HES ALE5IH MZ2 API 7|2 ALSAHE W-dot2{H Cf

dlo
o

AN R.

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

ol:



security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

AE =S sliAsta 2a| AEHo| A0 Chgt HMAS SdetstaiH TS HEHS HASIM K.

‘.

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

ol:

security login unlock -username testvpsraall -vserver Cl stil60-cluster

ONTAP tools for VMware vSphere & 12|0|=

JSON Y2 AHESH0 S2{AE He| AFEXIE M43 ONTAP tools for VMware vSphere 2| A<, ALEX} 2| Xt
HotO = CHZ ONTAP CLI BEE AHE510] 10.3 EE|AE 20| =E-L(CE

HE 7|50 CHo M= CHS 2 & ESHAMIR.
« VSC
* VSC % VASA 22X}
* VSC2 SRA
* VSC, VASA 22X} & SRA.

S AE Aok

Hot 201 Agt MM _role <7|& A& 0|2> -cmddirname "vserver nvme WJAAH|O|A HA|"-access all

Hot 2701 HE MM _role <7|Z HE 0|5 > -cmddirname "vserver nvme t2| A|AH!I EA|" -access all

Hot 27001 Ag MM _role <7|ZE A& 0|E2> -cmddirname "vserver nvme 8t A|AEl SAE HA|"-access all
Hot 2701 HAgt MM _role <7|Z HE 0|2> -cmddirname "vserver nvme t2| A|AE! ¥ HA|" -access all
HOF 201 Hgt MM _role <7|Z& 9E 0|E> -cmddirname "vserver nvme show-interface" -access read

Hot 2001 Ag MM _role <7|ZE A& 0|2> -cmddirname "vserver nvme 8t A|AEl SAE I}t _access all
Hot 2701 HAgt MM _role <7|Z HE 0|2> -cmddirname "vserver nvme t2| A|AE!I ¥ 27} _access all
HOt 2701 HAE MM _role <7|Z HE 0|E> -cmddirname "vserver nvme WK AH|O|A AKX " -access all

HOt 201 HAgt MM _role <7|& A& 0|E> -cmddirname "vserver nvme S| A|AH! AH| " -access all

Hot 2701 HAgt MM _role <7|Z A&t 0|E> -cmddirname "vserver nvme St9| A|AEl SAE XA " -access all



SH Al
= oo

Hot 27 M -role <712 ¥

2l o

json DA S AtESHY M- El SVM 2

ONTAP CLI EHE

SVM #Het:

Hot 29l At MM -role <7|&E
<vserver 0| &>

Hot 209l At MM -role <7|&E
<vserver 0| &>

Hot 29l At MM -role <7|&E
-vserver <vserver 0| &>
Hot 29l At MM -role <7|&E
-vserver <vserver 0| &>

=

ol M -role <7|&

Hot 27
<vserver O|

o o

Hot 29l At MM -role <7|&E

-vserver <vserver 0| &>

Hot 29l At MM -role <7|&E
-vserver <vserver 0| =>

Hot 290l Agt MM -role <7|&E
<vserver 0| &>

Hot 29l At MM -role <7|&E
<vserver 0| &>

Hot 29l At MM -role <7|&E

-vserver <vserver 0| &>

Hot 279l At MM -role <7|&E
-vserver <vserver 0| =>

7|Z A0l vserver nvme namespace show 3

===

vserver nvme namespace

vserver nvme namespace

vserver nvme subsystem

vserver nvme subsystem

(e
A

xSt 0| 2> -cmddirname

gt 0|2> -cmddirname

gt 0|2> -cmddirname

E> _cmddirname

gt 0|2> -cmddirname

gt 0|2> -cmddirname

gt 0|2> -cmddirname

E> _cmddirname

gt 0|2> -cmddirname

gt 0|2> -cmddirname

g o|E>

-cmddirname "

gt 0|2> -cmddirname

create

modify

create

modify

AL X7t = ONTAP tools for VMware vSphere 2| A2,
AH238H0] 10.3 2E|AZ a0/ =E8tL|Ct,

El O

"vserver nvme St A|AEl B X" -access all

22|Xt Hoto =

—

"vserver nvme QAT O|A EA|" -access all -vserver

"vserver nvme St¢| A|AEl HA|" -access all -vserver

"vserver nvme ot A|AEl S AE HA|"-access all

"vserver nvme St A| ARl B HA|" -access all

"vserver nvme show-interface" -access read -vserver

.

"vserver nvme St¢| A|AEI SAE EI1" _access all

"vserver nvme St A| Al B X7t _access all

"vserver nvme UIQAHO|A A" -access all -vserver

"vserver nvme St¢| A|AHEl A" -access all -vserver

= A

'vserver nvme St2| A| ARl SAE MH"-access all

"vserver nvme St A|AEl B X" -access all

| vserver nvme subsystem show @& Z7}stH CHs HHO|
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ONTAP tools for VMware vSphere & 12{0|=

ONTAP 9.16.15E{ ONTAP tools for VMware vSphere 10.4 AFEXAI2OZ ¢ 13||0| E5HM| L.

JSON It ONTAP 7T 9.16.1 O| &2 ALE5H0] MM El S AE He| AHEX}E 7HE ONTAP tools for VMware
vSphere 2| AL, ZZ|Xt H$IOZ ONTAP CLI HHE AF2510] 10.4 He|AZ Y8|0|=§fL|CE.

HZ 7Isoll tsi M= TS EE0HMIR.

.+ VSC

* VSC 8! VASA 32Xt

* VSC2 SRA

* VSC, VASA 3%t U SRA.

S| AE At

|_

security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

AE2|X| WIS 7}
AER|X| HAEE FTt5H ONTAP 22{AHE 2EHY 4 AUSLICL
Of Ztjof| £t5H0q

vCenterZ &2tEl SYMO| Ql= Eil'-" et 2 ot CHE HIHA| AH| 22 ONTAP =7 #2|XIHE A5t
22{AHE FIHeLCL *EEIII EE vCenter Server2t A5t 2E T El vCenter Server QIAE A0
HMAMOZ ofjTletL|C}. vCenter Eil'dE'.: lot= AEZ|X| 7HA HA(SYM)S 2E Y60 BHLICE 0|2 E8l SVM
AHEXH= vWols HIO|H MEAE TEH|NEE 4 JELICH SVME AHE6H0 vCenter0f]l AEZ|X|E F7HE &
O|A|_|E|-

ONTAP =7 ALEX} QIE{H|O|AE AHESI0] E2{AE EE= SVM AHE ZHOE 24 AEZ|X| HAEES $ FfLICE.
ol2{st AE2|X| HAE = T vCenter= H|SHEILICH 20| A S2{AE XHH SE2 AHESt= o$ HEtEl SYMR
X592 vCentertl| OHEE| vWols EE= VMFSE Zt2|EtL|Ct. SRAS X &St VMFS 2t2[e] AL ONTAP =
=28 S2{AHJ QR 90| SVM XA ’.5%4; X4t
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https://<ONTAPtoolsIP>:8443/virtualization/ui/

2. HYZ Z=0f| ®| 23t ONTAP tools for VMware vSphere 2 2 1QI8tL|LC}.

3. AlO|EHIOf| M *AE2|X| HAIE*E MEHBILIC

=
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5. EELCIR0|M AEEZ|X| BHAIEES MENSIO vCenter Server QIAEIAZ LIQot AEZ|X| BHAl=QF HATHL|C,

HET ANA 74
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