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A3t AE2|X| Mol =0 T3t ONTAP AFS X f2t U PrivilegesE TAISHIAI2. HIBE

JSON IS A5 AEE LYot7LL ALEA & AE S 522 MHSHAHLL, HE X7t

Otel AI™of| ZR$H XA PrivilegesE HE2% 4= JUSLILCL.

AlZfoto] FHof

* _\https://<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip_2 AFE5I04 ONTAP tools for
VMware vSphere0f|A| ONTAP Privileges It'2 2 L2 EESHY A 2. zip IHY S CHREESHH £ 7H2| JSON
otAo| ASLICH ASA 2 A|AEIS PHE M= ASA 2 HE JSON IHUS AFESHUAL.

S AH & L= AEL[X] 7te HA(SVM) +=E0M 2IH AFEXE HEY & ASLIC.
@ user_roles.json It& = AIESHX| = B2, AHEXIOA| 2RSF %2 SVM #Hoto] 2O EA=X]
SRISHIAIR.

© AEE|X| HAOf CHet 2HE|XF Mot 2 2QISHYAIL.

CHA
1. C}RZE3 https://<ONTAPtoolsIP>:8443/virtualization/user-privileges/users_roles.zip THLO| =S TM L.
2. 22{AE<9| E2{AH 22| IP FAE AFE3H0] ONTAP System Manager0| HA|ASHIA| L.



3. E|xt Heto 2 S AH 2aISL|CH AHXHE 52 H 2 S s SLIC
a. 22{AE ONTAP tools AFEXIE FHSHHH SHAE > A8 > AKX 3 IY &S MEHSHYA|IR.
b. SVM ONTAP tools AtEXIE FA6I2{H AEZ|X| SVM > HH > A%} 8l g B2 MEISHUA|L.
C. ALEX} OOl M *F=THE MEABILCE,
d. AHSRt ZTt LRt AXI0IA *THAS KIE+S MEfSiL|CE

e. 30t 7| £ A2 ONTAP Privileges JSON It
A AHBIO M= users_roles.json IFYS MEHSI D ASA
MEHBIAIA|D.

% 1EHSI D I Z ESHAM A2, ASA T2 0]2]9
A ABIO| M= users_roles_ ASAr2.json It S
ONTAP tools= ME HEE XS 2 KiZL|CE
f. EECR MM ®ME 7|SS *VSC, VASA Provider %! SRA*Z MEHSIAA|L,
ONTAP tools= AFEXH7} MESH M| E 7|S0l| W2t g HEE Xts2 = MFL|Ct.
g T ALK} 0| St HIYHS E A= SL|CL

h. AL XIof|A| Z L3t Privileges(Discovery, Create Storage, Modify Storage, Destroy Storage, NAS/SAN
Role)S MEi%E CHS *F7HE MEiSL|CE

ONTAP toolsZt M| H&tut ALEXHE FItetL|CH ot ol CHSt PrivilegesE &l &~ Q& L|C.

SVM O 12|A|0|E i Q7 Arg

SVM ALEXL X1 SHE ALESHH HIO|HAENWE T2H|X e I, ONTAP tools for VMware vSphere=

CIO|E{AEO{ POST APIO| X[ El O J2|AHO|E0 S ES *cuez LICH. ONTAPE SVM AHEXZH SVMO]| 0 E =[X]|

42 oA 0| E0| 2 &S MMSH= A2 UXITLICL SES H45H7| To|l ONTAP REST API EE= CLIE
f95f0=| SVME ER%t 0j 2| A0 Eo| DHHSHYA| 2.

REST API:

PATCH "/api/svm/svms/f16£f0935-5281-11e8-b94d-005056b46485"
'{"aggregates": {"name": ["aggrl", "aggr2", "aggr3"]}}"

ONTAP CLI:

still5 vsim ucs630f aggrl vserver show-aggregates

AvailableVserver Aggregate State Size Type SnapLock
Type-———"—"——""""""> —————————————= ——————— —————————— ———————
—————————————— svm_test still5 vsim ucs630f aggrl

online 10.11GB vmdisk non-snaplock

ONTAP AIEX Bl St 2 £502 MY
JSON I 910| 2502 AIRX} Gl B2 AfAMBHL|CH



1. 22 A9 2HAH 2| IP FAE AF2510{ ONTAP System ManagerOf] &M ASHUA|L.
2. ge|xt Hsto2 F{AHO 23QIBtLCt.
. E2{AE|{ ONTAP tools H&2 7St H SHAE > MF > *AL2X} Bl AE+2 MESHMAL.

a
b. 22{AE SVM ONTAP tools &2 A 4st2{H AER|X| SVM > MH > *AL2X} 8l A3 MEISHUA 2.

3. o3t M
a. o3t B0 20fl A *A7pE MeyetL|ct
b. ofet 0|2 U o3t £ M= HEE QL)

c. HRStAPIE 25 FIt6tn HE ArgE MERLICEH
4. AHEXt HA:
a. AtX}H|O|S0M *F7H+E MEfBIL|CE
b. A2 Xt 37} CHSE AXLO| A *System Manager*S MEHStLICL.
C. *Al&X} 0|E*2 YU stM|R.
d. o] AL MM TN MME M SO|A *He*S MEIBILICE
H

S YHYLICL. ONTAPIZI HTTP= E 4= 0fZ2(Z|0| 40|,

e. WA HotE 2oig ofZ2(7|0| M2t Q1B
Q15 RY2 *Password*LICt

SE|XF ABH0| Gl= T Hel S22 MEXA ERTh &4 He

O] H|OJX[= JSON It glo| Ze[Xt 2ol i Y Hel Se{AE ALEXI0AH 2Rt A4 HSHS LIFRLIC

S{AEI} 22 H2|o| = ZR ONTAP tools for VMware vSphere= ONTAPO|A Z2H| X5t 2[sl 247 Hst

O|AHO] LIQBIEE JSON MIUS ARSI AFR XIS MAMBIUAIL.

APIE ALE5H0] 7|50 M2 o= ASLICE.

AP B A Sz AHE i
/api/cluster ol HE S2AH 9 AM
/api/cluster/licensing/licenses 7| ME DTZEZSYH ZJo|MA =l
/api/cluster/nodes 7l ME EHE Q3 AM
/api/security/accounts 7| ME Hot gtA
lapi/security/roles 7| Mg et A
fapi/storage/aggregates 97| Mg HlOlE| MEA/2E TRHINY 5
Oi22|A0|E =7t 2ol
lapi/storage/cluster 7| M SAH £Zo 32t G2
HO|HE Hoz{H
/api/storage/disks A7 HME ZistNo| HEEI CIATIE Ho{H
/api/storage/qos/policies Ve PSR S| QoS ¥ A e



/api/svm/svms 7| Me EHAEII 2Z0| FIHE ©f SVM
e ER )
/api/network/ip/interfaces v = AEZ|X| BHAIE X7} - 22| LIF
H|7t 2HAE/SVMYUS
AlEStL|Ct
/api/storage/availability-zones o7 HE SAZ AM ONTAP 9.16.1 22|A
0| A Bl ASA r2 A|AEI0|| MElL|CT.
/api/cluster/metrocluster 7l ME MetroCluster AElf 5! 1M ME

HEE 74 ZLC.

VMware vSphere ONTAP API 7|8t S2{AE He| AFEXIE 2|2 ONTAP tools for VMware vSphere 244
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@ CllOJE{ XM Z20fl Tt PAT S S Ao H AM, 4y, =
ZRLCH ol2{gh Meto] gle® AEZ 8l He| 5.*.:. | X7t Zde 5= A%'—IEF

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all

security login rest-role create -role <role-name> -api
/api/private/cli/snapmirror -access all

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystems -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups -access all

security login rest-role create -role <role-name> -api

/api/protocols/san/lun-maps -access all

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all

security login rest-role create -role <role-name> -api
/api/snapmirror/relationships -access all



security login rest-role create -role <role-name> -api
/api/storage/volumes -access all

security login rest-role create -role <role-name> -api
"/api/storage/volumes/*/snapshots" -access all

security login rest-role create -role <role-name> -api /api/storage/luns

—-access all

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all

security login rest-role create -role <role-name> -api
/api/storage/gos/policies -access all

security login rest-role create -role <role-name> -api

/api/cluster/schedules -access read create

security login rest-role create -role <role-name> -—-api
/api/snapmirror/policies -access read create

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create

security login rest-role create -role <role-name> -api
/api/storage/file/copy -access read create

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify

security login rest-role create -role <role-name> -api /api/cluster
—access readonly

security login rest-role create -role <role-name> —-api /api/cluster/jobs

—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/licensing/licenses —-access readonly

security login rest-role create -role <role-name> -api /api/cluster/nodes
—access readonly

security login rest-role create -role <role-name> -api /api/cluster/peers

—access readonly



security login rest-role create -role <role-name> -api

services/name-mappings -access readonly

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly

security login rest-role create -role <role-name> -api
/api/network/fc/ports -access readonly

security login rest-role create -role <role-name> -api
/api/network/ip/interfaces -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/nfs/kerberos/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/nvme/interfaces -access readonly

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services -access readonly

security login rest-role create -role <role-name> -api

/api/protocols/san/iscsi/services -access readonly

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api
/api/storage/aggregates -access readonly

security login rest-role create -role <role-name> -api
/api/storage/cluster -access readonly

security login rest-role create -role <role-name> -api
—access readonly

security login rest-role create -role <role-name> -api

10
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—access readonly

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly

security login rest-role create -role <role-name> -api

/api/storage/snapshot-policies -access readonly

security login rest-role create -role <role-name> -api /api/svm/peers
—access readonly

security login rest-role create -role <role-name> -api /api/svm/svms
—access readonly

security login rest-role create -role <role-name> -api
/api/cluster/metrocluster -access readonly

EES ONTAP HH 9.16.0 O| A0 M = CHS HEE MAUSIUAIL.

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all

ONTAP K7 9.16.1 0| A2 ASA 2 A|AEIO| AR LIS HH

flo

HAHSHIAL.

security login rest-role create -role <role-name> -api
/api/storage/availability-zones -access readonly

VMware vSphere ONTAP API 7|8t SVM He| AH2XIE 2|2 ONTAP tools for VMware vSphere 244

BE Privileges 717 SVM 9| XIS MAOI2H C1S BBS ASHIAL.

security login rest-role create -role <role-name> -api
/api/application/consistency-groups -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

/api/private/cli/snapmirror -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/export-policies -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nvme/subsystem-maps —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

11
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/api/protocols/nvme/subsystems -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/igroups —-access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/protocols/san/lun-maps -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/vvol-bindings -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/relationships -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/volumes -access all -vserver <vserver—-name>

security login rest-role create -role <role-name> -api

"/api/storage/volumes/*/snapshots" -access all -vserver <vserver-name>
1< g 1<

security login rest-role create -role <role-name> -api /api/storage/luns

—access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/namespaces -access all -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/cluster/schedules -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/snapmirror/policies -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/file/clone -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/storage/file/copy -access read create -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/support/ems/application-logs -access read create -vserver <vserver-

name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/services -access read modify -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster

-access readonly -vserver <vserver-name>



security login rest-role create -role <role-name> -api /api/cluster/jobs
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/cluster/peers
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/name-

services/name-mappings -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/ethernet/ports -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/network/fc/logins -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api

/api/network/ip/interfaces -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/protocols/nfs/kerberos/interfaces -access readonly -vserver <vserver-
name>

security login rest-role create -role <role-name> -api

/api/protocols/nvme/interfaces -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/fcp/services —access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api
/api/protocols/san/iscsi/services -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/security/accounts -access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/security/roles
-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/storage/gtrees

-access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api
/api/storage/quota/reports -access readonly -vserver <vserver-name>

13



security login rest-role create -role <role-name> -api
/api/storage/snapshot-policies -access readonly -vserver <vserver—-name>

security login rest-role create -role <role-name> -api /api/svm/peers

—access readonly -vserver <vserver-name>

security login rest-role create -role <role-name> -api /api/svm/svms

—access readonly -vserver <vserver-—-name>

EESE ONTAP HT 9.16.0 O] &0l M= L2 BHE HASHAIL.

security login rest-role create -role <role-name> -api
/api/storage/storage-units -access all -vserver <vserver-name>

O[T10] ‘H-dot API 7|2t HES AFESHH M API 7|2 AL XIS *H-d5t2{H Ct

dlo

2

o

HAHSHA| L.

security login create -user-or-group-name <user-name> -application http
—authentication-method password -role <role-name> -vserver <cluster-or-

vserver—-name>

oll:

security login create -user-or-group-name testvpsraall -application http
-authentication-method password -role
OTV_10 VP SRA Discovery Create Modify Destroy -vserver Cl stil60-cluster

Ct A AY =SS SHASt 22| AEH0] A KA A S E-dlott

—

A2,

gl

0H2d
[SX=]

o

security login unlock -user <user-name> -vserver <cluster-or-vserver-name>

ol:

security login unlock -username testvpsraall -vserver Cl stil60O-cluster

ONTAP tools for VMware vSphere 10.1 AF2XIE 10.3 AF2XIZ2 Y 120|=

JSON It 2 A25I0] S2{AEH Y| ALEXIE M3 ONTAP tools for VMware vSphere 10.1 ALEXH= user
admin HetQ 2 CtZ ONTAP CLI BH S AH23H0] 10.3 E2[AZ P30 =5HYA|L.

HE 7|5 2.
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* VSC

* VSC %! VASA Provider

* VSC2 SRA

* VSC, VASA Provider %! SRA.
22{AH Hoh
security login role create -role <existing-role-name> -cmddirname "vserver nvme namespace show" -access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem show" -access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map show"
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme show-interface" -access read

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host add" -access
all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map add" -access
all

security login role create -role <existing-role-name> -cmddirname "vserver nvme namespace delete"” -access
all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem delete" -access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host remove”
-access all

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map remove"
-access all

JSON IS ALE3t0] SVM HP| AF2 XS MM ONTAP tools for VMware vSphere 10.1 AF2Xt= 22| Xt
THotOZ ONTAP CLI HH 2 AF2510 10.3 2H2|AZ A0 ESIMA L.

SVM #H3et:

security login role create -role <existing-role-name> -cmddirname "vserver nvme namespace show" -access all
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem show" -access all
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host show"
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map show"
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme show-interface" -access read
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-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host add" -access
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map add" -access
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme namespace delete"” -access
all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem delete" -access all
-vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem host remove"”
-access all -vserver <vserver-name>

security login role create -role <existing-role-name> -cmddirname "vserver nvme subsystem map remove"
-access all -vserver <vserver-name>

Ot HH S gMststa{™ 7|1ZE & vserver nvme namespace show U vserver nvme subsystem show BES

vserver nvme namespace create
vserver nvme namespace modify
vserver nvme subsystem create

vserver nvme subsystem modify

ONTAP tools for VMware vSphere 10.3 AF2XIE 10.4 AFEXIZ Y 18[0|=
ONTAP 9.16.15E{ ONTAP tools for VMware vSphere 10.3 AF2XLS 10.4 AFEALZE Q20| E5HMA| L.

JSON IS A5 S2{AE HE| AF2XIE M5t ONTAP HT 9.16.1 0| 421 ONTAP tools for VMware
vSphere 10.3 AF2XH= 22X HEOZ ONTAP CLI HE S AFE3I0] 10.4 ZE|AZ HIH0|ESHMAIL.

HE 7ls 23:

+ VSC

* VSC % VASA Provider

* VSC2t SRA

* VSC, VASA Provider 5! SRA.

S AH At

[

16



security login role create -role <existing-role-name> -cmddirname "storage
availability-zone show" -access all

ONTAP tools0f| AEZ|X| A= X7}

ONTAP tools for VMware vSphereE AtE5t0{ ESXi @AEQ| AEE|X| HHAIEE FTI511
22| £ UELICH EHAEH = SVMS 252611, MetroCluster XIS %* A5t
Ot HAZ 2t ABAME ABE = JSLICE ONTAP tools Manager &£+ vSphere

A
[ bl ] == T T M=
ZS20|HEE AHESI0 *EEIII “”0.1_5 TMSt, QBN HENE EL|E-|E|0FI S2{AH
W S A AAE 25O CHA| 24 4 ASLICH

20| AE2|X| WA S E7Fe2H ONTAP tools QIEHIO| 2014 22 AE| E SVM AH2 SHS ASHIAL.

24 AEZ|X| WAl E= MESE vCenter ServerOi| A 2F ALEEH 2~ QIELICH ONTAP tools= vVols =& VMFS
HO|HHAEQN 22| E 28 SVM= vCenter ServerOl| O SL|Ct VMFS C|O|E{AE 0] & SRA -.—JEEE ol 8L,
SEHAEHE MYMOZ IjHSIX| 1 SVM AHH SHS ALEE 4 JELIC.

=2H AEZ|X| HAIEE FII5H2{H ONTAP tools Manageroﬂkl ONTAP 2Z{AH X4 ZEE AFESHMAIR.
=ZEH AEDX| WA EE AFBSHH vWol 2|0 Rt S2{AH 2[AAS AlESH= M %E%E
A&LICH HE|EHHE SHEUME SVM AFEXIE 220 £7138H0] vWols E1|0|E1*EO1 g &=y

EH
=
o

—

=
A

MetroCluster X| 20| ONTAPOI[A Z-dotel 22 A4 Sl Che 22AEE 2Z L= 22 AR X MW=z
ZE2E5HHAIL.
AlZHst7| o

|5 Mof| @528t SAN(Subject Alternative Name) ZEJt IEHE|0f QUEX| EQISHIAI2. ONTAP A|ARI2 SAN
IEE A8t 22{AH 3 SVM 2| LIFE AlEefLCt.
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