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22 AF2X} "CIFS1\user1™2| 22 TH|Ql 0|£0| "™FS1"" 2 Xt= HAEIL|C}

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description

vsl CIFS1\Administrator Built-in
administrator account
vsl CIFS1l\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1l DST\userl = =
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clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl

NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder
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1. 2ot MEHEXI0| DACL &=2 F718tL|Ct. 'vserver security file -directory NTFS DACL add -vserver
vserver_name -ntfs -sd sd sd_name -access -type {allow | deny} -account
name_or_Sl|Doptional _parameters'

'vserver security file-directory NTFS DACL add-NTFS-SD SD1-access-type deny-account domain\joe-
rights full-control-apply-to this-folder-vserver-vs1'

2. DACL &=0| SHI2X| &QlEtLIC}. 'vserver security file-directory NTFS DACL show -vserver vserver_name
-ntfs -sd sd sd_name -access-type{allow|deny} -account name_or_SID'

'vserver security file-directory NTFS DACL show -vserver vs1-ntfs-sd SD1-access-type deny-account
domain\joe'

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control
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1.

Hob YMof 2t 2ot YR ZotEl AYUS FIHRILICE 'vserver Hot It - LA E 2| M X4Q) 7t - vserver

T d T

vserver_name -policy -name policy_name -path path -NTFS-SD_nameoptional_parameters'

o Ol E2|= -access-control' Ti2tO|E{ Q| 7| = 2L LICt Th Sl CIZE2] HMA RHS T mf A2
Mo fYS XY5t= A2 U= ArgL(Ct

'vserver security file-directory policy task add-vserver vs1-policy-name policy1-path/home/dir1-security-type

NTFS-NTFS-MODE propagate-NTFS-SD SD2-index-num 1-access-control file-directory’S MEiBtL|C}

= -"1d

M A LM S 2QIBLICE 'vserver security file-directory policy task show -vserver vserver_name -policy
-name policy_name -path path path'

'vserver security file-directory policy task show'S MEHSFL|C}



Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

o

NTFS ACLS MMt XM E6t= OHX|2 tHAl= SVMO|| IHY H ok X%
)

O| 1ol CHaH

Hor FHof| He|El 2ot 8-S FlexVol 2&(NTFS EE= =8 Hot AEHY) LHo| A= NTFS I 3! ZC{of| Mg
A olAL|IC}

T Md -

2AL EA 2 B2 SACLO| MBE|B J|Z9| BE DACLE
(D)  m=oiw 7E DACLE HOISLIC) Af ot BHS BT
gL ct.

vserver security file-directory apply-vserver vs1-policy-name policy1'

ZH HE ZYO| of|ef=1 =Y D7} gt EL(Ct

[

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

Hob HM XS ELERIELCH

SVM(AEZ|X]| 7hat T A0

Hot  MS | Mg 2ot HM 2AS DLE—ISHH A
HHES ZLEHEE & JAFLIC O] 7%8 Hot HMo| 38 Z=Z0| §SME=X
eheldt = 20| REYLIL. 0| 7|2 B2 +of It EC 0| thE 2et= HESt= 87
2l 20| s BRI = %%%”—IEL

ot FAH Z0)| CHet XMISH HEE EAISHH -instance’ U7 45 AHE3H{OF RfLICE



|

1. ot MM =t 'vserver security file-directory job show -vserver vserver_ name’S ZL|E{ZIEtL|C}

'vserver security file-directory job show -vserver vs1'

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

Th Ot M SHOIBHo] Hok HAS MR SYMAER|X| Jhy BAl)2| TH i Erfof
2ot MHO| Q=X Solst 4 LIt

Of =t ol ChaH

Hot HE e sfolet mredat EC 9 Z=ef H|o|E 7t e SVM2| 0| &2 H|ZdHoF gfL|Ct. &M -Expand-mask' OH7H
HS A5 HoF 20| Tt XMt HEE EAE & ASLIC.

THA|

1. o 9l E0 2ot X HA|: 'vserver security file-directory show -vserver vserver_name -path path path[-
expand-mask true]'

'vserver security file-directory show -vserver vs1-path/data/engineering-expand-mask true'

Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
.0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
ce+e eees ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777

Unix Mode Bits in TexXt: rwxXrwxrwx

11
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Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

ACLs: NTFS Security Descriptor
Control:0x8004

Lloco cooo cooo cooo = SRLE

Relative

0., ... .... .... = RM Control Valid

000 cocoo cooo cooo = SACK
20 coo0o ocooo oooo = DACI
O... .... .... = SACL
.0.. .... .... = DACL

206 co0o0o o0ooo = SACKL

.0 .... .... = DACL

.0. .... = SACL

.0 .... = SACL

0... = DACL

.1.. = DACL

Protected
Protected
Inherited
Inherited
Inherit Required
Inherit Required
Defaulted
Present
Defaulted
Present

.0. = Group Defaulted
.0 = Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...



Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

ALLOW-Everyone-0x10000000-0I|CI|IO
0...

13



Read EA
Append
Write

Read

CLI 7HRE AFESI0] NTFS Lt 5! SH0| A SME 745111
HETILICE

ONTAP CLIE A2 O NTFS It 5! ZC0f| ZAt HA S MEsta2{™ 2 J1X| A E
2SHsl|ofF BHLICH HA NTFS EQt MEXIE otE 1 Hot M X0l SACLS Z=7t¢gtL|ct, 17
Cl2 2ot MM otE 10 M Xtd 2 g .13 2 SVM(AEZ|X| 7H A|AED | Hot
Mg M|t

@ HAL A 5L 2 SACLO| MEE|H 7|1E2Q| 2= DACLS FH&ELICH M 2ot HMS ot=1 MES}|
ME AESHof LCt.

]

ted He

Storage-Level Access GuardE AF2SH0] T HNA HS

r

CLIE ArE3t0 ot 5l Z20 Hots 2F e miof Mgk Atet

CLIE ArE%t0] NTFS It 3! EH{0f| ot Hots #4445t MEeLCt

NTFS Hot MEHXIE TtEL|C}

NTFS 2QF X} ZAL A/ S MMSH= 242 SYMO| AFSH= O 8l EE0|| NTFS
ACL(HM|A X1I01 EE)2 24 U HE6= A H THAQJL|CH ot MHEXIE MM 2o mp

== 420 dEst

E
n

Of ZfHofl 3

NTFS H9t A 28 Lol i T 9 B i =3} Hot AELY 20| A70ts T 8 ZC{0f tfgt NTFS
HOot MEHXIE Ot 2 Ql&L|C}

=2 T M-

712X 02 Hot MHEXIJF ILS0{X|H | 7H2| DACL(Y 2] HUMA HO| S=2) ACE(AMA MO S=2)7 it Hot
AEXof| F7hEILICE dl 71X 7|12 ACE= L33t Z&LICEH

14
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QHEHE HMA REALICE OHM|A ATt ALg Hotg Hgd
IX|L|Ct

BUILTIN\Administrators® 3|2 DE Hot 20, o9 24, oY

L|ct

BUILTIN\AF2X} 52 DE At Z0, otel 24, o

EHgxt 2R 518 BE et 20, otel 20, T+
NT 518 RE #e 20, otel 20, T+
AUTHORITY\SYSTEM

Cts MEA Oj7) Ha-E ALE0H 2ot A S AR XEE =+ ASLICH

MEHX o7 40| Zf2 Storage-Level Access Guard| Al 2 A|EILICH XtAISH LIE2 man H|0|X| & & ZESIHMAIL.

. 15 047 HEE A2 H Aot &2 13 :'Set-Privilege Advanced & AHHL|Ct
Hot dHXL'vserver security file-directory NTFS create-vserver vserver_name-NTFS-SD

sd_nameoptional_parameters'S A etL|C}
'vserver security file-directory NTFS create-NTFS-SD SD1-vserver vs1-owner domain\joe'

Hot MAHX} 2 M0| SHHEX| 2l BtL|CE. 'vserver security file-directory NTFS show -vserver vserver_name
-NTFS-SD sd_name'

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

g Hot 01 HL 'Set-Privilege admin’ @ £ SOFfL|C}

NTFS SACL MM A Ho] =S NTFS Eot M Rto| Z7p8HL|C}

I

SACL(AAE] HMA MO Z5) ACE(HMA KMo &=)E NTFS EQt EFXI0| F715H= A2

SVMe| m = EC0f| CHek NTFS ZiA EM S MMSH= & H BhAL(CE 2 =2
DAt = ALK = OFS AEEL|CH SACL 252 430t HNA A EE AlTij

—
o
-

—_

L
o
—
oo S of



MM A NS AKX HEE FAFLIC
o] =iof che
5ot MYXO| SACLO| StLt 0| 49| ACES 7t & &Lt

I_

I_

Hor AFHXI0f| 7|1E ACEZH ! ACLOI HotE Z2 0| HH2 M ACES SACLO| F=ItefL|Ct 2ot AHX o

SACLO| Z3{5|0f /X B}OB B0 M SACLS BHET M ACES Z7I8iLICt
“account’ OH7H #1401 KIFE Aol 4B i A o ME0| Tl ZAE HEHS XIFSt0] SACL B2 A 4
QUELICH HES KB % = Hl 77| 4 HiErEiel eeo] LT,

- A

© a3 A

© EA AR A

(D sAcL#=0l izt 23t XIFokA| o8 7|2 HFL "BE ABYLIC
"apply to" D7 48 AIR510] 448 M WHS KFo0] SACL $22 MAHOR ABX XY 4+
QELICE of Dl H4E X|Fotx| 0% 7|=HO R o] SACL 822 0| B, 89| Zrf U nfeloll HBLCt,

A

1. 2ot MEHEXI0| SACL &52 FItELICE. 'vserver security file-directory NTFS SACL add -vserver
vserver_name -ntfs -sd sd sd_name -access -type {failure | success} -account
name_or_SlDoptional_parameters'

'vserver security file-directory NTFS SACL add-NTFS-SD SD1-access-type failure-account domain\joe-
rights full-control-apply-to this-folder-vserver-vs1'

SACL &t=0| SH}E2X| &QIBtL|C}. 'vserver security file-directory NTFS SACL show -vserver vserver_name
-ntfs -sd sd sd_name -access -type {failure | success} -account name_or_SID'

'vserver security file-directory NTFS SACL show -vserver vs1-NTFS-SD SD1-access-type deny-account

domain\joe'
Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder

Access Rights: full-control
HOt MM S AR Ct
SVM(2EE|X| 7t HLholl chish ZAF RS dddt= A2 ACLS Fdot0] It = S0
HEot= M Hm THAQILICEH EM 2 Crekot 2t S 2let Z4H|0|H JE S StH, 67|M 2



=2
=

xj9l2 TFUO|LE ZC{ofl M8 4 Ui T S2elLICh LIF0 2ot HMof Sl FIk 4+

USLILCE.

0| Ztedof| chaH

Hot Mol 715tz 2Yoll= NTFS 2ot dEAtet I ft= E0 22 7+ HZA0| Tt L|CE M2k Hot A

Zt SVM(AEZ|X| 7tA A)NTFS EQt AEIY 28 = =8 Hot AEY 25 Eeh)at HESHOF LTt

CHA|

1. 'vserver security file-directory policy create-vserver vserver_name-policy-name policy_name' 22t &S

AHMBH|C}
ocood

'vserver security file-directory policy create-policy-name policy1-vserver vs1'

2. =t M#M vserver security file-directory policy show'S &tQI%L|Ct

—

vserver security file-directory policy show
Vserver Policy Name

0 FA0f T KelS MM ATt A2 SVMO| THY EE ZC{0f ACLE 7 o

Mot U] WY EEARILICE B8 XIS MATH of KIS Hot Ao HHELIC Stk
|Afo] =i B2 Hiok Mol 27t2t & QAL

O Zh4ofl CHaH

Hot M2 XA o ZAE|O|HLICH &2 Hot WMO| NTFS == =8 22t0| = I EE= Z0(HE= Storage-

Level Access GuardE T1ddt= 22 25 7HA)0l| CHsl e = = T 23S Tl

Thl % Cl2Ef2] 2

XgEl ot 5! 00| 2ot HEAE MEBsH= HYUS Kot ol ArELC ot Sl LA 2| X s Sl
HMEE ACL2 SMB 22I0|¢E E= ONTAP CLIE &4l 222 & /JSLICL

* AEE|X| 2E MM A THE A

=~

XY el 2§ Storage-Level Access Guard 20t MHEXIE M E23t= XA S K| Hot= O AFRELICH AE2[X|
2| M| A JtE XS Edl HEE ACL2 ONTAP CLIZ Ed{{A{ T 2t2[& & AEL|CE,

A0 THU(EE E0f) o T FSHES E0H)0| Hot AH0| st Hovh ERELICE HMo| mE Agje FzE
Dep AIEELICH EH A oA B2 ehto] Erelat g 4 YALIC Haol 2 &) g=0| AU
O-IﬁL_l |:|.

HA H .

1

7



* FA /) 10,0007H9] XY $20| UG 4 YBLIC

= AN
« HxHO||= SFL} O|Ato| ZHH 0| TEHE! A QA L|LCE,

o

A0 S 0| 440] THA0| EBHE 4 QUX|TF THY CIE(R] U XA £F UHA JIE OIS DE 3fotzS
HMS DA A QIALICH FMOlS ZE AE2|K 2 W A IS K w= BE 1Y Ol Ee| Ko]

ZStE|O{0F BfLIC

—_—

tSh= ol AFSE LI

@\
o
-
S
Q
P
=
19}
<
@
>
o
o
o
w
w
(0]
C
o
-
3
rr
e
0o
rH
ro
mjo
=
rot

- =0t eIt
b A=l
© QlEA 9I%

MEHX of7H 40| Zf2 Storage-Level Access GuardOll A 2 A|EIL|CH XtM|St L2 2 man H|0|X| S XS AIL.

1. ot Mo gted Hot MHXIT ZotEl ZdS FIHSLICE 'vserver HOt I - CIAME2| M X 37t - vserver
vserver_name -policy -name policy_name -path path -NTFS-SD_nameoptional_parameters'

T} C|2E 2= “access-control’ IH20|E{S] 7|23t ILICh TH B CIE(2] AAIA BeiS A8 of HN|A
Aol R¥2 Xots 24 Me ArgrLct.

— =1

'vserver security file-directory policy task add-vserver vs1-policy-name policy1-path/home/dir1-security-type
NTFS-NTFS-MODE propagate-NTFS-SD SD2-index-num 1-access-control file-directory’S MEHSIL|C}

2. M xd 1M S =koIBtLICE 'vserver security file-directory policy task show -vserver vserver _name -policy
-name policy _name -path path path'

'vserver security file-directory policy task show'S MEfgtL|C}

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
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1!

2Ot HA0fl HO|El Hot TS FlexVol SE(NTFS £ 28 ot AEKY) LHof 2= NTFS T U Zriof M8
A O
~

2A T 3 B2 SACLO| X852 O|E0| BE DACLE HOISLICS B0t I fel DACLE
(i) =250 7= DACLE HOI&LICH M 29t S BrE 1 Mgsy| X0 7|Z 2ot HMS HEsot

L O
THA|

1. 'vserver security file-directory apply-vserver vserver_name-policy-name policy name' £t M S
=23t |C}
—1TodJd

vserver security file-directory apply-vserver vs1-policy-name policy1'

™ Mg Tel0| ofofe| 1 &t D7} HHEHELICE

[

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

% e
A0 R83LICt 0] 7|52 B

2 0| = FR0 = RELLICEL

A
(=]
HOb M zHAo)| CHEt XtM|St HEE HEAISH2{H -instance' 0H7H tH~E A sHOF BHLICE.

1. ot MM =] 'vserver security file-directory job show -vserver vserver name’S 2 L|E{ZIEtL|C}

'vserver security file-directory job show -vserver vs1'

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job
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LA MG 2ol5t0] Hot HME Mot SYM(AER|X| 7Hat A[ARNS| I = ZH0||
Hots ZAF 2o 40| /=] &teled = ASLCH

Of ZfHofl 3

'vserver security file-directory show' HHE AF25}t0] ”M MM MHE FAISLICH FAE OM = Z0 ZEAL A
HEE 71X HI0|E{2] Z=2t H|0|E7} S0 = SVME| 0| &2 H|ZdHoF gfL|Ct.

1. ZHAF HM MH HA|: 'vserver security file-directory show -vserver vserver_name_-path_path '

18 SUE Hasta S vt F2e| icon 320 HBE YN BN B ENBUC B2 42 L 93
| 2

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver: vsl
File Path: /corp
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D--—-
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8014
Owner : DOMAIN\Administrator
Group:BUILTIN\Administrators
SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0OI|CI|SA
DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI
ALLOW-CREATOR OWNER-0x1f01lff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI
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Hot= 2y O HH ALZ...

ACEE THS0{ NTFS DACLO]| F7tgtL|Ct 'vserver security file-directory NTFS DACL add'

NTFS DACLO[A 7|&E ACEE +H&LICt 'vserver security file-directory NTFS DACL modify' S
MeyBtLict

NTFS DACLS| 7|Z& ACE(|| CHst MHE HA|BtL|C} 'vserver security file-directory NTFS DACL show'

NTFS DACLO|A 7|& ACEE H|7{&L|Ct 'vserver security file-directory NTFS DACL remove'

XEMIst L2 'vserver security file-directory NTFS DACL' H&0]| CHEt man H|O|X| & & ZESHUAIL.

[= P

NTFS SACL M| A X0 =52 &te|st= HEYL|CT

SACL ACE(YAM|A XM|o] &=)E &2|st7| ¢et £ ONTAP HHO| JASLICE AXMEX]

ACEE NTFS SACLO| =7t &= JUELICE SACLS| ACEO] Ciet MEE £7H, Alx| 8

HEAISHO] 7|Z NTFS SACLS #2|g & JUELICE

Q5= &k O] HH ALE...

ACEZ Ol=0{ NTFS SACLO| =7tstL|Ct 'vserver security file-directory NTFS SACL add’

NTFS SACLOlIA 7|& ACEE +HgfL|Ct 'vserver security file-directory NTFS SACL modify'S
XA

NTFS SACLS| 7|= ACE(| Clist NEHE FA|SHL|C} 'vserver security file-directory NTFS SACL show'

NTFS SACLOI|A 7| & ACEE H|7HgfL|Ct 'vserver security file-directory NTFS SACL remove'

XMt LI 2 'vserver security file-directory NTFS SACL' E& 0| LS man H|0|X| S &XSHMA|L.

[}

o[ ASLICE FHof ciet H2E EAl5t 2 ZHS

AsH= =Y O HH ALE

Hot MM S HMetL|Ct 'vserver security file-directory policy create’S
EXSIAAIL

Hot F™of gt HEE BAILIC 'vserver security file-directory policy show'S

MEfRtL(Ct

22



KEMIEE LK

O] B AE...

ALKt} 'vserver security file-directory policy delete

o

22 'vserver security file-directory policy' @E0|| CHEt man H|0| X[ £ & ZESHMAIL.

—
o HA relofl et HEE A7, 2, HH U EAISHS ONTAP F&0| &LIT

’ o,
O] BH ALE...

xtolg A7)t C} 'vserver security file-directory policy task add'

s sELIC 'vserver security file-directory policy task modify'S
MEHSHL|C}
(B = |

ol cet WEE HEAIRLICH 'vserver security file-directory policy task show'E&
A EH '6'I-|_| |:|-
[ = |

A S A {etL|Ct 'vserver security file-directory policy task remove'

XMIEE LHE 2 'vserver security file-directory policy task' EZ0f| L8t man H|O|X|S £HXSHAIL.

o A THY T2l 98 T ALK

KEMlSt L

& o] B ArE...
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