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security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32
Enter the preshared key for IPsec Policy test34 on Vserver vsl

security ipsec policy create -vserver vsl -name test34 -local-ip-subnets
192.168.134.34/32 -remote-ip-subnets 192.168.134.44/32 -local-ports 2049
-protocols tcp -auth-method PKI -cert-name my nfs server cert -local
-identity CN=netapp.ipsec.lifl.vs0 -remote-identity ANYTHING

ONTAPSH 2210[21E BE UX|sHs IPsec HMS MFBH 915 X2 SH(PSK L= AIFM)0| %% 250| ML
aEx| 1P ET2 Z2toloiEet Ak Zof 0|52 4 glgLCt



IPsec IDE AF2EfL|Ct

APM ZQ 7| oI dftHo| A 2}0|E T strongSwanS ARSI SAE L= Z2L0|AE0| CHal
QIACSIIE M S MEHSIX| 2 A2 22 5 ¥A IDE ME AFEQIL|CE.

0
o0
ot
|>
[m
to
M

PKISIZA 915 Wio] 29 22 5 917 ID7} 25 WAALICH IDE 2 59| IS LhojAf 155 D Stol
Z2N|A0 ALSElS IDE I | gLt CH2 1DV B2 4 9l F2 54 IDE ABSHIAR
ANYTHING.

of xtelol che

ONTAP LHO|A SPD 222 £Mst7Lt SPD MM MMst= S IDE X|™BfLICt. SPD= IP £4 = 2XE
HAD O|EY 4= USLICE

'HOot IPsec MM 7 - vserver_vs1 -name_test34_-local-identity 192.168.134.34_-remote-identity
client.fooboo.com’

IPsec CI& 220|HE 74

52 0| Z210|91E T} IPsecZ HEHOF Sh= ZS 2t 2H0|AE0] ThsH H SPD E22 AFgots 20|
SEBHLIC} SHR|2 44 £ 5 JHO| 220[ET} IPsecS BHEHOF BH= 2L NetApp IPsec [HE Satojol
THS A 22 PEELIC

Of Zrioi| Chat

ONTAPE IPsecE AFE3H0 02 UER 9| oz SEt0|UES T SVM IP FA0| AZEY & AT X[ Tt
CH2 Y'Y S olLIE AFE0t0] 0] 2P E Y & ASLICH

R ECI

AF25H0] THU SVM IP FA0|

EX MEUI(0]: 192.168.134.0/24)2] & Z2t0|HET} Tt SPD MM S=S
O=Z HAIELICH =3 S XIFsHof

HEE|EF St2{H 2 K| ™60 EL|Ct remote-ip-subnets A|ELl YAl
SILICH remote-identity 2HIE Z2I0|HE & IDE 7% ZEQIL|CH

MEL 2H0IN £ B S22 At B ST AEU0| Psec 22H0|AAE S IPsec ID 2 0l2]
298 7/(PSK)Z SLELICE J2{LE 215 M IS0 T2 YALICH QIBME ASE of 2}

()  =eloldlEs D98 5N E= 29 ASME MBS0 IS 4 ABLICE ONTAP IPsec 2
E2{AE HEA0 SX|E CAS 7|80 2 Q1B REAS HABILICL ONTAPE CRL(2IZA $HX|

S2) YAbE xIBLC
+* DE Z2H0|9E 7Y B -

AA P AR A gI0| ZE S2I0|HETL SVM IPsec X[ IP F240] HEE| TS StHH 2 AFESL|Ct
0.0.0.0/0 E X[ Wl JALEIFIERLICt remote-ip-subnets HEO| =AgL|CE.

ol

LSt £ X|HoHOF ZLIC remote-identity =HHE S2I0|YE £ IDE 71 EEQLICE 2

o

=
o

x

=o| A
o o

i

o
e



.0.0/0 AUETIEE A8t AR AMEY EXM 2Z L= /1A TE HSE L Mdljof
It ZELICLH NFS port 20409.

a. Ct2 ™ Z SILIE AFE5t0] of2{ S2I0|HE0| CHSH IPsecE #gfLCt.
.. 02 IPsec 22I0|AHEE X|5t7| Qs * MEL M * S A= B2
'HOt IPsec MM MM - vserver_vserver_name_-name_policy _name_-local-ip-

subnets_ipsec_ip_address /32_-remote-ip_subnets_ip_address/subnet_-local-identity local_id_-
remote-identity_remote_id '

>
=3

z 3y

'HOt |IPsec ™A MM - vserver vs1_-name_subnet134_-local-ip-subnet134_-local_192.168.134.34
/32_-remote-ip-subnets_192.168.134.0 /24_-local-identity_ontaity _-remote-
identity_client_side_identity '

o

. 2(5) AH83t0] 012] IPsec 220|HEE X|RISIEE 2= Z210[QE 71 * 58 2 At83= E2

'Hot IPsec MM M - vserver_vserver_name_-name_policy_name_-local-ip-
subnets_ipsec _ip_address /32_-remote-ip-subnets _0.0.0.0/0_-local-ports_port_number_-local-
identity local_id_-remote_identity remote_id_'IL|C}

|ﬂ

0H e

A
o= O o

'Hot IPsec MM M - vserver_vs1_-name_test35_-local-ip-subnets_ipsec_ip_address/32_-remote-ip-
subnets_0.0.0.0/0_-local-ports_2049 -local-identity_side_identity _-remote-
identity_client_side_identity '/L|C}

IPsec EH|E EA|SL|CH

A2 E6 ONTAP SVM IP =42 2210|HE P F4 7t IKE SA(Security Association)2t= Eot A{E S HHe
USLICE IPsec SASE AA HIO|H =3t U & off= HAS oA = UEE F AEZEQIE 2RO
=1

nx > o

AN

KIELICH SA HES AF83I0 IPsec SAS U IKE SAS2| AMEHE &olet o~ JUELICH

@ IPsec SI=RIIO| QEZE 7|sE AHE%H= 22 B eil o] JHe| M 7H2E{7t EAIELICH
security ipsec config show-ipsecsa.

A I HZq
o= oo

SECURN IPSEC show -ipsecsa -node_hosting_node_name_for_svm_ip _'



clusterl::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote
Vserver Name Address Address Initator-SPI State
vsl test34

192.168.134.34 192.168.134.44 c764f9ee020cec69

IPsec SA ME HH 5l .

security ipsec show-ipsecsa —-node hosting node name for svm ip

clusterl::> security ipsec show-ipsecsa -node clusterl-nodel

Policy Local Remote Inbound Outbound
Vserver Name Address Address SPI SPI
State
vsl test34
192.168.134.34 192.168.134.44 c4c5b3d6 c2515559
INSTALLED
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