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[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 2023041913461l.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. leapp-upgrade =71 A5t ¥ O8[0|EE S BILICL.

[rootmediator-host ~]# leapp preupgrade --target 8.4
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]1#

3. ONTAP MediatorS CHA| MX[SHM| R

(D) =2am aus wxish] 98] ONTAP SMHAHS THAAISH = bl LINX| IS 28sHIAlR.

[rootmediator-host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

..<snip installation>..

[rootmediator-host ~]#

4. ontap_mediator SX|:
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[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

5. 21 mUS WAt

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ontap_mediatorS A|ZtetL|Ct:

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. I= ONTAP 2 AEKZ ¢ 12|0|=E ONTAP Mediator0l| CA| A SHL|LCE.
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IPE £% MetroCluster

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>
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SnapMirror &4 573}

SnapMirror Active Sync2| B /opt/netapp 2/F0| XEE TLS QIS ME CHA| X[ eIt §EL|CE
lopt/netappOl K &El QIBME WAst D SALICE

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA

Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254



The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer
-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>
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subscription-manager repos --enable rhel-10-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-10-for-x86 64-appstream-
rpms

CHS GIA[0[AM = o] e AlS 20 FLICE

[root@localhost ~]# subscription-manager repos

x86 64-baseos-rpms

Repository 'rhel-10-for-x86 64-baseos-rpms' is

system.

[root@localhost ~]# subscription-manager repos

x86 64-appstream-rpms

Repository 'rhel-10-for-x86 64-appstream-rpms'

system.

2. yum repolist 3& S MEHEL|C

M=z 7t el 2| ZX| 22|17t S J0f| LIEFELCE.

-—-enable rhel-10-for-

enabled for this

-—-enable rhel-10-for-

is enabled for this
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RHEL 9.x 2% AN|H|of| CHEH =Xt

22

23 MHM7t* RHEL 9.x * 2 B2 Lt EAIE AHE0t0] 2[ZX|E2|0f| HAMA T 4= ASLICE

=z
1. WYt 2| EX|E| 7=

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

CHZ oiEof M= o BEe| &S 20 FLCt.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

2. yum repolist HHS MEMBIL|LCE,

Mz 7t E 2| ZX| =27t SF0i| LIEFELICE



RHEL 8.x 2% A|H|of| CHE =Xt

23 MHM7t* RHEL 8.x * 21 B2 LIS EAIE AE0t0] 2[ZX|E2|0f| HAMA T 4= ASLICE

=z
1. WYt 2| EX|E| 7=

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-8-for-x86 64-appstream-rpms

CHZ oiEof M= o BEe| &S 20 FLCt.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. yum repolist HHS MEMBIL|LCE,

Mz 7t E 2| ZX| =27t SF0i| LIEFELICE

23



RHEL 7.x 2% N|H[of| CHSH =Xt

24

29 MHM7t*RHEL7.x * 21 B2

THA|
1. QS 2| ZX|EE| 1=

CHE EXHE AFESHY 2| ZX|E2[0f HM| AT = ASLITH.

subscription-manager repos --enable rhel-7-server-optional-rpms

CHZ oiEof M= o] BEe| &S 20 FLCt.

[root@localhost ~]# subscription-manager repos --enable rhel-7-

server-optional-rpms

Repository

'rhel-7-server-optional-rpms'

is enabled for this system.

2. yum repolist 3@ 2 MHEL|Ct,
CtS WMo M= O] HREo| MHS Ho| FLICE. "rhel-7-server-optional-rpms" 2| ZX|E2|7t S 20|

LtEFLIOF BfLICt.

[root@localhost ~]# yum repolist

Loaded plugins: product-id,

manager
rhel-7-server-optional-rpms | 3.2 kB
rhel-7-server-rpms | 3.5 kB 00:00:00

(1/3):
| 26 kB 00:00:00
(2/
| 2.5 MB 00:00:00
(3/3):
| 8.3 MB
repo id

00:00:01

status

rhel-7-server-optional-rpms/7Server/x86 64

Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64
Linux 7 Server (RPMs) 26,758

repolist: 46,205

[root@localhost ~1#

search-disabled-repos,

subscription-

00:00:00
rhel-7-server-optional-rpms/7Server/x86 64/group
3): rhel-7-server-optional-rpms/7Server/x86 64/updateinfo

rhel-7-server-optional-rpms/7Server/x86 64/primary db

repo name

Red Hat Enterprise

Red Hat Enterprise



CentOS 7.x 29 HIA|of CHat & Xt
2 MH[7}* CentOS 7.x * 21 A2 2|EX|E2|0]| CHSE HMAE 2HMS15I{H CHS XIS HEMAIL.

CentOS 7.62| 2| ZX|EE|E EO{ 11

1 AOMH CHE CentOS HHEM A= EHSSIHA|
|&LICt A2 £9! CentOS HZTO|| CH$H 7|2 2

|ZXIE2|E AFSELIC

§2 11
mjo ojo
S

;OFW

1. C7.6.1810-Base 2| EZX|EZ|Z X7}EILICt. C7.6.1810 - 7|2 2E 2|ZX|E2|0|= ONTAP EX|XIZ 2|8}
L 5t "kernel-devel" I{7| X| 7} ZEtE|0] JUELICE.

2. /etc/yum.repos.d/CentOS-Vault.repo0| CtS £ Z=7}8tL|Ct.

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/S$basearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0OS-7
enabled=1

3. yum repolist &S AHLICE

CI2 oMol M= o] HEo| Mg Hoj FL|CH Cent0S-7.6.1810-7| 2 2| ZX|E2|7} S 20i| LIEILIO}
SrL|Ct.

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org

* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86 64 Cent0S-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~1#



Rocky Linux 10, 9 5= 8 2 H|X|of| CHSt =k}

29 H|H7t Rocky Linux 10, Rocky Linux 9 == *Rocky Linux 8*21 A2 ChS HAIE AHESH0] HEH2A0
CHet HMAE SHSSHMIR.

n

=HA|
1. Qo B|ZX| 2] 2=

dnf config-manager --set-enabled baseos

dnf config-manager --set-enabled appstream

2. 2 $3MBtLICt clean S

dnf clean all

3. 2Ex|E2| 222 solgiLt.

dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 10 - AppStream
baseos Rocky Linux 10 - BaseOS

[root@localhost ~1#

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~]#
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[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

ONTAP XX} &X| If7|X|E CtREZEtL|CH
ONTAP Mediator &X| I{f7| X| 2 CtR2 =2 =610 AX|SHM| K.

cHA|
1. ONTAP Mediator Ct2Z E H|0| X|0{| 5] ONTAP Mediator & X| I§7|X| £ CI2Z E5HAM| Q.

"ONTAP &K} CH2ZE H|O|X|"

2. Mediator BX| Tj7|X| S ®ixf| = CIHE2|0| FA=X] &I5HM L.

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.11.0.tgz

ontap-mediator-1.11.0.tgz

(D ONTAP SRiAt 7 1.4 5 O] HF Q| Z dX| &2[xte| 0| E0| X[HELICt ontap-

mediator.
AARI0 QIE{Ul M£0| 27150 2R, X TE2O0| HRst I7|X|of M2 5 A=K 22I5HM .

3. LR A2 Mediator 44 I7|X|5 4x CIHE(IZ Ol SELIC
4. x| Z2IY 7 |XIS) @EE Bl

tar xvfz ontap-mediator-1.11.0.tgz


https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab

ONTAP EXXt 2=
NetApp A X| X0l ONTAP Mediator ZE A&

ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.
ontap-mediator-1.

At LICE,

AlZtst7| o

ONTAP Mediator 2E MH

®

2 As
* TSA(Time Stamping Authority)
* OCSP ZZg ¢i3t 28 ¢

CIRZ2E 1j7|X|0l=

ot

He
=

* 20259 6E 15YEE| TE MH
MK|SHALE ¥
A 2|0|ESIM| L.

AlAE‘IIOl Ol-EH

I&L|ICH'ONTAP ngxr

o

Chs oo

11.0/
11.0/csc-prod-ONTAP-Mediator.pem
11.0/csc-prod-chain-ONTAP-Mediator
11.0/tsa-prod-ONTAP-Mediator.pem
11.0/tsa-prod-chain-ONTAP-Mediator
11.0/ONTAP-Mediator-production.pub
11.0/ontap-mediator-1.11.0

11. 11.
11. 11.
.0/ontap-mediator-1.11.

0/ontap-mediator-1. 0.sig.tsr
O0.tsr

0.sig

0/ontap-mediator-1.

g0

2I5t7| Tof| A|A—0] Of2{et 7 Al S

O

=

Q7 AKE

2lst OpenSSL HZF 1.0.20{|A 3.07HX|

PN oy k=1
H=

2[3t OpenSSL H{H 1.1.0 O[ &

S U E

HZE 25 M7} 2tZE |0 ONTAP Mediator 1.9 &! 1
30| =&t 4 gi&LICH CHAl ONTAP Mediator 1.11 EE= 1.102 A% |6r71'-f

.pem

.pem

AE

I_

HoH = X

ONTAP-Mediator-production.pub

csc-prod-chain-ONTAP-Mediator.pem

csc-prod-ONTAP-Mediator.pem

ontap-mediator-1.11.0

ontap-mediator-1.11.0.sig

28

| (0] ASLILH.
29
MBS etelots ol AFgEl= 371 71 Y LTt
33 215 CA AZ| A2l
718 dH&st= ol A8El= ASMYULIC
HH 1.110f CHet NF 2X] 2 ot

SHA-256 S A|El  csc-prod 7|2 AF25H0{ RSAO|
MBS AX| 22|XHE MBLICH


install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html

ontap-mediator-1.11.0.sig.tsr AX| 22| XHe] MEO| OCSCP7} A Y i X| R HILICt

ontap-mediator-1.11.0.tsr EfQUAET MH @F mAJUL|CH
tsa-prod-ONTAP-Mediator.pem TSRO 271 Q1= A
tsa-prod-chain-ONTAP-Mediator.pem TSR2| 371 QIE A CA A2
CHA|
1. of cHal SHX| &el8 fEMELIC csc-prod-ONTAP-Mediator.pem 2221 QBN MEf TEEZ(OCSP)2
AtE L.

a. 213 X2 OCSP URLE Z2Ma. X 15 = URIE MSSHX| 2 &= UASLICE
openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem
b. QIZA0f CHEt OCSP QA M HEL|Ct

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem
—-reqout reqg.der

C. OCSP Manager0i| HZ3%t0{ OCSP ¥ S EdL|Ct.

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url
${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. cSCol dlE| Mol 2H SAEO it Bte LS =HeletL|C},

openssl verify

() =228t openss1 Z22| BIHO| K3t 20| 20{0F HLIC cert . pem (XIH| A O F).
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openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath

S {OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

3. &kQISICt ontap-mediator-1.11.0.sig.tsr 12|11 ontap-mediator-1.11.0.tsr HEE ASME
Ar85t= mH
2ESSL 3.x

openssl ts -verify -data ontap-mediator-1.11.0.sig -in ontap-mediator-
1.11.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem

QESSL 1.x

openssl ts -verify -data ontap-mediator-1.11.0 -in ontap-mediator-
1.11.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -partial chain

ter TR0l K| IR} Pl Bl AT SE 3 30| TeElof YLt M|
(D) wEoINE ElyAsimol TSAS ast AZ0| 941 91 Tfelo] WHE|X| SIS EelBiLIC,
FAstel 7171 2Ho|M HES FHELICE TSA MBI B2 Bt giaLich
4. 7|0 chst AEH =l

|

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.11.0.sig ontap-mediator-1.11.0

ONTAP XA} MX| 17| X|E MX|gfL|Ct

ONTAP MediatorE A X|ot2{H HX| I{j7|X|E HOIM SAENAM X[ T2 3 M3} 0f
2rL|Ct,

1. 8x| T2 dHstn Heof w2t ZETE| SEELICH

./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y
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[root@scs000099753 ~]# ./ontap-mediator-1.11.0/ontap-mediator-1.11.0 -y
(D X B0 ME &2 AL M CHs HAES AMESHMIR. . /ontap-mediator-
1.11.0/ontap-mediator-1.11.0 -y --skip-code-signature-check

X Z20U2 AR AP S MYstn 2ot i7|X|E EX[EL|Ct Mediator?t 0|0 X|=|0f A= HL
Y 22|0| =5t2t= HIA|X|7F EA|ELICE
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ONTAP ZXXt MX|o| o2& £8)

[root@mediator host ~1# tar -zxvf ontap-mediator-1.11.0.tgz
ontap-mediator-1.11.0/
ontap-mediator-1.11.0/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.11.0/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.11.0/0ONTAP-Mediator-production.pub
ontap-mediator-1.11.0/ontap-mediator-1.11.0
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.tsr
ontap-mediator-1.11.0/ontap-mediator-1.11.0.sig
[root@mediator host ~]4#./ontap-mediator-1.11.0/ontap-mediator-1.11.0

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check

Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder
80BBA032607F0000:error:1E800080:HTTP
routines:0SSL HTTP REQ CTX nbio:failed reading
data:crypto/http/http client.c:549:
80BBA032607F0000:error:1E800067:HTTP
routines:0SSL HTTP REQ CTX exchange:error
receiving:crypto/http/http client.c:901l:server=http://ocsp.entrust.net:
80

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate

Continue without code signature checking (only recommended if
integrity has been established manually)? yes/no: yes

SKIPPING: Code signature check, manual override due to lack of OCSP

response
+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).

Would you like to use the default account names: netapp +
mediatoradmin? (Y (es)/n(o)): yes

Enter ONTAP Mediator user account (mediatoradmin) password:
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Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall

+ Installing required packages.

Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use

"rhc" or "subscription-manager" to register.

Last metadata expiration check: 5 days, 14:34:13 ago on Thu 10 Jul 2025
01:28:32 AM EDT.

Package openssl-1:3.2.2-16.e110.x86 64 is already installed.

Package libselinux-utils-3.8-1.e110.x86 64 is already installed.
Package perl-Data-Dumper-2.189-512.el110.x86 64 is already installed.
Package bzip2-1.0.8-25.e110.x86 64 is already installed.

Package efibootmgr-18-8.e110.x86 64 is already installed.

Package mokutil-2:0.6.0-11.e110.x86 64 is already installed.

Package policycoreutils-python-utils-3.8-1.ell10.noarch is already
installed.

Package python3-3.12.9-1.el110.x86 64 is already installed.

Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:

elfutils-1libelf-devel
x86 64 0.192-5.e110
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AppStream
gcc
x86 64
AppStream
kernel-devel
x86 64
AppStream
make
x86 64
BaseOS
openssl-devel
x86 64
AppStream
patch
x86 64
AppStream
perl-ExtUtils-MakeMaker
noarch
AppStream
python3-devel
x86 64
AppStream
334 k
python3-pip
noarch
AppStream
Installing dependencies:
annobin-docs
noarch
AppStream
annobin-plugin-gcc
x86 64
AppStream
bison
x86 64
AppStream
cmake-filesystem
x86 64
AppStream
CcppP
x86 64
AppStream
dwz
x86 64
AppStream

efi-srpm-macros

50 k

14.2.1-7.e110
37 M

6.12.0-55.9.1.e110 0
22 M

1:4.4.1-9.e110
591 k

1:3.2.2-16.e110
3.9 M

2.7.6-26.el10
134 k

2:7.70-513.e110
297 k

3.12.9-1.el10

23.3.2-7.el110
3.2 M

12.92-1.el10

94 k

12.92-1.el10
985 k

3.8.2-9.el10
1.0 M

3.30.5-2.el10
29 k

14.2.1-7.e110
12 M

0.15-7.el10
139 k



noarch

AppStream
flex

x86 64

AppStream
fonts-srpm-macros

noarch

AppStream
forge-srpm-macros

noarch

AppStream
gcc-plugin-annobin
x86 64

AppStream
glibc-devel

x86 64

AppStream
go-sSrpm-macros
noarch

AppStream
kernel-headers
x86 64

AppStream
kernel-srpm-macros
noarch

AppStream
libxcrypt-devel
x86 64

AppStream
libzstd-devel

x86 64

AppStream

53 k

lua-srpm-macros
noarch

AppStream

m4

x86 64

AppStream
ocaml-srpm-macros
noarch

AppStream
openblas-srpm-macros
noarch

AppStream
package-notes-srpm-macros

6-6.el10
25 k

2.6.4-19.el10
303 k

1:2.0.5-18.e110
29 k

0.4.0-6.el10
23 k

14.2.1-7.e110
62 k

2.39-37.el10
641 k

3.6.0-4.el110
29 k

6.12.0-55.9.1.e110 0
2.3 M

1.0=25.all0
11 k

4.4.36-10.e110
33 k

1.5.5=9.8ll0

1-15.e110
10 k

1.4.19-11.e110

309 k
10-4.e110
10 k
2-19.e110
9.0 k
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36

noarch
AppStream
perl-AutoSplit
noarch
AppStream
perl-Benchmark
noarch

AppStream

perl-CPAN-Meta-Requirements

noarch

AppStream
perl-CPAN-Meta-YAML
noarch

AppStream
perl-Devel-PPPort

x86 64

AppStream
perl-ExtUtils-Command
noarch

AppStream
perl-ExtUtils-Constant
noarch

AppStream
perl-ExtUtils-Install
noarch

AppStream
perl-ExtUtils-Manifest
noarch

AppStream
perl-ExtUtils-ParseXS
noarch

AppStream
perl-File-Compare
noarch

AppStream
perl-File-Copy

noarch

AppStream
perl-I18N-Langinfo
x86 64

AppStream
perl-JSON-PP

noarch

AppStream
perl-Test-Harness
noarch

.5-13.e110

11 k

.74-512.e110

23 k

.25-512.e110

28 k

.143-11.e110

39 k

.018-512.e110

29 k

.72-512.el110

223 k

:7.70-513.e110

16 k

.25-512.e110

47 k

.22-511.el10

47 k

31, 79=911L.,&lLL0

37 k

33,91=812,8lLL0

190 k

.100.800-512.e110

15 k

.41-512.el110

22 k

.24-512.e110

28 k

:4.16-512.e110

69 k

:3.48-512.e110



AppStream 288 k

perl-1ib
x86 64 0.65-512.e110
AppStream 16 k
perl-srpm-macros
noarch 1-57.el10
AppStream 9.7 k
perl-version
x86 64 8:0.99.32-4.e110
AppStream 68 k
pyproject-srpm-macros
noarch 1.16.2-1.e110
AppStream 16 k
python-srpm-macros
noarch 3.12-9.1.el10
AppStream 26 k
python3-pyparsing
noarch 3.1.1-7.e110
BaseOS 273 k
gt6-srpm-macros
noarch 6.8.1-3.e110
AppStream
11 k
redhat-rpm-config
noarch 288-1.el110
AppStream 83 k
rust-toolset-srpm-macros
noarch 1.84.1-1.e110
AppStream 13 k
systemtap-sdt-devel
x86 64 5.2-2.e110
AppStream 78 k
systemtap-sdt-dtrace
x86 64 5.2-2.e110
AppStream 72 k
zlib-ng-compat-devel
x86 64 2.2.3-1.el10
AppStream 41 k

Installing weak dependencies:
perl-CPAN-Meta

noarch 2.150010-511.e110
AppStream 202 k
perl-Encode-Locale

noarch 1.05-31.e110
AppStream 21 k

perl-Time-HiRes



x86 64 4:1.9777-511.e110

AppStream 62 k
perl-devel

x86 64 4:5.40.1-512.e110
AppStream 772 k
perl-doc

noarch 5.40.1-512.e110

AppStream 4.9 M

Transaction Summary

Install 63 Packages

Total size: 94 M

Installed size: 282 M

Downloading Packages:

BaseOS Packages Red Hat Enterprise Linux 10

439 kB/s | 3.7 kB 00:00

Importing GPG key OxFD431D51:

Userid : "Red Hat, Inc. (release key 2) <security@redhat.com>"
Fingerprint: 567E 347A D004 4ADE 55BA 8AS5F 199E 2F91 FD43 1D51
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Importing GPG key O0x5A6340B3:

Userid : "Red Hat, Inc. (auxiliary key 3) <security@redhat.com>"
Fingerprint: 7E46 2425 8C40 6535 D56D 6F13 5054 E4A4 5A63 40B3
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Key imported successfully
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing
1/1
Installing : perl-version-8:0.99.32-4.e110.x86 64
1/63
Installing : perl-File-Copy-2.41-512.el110.noarch
2/63
Installing : perl-CPAN-Meta-Requirements-2.143-11.el10.noarch
3/63
Installing : perl-Time-HiRes-4:1.9777-511.e110.x86 64
4/63



Installing
5/63
Installing
6/63
Installing
7/63
Installing
8/63
Installing
9/63
Installing
10/63
Installing
11/63
Installing
12/63
Installing
13/63
Installing
14/63
Installing
15/63
Installing
16/63
Installing
17/63
Installing
18/63
Installing
19/63
Installing
20/63
Installing
21/63
Installing
22/63
Installing
23/63
Installing
24/63
Installing
25/63
Installing
26/63
Installing
27/63

perl-JSON-PP-1:4.16-512.el10.noarch

perl-File-Compare-1.100.800-512.el110.noarch

perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch

m4-1.4.19-11.e110.x86 64

make-1:4.4.1-9.e110.x86 64

bison-3.8.2-9.e110.x86 64

flex-2.6.4-19.e110.x86 64

perl-ExtUtils-Command-2:7.70-513.el110.noarch

perl-ExtUtils-Manifest-1:1.75-511.el110.noarch

systemtap-sdt-devel-5.2-2.e110.x86 64

rust-toolset-srpm-macros-1.84.1-1.el110.noarch

gt6-srpm-macros-6.8.1-3.ell10.noarch

python3-pip-23.3.2-7.ell10.noarch

pyproject-srpm-macros-1.16.2-1.e110.noarch

perl-srpm-macros-1-57.el110.noarch

perl-1ib-0.65-512.e110.x86 64

perl-doc-5.40.1-512.el10.noarch

perl-I18N-Langinfo-0.24-512.e110.x86 64

perl-Encode-Locale-1.05-31.ell0.nocarch

perl-ExtUtils-Constant-0.25-512.el110.noarch

perl-Devel-PPPort-3.72-512.e110.x86 64

perl-CPAN-Meta-YAML-0.018-512.el110.noarch

perl-CPAN-Meta-2.150010-511.el110.noarch
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Installing
28/63
Installing
29/63
Installing
30/63
Installing
31/63
Installing
32/63
Installing
33/63
Installing
34/63
Installing
35/63
Installing
36/63
Installing
37/63
Installing
38/63
Installing
39/63
Installing
40/63
Installing
41/63
Installing
42/63
Installing
43/63
Installing
44/63
Installing
45/63
Installing
46/63
Installing
47/63
Installing
48/63
Installing
49/63
Installing
50/63

perl-Benchmark-1.25-512.el10.noarch
perl-Test-Harness-1:3.48-512.el10.noarch
perl-AutoSplit-5.74-512.el110.noarch
package-notes-srpm-macros-0.5-13.el10.noarch
openssl-devel-1:3.2.2-16.e110.x86 64
openblas-srpm-macros-2-19.e110.noarch
ocaml-srpm-macros-10-4.el110.noarch
lua-srpm-macros-1-15.el110.noarch
libzstd-devel-1.5.5-9.e110.x86 64
kernel-srpm-macros-1.0-25.el110.noarch
kernel-headers-6.12.0-55.9.1.e110 0.x86 64
libxcrypt-devel-4.4.36-10.e110.x86 64
glibc-devel-2.39-37.e110.x86 64
efi-srpm-macros-6-6.el110.noarch
dwz-0.15-7.e110.x86 64
cpp-14.2.1-7.e110.x86 64
gcc-14.2.1-7.e110.x86_ 64
gcc-plugin-annobin-14.2.1-7.e110.x86 64
cmake-filesystem-3.30.5-2.e110.x86 64
zlib-ng-compat-devel-2.2.3-1.e110.x86 64
elfutils-libelf-devel-0.192-5.e110.x86 64
annobin-docs-12.92-1.ell10.noarch

annobin-plugin-gcc-12.92-1.e110.x86 64



Installing
51/63

Installing
52/63

Installing
53/63

Installing
54/63

Installing
55/63

Running scriptlet:

55/63
Installing
56/63
Installing
57/63
Installing
58/63
Installing
59/63
Installing
60/63
Installing
61/63

Running scriptlet:

61/63
Installing
62/63
Installing
63/63

Running scriptlet:

63/63

fonts-srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch

go-srpm-macros-3.6.0-4.el110.noarch

python-srpm-macros-3.12-9.1.el10.noarch

redhat-rpm-config-288-1.el110.noarch

redhat-rpm-config-288-1.el110.noarch

python3-pyparsing-3.1.1-7.el110.noarch

systemtap-sdt-dtrace-5.2-2.e110.x86 64

perl-devel-4:5.40.1-512.e110.x86 64

perl-ExtUtils-Install-2.22-511.el110.noarch

perl-ExtUtils-MakeMaker-2:7.70-513.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64

kernel-devel-6.12.0-55.9.1.e110 0.x86 64

python3-devel-3.12.9-1.e110.x86 64

patch-2.7.6-26.e110.x86 64

patch-2.7.6-26.e110.x86 64

Installed products updated.

Installed:

annobin-docs-12.92-1.el110.noarch

12.92-1.e110.x86 64

cmake-filesystem—-3.30.5-2.e110.x86 64

7.e110.x86_64

dwz-0.15-7.e110.x86 64

6.el1l10.noarch
5.e110.x86_ 64

flex-2.6.4-19.e110.x86 64

annobin-plugin-gcc-
bison-3.8.2-9.e110.x86 64
cpp-14.2.1-

efi-srpm-macros-6-
elfutils-libelf-devel-0.192-
fonts-

srpm-macros-1:2.0.5-18.e110.noarch

forge-srpm-macros-0.4.0-6.el110.noarch

7.e110.x86_64
7.e110.x86_64

glibc-devel-2.39-37.e110.x86 64

gcc-14.2.1-
gcc-plugin-annobin-14.2.1-
go-
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srpm-macros-3.6.0-4.el110.noarch

kernel-devel-6.12.0-55.9.1.e110 0.x86 64 kernel-headers-6.12.0-
55.9.1.e110 0.x86 64 kernel-srpm-macros-1.0-25.el110.noarch
libxcrypt-devel-4.4.36-10.e110.x86 64 libzstd-devel-1.5.5-
9.e110.x86 64

lua-srpm-macros-1-15.el110.noarch m4-1.4.19-
11.e110.x86 64 make-1:4.4.1-9.e110.x86 64
ocaml-srpm-macros—-10-4.el110.noarch openblas-srpm-macros—2-
19.ell10.noarch

openssl-devel-1:3.2.2-16.e110.x86 64 package-notes-srpm-
macros-0.5-13.el110.noarch patch-2.7.6-26.e110.x86 64
perl-AutoSplit-5.74-512.el10.noarch perl-Benchmark-1.25-
512.ell10.noarch

perl-CPAN-Meta-2.150010-511.el10.noarch perl-CPAN-Meta-
Requirements-2.143-11.el10.noarch perl-CPAN-Meta-YAML-0.018-
512.el10.noarch perl-Devel-PPPort-3.72-512.e110.x86 64 perl-

Encode-Locale-1.05-31.el10.noarch
perl-ExtUtils-Command-2:7.70-513.ell10.noarch perl-ExtUtils-Constant-
0.25-512.e110.noarch perl-ExtUtils-Install-2.22-511.el110.noarch
perl-ExtUtils-MakeMaker-2:7.70-513.ell10.noarch perl-ExtUtils-Manifest-
1:1.75-511.el10.noarch
perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch perl-File-Compare-

1.100.800-512.el110.noarch perl-File-Copy-2.41-512.el10.noarch
perl-I18N-Langinfo-0.24-512.e110.x86 64 perl-JSON-PP-1:4.16-
512.ell10.noarch

perl-Test-Harness-1:3.48-512.el10.noarch perl-Time-HiRes-
4:1.9777-511.e110.x86 64 perl-devel-4:5.40.1-512.e110.x86 64
perl-doc-5.40.1-512.e110.noarch perl-1ib-0.65-
512.e110.x86_ 64

perl-srpm-macros—-1-57.ell0.nocarch perl-version-8:0.99.32-
4.e110.x86_ 64 pyproject-srpm-macros-1.16.2-1.el110.noarch
python-srpm-macros-3.12-9.1.e110.nocarch python3-devel-3.12.9-
1.e110.x86 64

python3-pip-23.3.2-7.el110.noarch python3-pyparsing-
3.1.1-7.el110.noarch gt6-srpm-macros-6.8.1-3.e110.noarch
redhat-rpm-config-288-1.el110.noarch rust-toolset-srpm-
macros-1.84.1-1.el10.nocarch

systemtap-sdt-devel-5.2-2.e110.x86 64 systemtap-sdt-dtrace-
5.2-2.e110.x86_ 64 zlib-ng-compat-devel-2.2.3-1.e110.x86 64
Complete!

OS package installations finished

+ Installing ONTAP Mediator. (Log: /root/ontap mediator.vdizgQ/ontap-

mediator-1.11.0/ontap-mediator-1.11.0/install 20250715160240.109)
This step takes several minutes. View progress in the log file.
Sudoer config verified



ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20250715160240.1og)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that a reboot is
needed.
SCST does not start automatically when Secure Boot is enabled and
not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
root@mediator host:~# systemctl status ontap mediator
® ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service;
enabled; preset: disabled)
Active: active (running) since Tue 2025-07-15 16:07:29 EDT; 4min
9s ago
Invocation: 395e9479487e4e308be2ae030c800c7f
Process: 28745
ExecStartPre=/opt/netapp/lib/ontap mediator/tools/otm logs fs.sh
(code=exited, status=0/SUCCESS)
Main PID: 28759 (python)
Tasks: 1 (limit: 22990)
Memory: 66.8M (peak: 68.8M)
CPU: 2.865s
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CGroup: /system.slice/ontap mediator.service

L8759 /opt/netapp/lib/ontap mediator/pyenv/bin/python

/opt/netapp/lib/ontap mediator/ontap mediator/server

Jul 15 16:07:29 mediator host systemd[l]: Starting

ontap mediator.service - ONTAP Mediator...
Jul 15 16:07:29 mediator host systemd[1l]: Started
ontap mediator.service - ONTAP Mediator.

root@mediator host:~# systemctl status mediator-scst
® mediator-scst.service

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; preset: disabled)

Active: active (running) since Tue 2025-07-15 16:07:29 EDT;
15s ago
Invocation: f1d3be6calf9492b943e61872676£384

Process: 28653 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)

Process: 28738 ExecStartPost=/usr/sbin/modprobe scst vdisk
(code=exited, status=0/SUCCESS)

Main PID: 28696 (iscsi-scstd)
Tasks: 1 (limit: 22990)
Memory: 5.2M (peak: 35.2M)
CPU: 547ms
CGroup: /system.slice/mediator-scst.service
L—28696 /usr/local/sbin/iscsi-scstd

Jul 15 16:07:28 mediator host systemd[l]: Starting mediator-

scst.service..

dmin

Jul 15 16:07:29 mediator host iscsi-scstd[28694]: max data seg len

1048576, max queued cmds 2048

Jul 15 16:07:29 mediator host scst[28653]: Loading and configuring SCST

Jul 15 16:07:29 mediator host systemd[l]: Started mediator-
scst.service.

root@mediator host:~#

UEFI 0t £2ElZ2 2ot Hot 7| S5

on

ONTAP Mediator 1.45E UEFI A|ABIOA EOt B& H|7{L|F0| 2MstEL|CH 2ot 2Elo| 2 otEl
HOt 7|1E SE5t7| 98t £t THAIE HXOf ErL|Ct.

cHA|
1. SCST #HE 2 E0| MEHSIZ{H README It Q| X| &S M2 M Q.

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-

signing
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2. WIS HELICH

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys
() 2% 3 AlA" 22001 README T3t 7| 1317k HIZELIC

3. Mok SE0i| 371 7|E 7Lt

mokutil —--import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r
7Hel 1= 7|2 fIK|of| F7Lt ettt @(X|2 F2 = JUSLICHL RE XL 371 7|2 MEY =+
UEE S7H 7|18 7|& IX0of| E2tsof BHLICE XpMIEH LHE 2 README.module-signing It S
XXM 2.

®

[root@hostname ~]1# 1s
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/
README.module-signing scst module key.der scst module key.priv

4. AES MRESIL FHX[Q UEFI B2 2E2|XHE AHE3I] Al MOKE SleiLict MSE &= =77 Hesi|ct.
mokutil REE"UEFI 22t £&0| g-dstEl 22 ONTAP mediatorS AX[RfLICH" .

SCST HE 2 & MY

ONTAP Mediator7t AX|Zl & systemctl status?} mediator-scst AI(HEA)Z EA|E|= AR CFS thA|of a2t
SCST A 2 &0l MESHA( 2.

CHA|
1. 2E T2 MA S0l 37H/H|S7H 7| Wo| MM EL|Ct
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/ Cts BHE A5
Cl2MEZ| 2 o|S gL Ct.

[root@mediator-host ~]# 1s
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/ README.module-
signing scst module key.der scst module key.priv [root@mediator-host ~]#

2. O3 HES HAsto] UEFI 7| AR S7H 7|18 7= T2 AM|ASE A|ZfgtL|Ct
[root@mediator-host ~]# mokutil --import

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r input password: input password again:

[root@mediator-host ~1#

ozt
I
r
n

3. mokutil AZEY 0= 7t 7| ZZM|A F0f| 0] 7|0 AFRE UA| HLUHSE @

4. It R7| T2MATL A ZHE|Q=K] SOIBHAMA| . mokutil --list-new 12|10 A|AEIS HEEISIN S,
HEZOHE= EFI MOK #2|XHE A|ZHghL|Ct,

S. BtHO| =2 AEStH SCST HE 2= 7|2 ALICH B8 = A% systemctl status mediator-scst .
MH|ATE A|ZHE|H SCST HE 2 E0| MEEIL|CE
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index.html#install-ontap-mediator-when-uefi-secure-boot-is-enabled
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ONTAP SXA} K| MEfE =toletL|C}
ONTAP MediatorE AX|ot £ MZX O 2 MAE|=X| 2SN Q.

CHA|
1. ONTAP MediatorQ| MEHE 2IQISIM|R:

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT S$MAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~]1+#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP MediatorOf|A| A23t= ZEE 2IQISHM| .

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

MX| = ONTAP XXt A

ONTAP MediatorE AX|st1 A 20{|l= ONTAP Mediator 7| S S At25H7| 2/ ONTAP
AEZ|X| A|AHIOA =71 M 2AZ2 asl{oF LTt

* MetroCluster IP 40| A ONTAP MediatorE At25t2{™ LIS 2 XN K. "MetroCluster |P 74 0f| A
ONTAP Mediator 74" .

* SnapMirror &4 57|35 AE38I2{H S XS A|2"ONTAP MediatorE A %[5t ONTAP S22{AEH 142
2lolstMIR.".

ONTAP SHA} Hot HMS FLggfL|ct

ONTAP Mediator= 0421 7tX| 74 7ts HE X HeLICH 25 Ao 7|2AU2
low space threshold mib: 10 g—|7| ﬁo |'e M3 ELICt.

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml
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off BiX[El 2= & ontap mediator.user config.yaml & 7|24S FAISD ZE ONTAP SHX}
azj|o|=of chah XIELICH

8 T ontap mediator.user config.yaml, ONTAP MediatorS CIA| A|ZSHA|R:
systemctl restart ontap mediator

ONTAP SMX} S8 +EELICt

Lot 32 o] Muo| 2FE ONTAP SMAt £48 8 + ASLICH

(D ONTAP ZMAt 4 120|= F0| =T El 20| |FXI=X| ZFeE=z o CIE 7|2gt2
ontap mediator.config.yaml HZAE|X| @totof gfL|Ct,

ZacttHE iU SAISHY 7|2 S MF2l50] ONTAP SMAt EMS

ontap mediator.user config.yaml $XgL|Ct

EtAL SSL QIS ME XL Ct
KM MEE 7|2 2B ME EHAL SSL IS MZ CHM|3HOF 5t= F < ChE TR M EF E4E T LI

* /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml

* /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

O|={et I of A= ONTAP MediatorOf| A AFEE[= Q1S A IHRE H|O{St= H| AHEELICE.
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ONTAP XXt 1.9 0|4

CHe ®Oi| LIZE 7[&2 Ha7t mhdof] Zehe|of
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml UELICE.

LS 3=

cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

ca_key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

cert valid days 1095

x509 passin pwd pass:ontap

* cert_valid days 2EI0|E AEAMQ| 2tz S AFSI= o AL ELICH Z|CHg2 3 (1095 LIt

* x509_passin_pwd 2 MEE 2EI0|AUE AS M| =Lt

Ci2 ®ol LIEE 7|2 Ha71 ohdof ZehE|of
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini UAFL|CH

LS 3=

mediator cert /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

ONTAP ZxH{X} 1.8 O[5t

CtE Ol LIZE 7|2 HaIt Ihof| Zete[of
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml UELICE.



A
G

cert path

key path

ca_cert path

ca_key path

ca serial path

cert valid days

x509 passin pwd

* cert valid days 20|

* x509 passin pwd 2 MEE 220

CHS HOH| LIZE 7| w4

[y

7 mhof| et of

Z=2

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

1095

pass:ontap

/opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.iniQhﬁLW*

AL
4

mediator cert

mediator key

ca_cert path

Bt ZL

Z=2

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

442 2 ONTAP Mediator2 ChA| AJZ510] H12 AFEHS MEtNIR.
THIBHS ol chet KPS KIS S HESHINQ A MBE QISME A28 4 s A oIS M2 HhEL|Ch

A

Hoi| o

7152 8ot H A retry limit
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n
0
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o 23 7|52 ’MSELIH.

window seconds EEELICEL
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authentication lock window seconds: 300
* 7|2t LHoi| 582 Folivt 2 2 AFS FHaLICh

authentication retry limit: 5

* 4 ANE=E AHESH| Tof| dot= X[HE 2F6t0 FAHE e & 349 ks ZYLICE

authentication failure delay seconds: 5

authentication failure delay seconds: 0
failed auth attempts prior to response, 0
authentication lock window seconds: null
oldest failure before resetting the retry
authentication retry limit: null

# seconds (float) to delay

= no delay

# seconds (int) since the
counter, null = no window

# number of retries to allow

before locking API access, null = unlimited

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

ClATO B3 R 372 Motz BE0| /opt/netapp/lib/ontap mediator UELICH,

T7H0| MHE YAZECH OB MHIAVA FT OMES MgBILICY,

low space threshold mib: 10

olef =3 St MofghL|th

reserve_log_space= S8 M0 2ls| HMO{E/L|C 7|2X 2= ONTAP Mediator X A| 215 @[$t B Q| C|A3



22 ONTAP Mediator 220 HA|MOZ ALESH & 700MB| C|A T 27t 7}

0| 7|52 H|&gMststn 7|2 ClAT Z7HS A8t LIS T st Al2.
1. Ct2 0| M reserve_log_space 22 10lM 022 BHZASL|CE.

/opt/netapp/lib/ontap mediator/tools/mediator env

- SMKF CEA[ ALEE:

a. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG_SPACE"

RESERVE_LOG_SPACE=0

b. systemctl restart ontap mediator

O] 7|52 CHA| Edetstal™ LS 00iM 12 HES D SMXLE ChAl AIESHY A2,

7t X XIX| g4SLICE O 2= 27 MAE L2 SMAE
SUSZ O|SHLICt.

ONTAP ZXiXt £t2|

MEX X S HE, MH[A SX| U Mg, MH|A S &l S AE |7X| 22| S flet

=/ -

SCST MX| EE= HHE ZEEH610] ONTAP MediatorE 2t2|gtL|C}, et Xt

CrAl Mo, *._|§|°* 2 QU= EfAF IS ME CHA|, QIS A 23 ZX| o Z 52| QB AE atale
UA&L|CE.

AEXL 0|ES HETLICE

CtS EAE ALESI0] AF2Xt0|ES HEY & JSLICH

O Zrofl cHah

ONTAP MediatorS A X[t Linux SAEO0||AM O] ZHHES LSSHSHL|CT,

O] H0| HMAT £ Ql= AR L2 olofl EA|E CHE XM Z2E A0 HH S Mo & 4= QSL|CH

'Jusr/local/bin/S X Xt_username'

T
CtE &M & otLIE MEISto] ALEX 0| ES HAYLICE.

nI

* *option (a) * : BHE HHYLICt mediator change user E 22|61 LIS 0|0 EA|E TEZTEO
SHELICH
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[root@mediator-host ~]1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator

The account username has been modified successfully.
[root@mediator-host ~]1#

* *option(b) *: Ct= HEHS AAefL|Ct

MDIATOR_USERNAME=&*{X}_PASSWORD=mediator2 MEDIATOR_NEW_USERNAME=mediatoradmin
SXXt_CHANGE_USER

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user

The account username has been modified successfully.
[root@mediator-host ~]1#

Of ZhHofl 3

ONTAP MediatorE A X|$t Linux TAEO0AM O] ZHAUZS

O] HHo|| HMAE £ gl= E2 CHS ool EAIE CHZ HA| 22E M85t HH

fjo
nx
0%
St
=]
et
4>
0
i)
=
_ITI_

'lusr/local/bin/ZMXt_change_password'

m

A

M

glo

f

FH B SILIE HEHsto 22 E HAYLICH

* *option (a) * : E HAHELICt mediator change password CHS 00 EA|E CHE HHE AT
ZEZE SEHLICL

[root@mediator-host ~]1# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
0ld Password:
New Password:
Confirm Password:

The password has been updated successfully.
[root@mediator-host ~1#
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* * option(b) *: Ct=2 HHS AAHSLICE.

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

Ol HAHIM = L= 7t "mediator1"0|A "mediator2"2 HALIJSS 20 FLICL

rr

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediator1 MEDIATOR_NEW_PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]1#

ONTAP XX} St
ONTAP MediatorE SX|6tt{H LIS HHAIE £3SHM 2.

EHA|
1. ONTAP &X{Xt S

systemctl stop ontap mediator
2. SCST &X:

systemctl stop mediator-scst
3. ONTAP Mediator % SCST H|& &3}

systemctl disable ontap mediator mediator-scst

ONTAP Mediator CHA| A5}

THAIE AN K.

dlo

ONTAP MediatorE CHA| &M 3}st2{™ C}

CHA|
1. ONTAP Mediator ¥ SCST &35}

systemctl enable ontap mediator mediator-scst
2. SCST A%t

systemctl start mediator-scst
3. ONTAP X} A&}

systemctl start ontap mediator
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ONTAP Mediator’} HAQIX| 2tQISIN| R
ONTAP MediatorS Ax|st & MaMOZ ASHL|=X| £OI5tH|S.

cHA|
1. ONTAP Mediator2| AEHE 2}OISHAM| R

a. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl915530002 ~]#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP Mediatori|A| AtE23t= ZEE 2QISHN|R.

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

ONTAP Mediator |7
LIQ St A2 ONTAP MediatorE HM|HE &= ASL|LC

AlZtst7| o

ONTAPE H|H38l7| 0l ONTAP Mediator?t ONTAPS| HZAE sl A8l oF SHL|C}.

Of Zrioi Chat

ONTAP MediatorE MX|$t Linux SAEO|A 0] ZAES St |C},

O] HHo|| HMAY & gl= E2 CHS ool EAIE CHZ MA| 22E M85t HHY

mjo
>
0%
o
°
ot
4>
30
>
r
n

'lusr/local/bin/uninstall_ontap ZXX}'

CHA|
1. ONTAP Mediator M| 74:

uninstall_ontap_Z XX}

56



[root@mediator-host ~]# uninstall ontap mediator
ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:

/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)
+ Remove successful.

[root@mediator-host ~]#

KA MEHE AA| QIS M E CHA| MM CH
ONTAP mediator 1.7 E{ CtS &Xto]| 2t Xt MHE AA| QIS A E CHA| MME 4= QEL|CE.
@ 0] XH= ONTAP mediator 1.7 O|AFS AlgHsH= A|AEl0] A{BF X|SIEIL|C}

Of ZhHofl CHaH

* ONTAP MediatorZ A X|st Linux SAEO0|A 0] A faistL|C},

* ONTAP MediatorE MX|st & SAE O|20|Lt SAEQ| |P FAJI HAZ|O] MME XA MH QS M7t 0|4
AL E|X| gtz 22002t o] HAS AT = USLICH

* YA XAl MBE IS MIE M2[E o~ U= EtAL QIS M E CHHM|=[H O] 2P S AHESI0] QIZME ChA| MM etL|Ct.
XAl MEE S M7t gIo™ o ”Xt7h MuigtL|Ct

EHA|

AT SAEO| CHol RHM| AHE A A Q1B ME CHA| M52 H LS HAIE SN L.
1. ONTAP MediatorS CtA| A|ZFSHM| R

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

KM MBE QISME LZE o= A= EtAL QIS M Z HEEL|CE

X@El= 22 XA MBE QASME M2 5= U= EfA QIS MZ HIE 5= JASLICH

* EfAF QIS M= ONTAP 9.16.1 & Y& 0|7 ONTAP IHX| 22| A0 ATt X|2IEL|C} & "NetApp

@ K3 22t 1 ID CONTAP-243278"&X5HY AL

* EtAt 215 M= ONTAP mediator 1.7 0| &S H&5H= A|ARIO|MEH X[ E LT,

of ZpHof CHaf
* ONTAP MediatorE MX[$t Linux SAEO|AM O] A S fatighL|Ct
« MME XN MYE QISME ME[E 4 A= 612l CA(RIS 712H0IM 72 QIBS M Z uA|slof ste HL 0
A AL 2~ ASLICH oA OPEW' *'EIZ 2 A= PKI(S7H 7| 12ty Hotof] HMAS 4= Qlojof BfL|CE.
* LI O|0|X|= ZF ONTAP SHAt Q1B A2 8 E H0f FLICH.
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ONTAP Mediator Certificate Purposes

Root CA

* PKl used to secure
the private
Certificate
Authority's key

* Only need the
public cert after
signing the
Intermediate CA
cert.

Intermediate

* Used as a signing
authority

* Creates the server
cert + signs all
client certs

* Needs a key + srl
file to perform
signing

Server Chain

* Used for SSL
mutual
authentication /
encryption

Server Cert

* Used for HTTPS

= Need the private
key for encryption
ops

Client Certs

* Used by ONTAP for
mutual
authentication

*Unique per cluster

pair
*Generated

automnatically
when adding a
mediatorto a

cluster.

* L3 0|0]X| = & M 2E 1} ONTAP Mediator 28 0i| Lot 84S EHELICH

ONTAP Mediator Certificates

intermediate Cert

Server Cart.
B —

sintermediate.crt =ontap_mediator_server.crt
sintarmediate. key sontap_mediator_server.key
sintarmadiate.srl

sroot_ca.crt

ontap_mediator_servercrt
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini
WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/fontap_mediator/fontap_mediator/server_configfontap_mediator_server chain.crt
» get-placeholder = mediator_key=/opt/netapp/lib/ontap_s p_mediaton _configlontap_maediator_sarver key
* set-pl holder = ca_i ifi fopt/netapp/lib/ontap_mediatorfontap_mediator/server_configiroot ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

+ cert_path: Yopt/netapp/libfontap_mediator/ontap_mediator/server_configlontap mediotor servercrt!
* key_path: Jopt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_semverkey'
+ ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt!

= ca_key_path: Yopt/netapp/lib/fontap_mediator/fontap_mediator/server_configfintermediate. kay'

» ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediatorfserver_config/intermediate srl'

1EH4: CA RIS ME L 53t EIMZRE ASME HELILE
CHE EAHE AFESHY] PKI 7|2 2R E ¢l

CHZ AR M= ZHMl MEE IS M AEE off A= EfAF QIS M AE 2 HH = BHS HO

— od=

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ &FLIC|
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@ 0| 0l= ONTAP Mediator0i] 2Rt QIS A0 Ciet 4= 7|ES HOFLICE Of XiQt LHE YHOZ
UFLICEH H|ZL|A 2720f o2} BAHE ZFELC)

PK| 7|2IOZEE QIZSME AdS £ QI
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ONTAP XXt 1.9 0|2
1. PKI 7|20l M QIBME M5t7| 2lsh Ar JHQl 7|9t 71 MUS openssl ca.cnf THSLICH
intermediate.key.
a. 712! 7|Z “intermediate.key MM BtL|Ct.
. 0 *
openssl genrsa -aes256 -out intermediate.key 4096

a. 28 0t openssl ca.cnf (Of /I

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c

nf)2 MAHE QS Moi| Lojof st 48 Fol$tL|Lt.

2. 7191 7] A 7Y TUS M8 21B5M ME B S THELICH intermediate.csr.

o of: *

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@scs000216655 server configl# openssl req -key intermediate.key
-new -config openssl ca.cnf -out intermediate.csr

Enter pass phrase for intermediate.key:

[root@scs000216655 server configl# cat intermediate.csr

3. PKI 7|&0f| 213 MH @MS ELlf intermediate.csr AHES BHSL|CE

|

gjo
mjo

2 0{0}

PKI 7|22 @8 E ASSt MESILICH .csr, 215 MM intermediate.crt . E8FC}
ShL|C}. root ca.crt MESE QIS M intermediate.crt PKI 7|29 QIS A,

SnapMirror Business Continuity(SM-BC) 22{AE{2| ZR CtSS F7I5H{of ghL|Ct.
(D intermediate.crt J2|1 root ca.crt ONTAP S2{AE0| it QIS A.
HC}"SnapMirror Active SyncE 2|8t ONTAP Mediator 3! 22{AF 74" .

ONTAP ZXXt 1.8 O[5}
1. PKI 7|20l M QIS ME MMsto| ol AHEE JHQl 712t 14 IHYS openssl ca.cnf PHELICE ca. key.

a. 72l 7|E “ca.key HAMEL|CE.
» 01' *

openssl genrsa -aes256 -out ca.key 4096

a. 714 I openssl ca.cnf (0l K|
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c
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nf)2 MM E 2B MO A0 St= M2 Ho|gfL|Ct
2. 71 7] 8! M mA S AFESI0] Q1B M ME @ES MHELICt ca.csr
o Off: *

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@scs000216655 server configl# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@scs000216655 server configl# cat ca.csr

3. PKI 7|2H0f| QIZM ME XS HLf ca.csr AES BEEL|CEH

PKI #ot2 X2 2151 off MEHSHH .csr ABME “ca.crt MMTLICH. LD PRI
J|HORRE QIBEME YUOOF ‘root ca.crt that signed the “ca.crt gLICL

SM-BC(SnapMirror Business Continuity) 22{AE2| 22 9 21ZME ONTAP S2{AE0
(D FI7t50F ca.crt root ca.crt ELICE & "SnapMirror Active SyncE 2|2t ONTAP
Mediator X S A FA"EZSIHA L.

2| EfAF CA B MZ MBS0 MH QAISME MdfLitt

o
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ONTAP XXt 1.9 0|2
MH QB A= 742l 7| & EtAF QIBAZE intermediate.crt AHOF intermediate. key SfLIC}E EEBE
-4

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf

OOl OpenSSLOIAM 3ot MH QS Mo RSt £M8 XHst= E& S40| EetE|of QELICH

Ct

dlo

S A0 MH ASME YEH = AFLICH

A

1. MH CSR(QIBM MY @X)2 MMslz{H ZEC{of|AN CHS HHS
/opt/netapp/lib/ontap mediator/ontap mediator/server config &AEL|CH

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSROIM MH ABME MMst2H EM0|M CHS HAHS
/opt/netapp/lib/ontap mediator/ontap mediator/server config &AHEL|CH

@ O|2{2t U2 PKI 7| 20| M 7 RESLICE CHE 213N 0|52 At8St= 82
intermediate.crt ¥ € intermediate.key & O 0|EQZ HEL|CE,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab512 -days 1095
-req -in ontap mediator server.csr -out ontap mediator server.crt

° O] -CAcreateserial gM2 IYUS MMSH= 0| intermediate.srl AFEEILICE

ONTAP ZXXt 1.8 0|t

M AZM= Ml 7| X EfAL IBMZE ca.crt MEMOF ca. key ELICH EESH 74
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf
I}A0fl= OpenSSLOIA &t A QS Mol| oot £4& XFsh= - E40| =0 ASLICH

ChS S AFESH0] MH ASME ddE = ASLICH

|

1. Mt CSR(QIBM ME @X)2 Mdstz{™H ZHUM CHS HHES
/opt/netapp/lib/ontap mediator/ontap mediator/server config AHEILICE

openssl reqg -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shab5l2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSROIM MH ABME MMsl2H EC{0|M CHS HHS
/opt/netapp/lib/ontap mediator/ontap mediator/server config AHEILICE

@ ol2{et MAU2 PKI 7|20l M 7t EELICH CHE Q1B M O|EE2 M8%t= B8R ca.crt A E
ca.key 2 It O|EQ&Z HHELILCE,
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openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shab5l2 -days 1095 -reg -in
ontap mediator server.csr -out ontap mediator server.crt

° 0] ~-CAcreateserial M2 ItAUS MMSt= 0| ca.srl AFEEILICH

3EH: ONTAP SHAF -0IM MZ2 EtAt CA S At M ASME WHBfLICH
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ONTAP Mediator 1.10 O| A

AEM TH2 CHE fIXI0 A= 74 TFU0IA ONTAP Mediator0i| A= & LIC}.
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml . O] IIY0l|l= L33t 22 £40| ZSE|0] USLICEH

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

cert path % key path A|H Q1Z N HaQIL|CH

ca cert path,ca key path, ¥ ca serial path CAQIZA HELICE
CHA|
1. BE intermediate.* I'US EtA} QIS A 2 HiEL|CH

2. Sl oIB MO QIBZ A MQIE intermediate.crt ontap mediator server.crt M&EL|CE

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. AHI0|E /opt/netapp/lib/ontap mediator/uvicorn/config.json o,

[ =l

U2 YOOI ERLIC ss1 keyfile, ssl certfile, J2[1l ssl ca certs:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
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° O8I ss1 keyfile #2 7| Z=YULICt ontap mediator server.crt IFEYULICE
ontap mediator server.key.

o JRtE ss1 certfile A2 BEQLICt ontap mediator server chain.crt OF.

|
Ll
Oju
0
0

1 ca certs s U2 Z=YL|Ct root ca.crt o,
Ao
o

4. M2 4dEl B Me| Ttg E40| SHIZA HHE[U}=X] =QlSfLCt.

° Linux 28§ &2 R®Xt netapp:netapp

5. ONTAP MediatorS CA| A|ZSHN| R

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 ¥ 1.9

QIBM M2 ChS Ko U= 74 THAA ONTAP Mediatordfl XS ElLILCH.
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml . O] It0f|= CtSTF 22 £40| ZEE[0] JSLICH

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

cert path % key path AH QIZ N HQIL|CH

* ca_cert path,ca key path, ¥ ca serial path CAQIZA HaLICE

1. 35 intermediate.* IS EtAL QIS A Z HHEL|CH

2. Sl oIB MO QIBZ A MQIE intermediate.crt ontap mediator server.crt M&EL|CE

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. *Jopt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ It S 0| EEtL|Ct,



, ¥ 2| 2f8 mediator cert mediator key ‘ca_certificate’ G[O| ERLILCE.

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

o

mediator cert @2 IIUS| ZEYLICI. ‘ontap mediator server chain.crt
° mediator key value & I}¥Q| 7| FZYLILt. “ontap mediator server.crt
ontap mediator server.key

o

ca certificate @2 IIEQ ZA=ZQLICE. ‘root_ca.crt
4. M2 HdE EMe| Ttg E40| SHIEA A™EU}=X] =QlSfLCt.
° Linux 18 &/]XA}: netapp:netapp
° Linux #et: 600

5. ONTAP MediatorE CIA| A|ZSHM| R

systemctl restart ontap mediator

ONTAP ZHX} 1.8 O[5}

ASM 72 ChZ fKl0l A= 74 DLl ONTAP MediatorO| XS & LIC.
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml . O] ItAU0ll= CtSat 22 £40] ZEE[0 JYSLICE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_ serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

cert path % key path A|H QI1Z XN HQIL|CH

* ca_cert path,ca key path, ¥ ca serial path CAQIZA HaLICE
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|
1. BE ca.~ OIUS EA QIZME HRFL|C

2. A RABMOIM 2IBZM QIS ca.crt ontap_mediator server.crt MMBL|CE
cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

3. *Jopt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’ It S AH|0|EgtL|Ct,

, ¥ O] U2 mediator cert mediator key ‘ca_certificate’ &C|O| ERFLICE.

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

o

mediator cert #2 MYUS FZYLICI. “ontap mediator server chain.crt

° mediator key value & I 7| AERLICt. “ontap mediator server.crt
ontap mediator server.key

° ca_certificate #2 MU HZYLICH. “root ca.crt
4. M2 HgE BMe| THg E40| SHIZA BHE[U[=X] =QlISfL(Ct

Xt netapp:netapp

-
=)
C
X
[
iz
[
30

5. ONTAP MediatorS CHA| A|ZSHAM| R

systemctl restart ontap mediator

4THA|: ERAF QIS MOf| CHE Z2LE 0| E2 MEY = UAFLILE
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ONTAP Mediator 1.10 O| A

O| Otl LHE O|F 2 71Tl EtAL B ME ALESHALE EfAL IS ME LHE #IX|0| MEE 4= intermediate. *
ALt
T

1. /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.

user config.yaml IS 7|2 B4 g MFSPSIEE OIS
‘ontap mediator.config.yaml TAgfL|Ct.

PKI HotO 22 E Y2 intermediate.crt Q! 7|15 SHE X0 H{&SIH intermediate.key
/opt/netapp/lib/ontap mediator/ontap mediator/server config
ontap mediator.user config.yaml I'U2 CHS Of| A2t 20| EA[ELICE.

QB MOl MESH= O| A8 B2 intermediate.crt
(D ontap mediator server.crt intermediate.srl IfO| YA EL|CH XiA|cH
LHE2 S 2EHA: EtAF CA IS M Z MBI MH S ME WHBLICH HESHIA L.
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[root@scs000216655 server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

- QUBM LERE MESt= B2 root _ca.crt 2UEME= LSS M3YLICL intermediate.crt

MESH= Q15 M ontap mediator server.crt 21FA, S M X|2lS oHEL|CH

intermediate.crt 2[4 4l ontap mediator server.crt CIBM:

@ Hxtel AR Z0 U= PKI 7| HLZRE 3 QIS ME &O0L0f intermediate.crt
ontap mediator server.crt gL|CH

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

- YHIO|E /opt/netapp/lib/ontap mediator/uvicorn/config.json OHE.



242 HOO|EYL|Ct ss1_keyfile, ssl certfile, 2|1 ssl ca certs:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* O ss1 keyfile #2 7| ZEQLICt ontap mediator server.crt IFURLICE
ontap mediator server.key.

[ :DI_|-E. |.OI

ssl certfile &f ZLICt ontap mediator server chain.crt I

-
o
IE ssl ca certs U2 BEQLICt root ca.crt TFY.

I_l

SnapMirror Business Continuity(SM-BC) 22{AE 9| B CIS2 F7tH0F gL|Ct.
@ intermediate.crt 2|1 root ca.crt ONTAP EE-lAE-lOﬂ CHet QIS A.
HCP'SnapMirror Active SyncE €/t ONTAP Mediator 2! S2{AE A"

c. MZ MYE QIZMO| Ct3 EM0| SHIEH HHE[J=X] =elgtL|ct,
* Linux 28 29Xk netapp:netapp
* Linux #gt: 600

2. 74 mAo|M QIE M7t YOO EE|H ONTAP MediatorS CHA| A|ZFEHL|CE.

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 2 1.9

O] Ob! CHE O|F S 71l EfAL IS ME AESIAHLE ERAL 1B M E CHE 2Kl MEY 4= intermediate. *
AL,
EHA|

1. /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml IO 7|2 B Ztg MFYSSI=E OIS
‘ontap mediator.config.yaml TAgL|Ct.

PKI HotO22E Y2 intermediate.crt Q! 7|12 SHE X0 X &SIH intermediate. key
/opt/netapp/lib/ontap mediator/ontap mediator/server config
ontap mediator.user config.yaml I'U2 CHZ Of| A2t 20| EA[ELICE.

S Mol MESH= O AFE2t A2 intermediate.crt
(D ontap mediator server.crt intermediate.srl I}RO] *c';“é =18 | Ct. XEASH
LHE2 2 2T EtAF CA S M ZE MBS MH ASME HEYLICH HZOHAL.
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[root@scs000216655 server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

M FEE MBSz 82 root ca.crt QEM=CIEE MSELICH intermediate.crt
= 213X ontap mediator server.crt Q1EAM, QIEAM HQIS BHSLICE

intermediate.crt 2[4 4l ontap mediator server.crt CIBM:

@ Hxtel AR Z0 U= PKI 7| HLZRE 3 QIS ME &O0L0f intermediate.crt
ontap mediator server.crt gL|CH

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' It S &G0 EEILILCE,



ol o| Zt=

5 mediator cert mediator key ‘ca_certificate’ &IC|O| ERFLICE.

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

. o

mediator cert @f2 MYUS ZZYL|Ct. ‘ontap mediator server chain.crt

mediator key @2 Il 7| HZQLICt. “ontap mediator server.crt
ontap mediator server.key

ca certificate {2 IEQ HEZYLICt. ‘root ca.crt

SnapMirror Business Continuity(SM-BC) 22{AE 9| B CIS2 F7tH0F gL|Ct.
@ intermediate.crt 2|1 root ca.crt ONTAP EE-lAE-IOﬂ CHet QIS A.
HCP'SnapMirror Active SyncE €/t ONTAP Mediator 2! S2{AE A"
c. MZ MYE QIZMO| Ct3 EM0| SHIEH HHE[J=X] =elgtL|ct,
* Linux 28 29Xk netapp:netapp
* Linux #gt: 600

2. 74 mAo|M QIE M7t YOO EE|H ONTAP MediatorS CHA| A|ZFEHL|CE.

systemctl restart ontap mediator

ONTAP Z XXt 1.8 0|5}
O| Ol CHE O|E 2 7}Zl EtAf QIBME ALESHAHLE EFAL AIBME CHE K0l HEEY 2 ca. * JSLICE

CHA|

1. /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml IS 7|2 B Ztg MFYQPSIEE OIS
‘ontap mediator.config.yaml TAgfL|Ct.

PKI HSIOZHE A2 ca.crt Q! 7|2 T /X0 HESHH ca.key
/opt/netapp/lib/ontap mediator/ontap mediator/server config
ontap mediator.user config.yaml I'U2 CH3 Of|A[2F 20| EA[ELICE.

QIE Moll M= o AL 2
() mrol WMELICE xpASt LS
MABLICHEEBHAIR.

% ca.crt ontap mediator server.crtca.srl
=]
—_

2 20H|: EFAF CA QIS M E MBI M QIS ME
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[root@scs000216655 server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. QIEMIt AIZBME MESH= ABME MB5h= QIEM FXE AH83t= S root _ca.crtca.crt
ontap mediator server.crt X AUSMUAM SM HQlS BHSLICt ca.crt

ontap mediator server.crt.

@ AMKto| UEEN Qe PK| 7| 2O Z2EE 8l QIS ME HI0I0f ca.crt
ontap mediator server.crt SLIC.

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' It S €GO EEILICE,
, ¥ 2| 28 mediator cert mediator key ‘ca_certificate’ |0 ERLILCE.

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat



or server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator cert #2 ISl HEQLICI. ‘ontap mediator server chain.crt

* mediator key @f2 HIYQ| 7| BZYLICt. “ontap mediator server.crt
ontap mediator server.key

* ca_certificate @2 IS FZYLICt. “root ca.crt
SM-BC(SnapMirror Business Continuity) 22{AE2| 22 3 215 E ONTAP
@ S AEO0f| FII8H0F ca.crt root ca.crt ®LICL & "SnapMirror Active

SyncE /3t ONTAP Mediator %! 22{AE TA"HESIHMAIL.

c. Mz W& ABMe| LtZ E40| SHIZH| AHEIU=R] 2QARfL(Ct

* Linux 2§ 2 R®Xk netapp:netapp

2. 74 mAo|M QIE M7t U0 EE|H ONTAP MediatorS CHA| A|ZFRIL|CE.

systemctl restart ontap mediator
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ONTAP Xt 1.9 0|4

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Z XXt 1.8 O[5}

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CA 2IZ0i|A X509v3 &S 2eleL|ct

Ct2 BE S AHESH0] CA 2150lA X509v3 =& 2 =elgtL|C.
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Ol openssl ca.cnf HO[El £40| v3_ca 0[AM2} Z0] x509v3 extensions intermediate.crt
HEA[ELCH

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP ZHX} 1.8 O[5}

Ol openssl ca.cnf HOEl £40| v3_ca O|M2 20| x509v3 extensions ca.crt HEA|ELIC}



[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca |

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ME QIZAM 3 =KX ChiA| 0| 201 X509v3 =& S ereletL|Ct
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[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abcd

[root@mediator host server configl]# openssl x509 -in intermediate.crt
-text —-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcd:abcd:abecd

ONTAP Z XX} 1.8 O[5}
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[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abecd:abed
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[root@mediator host server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeecd4a9dbc

ONTAP ZHX} 1.8 O[5t

[root@mediator host server config]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7¢c59012blde89%eeed4a9dbc

£ FELIL -modulus E4 LA 20| CHaH 742l 7|2 QIS A E0| 22| MZ 2SS = ASS LIEFALIT.

A ASMOIM B A=X] ZteletL|Ch

=
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CtE BEE A8t M IS M 7t

Am

Y CAABMOIM ME=|A=X] &HlE 4= ASLICE

=

ONTAP Zx{X} 1.9 O| &

[root@mediator host server config]# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server configl#

ONTAP ZxHX} 1.8 0|3}
[root@mediator host server config]# openssl verify -CAfile ca.crt

ontap mediator server.crt

ontap mediator server.crt: OK

OCSP(Online Certificate Status Protocol) 24 AAHL ALE 521 22 HS "OpenSSL - ZQI"AFESIL|CE
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AHES Helet 2= 2t0|H2|Lt yum TH7|X| S HCIO|ELLICE HE AFSE XM E5I2{H Rt HR TAEE
MERSHR. S AEE ME-SH7| Tof| MH|A HE 0 245HM K.
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HA AFS EFX|ste ™ RS ElsHoF ghL|Ct.
HZA AFSHO| ZA| MEE|X| %O T Z ONTAP Mediator 3442 AUO|0|ESH 3 RHLEISIN L.
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3. OSE ¢zj|o| =8t HEEIBL|Ct
4. SCST I{7|X|Z CtA| AX[EHL|C,
5. ONTAP MediatorE CHA| M 3}afL|Ct,
SAE QX|T2| £

VM 7HE2S ¢ 0|=51H SCST 2=t 22hd EX7F Y = ASLILE SCSTE =22 MAMYCIH THA|
Mx|sL|ct.
=

1¢HA|: SCST H|[A
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1. Ot HOl| ARl CHE XA SCST MES CHREEs

O] M9 F2...

ONTAP EXHX} 1.11

ONTAP &iXt 1.10

ONTAP SHX} 1.9.1

ONTAP &iXt 1.9

ONTAP ZX{Xt 1.8

ONTAP &XXt 1.7

ONTAP &xXt 1.6

ONTAP ZX{Xt 1.5

ONTAP &Xt 1.4

ONTAP Zx{Xt 1.3

ONTAP &Xt 1.1

ONTAP EX{Xt 1.0

OF

a. systemctl stop mediator-scst

b. make scstadm uninstall

C. make iscsi uninstall

d. make usr uninstall

€. make scst uninstall

f. depmod

Of tar HES AFEEILILY...

scst-3.9.tar.gz

scst-3.9.tar.gz

scst-3.8.0.tar.bz2

scst-3.8.0.tar.bz2

scst-3.8.0.tar.bz2

scst - 3.7.0.tar.bz2

scst - 3.7.0.tar.bz2

scst - 3.6.0.tar.bz2

scst - 3.6.0.tar.bz2

scst - 3.5.0.tar.bz2

scst - 3.4.0.tar.bz2

scst - 3.3.0.tar.bz2
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M. AF2 SQI SCST HX 0| ONTAP Mediator

@ ONTAP MediatorE AX|s6}7| Hof| O] CHAZE 33Hs
Mol A AX| T2 M2 o] THAIE AL EL|C

X T2 oH NS == HEEO 2| el
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1. Otg 2X| B3PS HHSIMR. scst OllH A
a. make Z2release
b. make scst install
C. make usr install
d. make iscsi install

€. make scstadm install

f. depmod
NSO Z MK|E £t ONTAP MediatorS 0|2 MX|st2{H CHS CHAIZ Ho{717| Hof
: Ci2 B™ES dASIMR.
mkdir -p

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

9. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/
h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

S
o=z

©

A X|g o ONTAP Mediator2Ct SCSTE HA HX[ot AR 0| THAIE AL ELICH HX|
JHe At SCST IfX| S ME3tL|Ct.

2. MEHXOZ Secure Boot7} &3tE(0] = FL MEESH| Mol CHE HAIS -SHA

to

a. Zt ot 0|22 ZHSIMR scst_vdisk, scst, J2[1 iscsi scst 2E:

[root@localhost ~]# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~1# modinfo -n iscsi scst

b. 72 2a|AE SHolBfL|Ct,

[root@localhost ~]1# uname -r

c. Z 2= Mol HES MERLICH
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[root@localhost ~]# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

~module-filename

d. mejofet el UEFI 7|18 MX|gLCt.

UEFI 7| 2X| X|&2 L= & AO[EOf| A 2ol = AELILH.

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

H-HEl UEFI 7| LFS ?I X0l SLICE

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de

SAEJISAE 0|2 EE= IPE2 HEEL|C}

Of ZfHofl 3

* ONTAP MediatorE MX|3t Linux SAE0N|A 0] g LalstL|C}

S AE O|EO|Lt IP FA7F HEE|O] XM ME 2B M7t 0| RISHA| 842

* YA XHA MY AS ML e
RSLICH XA MBE AS ML QI Of HXHE AEE + ‘BIQLIEP.

T
A = AE0f Cheh HA| XA ME QASAME UELICE

1. ONTAP MediatorE CtA| A|ZHSHM|R:

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator
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