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1. 20 IHUS weet|ct,

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin.log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. leapp-upgrade E2 AHE5I0] ¥ 20| =8 +HFLICE

[rootmediator-host ~]# leapp preupgrade —--target 8.4
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 8.4
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. ONTAP SMAHS ChAl EX|RfLICt

@ 23 O

[rootmediator-host ~]# ontap-mediator-1.6.0/ontap-mediator-1.6.0

Al
=

rk>
o

YX[SL7]| 21H ONTAP SMALS A KIS = HIZ LIMX| HHAIS +ASHIA L.

ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. ONTAP_S X} MH|AE SX|BLICE,



[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

5. 21 mUS WAt

[rootmediator-host ~]# tar -xf ontap mediator log backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ONTAP_ZXHAt AMH|AE A|ZfEILICE

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. 2= ONTAP 22{AHE 20| =& ONTAP SIHXAHZ CHA| ALt

10



PE £3 MetroCluster 2 X}

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove
Removing the mediator and disabling Automatic Unplanned Switchover.
It may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...
Removing mediator mailboxes...

Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
—address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

sitelhA::>

11
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peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:



CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

-cluster peer2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node? Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>
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2| ZX[E2|0f CHet UM A S e otefL|Tt

ONTAP ZMXI7t HX| ZEMA S0 2Rt 7| X|of] HMAL &~ YT E KZA0] CH
HMAE E-dstotiof giL|Ct

rot

THA|
1. CHZ Hot 20| HA|ABHOF 5H= 2| ZX|E2|S ZFELIC

2 M| 7t... o|2{gt 2| ZX|E2|0] CHSt HMAE H[SsHof SfL|Ct...
RHEL 7.xE & Z3IMAIL * RHEL-7-server-optional-rpms
RHEL 8.xE & ZESIAIL * RHEL-8-for-x86_64-baseos-rpms

RHEL-8-for-x86 _64-appstream-rpms

RHEL-9-for-x86_64-baseos-rpms
RHEL-9-for-x86_64-appstream-rpms

Y
I
m
—
©
><

i
oz
72
Ot
>
=
to

CentOS 7.x * C7.6.1810 - 7|2 2| ZX|E2|YLIC}

Rocky Linux 8 OHZ2|Ho|M AERI

° HO|ATA
=7l2ls29 - ofZ2|FHo| M AER

* HO|ATA

2. C}S HX} = SILIE AI2SH0 9|0 LISl 2|ZX|E2|0| HMAT £ 9loOZ ONTAP SMAF MX| TZMA
0| 2ot Ii7|X|of] BMAE £~ JESLICE,

ONTAP mediator?} "3=7}" 9 "gM" 2| ZX|E2|0]| = Python &0 Z540| Y= E=2 0
@ MM ABHOF & o~ UFLICH rhel-X-for-x86_ 64-extras-rpms X rhel-X-for-x86 64-
optional-rpms ItY.
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RHEL 7.x 2% N|H[of| CHSH =Xt

29 MHM7t*RHEL7.x * 21 B2

THA|
1. QS 2| ZX|EE| 1=

CHE EXHE AFESHY 2| ZX|E2[0f HM| AT = ASLITH.

'Subscription-manager Repos - -enable rhel-7-server-optional-rpms'

CHS GIF[0[AM = O] o AlS 20 FLICE

[root@localhost ~]# subscription-manager repos --enable rhel-7-

server-optional-rpms

Repository

2. yum repolist BE 2 MHEL|Ct,

'rhel-7-server-optional-rpms'

is enabled for this system.

CtS oMol M= o] HEH o Aslg Ho| FLICL. "rhel-7-server-optional-rpms" 2| ZX|EE2|7t S E0f|

LtEFLIOF BfLICt.

[root@localhost ~]# yum repolist

Loaded plugins: product-id,

manager
rhel-7-server-optional-rpms | 3.2 kB
rhel-7-server-rpms | 3.5 kB 00:00:00

(1/3):
| 26 kB 00:00:00
(2/
| 2.5 MB 00:00:00
(3/
| 8 MB 00:00:01
repo id

status

rhel-7-server-optional-rpms/7Server/x86 64

Linux 7 Server - Optional (RPMs) 19,447
rhel-7-server-rpms/7Server/x86 64

Linux 7 Server (RPMs) 26,758
repolist: 46,205

[root@localhost ~]#

search-disabled-repos,

subscription-

00:00:00
rhel-7-server-optional-rpms/7Server/x86 64/group
3): rhel-7-server-optional-rpms/7Server/x86 64/updateinfo

5
3) : rhel-7-server-optional-rpms/7Server/x86 64/primary db
3

repo name

Red Hat Enterprise

Red Hat Enterprise
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RHEL 8.x 2% A|H|of| CHE =Xt

2 MHZt* RHEL 8.x * @1 B2 CtZ BAIE AH25t0 2| EX|E2|0] AMA T 5 JASLICH
THA|
1. WQS 2| X EL| 1=-
'Subscription-manager Repos — rhel-8-for-x86_64-baseos-rpms’S &M s}gtL|Ct
'Subscription-manager Repos - -enable rhel-8-for-x86_64-appstream-rpms'

CtHZ GiiAlol M= of B2l 2 20 FLIT.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86_ 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

2. yum repolist 3E 2 MHEL|Ct,

M=z 7t E 2| ZX|E2|7F S J0i| LIEFELICE.
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RHEL 9.x 2% AN|H|of| CHEH =Xt

2% M7t * RHEL 9.x * 21 22 Cta HXAIE AH86H0] 2| ZX|E2[of HM|AY 4 JUSLICEH
THA|
1. LR 2| EXEL| 1=

subscription-manager repos --enable rhel-9-for-x86 64-baseos-rpms

subscription-manager repos --enable rhel-9-for-x86 64-appstream-rpms

CHS GIAIG[A = o] o AlS 20 FLICE

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms'
system.

is enabled for this

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms'
system.

is enabled for this

2. yum repolist HHS AlatighL|Ct,

Mz 7t el 2| ZX| 22|17t S J0l| LIEFE LT

17



CentOS 7.x 29 HIA|of CHat & Xt
2 MH[7}* CentOS 7.x * 21 A2 2|EX|E2|0]| CHSE HMAE 2HMS15I{H CHS XIS HEMAIL.

CentOS 7.62| 2| ZX|EE|E EO{ 11

1 AOMH CHE CentOS HHEM A= EHSSIHA|
|&LICt A2 £9! CentOS HZTO|| LS 7|2 2

|ZXIE2|E AFSELIC

§2 11
mjo ojo
S

;OFW

1. C7.6.1810-Base 2| EZX|EZ|Z X£7}EILICt. C7.6.1810 - 7|2 2E 2|ZX|E2|0|= ONTAP EX|XIZ |8}
L 5t "kernel-devel" I{7| X| 7} ZEtE|0] JUELICE.

2. /etc/yum.repos.d/CentOS-Vault.repo0| CtS £ Z=7}8tL|Ct.

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/S$basearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0OS-7
enabled=1

3. yum repolist &S AHLICE

CI2 oMol M= o] HEo| Mg Hof FL|CH Cent0S-7.6.1810-7| 2 2| ZX|E2|7} S 20i| LIEILIO}
SrL|Ct,

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org

* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86 64 Cent0S-7 - Base 10,097
extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010

repolist: 21,433
[root@localhost ~1#
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Rocky Linux 8 &== 9 29 H|X|of CHst Zx}

2 MIAMI7t * Rocky Linux 8 * EE= * Rocky Linux 9 * Q1 AL CI2 HXIE A5t 2| ZX|E2|0f BMAT
_AELILCE,
i

1. "ot a|EXEe| PE:

dnf config-manager --set-enabled baseos
dnf config-manager --set-enabled appstream
2. g 2YELICt clean &S

dnf clean all
3. 2|EX|E| SE2 EolgtL|Ct

dnf repolist

root@localhost ~ dnf config-manager --set-enabled baseos
root@localhost ~

root@localhost ~

[ #

[ # dnf config-manager --set-enabled appstream
[ # dnf clean all

[ # dnf repolist

root@localhost ~

repo id repo name
appstream Rocky Linux 8 - AppStream
baseos Rocky Linux 8 - BaseOS

[root@localhost ~1#

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 9 - AppStream
baseos Rocky Linux 9 - BaseOS

[root@localhost ~]1#

SMA AKX T7|X|E CH22 =L
X Z2= Mol UREZ I HX| 7| X| S CH22E8LICE

£
1. ONTAP ZXHX} H|O|X|of| A ZXHAF ©X| TH7|X|S ChR 2 =E8tL|Ct



"ONTAP ZX{X} C2 2= H|0|X|"

- SR &R 7| X7 HTH =

A I E2|off A=X| 2HlRfLct.

[root@sdot-r730-0003a-d6 ~]# 1ls ontap-mediator-1.8.0.tgz

ontap-mediator-1.

®

mediator.

QIE{HIO] HMAE 4 = 2X|of| Y= B K| T2 30| LR Ii7|X|of] UM AT & A=X]| 2Holslof
SrL|Ct,
3. LQ3t AR =X MX| 1i7|X| S CtR*ZE C|HEZ|0A Linux SXXAt SAES| MX| C|HIE2|Z 0|SgL|C}.
4. AX| =20 1§7|X| Q| =S ELICL.

ONTAP SMXt T 1.4 2 O] HH

8.0.tgz

o| 22 #X|

tar xvfz ontap-mediator-1.8.0.tgz

I}
—

t2|Xt2| 0| 0| X[FELICt ontap-

ontap-mediator-1.8.0/
ontap-mediator-1.8.0/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.8.0/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.8.0/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.8.0/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.8.0/0ONTAP-Mediator-production.pub
ontap-mediator-1.8.0/ontap-mediator-1.8.0
ontap-mediator-1.8.0/ontap-mediator-1.8.0.sig.tsr
ontap-mediator-1.8.0/ontap-mediator-1.8.0.tsr
ontap-mediator-1.8.0/ontap-mediator-1.8.0.sig

ONTAP X ZE MES =l gfL|Ct
ONTAP SHMX BX| I{7|X|E EX|57| 0| ONTAP S Z= MBS =2lsf{of fLCt

INES IS (o
ONTAP ZMAt 2= MH

He 3o
= &

215t7| FHofl A|A”2 LhS

* 7|2 HSS 2% OpenSSL HZ 1.0.20{|A 3.077HX]

* TSA(Time Stamping Authority) 212 2|8t OpenSSL A 1.1.0 O| &
* OCSP ZZE fI%t 38 QIE{ul A A
CHRE2E TH7|X|0ll= CHS mo] Zete[o QUELICE
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https://mysupport.netapp.com/site/products/all/details/ontap-mediator/downloads-tab
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o

ONTAP-Mediator-production.pub

csc-prod-chain-ONTAP-Mediator.pem

csc-prod-ONTAP-Mediator.pem

ontap-mediator-1.8.0

ontap-mediator-1.8.0.sig

ontap-mediator-1.8.0.sig.tsr

ontap-mediator-1.8.0.tsr

tsa-prod-ONTAP-Mediator.pem

tsa-prod-chain-ONTAP-Mediator.pem

£

1. of cHal SHX| &elg fEMELIC csc-prod-ONTAP-Mediator . pem 2221 2IE A

AtEetLCt,

a. JHUXt IS MIt UriE MISoHX| 42 =

ooz 9l

7|1E Mdot= ol ArEk= ASMYLICE

HH 1.0.08 HF %] A TAL(Ct

SHA-256 S A|El  csc-prod 7|2 AF25H0{ RSAO|
MBS AX| 22|XHE MBLICH

AKX 22|Xt2| MO OCSCPIt A S| 2 LICE

EtYART ME @F oLt

TSR2| 37 2IEA

TSR2| 371 215 CA A2

AE Z2ZEZ(OCSP)S

OIS M E SEdt= O AF2E[= OCSP URLE 3H&LICH

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. Q15 Mol CHet OCSP RS MdgtL|ct.

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem

—-reqout reqg.der

C. OCSP Managerf|

HESI] OCSP M S HHL|Ct.

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem

-url

${ocsp uri} -resp text -respout resp.der -verify other csc-prod-

chain-ONTAP-Mediator.pem
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2. CSCol dl| Hielut 2H SAE Chgt BtE EME ZeletL|C),

4,

22

openssl verify

() = 28U openss1 Z22| BT Rt 210] Y0{0F ELIC cert. pem (XM A 9 2).

openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath

S {OPENSSLDIR} csc-prod-ONTAP-Mediator.pem # Failure action: The Code-
Signature-Check certificate has expired or is invalid. Download a newer
version of the ONTAP Mediator.

openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem # Failure action: The Time-
Stamp certificate has expired or is invalid. Download a newer version of
the ONTAP Mediator.

>
otO
m
Hr
=

o

openssl ts -verify

ctsr RO = EX| T2 8l FE M0} 2 E ErIAR I SEO| Zetk|o] JASLICEH
@ XHElE Sl Az *E”H7PTSA§='E1 Fro MES 20 o3 oUo| HEEX| g2 AS
SIQIBILIC HE2 HREUM 222 $HELICE SEHOZ TSA MH0|| AL HR=

ELICh

openssl ts -verify -data ontap-mediator-1.8.0.sig -in ontap-mediator-
1.8.0.si1ig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-
prod-ONTAP-Mediator.pem

openssl ts -verify -data ontap-mediator-1.8.0 -in ontap-mediator-
1.8.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -untrusted tsa-prod-
ONTAP-Mediator.pem

7101 CHgt M =l

=

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.8.0.sig ontap-mediator-1.8.0



ONTAP XX} ZE M &0l 0f (22 =)

fl

[root@scspa2695423001 ontap-mediator-1.8.01#
/root/ontap-mediator-1.8.0
[root@scspa2695423001 ontap-mediator-1.8.0]#
total 63660

-r—--r--r—-- 1 root root 8582 Feb 19 15:02
Mediator.pem

-r--r--r-- 1 root root 2373 Feb 19 15:02
Mediator.pem

-r-xr-xr—-- 1 root root 65132818 Feb 20 15:17
-rw-r--r-- 1 root root 384 Feb 20 15:17
-rw-r--r—-- 1 root root 5437 Feb 20 15:17
1.8.0.sig.tsr

-rw-r--r-- 1 root root 5436 Feb 20 15:17
-r—--r--r—-- 1 root root 625 Feb 19 15:02
production.pub

-r--r--r—-—- 1 root root 3323 Feb 19 15:02
Mediator.pem

-r--r--r-- 1 root root 1740 Feb 19 15:02

Mediator.pem

[root@scspa2695423001 ontap-mediator-1.8.
[root@scspa2695423001 ontap-mediator-1.8.
/root/verify ontap mediator signatures.
++ openssl version -d

++ cut -d -f2

+ OPENSSLDIR=/etc/pki/tls

+ openssl version

OpenSSL 1.1.1k FIPS 25 Mar 2021

rTwry

pwd
1lg =l
csc-prod-chain-ONTAP-
csc-prod-ONTAP-
ontap-mediator-1.8.0
ontap-mediator-1.8.0.sig

ontap-mediator-

ontap-mediator-1.8.0.tsr
ONTAP-Mediator-

tsa-prod-chain-ONTAP-

tsa-prod-ONTAP-

++ openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

+ ocsp uri=http://ocsp.entrust.net
+ echo http://ocsp.entrust.net
http://ocsp.entrust.net

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -regout

req.der

+ openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url

http://ocsp.entrust.net -resp text -respout resp.der -verify other csc-

prod-chain-ONTAP-Mediator.pem

OCSP Response Data:

(0x0)
Response Type: Basic OCSP Response
(0x0)
Responder Id: C =

OCSP Response Status: successful

Version: 1

UsS, O = "Entrust,

Inc.

", CN = Entrust Extended
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Validation Code Signing CA - EVCS2

Produced At: Feb 28 05:01:00 2023 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FET8
Serial Number: 511A542B57522AEB7295A640DC6200E5

Cert Status: good

This Update: Feb 28 05:00:00 2023 GMT

Next Update: Mar 4 04:59:59 2023 GMT

Signature Algorithm: shab512WithRSAEncryption
3c:1d:49:00:93:62:37:3e:¢c7:38:e3:9f:9£:62:82:73:ed:£f4:
ea:00:6b:f1:01:cd:79:57:92:£f1:9d:5d:85:90:60:59:f8:6¢C:
e6:f4:50:51:£f3:4c:8a:51:dd:50:68:16:8f:20:24:7e:39:00:
44:94:8d:00:61:da:09:08:36:74:2d:44:55:62:fb:92:be:4a:
e7:6c:8c:49:dd:0c:£fd:d8:¢ce:20:08:0d:0f:5a:29:a3:19:03:
9f:d3:df:41:f4:89:0f:73:18:3f:ac:bb:a7:a3:96:7d:c5:70:
4c:57:cd:17:17:¢c6:8a:60:d1:37:¢c9:2d:81:07:2a:d7:a6:02:
ee:ce:88:16:22:db:e3:43:64:1e:9b:0d:4d:31:66:fa:ab:ab5:
52:99:94:4a3:4a:d0:52:¢c5:34:f5:18:c7:15:5b:ce:74:c2:fc:
6l:ea:55:aa:f1:2£:82:a3:6a:95:8d:7e:2b:38:49:4f:bf:bl:
68:7b:1b:24:8b:1f:4d:c5:77:f0:71:af:9¢c:34:c8:7a:82:50:
09:22:19:6e:¢c6:30:4f:da:a2:79:08:f9:d0:£f£:85:d9:2a:84:
cf:0c:aa:75:8£:72:¢c9:a7:22:83:e8:8b:cf:ed:0c:69:75:b6:
2a:7b:6b:58:99:01:d8:34:ad:e1:89:25:27:1b:fa:d9%:6d:32:
97:3a:0b:0a:8e:a3:9%9:e3:f4:e0:d6:1a:c9:b5:14:8c:3e:54:
3b:37:17:1a:93:44:84:8b:4a:87:97:1e:76:43:3e:d3:ec:8b:
7€:56:4a:3£:01:31:c0:e5:58:fb:50:ce:6f:bl:e7:35:£9:b7:
a3:ef:6b:3b:21:95:37:a6:50:8f:f0:15:18:36:65:89:al1:9c:
90:69:00:b4:bl:65:6a:bc:11:2d:d4:9b:b4:97:cc:cb:7a:0c:
16:11:c1:75:58:7e:13:ab:56:3¢c:3£:93:5b:95:24:¢c6:54:52:
1f:86:a29:16:ce:d%:ea:8b:3a:£3:4f:c4:8f:ad:de:e8:3e:3c:
d2:51:51:ad:33:7£:d8:¢c5:33:24:26:£f1:2d:9d:0e:9£:55:d0:
68:bf:af:bd:68:4a3:40:08:bc:92:a0:62:54:7d:16:7b:36:29:
15:bl:cd:58:8e:fb:4a:f2:3e:94:8b:fe:56:95:cc:24:32:af:
5£:71:99:18:ed:0c:64:94:£7:54:48:87:48:d0:6d:b3:42:04:
96:03:73:a2:8e:8a:6a:b2:af:ee:56:19:al:c6:35:12:59:ad:
19:6a:fe:e0:f1:27:cc:96:4e:£f0:4f:fb:6a:bd:ce:05:2c:aa:
79:7c:df:02:5c:ca:53:7d:60:12:88:7c:ce:15:c7:d4:02:27:
cl:ab:cf:71:30:1e:14:ba
WARNING: no nonce in response
Response verify OK
csc-prod-ONTAP-Mediator.pem: good

This Update: Feb 28 05:00:00 2023 GMT



Next Update: Mar 4 04:59:59 2023 GMT

+ openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath

/etc/pki/tls csc-prod-ONTAP-Mediator.pem
csc-prod-ONTAP-Mediator.pem: OK

+ openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath

/etc/pki/tls tsa-prod-ONTAP-Mediator.pem
tsa-prod-ONTAP-Mediator.pem: OK

+ openssl ts -verify -data ontap-mediator-1.8.0.sig
1.8.0.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator
prod-ONTAP-Mediator.pem

Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK

+ openssl ts -verify -data ontap-mediator-1.8.0 -in
1.8.0.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem
prod-ONTAP-Mediator.pem

Using configuration from /etc/pki/tls/openssl.cnf
Verification: OK

-in ontap-mediator-

.pem -untrusted tsa-

ontap-mediator-
-untrusted tsa-

+ openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature

ontap-mediator-1.8.0.si1g ontap-mediator-1.8.0
Verified OK
[root@scspa2695423001 ontap-mediator-1.8.01#

ONTAP SHMX} AX| mi7|X| S A X|ghL{ct

ONTAP SHMA MH|AS EX|5H2H EX| 7 |X[E EU = AE0|M EX| 22|XHS LABHOF

SfLIC.

EHA|

1. x| Z2O4S dHstn Heof w2t TETE0| SERLICHL

./ontap-mediator-1.8.0/ontap-mediator-1.8.0 -y

[root@scs000099753 ~]# ./ontap-mediator-1.8.0/ontap-mediator-1.8.0 -y

clof LR AFS MAStD WRs Ii7|XIS MKt

X Z=MAT1EH
A= F2 LI O|EHX| &Qlst= HAIXIZE FEAIE LT

LY

2. ONTAP ZX{Xt 1.452E UEFI A|ARI0|AM Hot RE! 7{L| 0| Z-dotE LTt 2ot 2E0] 2Hdstz|H MX|

2ot 7|12 S5517| flet 7t HAIE sAstiof LIt

° README It Q| X|&of w2} SCST 72 ZE0f| M eLCt.

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-

signing

SAEO0 OfF KT SIHAF7F

ot
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° 2Rt 7|1E HsLit

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

() 4% = README T2} 7| 91| AIAR 20| RIZELCH



ONTAP ZXXt MX|o| o2& £8)

[root@sdot-r730-0003a-d6 ~]# ontap-mediator-1.8.0/ontap-mediator-1.8.0
Y

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
Error querying OCSP responder
WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate
SKIPPING: Code signature check, manual override due to lack of OCSP
response
+ Unpacking the ONTAP Mediator installer
ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API (mediatoradmin).

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall
success
success

success

FHAFH A H AR H SRS A R A
Preparing for installation of ONTAP Mediator packages.

+ Installing required packages.

27
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Updating Subscription Management repositories.
Unable to read consumer identity

This system is not registered with an entitlement server. You can use
subscription-manager to register.

Last metadata expiration check: 272 days, 23:59:05 ago on Thu 07 Sep
2023 11:37:05 AM EDT.

Package openssl-1:1.1.1k-9.el8 7.x86 64 is already installed.
Package libselinux-utils-2.9-8.e18.x86 64 is already installed.
Package perl-Data-Dumper-2.167-399.el8.x86 64 is already installed.
Package bzip2-1.0.6-26.e18.x86 64 is already installed.

Package efibootmgr-16-1.e18.x86 64 is already installed.

Package mokutil-1:0.3.0-12.e18.x86 64 is already installed.

Package python3-pip-9.0.3-23.el8.nocarch is already installed.
Package policycoreutils-python-utils-2.9-24.el8.noarch is already
installed.

Dependencies resolved.

Package
Architecture Version
Repository Size
Installing:
elfutils-libelf-devel
x86 64 0.189-3.e18
Local-BaseOS 62 k
gcc
x86 64 8.5.0-20.e18
Local-AppStream 23 M
kernel-devel
x86 64 4.18.0-513.e18
Local-BaseOS 24 M
make
x86 64 1:4.2.1-11.e18
Local-BaseOS 498 k
openssl-devel
x86 64 1:1.1.1k-9.el8 7
Local-BaseOS 2.3 M
patch



x86 64
Local-BaseOS

perl-ExtUtils-MakeMaker

noarch
Local-AppStream
python39

x86 64

2.module+el8.9.0+19644+d68£775d

Local-AppStream
python39-devel
x86 64

2.module+el8.9.0+19644+d68£775d

Local-AppStream
redhat-1lsb-core
x86 64

Local-AppStream

Installing dependencies:

annobin
x86 64
Local-AppStream
cppP
x86 64
Local-AppStream
dwz
x86 64
Local-AppStream
efi-srpm-macros
noarch
Local-AppStream
gcc-plugin-annobin
x86 64
Local-AppStream
ghc-srpm-macros
noarch
Local-AppStream
glibc-devel
x86 64
Local-BaseOS
glibc-headers
x86 64
Local-BaseOS
go—-Srpm-macros
noarch
Local-AppStream
isl
x86 64

138

1:7.34-1.el8

301
3.9,17=
34
3.9.17=
229
4.1-47.el8

45

11.13-2.e18

972

8.5.0-20.e18
10

0.12-10.el18
109

3=3.aly
22

8.5.0-20.e18
36

1.4.2-7.e18
9.4

2.28-236.el8
84

2.28-236.el8
489

2=17.e1l8
13

0.16.1-6.e18
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Local-AppStream
kernel-headers
x86 64
Local-BaseOS
keyutils-libs-devel
x86 64
Local-BaseOS
krb5-devel
x86 64
Local-BaseOS
libcom err-devel
x86 64
Local-BaseOS
libkadmb
x86 64
Local-BaseOS
libselinux-devel
x86 64
Local-BaseOS
libsepol-devel
x86 64
Local-BaseOS
libverto-devel
x86 64
Local-BaseOS
libxcrypt-devel
x86 64
Local-BaseOS
libzstd-devel
x86 64
Local-BaseOS
m4
x86 64
Local-BaseOS
mailx
x86 64
Local-BaseOS
ncurses-compat-1libs
x86 64
Local-BaseOS
ocaml-srpm-macros
noarch
Local-AppStream
openblas-srpm-macros
noarch
Local-AppStream

841 k

4.18.0-513.e18
11 M

1.5.10-9.e18
48 k

1.18.2-25.e18 8
562 k

1.45.6-5.e18
39 k

1.18.2-25.e18_8
188 %

2.9-8.e18
200 k

2.9-3.e18
87 k

0.3.2-2.el8
18 k

4.1.1-6.e18
25 k

1.4.4-1.e18
44 k

1.4.18-7.el18
223 k

12.5=29.cl8
257 k

6.1-10.20180224.e18

329 k
5-4.el8

9.5 k
2=2.el8

8.0 k



pcre2-devel

x86 64

Local-BaseOS
pcre2-utfl6

x86 64

Local-BaseOS
pcre2-utf32

x86 64

Local-BaseOS
perl-CPAN-Meta-YAML
noarch
Local-AppStream
perl-ExtUtils-Command
noarch
Local-AppStream
perl-ExtUtils-Install
noarch
Local-AppStream
perl-ExtUtils-Manifest
noarch
Local-AppStream
perl-ExtUtils-ParseXS
noarch
Local-AppStream
perl-JSON-PP

noarch
Local-AppStream
perl-Test-Harness
noarch
Local-AppStream
perl-devel

x86 64
Local-AppStream
perl-srpm-macros
noarch
Local-AppStream
perl-version

x86 64
Local-AppStream
postfix

x86 64

Local-BaseOS
python-rpm-macros
noarch
Local-AppStream
python-srpm-macros

10.32-3.el18 6
605 k

10.32-3.el18 6
229 k

10.32-3.el18 6
220 k

0.018-397.e18
34 k

1:7.34-1.e18
19 k

2.14-4.e18
46 k

1.70-395.e18
37 k

1:3.35-2.e18
83 k

1:2.97.001-3.e18
68 k

1:3.42-1.e18
279 k

4:5.26.3-422.e18
600 k

1-25.e18
11 k

6:0.99.24-1.e18
67 k

2:3.5.8-7.el8
1.5 M

3-45.e18
16 k
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noarch
Local-AppStream
python3-pyparsing
noarch
Local-BaseOS
python3-rpm-macros
noarch
Local-AppStream
python39-1ibs
x86 64
2.module+el8.9.0+19644+d68£f775d
Local-AppStream
python39-pip-wheel
noarch
8.module+el8.9.0+19644+d68£775d
Local-AppStream
python39-setuptools-wheel
noarch
4 .module+el8.9.0+19644+d68£775d
Local-AppStream
gtb-srpm-macros
noarch
Local-AppStream
redhat-1lsb-submod-security
x86 64
Local-AppStream
redhat-rpm-config
noarch
Local-AppStream
rust-srpm-macros
noarch
Local-AppStream
spax
x86 64
Local-BaseOS
systemtap-sdt-devel
x86 64
Local-AppStream
zlib-devel
x86 64
Local-BaseOS
Installing weak dependencies:
bison
x86 64
Local-AppStream
flex

3-45.e18
16 k

2.1.10-7.el8

142 k
3-45.e18

15 k
3.9.17=

8.2 M
20.2.4-

1.1 M
50, 3.2=

497 k

S5cd5.3=1.alE
11 k

4.1-47.e18
22 k

131=1 . @l
91 k

5=2 . @8

L.5.3=13.@l

217 k

4.9-3.el8
88 k

1.2.11=25.e18

59 k

3.0.4-10.e18
688 k



x86 64 2.6.1-9.e18
Local-AppStream 320 k
perl-CPAN-Meta

noarch 2.150010-396.e18
Local-AppStream 191 k
perl-CPAN-Meta-Requirements

noarch 2.140-396.e18
Local-AppStream 37 k
perl-Encode-Locale

noarch 1.05-
10.module+el8.3.0+6498+9%eecfeb5l1

Local-AppStream 22 k
perl-Time-HiRes

x86 64 4:1.9758-2.e18
Local-AppStream 61 k
python39-pip

noarch 20.2.4-
8.module+el8.9.0+19644+d68f775d

Local-AppStream 1.9 M
python39-setuptools

noarch 50.3.2-

4 .module+el8.9.0+19644+d68£775d

Local-AppStream 871 k
Enabling module streams:

python39

3.9

Transaction Summary

Install 71 Packages

Total size: 95 M

Installed size: 224 M

Is this ok [y/N]: y

Downloading Packages:

Red Hat Enterprise Linux 9 - BaseOS

45 kB/s | 5.0 kB 00:00

Importing GPG key OxFD431D51:

Userid : "Red Hat, Inc. (release key 2) <security@redhat.com>"
Fingerprint: 567E 347A D004 4ADE 55BA 8AS5F 199E 2F91 FD43 1D51
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Is this ok [y/N]: y

Key imported successfully
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Importing GPG key 0xD4082792:

Userid : "Red Hat, Inc. (auxiliary key) <security@redhat.com>"
Fingerprint: 6A6A A7C9 7C88 90AE C6AE BFE2 F76F 66C3 D408 2792
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

Is this ok [y/N]: y

Key imported successfully

Running transaction check

Transaction check succeeded.

Running transaction test

Transaction test succeeded.

Running transaction
Preparing
1/1
Installing
1/71
Installing
2/71
Installing
3/71

Running scriptlet:

3/71
Installing
4/71
Installing
5/71
Installing
6/71
Installing
7/71
Installing
8/71
Installing
9/71
Installing
10/71
Installing
11/71

Running scriptlet:

11/71
Installing
12/71
Installing
13/71

Running scriptlet:

13/71
Installing

python-srpm-macros-3-45.el8.noarch

perl-version-6:0.99.24-1.e18.x86 64

m4-1.4.18-7.el18.x86 64

m4-1.4.18-7.el18.x86 64

perl-CPAN-Meta-Requirements-2.140-396.el8.noarch

python-rpm-macros-3-45.el8.noarch

python3-rpm-macros-3-45.el8.noarch

perl-Time-HiRes-4:1.9758-2.e18.x86 64

perl-JSON-PP-1:2.97.001-3.el8.noarch

perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch

zlib-devel-1.2.11-25.e18.x86 64

make-1:4.2.1-11.e18.x86 64

make-1:4.2.1-11.e18.x86 64

perl-Test-Harness-1:3.42-1.el8.noarch

bison-3.0.4-10.e18.x86 64

bison-3.0.4-10.e18.x86 64

flex-2.6.1-9.e18.x86 64



14/71

Running scriptlet:

14/71
Installing
15/71
Installing
16/71
Installing
17/71
Installing
4 .module+el8
18/71
Installing
8.module+el8
19/71
Installing
2 .module+el8
20/71
Installing
2 .module+el8
21/71

flex-2.6.1-9.e18.x86_ 64

rust-srpm-macros-5-2.el8.noarch

redhat-lsb-submod-security-4.1-47.e18.x86 64

gt5-srpm-macros-5.15.3-1.el8.noarch

python39-setuptools-wheel-50.3.2-
.9.0+19644+d68f775d.noarch

python39-pip-wheel-20.2.4-
.9.0+19644+d68f775d.noarch

python39-1ibs-3.9.17-
.9.0+19644+d68£775d.x86 64

python39-3.9.17-
.9.0+19644+d68£775d.x86 64

Running scriptlet: python39-3.9.17-

2.module+el8
21/71

Installing
4 .module+el8
22/71

.9.0+19644+d68£775d.x86 64

python39-setuptools-50.3.2-
.9.0+19644+d68f775d.noarch

Running scriptlet: python39-setuptools-50.3.2-

4 .module+el8
22/71

Installing
8.module+el8
23/71

Running scriptlet:

8.moduletel8
23/71
Installing
24/71
Installing
25/71
Installing
26/71
Installing

.9.0+19644+d68f775d.noarch

python39-pip-20.2.4-
.9.0+19644+d68f775d.noarch

python39-pip-20.2.4-
.9.0+19644+d68f775d.noarch

perl-srpm-macros-1-25.el8.noarch

perl-ExtUtils-Manifest-1.70-395.el8.noarch

perl-ExtUtils-Command-1:7.34-1.el8.noarch

perl-Encode-Locale-1.05-

10.module+el8.3.0+6498+9%eecfebl.noarch

27/71
Installing

perl1-CPAN-Meta-YAML-0.018-397.el8.noarch
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28/71
Installing
29/71
Installing
30/71
Installing
31/71
Installing
32/71

Running scriptlet:

32/71
Installing
33/71
Installing
34/71
Installing
35/71
Installing
36/71
Installing
37/71

Running scriptlet:

37/71
Installing
38/71

Running scriptlet:

38/71
Installing
39/71
Installing
40/71

Running scriptlet:

41/71
Installing
41/71

Running scriptlet:

41/171
Installing
42/171
Installing
43/71
Installing
44/71
Installing
45/171
Installing

perl-CPAN-Meta-2.150010-396.el8.nocarch

openblas-srpm-macros-2-2.el8.noarch

ocaml-srpm-macros-5-4.el8.noarch

1is1-0.16.1-6.e18.x86 64

is1-0.16.1-6.e18.x86 64

go-srpm-macros-2-17.el8.noarch

ghc-srpm-macros-1.4.2-7.el8.noarch

efi-srpm-macros-3-3.el8.noarch

dwz-0.12-10.e18.x86_64

cpp-8.5.0-20.e18.x86_ 64

cpp-8.5.0-20.e18.x86_ 64

spax-1.5.3-13.e18.x86 64

spax-1.5.3-13.e18.x86 64

python3-pyparsing-2.1.10-7.el8.noarch

systemtap-sdt-devel-4.9-3.el18.x86 64

postfix-2:3.5.8-7.e18.x86_ 64

postfix-2:3.5.8-7.el8.x86 64

postfix-2:3.5.8-7.e18.x86 64

pcre2-utf32-10.32-3.el18 6.x86 64

pcre2-utfl6-10.32-3.e18 6.x86 64

pcre2-devel-10.32-3.el18 6.x86 64

patch-2.7.6-11.e18.x86_ 64

ncurses-compat-1ibs-6.1-10.20180224.e18.x86 64



46/71
Installing
47/71
Installing
48/71
Installing
49/71
Installing
50/71
Installing
51/71
Installing
52/71
Installing
53/71
Installing
54/71
Installing
55/71
Installing
56/71
Installing
57/71
Installing
58/71

Running scriptlet:

59/71
Installing
59/71
Installing
60/71
Installing
61/71

Running scriptlet:

61/71
Installing
62/71

Running scriptlet:

62/71
Installing
63/71
Installing
64/71
Installing
65/71

Running scriptlet:

mailx-12.5-29.e18.x86 64

libzstd-devel-1.4.4-1.e18.x86 64

elfutils-libelf-devel-0.189-3.18.x86 64

libverto-devel-0.3.2-2.e18.x86 64

libsepol-devel-2.9-3.e18.x86 64

libselinux-devel-2.9-8.e18.x86 64

libkadm5-1.18.2-25.e18 8.x86 64

libcom err-devel-1.45.6-5.e18.x86 64

keyutils-libs-devel-1.5.10-9.e18.x86 64

krb5-devel-1.18.2-25.e18 8.x86 64

openssl-devel-1:1.1.1k-9.e18 7.x86 64

kernel-headers-4.18.0-513.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

libxcrypt-devel-4.1.1-6.e18.x86 64

glibc-devel-2.28-236.e18.x86_ 64

glibc-devel-2.28-236.e18.x86 64

gcc-8.5.0-20.e18.x86_ 64

gcc-8.5.0-20.e18.x86 64

annobin-11.13-2.el18.x86 64

gcc-plugin-annobin-8.5.0-20.e18.x86 64

redhat-rpm-config-131-1.el8.noarch

redhat-rpm-config-131-1.el8.noarch
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65/71
Installing
66/71
Installing
67/71
Installing
68/71
Installing
69/71
Running scriptlet:
69/71
Installing
70/71
Installing

perl-ExtUtils-Install-2.14-4.el8.noarch

perl-devel-4:5.26.3-422.e18.x86 64

perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch

kernel-devel-4.18.0-513.e18.x86 64

kernel-devel-4.18.0-513.e18.x86 64

redhat-1lsb-core-4.1-47.e18.x86 64

python39-devel-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64

71/71
Running scriptlet:

python39-devel-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64

71/71
Verifying
1/71
Verifying
2/71
Verifying
3/71
Verifying
4/71
Verifying
5/71
Verifying
6/71
Verifying
7/71
Verifying
8/71
Verifying
9/71
Verifying
10/71
Verifying
11/71
Verifying
12/71
Verifying
13/71
Verifying

elfutils-libelf-devel-0.189-3.e18.x86 64

glibc-devel-2.28-236.e18.x86 64

glibc-headers-2.28-236.e18.x86 64

kernel-devel-4.18.0-513.e18.x86 64

kernel-headers-4.18.0-513.el18.x86 64

keyutils-libs-devel-1.5.10-9.e18.x86 64

krb5-devel-1.18.2-25.e18 8.x86 64

libcom err-devel-1.45.6-5.el18.x86 64

libkadm5-1.18.2-25.e18 8.x86 64

libselinux-devel-2.9-8.e18.x86 64

libsepol-devel-2.9-3.e18.x86_ 64

libverto-devel-0.3.2-2.e18.x86 64

libxcrypt-devel-4.1.1-6.e18.x86 64

libzstd-devel-1.4.4-1.e18.x86 64



14/71

Verifying : m4-1.4.18-7.e18.x86 64
15/71

Verifying : mailx-12.5-29.e18.x86 64
16/71

Verifying : make-1:4.2.1-11.e18.x86 64
17/71

Verifying : ncurses-compat-1ibs-6.1-10.20180224.18.x86 64
18/71

Verifying : openssl-devel-1:1.1.1k-9.e18 7.x86 64
19/71

Verifying : patch-2.7.6-11.e18.x86 64
20/71

Verifying : pcre2-devel-10.32-3.e18 6.x86 64
21/71

Verifying : pcre2-utfl6-10.32-3.e18 6.x86 64
22/71

Verifying : pcre2-utf32-10.32-3.el8 6.x86 64
23/71

Verifying : postfix-2:3.5.8-7.e18.x86 64
24/71

Verifying : python3-pyparsing-2.1.10-7.el8.noarch
25/71

Verifying : spax-1.5.3-13.el18.x86 64
26/71

Verifying : zlib-devel-1.2.11-25.e18.x86 64
27/71

Verifying : annobin-11.13-2.e18.x86 64
28/71

Verifying : bison-3.0.4-10.e18.x86 64
29/71

Verifying : cpp-8.5.0-20.e18.x86 64
30/71

Verifying : dwz-0.12-10.e18.x86 64
31/71

Verifying : efi-srpm-macros-3-3.el8.noarch
32/71

Verifying : flex-2.6.1-9.e18.x86 64
33/71

Verifying : gcc-8.5.0-20.e18.x86 64
34/71

Verifying : gcc-plugin-annobin-8.5.0-20.e18.x86 64
35/71

Verifying : ghc-srpm-macros-1.4.2-7.el8.noarch
36/71

Verifying : go-srpm-macros-2-17.el8.noarch
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37/71
Verifying
38/71
Verifying
39/71
Verifying
40/71
Verifying
41/71
Verifying
42/171
Verifying
43/71
Verifying

1s1-0.16.1-6.e18.x86 64

ocaml-srpm-macros-5-4.el8.noarch

openblas-srpm-macros-2-2.el8.noarch

perl-CPAN-Meta-2.150010-396.el8.noarch

perl-CPAN-Meta-Requirements-2.140-396.el18.noarch

perl-CPAN-Meta-YAML-0.018-397.el8.noarch

perl-Encode-Locale-1.05-

10.module+el8.3.0+6498+9%eecfebl.noarch

44/71
Verifying
45/171
Verifying
46/171
Verifying
47/171
Verifying
48/171
Verifying
49/71
Verifying
50/71
Verifying
51/71
Verifying
52/71
Verifying
53/71
Verifying
54/71
Verifying
55/71
Verifying
56/71
Verifying
57/71
Verifying
58/71
Verifying

perl-ExtUtils-Command-1:7.34-1.el8.noarch

perl-ExtUtils-Install-2.14-4.el8.noarch

perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch

perl-ExtUtils-Manifest-1.70-395.el8.noarch

perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch

perl-JSON-PP-1:2.97.001-3.el8.noarch

perl-Test-Harness-1:3.42-1.el8.noarch

perl-Time-HiRes-4:1.9758-2.e18.x86 64

perl-devel-4:5.26.3-422.e18.x86 64

perl-srpm-macros-1-25.el8.noarch

perl-version-6:0.99.24-1.e18.x86 64

python-rpm-macros-3-45.el8.noarch

python-srpm-macros-3-45.el8.noarch

python3-rpm-macros-3-45.el8.noarch

python39-3.9.17-

2.module+el8.9.0+19644+d68£775d.x86 64



59/71
Verifying

2.module+el8.

60/71
Verifying

2.module+el8.

61/71
Verifying

8 .module+elS8.

62/71
Verifying

8 .module+el8.

63/71
Verifying

4 .module+elS8.

64/71
Verifying

4 .module+el8.

65/71
Verifying
66/71
Verifying
67/71
Verifying
68/71
Verifying
69/71
Verifying
70/71
Verifying
71/71

python39-devel-3.9.17-

.0+19644+d68£775d.x86_ 64

python39-1ibs-3.9.17-

.0+19644+d68£775d.x86_ 64

python39-pip-20.2.4-

.0+19644+d68f775d.noarch

python39-pip-wheel-20.2.4-

.0+19644+d68f775d.noarch

python39-setuptools-50.3.2-

.0+19644+d68f775d.noarch

python39-setuptools-wheel-50.3.2-

.0+19644+d68f775d.noarch

gt5-srpm-macros-5.15.3-1.el8.noarch

redhat-1lsb-core-4.1-47.el18.x86 64

redhat-lsb-submod-security-4.1-47.e18.x86 64

redhat-rpm-config-131-1.el8.noarch

rust-srpm-macros-5-2.el8.noarch

systemtap-sdt-devel-4.9-3.el18.x86 64

Installed products updated.

Installed:

annobin-11.13-2.e18.x86 64
bison-3.0.4-10.e18.x86 64
cpp-8.5.0-20.e18.x86 64

dwz-0.12-10.e18.x86 64
efi-srpm-macros-3-3.el8.noarch
elfutils-libelf-devel-0.189-3.e18.x86 64

flex-2.6.1-9.e18.x86 64
gcc-8.5.0-20.e18.x86 64
gcc-plugin-annobin-8.5.0-20.e18.x86 64

ghc-srpm-macros-1.4.2-7.el8.noarch
glibc-devel-2.28-236.e18.x86 64
glibc-headers-2.28-236.e18.x86 64
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go-srpm-macros-2-17.el8.noarch
is1-0.16.1-6.e18.x86 64
kernel-devel-4.18.0-513.e18.x86 64
kernel-headers-4.18.0-513.e18.x86 64
keyutils-libs-devel-1.5.10-9.e18.x86 64
krb5-devel-1.18.2-25.e18 8.x86 64
libcom err-devel-1.45.6-5.e18.x86 64
libkadm5-1.18.2-25.e18 8.x86 64
libselinux-devel-2.9-8.el18.x86 64
libsepol-devel-2.9-3.e18.x86 64
libverto-devel-0.3.2-2.e18.x86 64
libxcrypt-devel-4.1.1-6.e18.x86 64
libzstd-devel-1.4.4-1.e18.x86 64
m4-1.4.18-7.e18.x86 64
mailx-12.5-29.e18.x86 64
make-1:4.2.1-11.e18.x86 64
ncurses—-compat-1ibs-6.1-10.20180224.e18.x86 64
ocaml-srpm-macros-5-4.el8.noarch
openblas-srpm-macros-2-2.el8.noarch
openssl-devel-1:1.1.1k-9.el18 7.x86 64
patch-2.7.6-11.e18.x86 64
pcre2-devel-10.32-3.e18 6.x86 64
pcre2-utfl6-10.32-3.e18 6.x86 64
pcre2-utf32-10.32-3.e18 6.x86 64
perl-CPAN-Meta-2.150010-396.el8.noarch
perl-CPAN-Meta-Requirements-2.140-396.el8.noarch
perl-CPAN-Meta-YAML-0.018-397.el8.noarch
perl-Encode-Locale-1.05-10.module+el8.3.0+6498+9%eecfeb5l.noarch
perl-ExtUtils-Command-1:7.34-1.el8.noarch
perl-ExtUtils-Install-2.14-4.el8.noarch
perl-ExtUtils-MakeMaker-1:7.34-1.el8.noarch
perl-ExtUtils-Manifest-1.70-395.el8.noarch
perl-ExtUtils-ParseXS-1:3.35-2.el8.noarch
perl-JSON-PP-1:2.97.001-3.el8.noarch
perl-Test-Harness-1:3.42-1.el8.noarch
perl-Time-HiRes-4:1.9758-2.el18.x86 64
perl-devel-4:5.26.3-422.e18.x86 64
perl-srpm-macros-1-25.el8.noarch
perl-version-6:0.99.24-1.e18.x86 64
postfix-2:3.5.8-7.e18.x86 64
python-rpm-macros-3-45.el8.noarch
python-srpm-macros-3-45.el8.noarch
python3-pyparsing-2.1.10-7.el8.noarch
python3-rpm-macros-3-45.el8.noarch
python39-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64
python39-devel-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64



python39-1ibs-3.9.17-2.module+el8.9.0+19644+d68£775d.x86 64
python39-pip-20.2.4-8.module+el8.9.0+19644+d68f775d.noarch
python39-pip-wheel-20.2.4-8.module+el8.9.0+19644+d68f775d.noarch
python39-setuptools-50.3.2-4 . module+el8.9.0+19644+d68f775d.noarch
python39-setuptools-wheel-50.3.2-4.module+el8.9.0+19644+d68f775d.noarch
gt5-srpm-macros-5.15.3-1.el8.noarch
redhat-1lsb-core-4.1-47.e18.x86 64
redhat-lsb-submod-security-4.1-47.e18.x86 64
redhat-rpm-config-131-1.el8.noarch
rust-srpm-macros-5-2.el8.noarch
spax-1.5.3-13.e18.x86 64
systemtap-sdt-devel-4.9-3.e18.x86 64
zlib-devel-1.2.11-25.18.x86 64

Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.MRjxkr/ontap-
mediator-1.8.0/ontap-mediator-1.8.0/install 20240606113556.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20240606113556.109)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work unless
the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modu
le-signing
to sign the SCST kernel module. Note that reboot will be
needed.
SCST will not start automatically when Secure Boot is enabled and
not configured properly.

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior

to use for production.

43



For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current

0S. Using 'yum update' to upgrade the kernel might cause
service interruption.

For more information, see /opt/netapp/lib/ontap mediator/README

HX|E =elg|ct

ONTAP XIS £%[et 20l= ONTAP SHMX} MH| A7 M3 ZQIX| 2FQlsof gfL|Ct.

CHA|
1. ONTAP ZX{X} AH|A AEH E7]:

ad. systemctl status ontap mediator

[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks 0
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl1915530002 ~]1+#

b. systemctl status mediator-scst
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[root@scsprl1915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L—286662 /usr/local/sbin/iscsi-scstd

[root@scsprl915530002 ~]1#

2. ONTAP St MH|A0M AHSH= ZEES =helgtL|Ct.

netstat

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260|31784'

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 338% LISTEN

EREEE

ONTAP A AH|A % AR5t HATH = ONTAP AEZ|X| A|ARIOM ST} 7|52
AHESIEH It 1 HUS Aolof ghict.

* MetroCluster IP 4 0|A ONTAP ZXHAI MH[AE AF23St2H™H 2 H TS AL "MetroCluster |P 74 0f| A
ONTAP ZX|X} MH[A 4",

* SnapMirror & 7|3t AFE0I2H S XS AR "ONTAP SA{AL MH[AE HX[SH20 ONTAP 22 AH

TS el

ONTAP SHA} Hot HMS FLggfL|ct

ONTAP STt MHE 714 7hset of2] 71X| Eot ™S XLt BE dX™o| 7|22
low_space_threshold_mib:10read-only It 0| A |2 E/L|C}.

/opt/netapp/lib/ontap mediator/server config/ontap mediator.user config.yaml

O BYX|El 2= 2f ontap mediator.user config.yaml & 7|22E FAISI 2= ONTAP SR}
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20| =0 CHal K| & LIC.
+H Z “ontap_mediator.user_config.yaml' 0l Af ONTAP SXHX} A|H|AE CHA| A|ZFgfL|Ct,

systemctl restart ontap mediator

@ O| CtE 7|2 YULICt ontap mediator.config.yaml &g 4 gI&LICH

* *EtAL SSL IS ME 7|2 XM ME S| tiMIELZ HX[st= ol A== &d *
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cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’
cert valid days: '1095' # Used to set the expiration
on client certs to 3 years

x509 passin pwd: 'pass:ontap' # passphrase for the signed
client cert

7152 gdsstH of theh 2t Y ELICt window seconds ¥ retry limit

o

FES Plet 52 S S LS 0l =5 022 METHLICH

E—l'

authentication lock window seconds: 300

° 7|2t LHoil 5iH ol Foi7t e H AYE EELIth

authentication failure delay seconds: 5



authentication failure delay seconds: O # seconds (float) to delay

failed auth attempts prior to response, 0 no delay

authentication lock window seconds: null # seconds (int) since the

oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to
allow before locking API access, null = unlimited

* * ONTAP STAt API ALEXE A E S| e S5 #2lS Hojst= 2=

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

* > 0[N R0t o7 372 Moot AEULIC /opt/netapp/lib/ontap mediator E|A3. *

UECHHOH MH| A0 M Z 1 O|HIES HAHSIL|CE
low space threshold mib: 10

* *reserve_log_spaceE N|0fst= HH. *

712802 ONTAP SMA A= 230 B9 C|A3 ol
HAXMOZ AF2Y £ 700MBe| C|AZ ZZt2 JHFI M 1™ 37| oA S THEL|CE

0] 7|5E HIgdststn 7= | A3

Okl

HE AL85HE{H L2 THAIE ™S A2.
a. Ct2 AN M reserve_log_space &t "1"0|A 0" 2 HATIL|C}.
/opt/netapp/lib/ontap mediator/tools/mediator env

- SMAt CEA] AR

i. cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE_LOG SPACE"



RESERVE_LOG_SPACE=0

i. systemctl restart ontap mediator

7|52 ChAl 2435t 22 "0l M ™12 HES D SMALES ChA| AIZSHY A2,

(D C|23 Szt Zbof| Tetstd 7|1& 27} XXX A&LICH O 2= 2F W E 02 SMAE
Hetst CHA| AlESE = oIXl A3 SZtO =2 O|SFLIL.

ONTAP ZMAt AH|AE 22|l Tt

AEXL AHE SE HE, MH|A SX| 8 CHA| 2det, HEf =
MA| E= HHE HIZSE ONTAP SHAL AHIAE 2t2|gfL|
dd, MY = A= EfAL QIS ME CHA|, 1B M 2 ZH| 3l 2 52 ABME 22[e =
oIAL|C}

PN =] .

My

CHZ BXHE AFESHH AFEXL OB 2 HEE + JUASLICH

Of ZfHofl 3

ONTAP ZEXHAt MH|ATE AX[E Linux ZAEO|AM O] 2 STt

x}
O] FHo|| HMAY £ gl= B2 CHS ool EAIE CHE XA Z2E M85 HHS HASHOF Y & ASFLICH

'Jusr/local/bin/S™MXt_username'

L

A

m

gl

f

M & olLIE M=ot ALEX} 0|52 HEYLICE

* *option (a) * : BHE HAHTLICt mediator change user S SEGIA CHS 0|0 EA|E TEZEO
scrstLct
odd .

[root@mediator-host ~]# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~1#

* *option(b) *: Ct= HHS AAefL|Ct,

MDIATOR_USERNAME=&MX}_PASSWORD=mediator2 MEDIATOR_NEW_USERNAME=mediatoradmin
SMXt_CHANGE_USER
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[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~]1#

Of ZhHofl 3

ONTAP SR Xt MH|A T AX| =l Linux SAEO|A 0] 22 SastL|Ct

O] BHO| HMAY & gls B2 CHS ool EAIE CHE MK Z2E M85t HHES HAsHOF Y & ASFLICH

'lusr/local/bin/ZMXt_change_password'

A

[t

M

ol

oX

gLt

f

M T ofLIE MEst Y= E

* *option (a) * : E HHELICt mediator change password CHS 0] EA|E CHE HHEES AS D
TETEO SEELICL

[root@mediator-host ~]1# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
0ld Password:
New Password:
Confirm Password:

The password has been updated successfully.
[root@mediator-host ~]#

* * option(b) *: L= BHS H&eL|Ct.

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

Ol HHAIM= L= 7t "mediator1"0|A "mediator2"2 HALIUSS 20 FLICL

rir

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediator1 MEDIATOR_NEW_PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]#
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ONTAP SH{Xt MH|AS SX|GLICE
ONTAP SHXt MH|AS SX|otAH Ch3 EHAIS S8sHIAI2.

A
1. ONTAP ZHMX} FX|:

systemctl stop ontap mediator
2. SCST &XI:

systemctl stop mediator-scst
3. ONTAP ZXi{Zt %! SCST H|Z-d3h:

systemctl diable ontap mediator mediator-scst

ONTAP SXiX} MH|AE CIHA| 2t M 3ketL|CH
ONTAP St MH|AE CHA| Edetst2H L3 HAIE +ASHHAIL.

THA|
1. ONTAP STt 5! SCST g4

systemctl enable ontap mediator mediator-scst
2. SCST AlZ:

systemctl start mediator-scst
3. ONTAP SHAt A|E}:

systemctl start ontap mediator

Jhot

tolstL|C}

ONTAP ZXX}7t Lot AEfQIX| <ol
ONTAP Z=MAIE M X3 S0|= ONTAP SRR A{H| AT} AlsH Z=0IX| stolsfof ShL|Ct.

EHA|
1. ONTAP SX{X}t MH|A AE} H 7

ad. systemctl status ontap mediator
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[root@scsprl915530002 ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT S$MAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@scsprl915530002 ~1#
b. systemctl status mediator-scst

[root@scsprl915530002 ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
enabled; vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1
weeks 0 days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L 286662 /usr/local/sbin/iscsi-scstd

[root@scsprl1915530002 ~]#

2. ONTAP St MH|A0M AIESH= ZEES =helgtL|Ct.

netstat
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[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"

tcp 0 0 0.0.0.0:31784 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcp6 O 0 :::3260 3338% LISTEN

SAE QX| #2|E >ASH2{H SCSTE 522 MM LT
SCSTE H|7{3t2i 4%|El ONTAP SXiXt H{Z0l| AFBE|= SCST tar HS0| ZREL|CY,

EHA|
1. Ct2 #et 20| XAt SCSTHE

fujo

CLH22ESHH =S SLict

Of HHO| F2... Of tar HSS AFEEILILY...

ONTAP Ex{Xt 1.8

ONTAP =Xt 1.7

ONTAP EX{Xt 1.6

ONTAP =Xt 1.5

ONTAP ZX{Xt 1.4

ONTAP &XXt 1.3

ONTAP SxiXt 1.1

ONTAP ZX{Xt 1.0

2. "scst" C|AE2|0|M C}S

S AL}

a. systemctl stop mediator-scst

b. make scstadm uninstall

C. make iscsi uninstall

scst-3.8.0.tar.bz2

scst - 3.7.0.tar.bz2

scst - 3.7.0.tar.bz2

scst - 3.6.0.tar.bz2

scst - 3.6.0.tar.bz2

scst - 3.5.0.tar.bz2

scst - 3.4.0.tar.bz2

scst - 3.3.0.tar.bz2

d. make usr uninstall
€. make scst uninstall

f. depmod
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SCSTE =322 EX[5tH A E |X| H2[S SHeL|CH

SCSTE #5082 MXs12{ 2 2K/ E ONTAP SXIX 0|l AHBE|E SCST tar HE0| HRELICK EX) 9 #)S
2Lt
1. "scst" CIHE2[O|M CHE TES HAELIC.

ad. make Z2release

b. make scst install

C. make usr install

d. make iscsi install

€. make scstadm install

f. depmod

9. cp scst/src/certs/scst_module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/.

h. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/.

I. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

2. MEiMOZ Secure Boot7t ZM3}E[0] U= AR MEESH | Hoj| CHS THAIE SESHIAIL.

a. "scst_vdisk", "scst" & "iscsi_scst" ZE2| Zt It 0|2 S SHQIELLC.

[root@localhost ~]# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~1# modinfo -n iscsi scst

b. {4 Ya|AE BHolgt|ct,

-

[root@localhost ~]1# uname -r
c. AHE=E 2t mrof ME:

[root@localhost ~]# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

~module-filename

d. UEFI Ho{2t SHIE 7|15 ZXIYLICt



UEFI 7| 2X| X|&2 L= 8 AtO[EOf M 2fold = ASLILH.

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

A4z UEFI 7|= L3 ?IX[0f AL

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3. MR

reboot

ONTAP EAHX} MH|AE H[HEL|CE
L3t AL ONTAP MKt MH|AZ HHE 4 Y&LICH

Al Est7| FHof|
ONTAP ZxX} MH|AZ H|H8L7| F0oll ONTAP SXHXIS ONTAPO| A E2|8l0F ShL|C}.

Of Zreiof Chat

ONTAP ZHAt MH|ATF MX|El Linux SAEO|AM O] =S 4=Hsl{of hL|Ct.
O] HHO| ANAL £ Q= AR LIS ool EAIE CHE XA ZE2E ARSI HHS Maisjof & 4 Q&L|Ct.
'lusr/local/bin/uninstall_ontap ZXX}'

CHA|
1. ONTAP S Xt MH|AE H|AEHL|C}.

uninstall_ontap_Z XX}

[root@mediator-host ~]# uninstall ontap mediator
ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)
+ Remove successful.

[root@mediator-host ~]#

K| MEE Al ASME BHA| HEELICH
ChE HAHS AFBSI0] 2IA| XHH| MBE OIZMS ChA| 4T £ UBLICE

Of ZhHofl CHaH
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* ONTAP SX{X} AH| AT} A AsHBHLICH

=
* ONTAP ZMXIE HX|ot £ SAEQ| SAE 0| K= IP AT HEE|O] MME XHA| MEE AS M7t AL E|X|
ol

o 20|t 0] TS S 4 QBLICH
* QA RHH| MEE QIS ATt A2IE 4 QUi ELAF QB AE CHHIEIT Of SRS ALSOHO] Q1B AIS ChAl 4BtLICt
AP MBE! QIZ A7} @1OB 0] HAP7H AmjetLic

ChA|
M S AEOf CHall XbH| MBE M A QIS ME CHA| H-dot2{H CHE HAIE sASHAIL.

1. ONTAP Xt MH|AE CrA| AJZFEL|CE

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key
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* ONTAP SRR MH|ATF EX|E Linux A E0M 0] 2HE =AgL(C}
57

© HHE XA MBE QAISME MEE = AETS |2l M 7EM 2 IS M= WK|3Hof St= H<2 O

|
HAUS Y + ASLICH OfFA St2H MY £ A= PKISH 7| &) Zetol| HMAS 4 U0{of BTt

1CHA|: CA QIZME e Z5H= EIMERE QS ME HHELICE
CIS EXIE ALY PKI 7| 2228 E QIZME 8 & JUSLICL
CHS old[of| M= Rt MEE QB M HE, = E WHSH= HHE 20| FLICt ca.key, ca.csr, ca.srl, ¥

ca.crt Ol AELICt /opt/netapp/lib/ontap mediator/ontap mediator/server config/ EMl‘
ABM HE] ALE.

@ Of KXol A= ONTAP SHAF MH| A0 BR3Pt QIS M| ERot 7|&S 2o FLIC. o] BXtet OHE
YHOZ PKI 7|22 ZRE QISME HE 4 JAFLICE HIZL|A Q70 w2t BAHE ZFYYLICH

1. 74Ql 7|18 THELICE ca. key W 74 MY openssl ca.cnf PKI 7| 2H0|M QIS ME MHst7| o AL2ELICE.
a. el 7|18 MELLICE ca. key:
L] 04' *
openssl genrsa -aes256 -out ca.key 4096

a. 714 I openssl ca.cnf (0l X

/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.cnf)2
MAME| olZ= M0l 9100} 3H= &M S & o|stL|C}.

OL- LLO — 1o0o=2 o

2. 71 7] 8! M mpA S AFESI0] QIBM ME @ES MHELICt ca.csr:
o Off: *

openssl req -key <private key name>.key -new -out <certificate csr name>.csr
-config <config file name>.cnf

[root@scs000216655 server configl# openssl req -key ca.key -new -config
openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@scs000216655 server configl# cat ca.csr

MIIE6TCCAtECAQAWgaMxCzAJBgNVBAYTALIVTMRMwEQYDVQQIDAPDYWxpZmOybmlh

erARKhY9z0e8BHP13g==

PKI Hot2 @S =2elst off MEHLICH .csro M ABME MYERLCH “ca.crt.
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SnapMirror Business Continuity(SM-BC) 22{AE 2| B QABME FIto0of ELICE ca.crt
@ ONTAP 22{AE{Z 00| 13|0|MSHL|C} 8 AFESHAIAIR "SM-BCE ONTAP =X} 2
22AHE gL Ct.

CHA|: EFA} CA QIS M2 M3 M QIS ME MAMBHL|C}

MH QIZ M= el 7|2 MESHOF BLICH ca. key R EFAL Q1B M ca.crt. ESH 714 THUE JELICE
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf
OpenSSLOIA 233t MH QIS Mol URtt M8 XM= EX E40| ZetE(of ABLICH

CtS S AFES0] MH ASME dde = ASLICH

glo

i
A IZAE MASt{H BLiolA CHe BYS ML

/opt/netapp/llb/ontap_medlator/ontap_mediator/server_config:

openssl reqg -config openssl server.cnf -extensions v3 req -nodes -newkey rsa:4096
-sha512 -keyout ontap mediator server.key -out ontap mediator server.csr

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt -CAkey
ca.key -CAcreateserial -sha5l12 -days 1095 -reg -in ontap mediator server.csr -out
ontap mediator server.crt

-CAcreateserial M2 ALE6I IAS MMHBILICE ca.srl.

3EH: ONTAP SHAL -E0M MZ2 EtAt CA St MH ASME WA|BfLICH

QIEM FHE o Qi 74 melo| ONTAP EXIXE AH| A0 HZEL|ct
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.config
.yaml. O] ItYol= Ct3 3t 22 40| ZeE|of JASLICE

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediato
r server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediato
r server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

* cert path % key path At QIZA HQULICE

* ca _cert path,ca key path, ¥ ca serial path CAQIZA HaL|CE
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THA|
1. & WHELIC ca. * EMAL AB M7} A= THY

2. ONTAP ZTXt CEA| AZS:

systemctl restart ontap mediator

4THA|: BRAF QIS MOf| CHE Z2LE 0|E2 MEE = USLILE

O[2[2| CtE O|E2 71T EtA QIBME MEE 4= UELIL ca. * = EHAL IS ME CHE 2| X|0f MERILICE

CHA|
1. oy g FgedLict

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.use

r config.yaml &| 7|& M 242 MBOYLICt ontap mediator.config.yaml IHY.

Ol 50, 2 €2 & YUSLICt intermediate.crt PKI HEHE Edlf 712l 7|2 METSLICH
intermediate.key ¥ 2IBM AH Q@H intermediate.csr |7t|

*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config' 121 CtS user_config Tt 0| CtS1t 20|
HEA|ELICE
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[root@scs000216655 server configl# cat ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the following
key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
id

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap media
tor server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat
e.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat
e.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermediat

e.srl'

2. 78 TrUof|M B M7} H|0|EE|H ONTAP SMAHS CHA| AlZFeL|Ct.

systemctl restart ontap mediator



[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

[root@scs000216982 server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@scs000216982 server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

60



MH 1S5 M S F=H| CHA| 0|20l M X509v3 2HE S =HlgfL|Ct

E S2YLICtv3 req Ol MOlE &4 openssl server.cnf 7+ IIY2 2 HA|E/LIC X509v3 extensions
QIS Aol L=gtLCt.

CH2 oMo M= oM H~E Tt E = UELICH alt names MME HXSHA|R hostname -A 3 hostname
-1 ONTAP ZXHAtZH AX|El Linux VMOl A

Ha=0| ZH}

Tl

U2 HESRZ 22| XA ElotH AL,

[root@scs000216982 server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@scs000216982 server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS. 2 abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abcd

[root@scs000216982 server configl# openssl x509 -in ca.crt -text -noout
Certificate:
Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abecd:abed
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7|12t AZMOM 22t CFZ OpenSSL HHE S ArEELICEH

[root@scs000216982 server configl# openssl rsa -noout -modulus -in
intermediate.key | openssl mdb

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@scs000216982 server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

rulm

FELICH -modulus S LX| ZF0f CH3l 7HQ! 7|2t B A 40| &= M2 ZtSe 4= JASS LIEF-LIC

A S MOl M S RA=X] 2fele|ct

C
ChS BES AF8SH0] Mt QIS M7F EH CA QIS MM HHEA=X] eele £ JELICH

=

[root@scs000216982 server configl# openssl verify -CAfile ca.crt
ontap mediator server.crt

ontap mediator server.crt: OK

OCSP(Online Certificate Status Protocol) 24 AL AHE S2! 2 BE 2 AEELICE "OpenSSL - 221"
ONTAP SHXIE ¢/t 0S =2 E RX|
™ol M52 2lsA= ONTAP ZMXIE flot SAE OSE H7|HMC =2 RX| Zt2|soF gL|Ct

SHAET HA MEfY 0 SAEE THEEISILICH ONTAP SAHAI7F @IZ2tel MEfQl AL S AE T Alnfo]| MA|
CHESHX| 28 2=0| UASLICH IHEEIO| st AR MH|A A2 At25t= Z10] E&L|CE

ONTAP EMixt= R E S0l Xt 2 MIHE|H O[T 0| ONTAP S2{AHZ P 24S CHA| A|ZHehL Ct

S AE I{7|X| ¥H[0|E

L E 2t0|E2{2| EE= yum H7|X|(HE Hel)= ATSHA HCIo|EY = AKX YR LIS 0F M ZELICH HFEO
2Rt MHlA E "*C’ Ag3t= A0 EELICL

£ 2X[5t= 32 yum-utils 7 |X|E MESIHH S MEELICI needs-restarting BFS ALESHY I (X
HE AFLS Bt M6 oF SfLct.
ONTAP S S40| YHO|ELH &3 Sl T2 M A0 ZA| F&S O|KIX| 2= xHRLSHOF L T

SAE QOS B 74 dago|lE

AHg F21 7{'20i| ol SCSTE ALUsHOoF HLICH OSE YHIO|ESIH |RX| 22| 7[Zt0] B ettt


https://www.openssl.org/docs/manmaster/man1/openssl-verify.html^
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html^
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html^

£k
SAE OS AHES YI20|=352H CHE HHAIE fASHIAIL.
1. ONTAP ZMXIE SXIELICt
2. SCST 7| X|E MHELICE (SCST= T2[0|= HHLIES MSoHX| ¥&LICt)
3. OSE YI|o|=st MEESLICH
4. SCST IH7|X|E CHA| AX[gtL|Ct.
5. ONTAP STHAH MH|AE CHA| g stetL|Ct.

SAEJI S AE O|F EE= IPE2 HEELICE

* ONTAP Xt MH|ATE EXE Linux ZAE|A 0] S sgtL(Ct

* ONTAP SMXLS EX|St = S AEQ SAE 0|5 L= IP FA7L HEE 0 B E XA MEE AS Mt AFEIX|
e F202 o] TS AT = ASLIC

© YA AHH MEE 1S Mt *..'EIQ = A= EHAL ASMZ CHAIE[H O] HHS AIESH0 QAUBME CHA| Mg etL|C.
KAl MEE QIS M7 QLo o] EXtIt AMujjgtL|ct.

ChA|
M S AEOf CHal| XhH| MBE M LA QIS ME CHA| Aot CHE BHAIE sAHAIL.

1. ONTAP ZRX} CHAl A|E:

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator
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