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Junction Junction
Vserver Volume Active Junction Path Path Source
vsl datal true /datal RW_volume
vsl voll true /datal/voll RW volume
vsl vol2 true /datal/vol2 RW_volume
vsl data?2 true /data?2 RW_volume
vsl vol3 true /data2/vol3 RW volume
vsl vold true /data2/vol4 RW_volume
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SQL Server= H|O|EH|O|A CIHMER| x5 WEH 0 WAHS A = YSLICH WAHO| ZetE SQL Serverd|
Chet 3/ 2= Mde + glauct
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""vol3", ""vol4"0f| X &5t ™ "/data1/vol1", "/datal/vol2", "/data2/data4" ZE0| OHZ 2|0 HHe| S RE
A-dsfiof ghuct.

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl datal true /datal RW volume
vsl voll true /datal/voll RW_volume
vsl vol2 true /datal/vol2 RW volume
vsl data2 true /data2 RW volume
vsl vol3 true /data2/vol3 RW_volume
vsl vold true /data2/vol4 RW volume

@ el 22| E 218 8l /data2 20| SRE = = UK /datal, OHEEIA0[E Mt O]2{ 2t
25t HIO|EE MESI=E FH0HK| OHHA|L.
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Kerberos 3! NTLMv2 QIS S 25 31235 2 2FS F4dliof ZLICt.
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SMBO| CHot AA T E M2 MEH AtSO|H 7|2XO 2 H|2HMote|o] UELICH LHELHZ| HXMES AtESHX| R=F
MASIH J|EMOZ CIFS A1H101|A1 Kerberos 3 NTLMv2 Q1&50| 25 S{EL|C}.

* CIFS MH 8l Hyper-V MH7} £5H= =HQ12 Kerberos X NTLMv2 2152 25 S| 23}{0F BHL|Ct.

Kerberos 2152 Actlve D|rectory THQloM 7| 2X o2 gt EL|Ct d2{Lt Hot FM MY £= O F JMS
AH23H NTLMv2 Q152 S 85HX| gt= = UASLIC

£
1. SVMOIIA AT E Ho| H|ZHAStE|0] QEX| Srolsta{® T2 e AR
a. st 272 Ngoz MEBLIC

' * set-Privilege advanced *'
b. '-is-exportpolicy-enabled' CIFS server §M0| 'false’2 MHE|0] QEX| &QlgtL|Ct,
" vserver cifs options show -vserver_vserver_name_-fields vserver, is-exportpolicy-enabled *
c. e|x} Fet 2= SorZL|Ct.
' * set-privilege admin *'
2. SMBO]| CHet AAIZLE MOl H|gote|0] QUX| hoM LSS HIZE2ISHIAR.
" vserver cifs options modify -vserver_vserver_name_-is-exportpolicy -enabled false *
3. E=H|QI0A NTLMv2 U Kerberos Q50| 25 S{8&[=X| &olstL|Ct.

SOolofM H 8= 21T WHE BHSH= WHO| CHot XhAM|St LI 2 Microsoft TechNet 2t0|EH2{2| 2
RSN 2.

4. Q10| NTMLV2 21E & S{85X| gb= 22 Microsoft AHA0f| HHE WH F SHLIE AFESI0{ NTLMv2
2SS MESHEE HdF Lt

—

o
CHE P2 AASHH SVM VS1 0l M SMBE AATE FHO| H|ZHSE|0] U=X| el = AEL|CH
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields vserver,is-
exportpolicy-enabled

vserver 1is-exportpolicy-enabled

clusterl::*> set -privilege admin

CHQI HX0| ONTAPL| 7|2 UNIX AF2Xtof|AH| OjL = =X| 2QlstL|C}

Hyper-V % SQL Server= TH|Ql ™S A2S f0=| X&EHo= A 7hset 370 CHet SMB
HZS dogfLct. °‘|74o MIHo=z MY ZFE A0 UNIX ALZXI0f|A H8Ho =2
O =|0{0F BfLICE O] &S +HSH= 7+ ]14EI°P B2 ARE A™E 712 UNIX

AFEXIO| A i ESt= A LICE

0>-
*-°.t
s
FF

Of ZfHofl 3

Hyper-V & SQL Server= Q! AFE AEE AHE5I{ sSMB HEZ Tt
AXHS A-|I:I|* H™MOZ A8t SMB HZS ohEL|Ct

oin

L|Ct. =3t SQL Server= =M1 A X}

AEZ|X| 7t HASVM)2 M M5HH ONTAPOA XSO E 7|2 AHEX 0|2 MHELICH pcuser (UID7t A=
65534 ) U & 0| pcuser (GID7} U= 65534 ), 2|10 7|2 AFBXHE FIFYLICE pcuser JE. EE-IAE-IE
Data ONTAP 8.22 & T12/0|=5}7| Fof| ZX{ZH SVMOIA| SMBE E3t Hyper-V 224 FAst= 2 7|=
ArEXL S O F0| g8 & JELICH O™X| O™ CIFS MH 2| 7|2 UNIX ALEXHE F45H7| Tof| ‘A5 of gfL|Ct.

A
1. 7|2 UNIX AL K17t QU=X| ZholstLct,

vserver cifs options show -vserver <vserver name>

2. 7|2 MEX SM0| HHE|X| 22 FR 7|2 UNIX ALZXIE X[FE = U= UNIX AFZXRI7E QU=X] goleti|ct.

=

vserver services unix-user show -vserver <vserver_name>

3. 7|2 MEX 40| AHE|0 AKX 2411 7|2 UNIX AFEAIE X|HY = A= UNIX ALEXI7} gl= 22, 712
JOED 712 UNIX AFEALE 2HE1, 712 AFSXHE OF0| 7Lt

4. 7|2 280 LM O Z "peuser'2t= I 0|S0| X|HELICH OO &=l GIDE 65534 0[0{0F BfL|C}.

a. 7| 2§S UELI.
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vserver services unix-group create -vserver <vserver name> -name
pcuser -id 65534

b. 7|2 AFZXHE BHEL 7|2 O F0| 7|2 AF8XHE FHEL L.

Mm

vserver services unix-user create -vserver <vserver_name> —user

pcuser -id 65534 -primary-gid 65534

w

C. 7|2 ArEXRIet 7|2 20| SHIZA| FHEIUR=X] 2RISHHIR.

vserver services unix-user show -vserver <vserver name>

vserver services unix-group show -vserver <vserver name> -members

S. CIFS Mt2| 7|2 ArZXAI7t FHEX| %2 R ChZE AL

a. 7|2 MEXE F LIt

vserver cifs options modify -vserver <vserver name> -default-unix

-user pcuser

W

b. 7|2 UNIX AF2 X7 SHIZ2 A 2ME|Q=X| SHolst|C},

vserver cifs options show -vserver <vserver name>

6. ofZ2|7|0| 8 Mol AFE AHFO| 7|2 ALEXI0l|AH| SHIEA| I E|RA=X]| ZelstH SVMOl| &F35t= SR
C2l0|EE ojZst "vserver cifs session show" &2 AF23510{ Windows AF2 XIS UNIX AF2 X OjZ o2
sfolgtLct.

Ol CHSt XEMIBt LIS vserver cifs options "ONTAP E&E EZQULICHS RZSHUAIL.

off
ZEMEILICE pcuser AFEXHE SVM vs10f|Al CIFS AH{2| 7|2 AM2XIE2 X|HEL|Ct

clusterl::> vserver cifs options show
Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =
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Default Unix User 3 =
Guest Unix User 3 =
Read Grants Exec : disabled
Read Only Delete : disabled
WINS Servers 3 =

clusterl::> vserver services unix-user show

User User Group Full
Vserver Name ID ID Name
vsl nobody 65535 65535 -
vsl pcuser 65534 65534 -
vsl root 0 1 =

clusterl::> vserver services unix-group show -members

Vserver Name ID

vsl daemon 1
Users: -

vsl nobody 65535
Users: -

vsl pcuser 65534
Users: -

vsl root 0
Users: -

clusterl::> vserver cifs options modify -vserver vsl -default-unix-user

pcuser
clusterl::> vserver cifs options show
Vserver: vsl

Client Session Timeout : 900
Default Unix Group 3 =
Default Unix User : pcuser
Guest Unix User 3 =

Read Grants Exec : disabled
Read Only Delete : disabled
WINS Servers 3 =

SVM RE =52| HQF AEIYUO| NTFSZ AHEN JU=X|
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O™ LIZ 0| 'volume modify' HEHS
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"* volume show -vserver_vserver name_- ZE vserver, 25, £9
2. 2E E50| NTFS Eot AEIY 2E0| ol 22 Hot AEUS NTFSE HESLICH
" volume modify -vserver_vserver_name_-volume root_volume_name -security-style NTFS *'

3. SVM RE EEO| NTFS H¢ot ARtz HF LU= 2QlStCt.

A L—

" volume show -vserver_vserver_name_- ZC vserver, 25

=,

HO AEfY *

CHE BY2 SVMVS1 0| RE =& 2t AELH0| NTFSQIX| 2helgfL|ct.

clusterl::> volume show -vserver vsl -fields vserver,volume,security-style
vserver volume security-style

vsl vsl root unix

clusterl::> volume modify -vserver vsl -volume vsl root -security-style
ntfs

clusterl::> volume show -vserver vsl —-fields vserver,volume,security-style
vserver volume security-style

vsl vsl root ntfs

2Rt CIFS M Z40| FYEE|A=K| 2HARfLICE

=A
L Q3 CIFS M SMO| Hyper-V % SQL Server over SMB2| 2& 2 27 Argto] i}t
ME

28 8 FHEIRAE=R] =l of °“—IEf

0| Zr10of| CHsH
* SMB 2.x 5! SMB 3.02 &M3}3l{o} EfL|LCt.
* ODX BA QEZCE ALESH M52 TAA|7[2{H ODX SA LEZEE 25}l of BL|Ct.
V
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24513l OF BfLICHHyper-VEE 8HE).

oA
1. L% CIFS M SM0| SUM(AEZ|X| 7HAL A| AN N BN E|A=X| gtolgt|ct,
a ot $ES D502 dFYLIC

" vserver CIFS options show -vserver_vserver name_*
2 "H"o= MHslof gL Ct.
* '-SMB2-ENABLED'&L|Ct

'-SMB3-enabled’ & L|C}

= '-copy-offload-enabled'

* '-shadowcopy -enabled'(Hyper-V2t si)
2. "H o2 MAEE|0] UK %2 SMO| Y= FR LSS HSHAI2.
a. vserver cifs options modify H&S AFE5H0] "true"= AEfL|CH
b. vserver cifs options show BEE AFE5t0 40| "true"E AH &0 Y=X| &hlgLC.

3. gt2|xt ATt 2f|¥E SorzLCt.

* set-privilege admin *'

o
CHE E2 SVM VS1 7|8 Hyper-V 740l 2ot 50| HEHE|0| A=X] IEfLCE o] oo M= 58 27

[= ey

ArSS SFSIEE ODX EA QEZEE M 518H0F SHL| L},
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled, copy-offload-enabled, shadowcopy-enabled
vserver smb2-enabled smb3-enabled copy-offload-enabled shadowcopy-enabled

cluster-1::*> vserver cifs options modify -vserver vsl -copy-offload
—enabled true

cluster-1::*> vserver cifs options show -vserver vsl -fields copy-offload-
enabled
vserver copy-offload-enabled
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CHS OH7H Mg AehE 3 + ASFLICH
* -max-connections-per-session
CHE fHE MAY 5185 = (o 22 +QILICt 7|242 3270 HZYLICE

s 7|24l 32712 HE S AESH= S20[AUE S SLoHAH =H ot

7|24 E0tH B2 dE
gLt

o

* -max-lifs-per-session

Multichannel MM 31 &= X|Cf HEY3 QB O|A £ULICE 7|23/ 256702 HIER 3
UE{H[O| AR LT

=

(RETE

mjo

N5 ALt

set -privilege advanced

2. SMB AH0{A SMB HE| AM'd &3}

vserver cifs options modify -vserver <vserver name> -is-multichannel

-enabled true

3. ONTAPZ SMB HE| xg MMS EsH=X| =elgfL|Ct.
vserver cifs session show

4. pa|x} At Wz SolLict.

—_

set -privilege admin

of
Lt ool M= 2E SMB MIMof| CHet YEE EAISHH T MM thsl o2 72| HZE S EAIRLICE

30



clusterl:
Node:

Vserver:

nodel

vsl
Connection Session
Idle

IDs ID Workstation

138683,
138684,
138685 1
4s

10.1.1.1

:> vserver cifs session show

Open

Windows User Files

DOMAIN\

Administrator

CHE oflofl A= MM ID 10| = SMB M|401 CHot XtM|ot HEE EA| LTt

clusterl:

Vserver: vsl

Node:

Session ID:

Connection IDs:
Connection Count:
Incoming Data LIF IP Address:
Workstation IP Address:
Authentication Mechanism:
User Authenticated as:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:
NetBIOS Name:

NTFS C|O|E =&S HdgLitt

:> vserver cifs session

show -session-id 1 -instance

nodel

1
138683,138684,138685
3

192.1.1.1

10.1.1.1

NTLMv1

domain-user
DOMAIN\administrator
root

2

5

0

5s

5s

SMB3

No

false
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o

O Zh4ofl CHaH
E1|0IE1 %E‘E’ AR XF5h= O M8 &= U= MEHA D7) HEIt AGLICH 28 ALEXE X0l Cheh XhMIst
LHRS = AXBIAAQ "=2|& AE|X| 22",

HO|E 252 d4Y W L3S Zeldols =8 ol WXHEE ddsliMe ¢ gLt

* ONTAPOUIA ME SAHEE 2HE = Hyper-V THUQLICE
* SQL ServerE Ar25t0] B |= SQL Server H|O|E{H|O]| A TARIL|Ct

S8 EE UNIX 2OF AEIUS AI2StE 252 42 IHE AR E52 NTFS £ AEIY EEO=F
HZTHCHS O] ZEES AT MESIH RFH 22 2o XI&H *QE )\PR Ittt SRE éﬁ’é‘!é &

@ I&LICt Hyper-V % SQL Server over SMB2| E'"'FJ -E— 2 7d0j| AFEE =50 NTFS ¢t
AEIY SEECE THEOXX| gb= ot MHZ 2S5HK| obE | f =52 ”HIOP_' NTFS Eot AEtUZ
258 CIA| MAsof SHLICE EE= Windows SAENN 258 0jTstD 28 AT ACL2
N5t 28 ZE OfY 9 E|1‘|01| ACLZ Hotg %!Q'—l'if.

1. HEot HHEES US| HI0|E 282 MHSLIC

1=

SVMUN RE 28 3 U=,
Hot 230| ol
=52 MMotHE

E2...

NTFSQIL|C} " volume create-vserver_vserver_name_-volume_volume_name_-
aggregate_aggregate_name_-size &< [KB|MB|GB|TB|PB]-junction-path_path_ *

NTFSZ} OFElL|CH " volume create-vserver_vserver_name_-volume_volume_name_-

aggregate _aggregate_name_-size integer [KB|MB|GB|TB|PB]-security-style NTFS-
junction-path *'

2. B8 740| SHH2X elsiLict,

*1

" volume show -vserver_vserver_name_-volume_volume_name_

X&XOZ A2 7t58t SMB 2R £ MMEtL|CT

COlE =& MMt = o= 2|A|0|M MEH It Hyper—V 7H* nm Y Ht%‘, SQL Server
O|O|E{H|O| A TMAU0f| HM|ASH= O
SMB 28 £ MMSt I 28 A 3 A

ChA|
1. 7|Z Glo|E 28 % HZ Z 20l tist FEE EA[LICH

" volume show -vserver_vserver_name_-junction *
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™ vserver CIFS & create-vserver_vserver_name_-share-name_share_name_-path_path_-share-
properties oplocks, Continuously-available-symlink™[-comment text] *'
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clusterl::> volume show -vserver vsl —-junction

Junction Junction
Vserver Volume Active Junction Path Path Source
vsl data true /data RW_volume
vsl datal true /data/datal RW volume
vsl data?2 true /data/data?2 RW_volume
vsl vsl root = / -

clusterl::> vserver cifs share create -vserver vsl -share-name data? -path
/data/data2 -share-properties oplocks,continuously-available -symlink ""

clusterl::> vserver cifs share show -vserver vsl -share-name data2

Vserver: vsl
Share: dataZ?
CIFS Server NetBIOS Name: VS1
Path: /data/data?2
Share Properties: oplocks
continuously-available
Symlink Properties: -
File Mode Creation Mask: -
Directory Mode Creation Mask: -
Share Comment: -
Share ACL: Everyone / Full Control
File Attribute Cache Lifetime: -
Volume Name: -
Offline Files: manual
Vscan File-Operations Profile: standard

sSecurityPrivilege #otS AIEX} AEo| F7HeLICHSMB =32l SQL Server0i| siE).
SQL Server AX|0f| AL L= =[Ql AL X AHO = "'seSecurltyPr|V|Iege'" Hoto] e 0
A0{0F =M@ AL XIO|A| 7| 2Mo = K| f2 Hoto| HRst CIFS MHoM EX 2SS
e &~ JUSLCH

AZSE2| Fof|

SQL Server AX|0f| AtEE[= =HIQ! A 0| o|O] QLO{OF BfL|LCE.

Of ZFHofl 3

SQL Server BX| 22Xt AH | ?_3._% F7te M ONTAPE @l ZIESE{of| A5t AHe fReds AAME
= ASLICH ONTAPZt =2l AEER{of| AZEY & g™ HIOo| g = ASLICH.

EHA|

1. "seSecurityPrivilege" #st £7}:
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* vserver cifs users-and-groups # 2 add-privilege-vserver_vserver_name_-user-or-group-
name_account_name_-Privileges SeSecurityPrivilege™

'_user-or-group-name' 0§7 49| Zt2 SQL Server A X|0f| At2E|= THIQl AF2X} AEHQ| O|2 LT},
2. A™of sto| MEE|=X| glgtLCt.

* vserver cifs users-and-groups # 2 show -vserver_vserver_name_-user-or-group
-name_account_name_*'

o

Ot HHE MliSHH SVM(Storage Virtual Machine) VS1 GilH| =H[Q12] SQL Server A X| 22| X} A& of|
"seSecurityPrivilege" # 0| E7HEL|CE,

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\SQLinstaller -privileges
SeSecurityPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl EXAMPLE\SQLinstaller SeSecurityPrivilege
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““vserver cifs options modify -vserver_vserver_name_-shadowcopy -dir -depth integer™
““vserver cifs options modify -vserver vs1-shadowcopy -dir-depth 6 *'

3.

o

2| e 2= SOt

' * set-privilege admin *'

SMB 722 E4dl| Hyper-V 5! SQL Server 2|

X|4=Ql 7HB NS S8 7|ZE 298 FALIC

of o] cish
2R0| CH 22 SX0| Y= FS SMBS Sof ofB21301M Mbigt REE 22 9io) 7= BRE NsHo2
B 4 2k BRE ASE 4 elgLch

* 0| 3R0i homedory 37 £40| dHE[0] JYoH™
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o
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CHE & 37 07 M7t SHEZA| BFE(U[=X] 2eldof gLt

* -offline-files' If7HH = =S (7|22k) £= US(BIZ)2=2 2FE LM

* SymlinkE H|gd3lsioF gHL|Ct.

A
» oplocks
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vserver cifs share modify MAgLICH

° -symlink' D47 BH==0| Zt2 "2 MESI symlinkE H|ZM3te & JASLICE.

° '-offline-files' It2}0|E{ = 'Manual'E X[H5l0| SHIE MEO=E HAg 4 UESL|Ct
3. 3R SHS Tt st AR S/ £42 FIIELICt continuously-available oplocks .

vserver cifs share properties add -vserver <vserver name> -share-name
<share name> -share-properties continuously-available[,oplock]

oplocks S5 £40| OF%] 2FEX| g2 R A% M8 7ise 37 S8zt o =7tstof LTt
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vserver cifs share properties remove -vserver <vserver name> -share-name
<share name> -share-properties properties[,...]

dEZ2 728 2202

Ok

7 £42 XK 5Lt 0|49 SR 82 HAE = ASLICH

S. -symlink' % "-offline-files' 07 H7F SHIEHA| ™ JA=X| 2elgfL|Ct.

M - -

vserver cifs share show -vserver <vserver name> -share-name <share name>
-fields symlink-properties,offline-files

6. THE B 44 2=0| SHLEX| SHLIBILICY.

vserver cifs share properties show -vserver <vserver name> -share-name
<share name>

o
CHS of|0i A= SMBE S8l 0HZ2|AH|0| M M7t U= NDOsO| CHal SVM(AEZ|X| 7t AL "vS1"0|2t= 7|&
2R E FMotE gHE "o FL|Ct.
s Of7f HA-E 2 HN™stH 3
* -offline-file' It2t0|E{7} ™ |0 'manual’ 2 ™ E/L|CH

« 0] 220 A& 0|2 7Hs8t ZLAAO| ZIHEIL|CE

S 0N symlinkZ} -symlink """ H|2d3}EIL|CT

* oplocks 37 £d2 0[0] 37 &4 ST A2 Fore LRIt glELCt

O] X|20l M= attributecache &R AHS WiLH 7| = BHLICE,

* "B VLS 37/ £d2 SMBE Sdll OiS2[A0[4 A2 NDOO| AFEEl= X|&HQ ALE JHs SRl Tt M=

C>'IT =
M°*0|EH S/ &4 & 5tLtz {X|EU
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clusterl::> vserver cifs share show -vserver vsl

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

—-share—-name

vsl

sharel

vsl

/data

oplocks
browsable
attributecache
enable

Everyone / Full Control
10s

data

documents

standard

sharel

clusterl::> vserver cifs share modify -vserver vsl -share-name sharel

-offline-file manual -symlink ""

clusterl::> vserver cifs

sharel -share-properties

clusterl::> vserver cifs

sharel -share-properties

clusterl::> vserver cifs

share show -vserver vsl

continuously-available

attributecache

-share—-name

-fields symlink-properties,offline-files

vserver

share-name symlink-properties offline-files

share properties add -vserver vsl -share-name

share properties remove -vserver vsl -share-name

sharel

clusterl::> vserver cifs share properties show -vserver vsl -share-name

sharel

Vserver: vsl
Share: sharel
Share Properties: oplocks
browsable

continuously-available
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VSS MR =H2E MEH= 2. TE ..
st S} El “vserver cifs options modify

-vserver_vserver_name_-shadowcopy -enabled true

*1

=
oo
e
oot

" vserver cifs options modify
-vserver_vserver_name_-shadowcopy -enabled
false *

w
re

tE| X} 2ot 2| 8= SofZLItt.

' * set-privilege admin *'

Cte HEE HASHH SVM VvS1 0| VSS ME? SH[20| 2-dstELCt.

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -shadowcopy-enabled
true

clusterl::*> set -privilege admin
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A £ A= EF JHMLICE statistics catalog object show -object
object name

A £ U= FI2H statistics catalog counter show
-object object name

KEMIS| YOFEM|R statistics catalog object show 12|11 statistics catalog counter
show Of| A "ONTAP && &= QIL|C" .
3. g2|xp Aok ee 2 SotzLct,
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.
Do you want to continue? {yln}: y

clusterl::*> statistics catalog object show -object audit
audit ng CM object for exporting audit ng

performance counters

clusterl::*> statistics catalog object show -object cifs
cifs The CIFS object reports activity of the
Common Internet File System protocol

clusterl::*> statistics catalog object show -object nblade cifs
nblade cifs The Common Internet File System (CIFS)
protocol is an implementation of the

Server

clusterl::*> statistics catalog object show -object smbl
smbl These counters report activity from the
SMB
revision of the protocol. For information

clusterl::*> statistics catalog object show -object smb2
smb?2 These counters report activity from the
SMB2/SMB3 revision of the protocol. For

clusterl::*> statistics catalog object show -object hashd
hashd The hashd object provides counters to
measure
the performance of the BranchCache hash
daemon.

clusterl::*> set -privilege admin

= BHS HASH g A +=F0M EAIE|= "CIFS" 7K Y2 FH2E{0] CHe "E I EA|ELICH,

(D) ol IFollME "CIFS" 2ixloll i) AFS 7H53t FHREIS BE EASHA 21 S20| HELICH
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: y

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg directory depth Average number of directories crossed by
SMB
and SMBZ path-based commands

cluster2::> statistics start -object client -sample-id
Object: client
Counter Value

cifs ops 0
cifs read ops

cifs read recv ops

cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv_ops

cifs write recv _size 0B
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0

Off CH3t XtM|Bt LI statistics start "ONTAP HE EXQILICHE &EZSIMA|L.
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2= SMB HA ' * statistics show-object cifs *

SMB 1.0 ' * statistics show-object SMB1 *'
SMB 2.x 2 SMB 3.0 ' * statistics show-object SMB2 *'
LE9o| SMB 52| A|AEIRIL|C} "* statistics show -object nblade_cifs *'
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clusterl::> system health status show
Status

clusterl::> system health subsystem show -instance -subsystem CIFS-NDO

Subsystem: CIFS-NDO
Health: ok
Initialization State: initialized
Number of Outstanding Alerts: 0
Number of Suppressed Alerts: 0
Node: nodeZ2
Subsystem Refresh Interval: b5m

CtZ £3 0= CIFS-NDO MEA[ARS| HEf HLIE F1d 3 SEHOl Tt XpAISt FE T} Liet QLELICE.



clusterl::> system health config show -subsystem CIFS-NDO -instance

Node: nodel
Monitor: node-connect
Subsystem: SAS-connect, HA-health, CIFS-NDO
Health: ok
Monitor Version: 2.0
Policy File Version: 1.0
Context: node context
Aggregator: system-connect
Resource: SasAdapter, SasDisk, SasShelf,
HaNodePair,
HaICMailbox, CifsNdoNode,
CifsNdoNodeVserver
Subsystem Initialization Status: initialized
Subordinate Policy Versions: 1.0 SAS, 1.0 SAS multiple adapters, 1.0,

Node: node?2
Monitor: node-connect
Subsystem: SAS-connect, HA-health, CIFS-NDO
Health: ok
Monitor Version: 2.0
Policy File Version: 1.0
Context: node context
Aggregator: system-connect
Resource: SasAdapter, SasDisk, SasShelf,
HaNodePair,
HaICMailbox, CifsNdoNode,
CifsNdoNodeVserver
Subsystem Initialization Status: initialized
Subordinate Policy Versions: 1.0 SAS, 1.0 SAS multiple adapters, 1.0,
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clusterl::> vserver cifs share show -vserver vsl -share-name sharel
Vserver: vsl
Share: sharel
CIFS Server NetBIOS Name: VS1
Path: /data/sharel
Share Properties: oplocks

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

CHS oloflA= SVM VS1 Ol A "shay1"0|2t= 0| &2 R0l tiet 37 4

continuously-available

Everyone / Full Control

manual

standard

flio
FH
=
et
C
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clusterl::> vserver cifs share properties s

sharel
Vserver Share Properties
vsl sharel oplocks

continuously-available

LIF &Ef S SHRIRfL|Ct

Hyper-V2t SQL Server over SMB T8 2 S5l SVM(
|

SoAHQ 2 LEO| LIFE A= LadHel ZHYUS £

o
ZEZ 0|52 4 YBLICE LIF AEHE 2folotn Bs

how -vserver vsl -share-name
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A

1. SVME 2l8l 4 E LIF H& HAl:
" {|EQ|3 2IE{I|0| A show -vserver_vserver _name_*'

Of oflofl A ™iif1"2 & ZEOf i&LICt.

HEQ3 QIE{H|0|A show-vserver vs1

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsl
1ifl up/up 10.0.0.128/24 node?2 e0d
false
1if2 up/up 10.0.0.129/24 node2 eld
true

Of| CHot XtM|BH LHE 2 network interface show "ONTAP HE AEQILICHS ETSHMA|IL.

2. R LIF7L 5 ZEO| gl= R OS HHE AR
a. ZH LIFO|A LIFS| & ZETt fAHRUX| SQlBL|Ct,

" |E|3 2IE{H|0|A show -vserver vserver name_-lif
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" network interface show -vserver vs1-lif lif lif1-fields home-node, home-port *'

vserver 1if home-node home-port

b. 2t LIFO|M LIFQ| & ZEJ} &5 8H=X| StQlstL|C}.
* 4 E9|3 ZE show-node_node_name_-port_port - ZE ZE &3 *

'network port show-node node1-port e0d-fields port, link

O] Gl M= "if1"S & ZEQl node1:e0dZ CtA| Ot0|22{|0]M3HOF BfL|CE.

ol CHet XpMIBt LI 2 network port show "ONTAP E&E EZERLICH'E EXSHYA|IL.

- LIFQ HZE|0{0F 3= & ZE HERF QE{H|0|A F StLtzt HEHO| RUAX| 942 E L up, Ol2{et AE{H|0[ AT}
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* {|EQ|3 QE{H|0|A E|=2|7| - vserver_vserver_name_-lif_|if name_*'

* HESIZ AEH0|A E|E2|7] - vserver vs1-Iif Iif liff 1i1*

Off CH3t XtM|Bt LI 2 network interface revert "ONTAP & EEQILICHS EXSHMA|Q.
. EBAHO Zt 20 SVME /% HE[E LIF7L Y=X| 2lgtL|Ct.

* 4 EQ 3 2IE{H|O|A show -vserver_vserver_name_*'

* 4 EQ3 QIE{H|0|A show-vserver vs1*'
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Logical Status Network Current Current Is

Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsl

1ifl up/up 10.0.0.128/24 nodel e0d
true

1if2 up/up 10.0.0.129/24 node?2 e0d
true
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clusterl::> vserver cifs session show —-address 10.1.1.1
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279,
3151272280,
3151272281 1 10.1.1.1 DOMAINN\ joe 2 23s
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Cre oize Al M VS1 O X402 8 7t 1 158 TSt A Ce XA A Ft
EAELIC Z0 ﬁ EE L EER T

m
me»

clusterl::> vserver cifs session show -instance -continuously-available
Yes

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation IP address: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\SERVER1S
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: Yes
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1
**Connection IDs: 3151272607,31512726078,3151272609
Connection Count: 3**
Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted
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SVMO]| CHal| R2F Ao = HA|E/L|CH " vserver cifs M4 It HA| -
vserver_vserver_name_*'

X™E = E0iA " vserver CIFS A|M It show
-vserver_vserver_name_-node{node_name

local} * XM E ot Do JELICH

™ vserver cifs M| It HA| - X|™E SMB HZ DA

vserver_vserver_name_-file-id integer™

™ vserver cifs M| THQ HA| - X|HE SMB MM IDOIAM
vserver_vserver_name_-connection-id integer*'

" vserver cifs M| Tt HA| - K™ E s AR EA A
vserver_vserver_name_-session-id integer®'

™ vserver cifs MM Tt HA| - XEE SE0M
vserver_vserver_name_-hosting-
aggregate_aggregate_name_*'

"™ vserver cifs M| It HA| - X|HE SMB 2R0M
vserver_vserver_name_-hosting-
volume_volume _name ™

" vserver CIFS MM I} A - X|HE sMB Z=0f L0{0f gfL|Ct
vserver_vserver_name_-share_share_name *'

" vserver CIFS MM It HA| - KN&EHMOZ AE 7Hstt BES &2 K™ LTt
vserver_vserver_name_-path_path *
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clusterl::> vserver cifs session file show -vserver vsl
Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf
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clusterl::> vserver cifs session file show -vserver vsl

-instance

Node:

Vserver:

File ID:

Connection ID:

Session ID:

File Type:

Open Mode:

Aggregate Hosting File:
Volume Hosting File:
CIFS Share:

Path from CIFS Share:
Share Mode:

Range Locks:
Continuously Available:
Reconnected:

nodel
vsl

82
104617
1
Regular
rw
aggrl
datal
datal
windows\win8\test\test.txt
rw

1

Yes

No

-file-id 82
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