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Prepare for NDMP configuration.

:

Werify the tape device connections.

v

Enable tape reservations.

Does the backup application

support CAB?
¢ Yes MNo ¢
Enable SVM-scoped NDMP on the cluster. Enable node-scoped NDMP on the cluster.
Configure a backup user for the cluster. Configure a LIF for node-scoped NDMP.

|

Configure LIFs for SVM-scoped NDMP.

v

Configure the backup application.
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clusterl::> storage tape show-supported-status

Node: clusterl-1
Is

Tape Drives Supported Support Status

Certance Ultrium 2 true Dynamically Qualified
Certance Ultrium 3 true Dynamically Qualified
Digital DLT2000 true Qualified
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clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
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clusterl::> network interface create -vserver clusterl -1if IC2 -role
intercluster

-home-node clusterl-2 -home-port eOb -address 192.0.2.68 -netmask
255.255.255.0

-status-admin up -failover-policy local-only -firewall-policy

intercluster

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
eOb true
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clusterl::> storage tape show

Node: clusterl-01

Device ID Device Type Description
Status

swd:10.11 tape drive HP LTO-3

normal

Ob.125L1 media changer HP MSL G3 Series
normal

0d.4 tape drive IBM LTO 5 ULT3580
normal

0d.4L1 media changer IBM 3573-TL
normal
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clusterl::> storage tape show-media-changer

Media Changer: sw4:10.11L1
Description: PX70-TL
WWNN: 2:00a:000el11:10b919
WWPN: 2:00b:000e11:10b919
Serial Number: OOFRU7800000 LL1

Errors: -

Node Initiator Alias Device State

clusterl-01 2b mcO in-use
normal
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clusterl::> options -option-name tape.reservations -option-value
persistent
2 entries were modified.
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clusterl::> options tape.reservations

clusterl-1

tape.reservations persistent
clusterl-2

tape.reservations persistent

2 entries were displayed.
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clusterl::> system services ndmp node-scope-mode off
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clusterl::> vserver services ndmp on -vserver clusterl
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clusterl::> vserver services ndmp show



Vserver Enabled Authentication type

clusterl true challenge
vsl false challenge
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* JiH SVM: vsadmin £ vsadmin-backup

NIS L= LDAP ALEXIE AFESHE AR AFEX= S A 0f| QLO{OF BEL|C}. Active Directory AFEXH= AFEE £
HAI:I Ll E’l’
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1. x| 22X AL XY #ote EA[LCH
'HoF 291 A

Ofl CHSt ATt LH22 security login show "ONTAP EE HZLICHS HZTSHUAL.

Cl security login create 2HAH MM =
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UAFLICE
CHe HES AAlotH M AR WHELICt backup adminl & AFE3I0] backup TA| 22AE Q| A

clusterl::> security login create -user-or-group-name backup adminl
—application ssh -authmethod password -role backup

Lt HHES HASHH ] ALSXIIE M HELICH vsbackup adminl & AHESI0 vsadmin-backup HE
Svme| gt

clusterl::> security login create -user-or-group-name vsbackup adminl
—application ssh —-authmethod password -role vsadmin-backup
M AHEXe] Y= E st eteletLct.
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clusterl::> vserver services ndmp generate-password -vserver clusterl
-user backup adminl

Vserver: clusterl
User: backup adminl
Password: gG5CqgQHYxw7tE57g

SVM H<2| NDMPO| CHel ONTAP LIF 7+
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network interface show -service-policy default-management
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clusterl::> network interface show -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
cluster clusterl clusl clusterl-l:e0a local-only cluster
Failover
Targets:
clusterl cluster mgmt clusterl-1:e0Om broadcast- Default
domain-wide
Failover
Targets:
IC1l clusterl-1:e0a 1local-only Default
Failover
Targets:
IC2 clusterl-1:e0b 1local-only Default
Failover
Targets:
clusterl-1 cl-1 mgmtl clusterl-1:e0Om local-only Default
Failover
Targets:
clusterl-2 cl-2 mgmtl clusterl-2:e0m local-only Default
Failover
Targets:
a. HYH HMAO| HCHZE MM E|X| b2 AL failover-policy OH7H H4=2 7| network interface modify
TS A2 HY2H "**”% ’é.:.“—lﬂf

clusterl::> network interface modify -vserver clusterl -1if IC1
-failover-policy local-only

Ol CHSt XEMIBt LH2 2 network interface modify "ONTAP E& FZQULICHS RZSHUAIL.

. Of|o|E| HZA0| HR23t LIFE 'preferred-interface-role' 07l =2t BtH| 'vserver services ndmp modify'
HHEZ AHESt] X|FgfL|Ct.

clusterl::> vserver services ndmp modify -vserver clusterl

-preferred-interface-role intercluster,cluster-mgmt, node-mgmt
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6. 'vserver services ndmp show' BE S AHE35t0 22 AE0| CHsl| 7|2 QIETH|0|A HE0| B E 0 UY=X]
stolgfL|Ct.

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt, node-mgmt

ONTAP 9.9 0|3}
CHA|

1. "role' 07 B14=7} Q&= 'network interface show' BEE AF25H0] Q{2 AE, S3{AF 32| 8l L&
#a| LIFE Al"ghL|ct,

dl

Ct

gl

S dASH QB2 AH LIFZF EAE LT,

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl ICl up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
eOb true
Cte B S HASIH S{AE 22| LIF7F BA|ELICH

clusterl::> network interface show -role cluster-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl cluster mgmt up/up 192.0.2.60/24 clusterl-2
eOM true



Cie HEe AMsiE L 2| LIF7H BAIFLC,

clusterl::> network interface show -role node-mgmt

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl clusterl-1 mgmtl wup/up 192.0.2.69/24 clusterl-1
eOM true

clusterl-2 mgmtl wup/up 192.0.2.70/24 clusterl-2
eOM true

Ol CHet XtM|et LHE 2 network interface show "ONTAP E& EZEQILICH'S EESHMAIL.

2. gttt HAO| QIE{ 2 AE|, 22{AH 22|(cluster-mgmt) X == ZH2|0]l NDMPO| CHol ARSI =
N0 JEX] &H2l(node-mgmt) LIF:

a. 'system services firewall policy show' HZES AF23510] NDMPO]| CHaH EisE ™A M™E| JY=X]
solstL|C}
o Wy = | .

CtE P S AAstH S2{AE 22| LIFQ| ot FA0| HA[E LI,

clusterl::> system services firewall policy show -policy cluster

Vserver Policy Service Allowed

cluster cluster dns 0.0.0.0/0
http 0.0.0.0/0
https 0.0.0.0/0
ndmp 0.0.0.0/0
ndmps 0.0.0.0/0
ntp 0.0.0.0/0
rsh 0.0.0.0/0
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet 0.0.0.0/0

10 entries were displayed.

CHE s AAotH QIE|2e{AH LIFS| EatH FMOo| FA|EL Tt
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clusterl::> system services firewall policy show

intercluster

Vserver Policy Service Allowed

clusterl intercluster dns =

ndmp 0.0.0.0/0,

telnet =
9 entries were displayed.

ChS RS MW S BE| LIFS| wats Fao] EAELIC

clusterl::> system services firewall policy show

Vserver Policy Service Allowed

clusterl-1 mgmt dns 0.0.0.0/0,
http 0.0.0.0/0,
https 0.0.0.0/0,
ndmp 0.0.0.0/0,
ndmps 0.0.0.0/0,
ntp 0.0.0.0/0,
rsh =
snmp 0.0.0.0/0
ssh 0.0.0.0/0
telnet =

10 entries were displayed.

b. st YMo| 2 ste| x| E’o%

Ho
oT
modify' BEE AHE6t0] Lot X

S

ct

glo

E<I3=|E=I

o

mjo

-policy

::/0

-policy mgmt

::/0
::/0

-service' D7 H+E ALE5H0| 'system services firewall policy

AAHSHH QIE{S2{AE] LIFO] CHet Yot HMS AEY + AUSLICE

clusterl::> system services firewall policy modify -vserver clusterl

-policy intercluster -service ndmp 0.0.0.0/0

3. EE LIFO| chdh MY 8 FHo| HESHH AP U=K] eletL|ct.
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a. 22 AH 22| LIFQ MU Mol HEEIHAE THQ MAo| MAE0| 91, QIE{EHAE U &
22| LIFO]| st Mol ' EQ|3 QIE{H|O|A show-failover HHES ARSI '2Z M'02 MNE|0]
AUE=X| &lgtLCt,

Ch2 B S AdsHH S AH e, QB 22| AH 8 = 22| LIFO| oish H Y28 FAMO| FA|E LT,

clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy
Group
cluster clusterl clusl clusterl-1:e0a local-only
cluster

Failover

Targets:
clusterl cluster mgmt clusterl-1:e0m broadcast-domain-

wide Default

Failover
Targets:
IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-1:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1:e0m local-only
Default
Failover
Targets:
clusterl-2 clusterl-2 mgmtl clusterl-2:e0m local-only
Default
Failover
Targets:

a. HYULH HHo| M2 MHE[X| b2 HSL -failover-policy OH7H BH4=2F BHH| network interface modify



clusterl::> network interface modify -vserver clusterl -1if ICl1
-failover-policy local-only

Ol CHet XEMIBt LH2 2 network interface modify "ONTAP E&E A ZEQILICH'S RZSHUAIL.

4. H|0|E HZ| L3t LIFE 'preferred-interface-role' D7 =2t &HH| 'vserver services ndmp modify'
HHAZ ALESH] X[™gfL|Ct.

clusterl::> vserver services ndmp modify -vserver clusterl

-preferred-interface-role intercluster,cluster-mgmt, node-mgmt

3. 'vserver services ndmp show' B S AHE5H0] 22{AE 0] CHs 7|2 QIE{H[0|A o] MHEN UE=X]
stolstL|C}.

clusterl::> vserver services ndmp show -vserver clusterl

Vserver: clusterl
NDMP Version: 4

Preferred Interface Role: intercluster, cluster-mgmt,
node-mgmt

LLC HQ| NDMPES 1 MBIL|C}
ONTAP SHAHW M E H?| NDMP &M}
= HQ| NDMPE A&, NDMP AMH|AS AISHEE MASID, H|0|E & Mo HES

2loll LIFE #8510 T 0N 2 ARE=E 25S WY &+ ASLIC of &2
S AES| 2E 20 Chal g + ASLICH

= E H9| NDMP:= ONTAP 90| M & O] & AFEE[X| Q& LT

@

Of ZhHofl ChHaH

LE #He| 220 NDMPE A83ts 3% E HRIZ 2152

S E2 2 YXoHAIR
"Zlg Xtz EM " E Hel' 220 NDMP 2152 #H5t= o*t.':.*"".

o Mo
!
0x
Of
=
=}
ot
=
s
Rl
Rl
rot
—
:l:

A
1. == #2| NDMP 2= MH:
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clusterl::> system services ndmp node-scope-mode on

NDMP == #9| BE7} MME|ASLICH
2. 22|AE9 2E L S0fA NDMP MH|A AH:
QAACSIIE "™ *"E AESHH ZE LE0|A SA0| NDMP MH|AE AHBE &~ JUSLICE.

e} OHZS2[AI0| 0 M NDMP H&ES QIS E A2 S X[F8HOF gLt

clusterl::> system services ndmp on -node *

Please enter password:
Confirm password:

2 entries were modified.

3. E H|IZMIIBILIC ~clear-text NDMP 59| HOt EAS @

rot
o
g

QUEFIE ™+ "2 ALRSIH D E L E0|A "-clear-text" SME SA|0f| AH2E £ gl&L|CEH

clusterl::> system services ndmp modify -node * -clear-text false

4. NDMP MH[A7} BHE|0 Q1 0] BHE|O] U=K]| HAHLICE —clear-text FM0| HIZHSHE:

clusterl::> system services ndmp show

Node Enabled Clear text User Id
clusterl-1 true false root
clusterl-2 true false root

2 entries were displayed.

L E H2| NDMPOY| Cliet ONTAP LIF #+4

Lot et ofZ2[AH|0|M Zte| H[O|E] HZE 8l M HZE S HHSI= Ol AL LIFE Al'E6|{o}
SILICH LIFE AlEot = LIFOf| CHet Bets Sl MY HMo| MHE|0] JU=X| 22lsHof
'6'I-|__||_'_|.

= .
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ONTAP 9.10.1 O| &

£
1.

07 Ht e BHE -service-policy AMESIH LE0| S ARIE QIHZHAE LIFE network
interface show AEgL|CH

HIERI3 2IE{H[0| A show-service-policy default-21E{ 22| AF

QIEEAE LIFO| MH|AT} ZEE[=X] &IRHL|CH backup-ndmp-control
HESR3 QIE{H[O|A MH[A A &

QIE{Z2{AH LIFO| Cisl HYH Mo MASHA H™EJ=X] 2elgtL|Ct.

=

a. HES{3 QIET|0|A show-failover BHEES ALESI0] QIE|22{AE LIFS| HYLH HHMo| "2H HE
"O2 HFEU=X| 2eletct.

clusterl::> network interface show -failover

Logical Home Failover
Failover
Vserver Interface Node:Port Policy Group
clusterl IC1 clusterl-1:e0a local-only
Default
Failover
Targets:
IC2 clusterl-2:e0b local-only
Default
Failover
Targets:
clusterl-1 clusterl-1 mgmtl clusterl-1l:eOm local-only
Default
Failover
Targets:

b. MY HHMo| MAESHAH HYE|X| ¥2 HL failover-policy' D7 H 42} E7H| 'network interface
modify' BE S AH86t0] HYH MM S AL T

clusterl::> network interface modify -vserver clusterl -1if ICl1
-failover-policy local-only

Ofl CHek XtM|Bt network interface show network interface service-policy show
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22, 9 “network interface modify "ONTAP &2 A ZQIL|CH & HESHIAIL.

ONTAP 9.9 0|5}
CHA|

1. "_role' OH7H =7} U= 'network interface show' B@ES A8t S0 SAEIE QIE{22{AH LIFE
AleBHL|C}
1T=d .

clusterl::> network interface show -role intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
clusterl IC1 up/up 192.0.2.65/24 clusterl-1
ela true
clusterl IC2 up/up 192.0.2.68/24 clusterl-2
e0b true

2. QIE{Z2{AE] LIFOA NDMPO| Chslf 2t FHAHo| 2hdote|of RL=X| gtelgfuct.

a. 'system services firewall policy show' EE & AFE2350{ NDMPO|| CHsl 23t XMAo| Y0 Y=X|
gHolgtLct.

o

Ct

gl
mjo

AAHSHH QIE{SHAH LIFQ| et HAMO| HA[ELIC.

clusterl::> system services firewall policy show -policy
intercluster

Vserver Policy Service Allowed

clusterl intercluster dns =

ndmp 0.0.0.0/0, ::/0

9 entries were displayed.

b. E':I‘-Ql'ﬂ d HOl I-c;l-QI'Elxl L"ol-_n_ A2 "-service' I:|H7H |_|TE A|-00|-011 'system services firewall pOIiC
y y
|||0dify oée I'o°|'0:| %I- |'—| g HE El‘c-)lgl':“-ll:l'
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clusterl::> system services firewall policy modify -vserver clusterl

-policy intercluster -service ndmp 0.0.0.0/0

3. QIE{Z2{AE LIFO| Col 2t HMo| MESHAH HHE A=A =telgtL|ct.

=

a. HIERI2 2B H|0|2 show-failover BHE AHESH0] QAUE S AH LIFS| HYH FHo| "2 HE

"O= AFEIASK| el

clusterl::> network interface show -failover

Logical Home
Failover
Vserver Interface Node:Port
clusterl IC1 clusterl-1:e0a
Default
Targets:

IC2 clusterl-2:e0b
Default
Targets:

clusterl-1 clusterl-1 mgmtl clusterl-1l:e0Om
Default

Targets:

b. I QH HxHO| MESIH MAEE|K| &L
modify' 3EE AF25I0] MY HMS

Hefct.

Failover

local-only

Failover

local-only

Failover

local-only

Failover

AL 'failover-policy' 07 #H==2} 871 'network interface
AL
T

clusterl::> network interface modify -vserver clusterl -1if IC1

-failover-policy local-only

% network interface modify Ol CHSt XtM|Bt network interface show LHE2 2 "ONTAP
HE HEULICHERSHA 2.
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ONTAP NDMP &= %2t el oS =[AH[0]M +
NDMP HMABOZ SHAHE 714
OHE=2|AH|O| M| A LIHX| BHH T2 A|

3t Zojl= S2AE THON HEHE 2T OIS Y
AZ PAJoHOF BHLICE

A
1. ONTAPOIIA O|Xo]| T3t CHg HEES +TFLICH
%

o =]
° 2 OHZ2(F|0[90] NDMP F &2 ddot= O 2R AFEAL 0| A 2 LTt

o B oS 2IFAH|0[F0] SHAE{0| HESH= O 2R QIEZHAH LIFS| IP FAYLICE

2. ONTAPO|| A 'storage tape alias show' BEHE A6l 2 C|HIO| A0 SEHEI ONTAPS| HAS £t}

—

HY2 MY oiS2A 0|8 S FF5t= ol REYLICL

clusterl::> storage tape show -alias

Device ID: 2a.0
Device Type: tape drive
Description: Hewlett-Packard LTO-5

Alias Mapping

stsw-3220-4a-4b-02 st2 N[HU19497WVR]

3. tHf OfZ2|A|0| Mol A W] oS 2|AH 0[] HHME A0 LIMK| MY T2 MAS ST,

od
aei okl
25 0|5 X LIF 00| 120|443 22 GI0|E] O[S4 O|HIET} SaIst A STl wiel XIS ChA| Z7|2tet
ZH|Z ofof BLIct,
2ot g

* "MZEHIO|Z EE HAl"
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