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AIOHOI‘#?}\% ICt security key-manager external modify 2|8 7| #2| 2HS
L|ct.

O o
° MetroCluster £tZ0{lA G|O|Ef SVMZ ¢[3t 2| 7| 22| E 7 Hot= 42 E vt5g 2Rt
AELICE security key-manager external enable BEEZ LIEL] S AEO|
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svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert

- 227t SVMof| Chsl OFX|2} tHA| S BhEetL|Cf.

HHS AESHH F7t SVME 74 = UELICE security key-manager external

@ add-servers. security key-manager external add-servers EHO|
‘security key-manager add B CHM[RLICE. of CHot XEMISH LHE 2 security key-

manager external add-servers "ONTAP B EZEUL|ICH"S FESIHHAL.

- FHE 2E KMIP M7 HZE|0] QJAEX] Sl gLt

'Security key-manager external show-status-node node_name’2{L|C}

‘security key-manager external show-status E&HO| ‘security
key-manager show -status’ HHE CHAMILICE. of cHgt XtAeE LE2
"security key-manager external show-status’

@ link:https://docs.netapp.com/us-en/ontap-cli/security-key-
manager-external-show-status.html ["ONTAP HZE & ZQL|CI"~ 1S
AXSHAAN L.
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https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-add-servers.html

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.
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1. 22{AF -0 st Key Manager & 7A:

Hot 7| 22X 2F
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@ MetroCluster 2tZ0|lM= F S2AEM 25 0| HHS MasoF SL|Ct XtA[S| LOENIR
security key-manager setup OA"ONTAP E&E EHZLICI" .

'Security key-manager add-address key_management_server_ipaddress

clusterl::> security key-manager add -address 20.1.1.1

(D MetroCluster BHZ0lAE & S2AE BE0IA O HHES Maefof BrLict,
4. 0|53HS 9IS KMIP MHIE 2712 27t8Lct,

'Security key-manager add-address key _management_server_ipaddress

clusterl::> security key-manager add -address 20.1.1.2

(D MetroCluster BHZ0lAE & S2{AE BE0IA O HHES Msefof BrLict,
5. TAE BE KMIP A7} HZE|0f QX SrolgLc,
ot 7| 2|xt EA| e
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clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available
clusterl-01 5696 20.1.1.2 available
clusterl-02 5696 20.1.1.1 available
clusterl-02 5696 20.1.1.2 available
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https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
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dXx[stn

AlZtsE7| Hof|

* Y=tE HElShE IAM 20| AFEE AWS KMS 7(0] Chist Hets 2ES0{0f ghL|Ct IAM S0l = T2
HYPS 518ots FMO| = 0{of BfLICt.

° DescribeKey
° Encrypt

° Decrypt £ FELICH AFAM|TE LHE2 2l AWS HBEME HEZSHMUAR "ExEZF"

ONTAP SVMO|AM AWS KMVE EM3}etL|Ct
1. AIZ5t7] Hofl AWS KMSOIA HM|A 7| D2t HIY 7|1E 25 HOHA|IR.
2. Mot =8 13202 MHYTILICL set -priv advanced

3. AWS KMS &M3}: security key-manager external aws enable -vserver svm_name
-region AWS region —-key-id key ID -encryption-context encryption context

4. HIAIX|ZF EAIE[H HIZ 7|15 L=IRLICH

5. AWS KMS7} SHIEA| LM E|R =X SOIBILICH security key-manager external aws show
-vserver svm name

Ofl CHet XEMIBt LH2 2 security key-manager external aws "ONTAP & HZEQLICH'E
EXTHAA L.

AzureS X[2lgtL|C}
ONTAP SVMO| A Azure Key VaultE g-dstetL|C

1. A|ZSL7| H0of| Azure AIEO|A 22I0|HE A4S EE= QSME HEHD QIS X4 ZHS H0{0f 2hL|Ch. ot
SAES ZE LB ™A %JEH°IXI stolsiof gL|CH HEHS AH8SH0] &ele £~ cluster show
USLICE of chet XEMISH LHB S cluster show "ONTAP ZHZ AxQILICHS HZXSHUAIL.

_'_

2. st &2 Advanced’et-priv advanced2 MXgtL|Ct

3. SVMQ| 29t 7| 2| Xt 2|5 Azure ENABLE - CLIENT-id_client_id_-tenant-id_tenant_id_-name-key-
id_id_-authentication-method {certificate|client-secret} O M| AKVE &-A3StetL|Ct HA|X|7} LIEFLIH
Azure A ™0 SEI0|HE 21EM E= S2I0|QE L E A= SL|C

4. AKVZ} SHIEZA M| R} =X| IBtLIC}H security key-manager external azure show

vserver svm name A|H|A ME{T} ASEHX| 2 H 2 OB SVM LIFE S8l AKV 7| 22| MH[A0|
CHS HAS MASL|C)

Oﬂ EH"FJ KEMIe LHE 2 security key-manager external azure "ONTAP & &EQILICHE

Google 222
ONTAP SVMO{|A| 222 E KMS X| &

1. A|ZSH7| Mofl JSON HAI© 2 Google Cloud KMS A& 7| THI9| 7HQI 7| £ #HOMA|R. GCP AHMIA
A2 4 JUSLICH ot EHAES 2E LBV} @éf AEHQIX| 2telstof SL|Ct, ':c'i % AtESHY =eleh &
cluster show UELICE Off CHEt XtM[SH LI cluster show "ONTAP E&E &EIL|CHS
EXTHAA L.
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SILICt security certificate install -type server-ca -vserver <admin_ svm> .

Barbican KMS 42 0tS1 M 3tefL|Ct,

SVMO]| CH$t M 22 Barbican KMS 712 MAMStT 2t Motet £ QIELICEH SVMO|= |2 3HEl Barbican KMS
TM0| of2] 7 JUS 4 UKX[TE, B HOY| SLtD

EHA|
1. SVMo|| Cigt MZ2 H|ZM Barbican KMS 748 BHELICH

security key-manager external barbican create-config -vserver <svm name>
-config-name <unique config name> -key-id <key id> -keystone-url
<keystone url> -application-cred-id

<keystone applications credentials id>

° —key-id Barbican 7| 2= 2} 7|(KEK)2| 7| AlEXIQLICE CHSE Zetet TA| URLS &SHMIR.
https:// .

0

UL URLOI= ESH(?) 2X7F TS0 ASLICH E2H = ONTAP BHZEo| &M T2Utg
BB 2287t Sl URLS Rlzfsieiel X 12 Hig AISsio] 28 £2us
() BIZseksior STt set -active-help false.® ERUS LIZ0 CtS BYS

AESHY CHA| 2 d3tet 3~ JELICH set -active-help true . XHAM[SHLHEE "ONTAP
He AxQIL|C .

° —keystone-url OpenStack Keystone 2/ S AEQ| URLYILICE CISS Eest FA| URLS LSHAMIR.
https://.

° —application-cred-id & OfZ2[A[0|M Xt& 3 IDYILICH
O] HHS AHstH ofZ2|A|0|M XtA B H|Y 7|E HSIEt= HIA|X[7F EA[EL|CEH o] HHE2 H|Ed
Barbican KMS T+ 42 MAMgtL|Ct.

CHS om0l A= o E0| X[™El M H|2d Barbican KMS 742 BHSLICE configl SVME| 2 svml :

clusterl::> security key-manager external barbican create-config
-vserver svml -config-name configl -keystone-url
https://172.21.76.152:5000/v3 -application-cred-id appl23 -key-id
https://172.21.76.153:9311/vl/secrets/<id value>

Enter the Application Credentials Secret for authentication with
Keystone: <key value>

2. MZ& Barbican KMS 1A 2 &M38HM 2
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security key-manager keystore enable -vserver <svm name> -config-name

<unique config name> -keystore barbican

3. M2 Barbican KMS T140| MU =X| tolstM .

security key-manager external barbican check -vserver <svm name> -node

<node name>

0| HHZ ALE6I0] Barbican KMS 7+4 7Hof| Meteh &~ U&L|CH SVYMO| 00| & Ad3tEl Barbican KMS 40|
Ue 2, s FAH2 H|Z Motz A 72A40| 2 3HEILICE

0| HHE SVM E= L E0|A &M Barbican KMS F2A19| AEHE N Z2EtL|CE o2 %01 SVMOI svml =EOA
2d=2 Al
= =

nodel M 3IEl Barbican KMS 71A0| Ql= 2 CH2 HH

clusterl::> security key-manager external barbican check -node nodel

Vserver: svml
Node: nodel

Category: service reachability
Status: OK

Category: kms wrapped key status
Status: OK

|
1. SvMol| CHst #xH Barbican KMS 7148 S 2H0lstA .

security key-manager external barbican show -vserver <svm name>

2} Barbican KMS 2401l Li$t 7| ID, OpenStack Keystone URL & OHZ2|#H|0|M XtH S ID7F SVMO|
HA[ELICE

2. Barbican KMS 71 AN S IM|0|EgtL|CY.
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security key-manager external barbican update-config -vserver <svm name>
-config-name <unique config name> -timeout <timeout> -verify
<true|false> -verify-host <true|false>

O] HHE X|™El Barbican KMS 42| A|Zt &1} 8l =tol M ™S AC|0|ETILICE. timeout ONTAP
Barbican?| &g 7[Ct2l= AlZhX)S ZH™ELICL 71222 timeout 10XYLICH verify 2|10 verify-
host SZ38}7| 0| Barbican SAEQ| IDQ} SAE 0|22 zt2t &l0I8}jof t=X| ({EE ZHEStL|Ct 7|2MoZ
Ol2{st Of7iH4= CtS 2t 20| MHEILICE true . O vserver J2|1 config-name 7= EaALICEH
CH2 oj7H 4= MEd AFFRILICE,

[ S |

3 Lot AL

—

MLtk

4 L= H|ZY Barbican KMS T149| X2 £

fjo

Yollo|EgtLCt.

security key-manager external barbican update-credentials -vserver
<svm_name> -config-name <unique config name> -application-cred-id
<keystone applications credentials id>

O] = YHotH M=Z2 o Z=|AH|0[d Xt S HIR 7| Y=Hdtets HAIX|7F EAIELCH

4. st AL &M Barbican KMS 7-40]| CHsl| F+2HEl SVM 7| 253t 7|(KEK)E SHLICEH

a. F2tEl SVM KEKE S EL|C} security key-manager external barbican restore:
security key-manager external barbican restore -vserver <svm name>

0| B L Barbican At 2} EAI810] &M Barbican KMS 714101 CH8t SVM KEKE 24¢fL|Ct

5. LRt AL Barbican KMS 740 StA SVM KEKE CHA| 7|2 X|HSHNK.

a. ot 4+T2 DZOR MHBLCL
set -privilege advanced

b. SVM KEKE CtA| 7|2 X|™ security key-manager external barbican rekey-internal :

security key-manager external barbican rekey-internal -vserver

<svm_name>

O HHE2 X|™El SVMO]| CHet 22 SVM KEKE MAMst =

E 2235 7|1E MEE SVM KEKE CHA|
efTStL|CE M2 SVM KEKE &M Barbican KMS PO 2 HSEIL

|Ct.

Barbican KMS2} Onboard Key Manager 7t 7| 0+0| 12{|0|M

Barbican KMSO|A| Onboard Key Manager(OKM)Z 7| 00|30 de 4 o, T gitio| HR L JtsEL|Ct,
2HLC 7| 2

=
OKMOof| CH$E XtA[et LIS CHS S EXSHHR. "ONTAP 9.6 O| A0l 2EE 7| 2t2[E gMatefL|Ct .
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|

(RETE

o

N2 AFgL .

set -privilege advanced

2. L@t A2 Barbican KMSO|A| OKM2 £ 7| 00| 12|o|MetL|Ct.

security key-manager key migrate -from-vserver <svm name> -to-vserver
<admin svm name>

svm_name Barbican KMS 718 & AFE% SVMQ| O|ERIL|C

3. QB AL OKMO|A Barbican KMSE 7|Z O}o|Jaj|o|MEtL|C}.

security key-manager key migrate -from-vserver <admin svm name> -to
-vserver <svm_ name>

AstEl 250| 9l &M Barbican KMS 722 H|2H M3t 4 JOMH, H|ZHM Barbican KMS A2 AMH[E 4
ULt
CHA|

1. Aot T8 1802 MYEL|Ct

set -privilege advanced

2. &M Barbican KMS 7+ & H|&M3tgtL|Ct,
security key-manager keystore disable -vserver <svm name>

SVMO|| NVE 223t 50| U= B die =52 &= ol Sdljof 2tL|Ct. 7| = 010|12{|0[4 350t Barbican KMS
TS HIZAMSsHI| ol MZL Barbican KMS A2 ZA9le U NVE 282 23318t ALt 7|12

0fo| 20| Met TR glon, 37 E4ISHE Barbican KMS 142 H|EHAstElL|C}
3. H|ZA Barbican KMS LA AHH|EHLIC

security key-manager keystore delete -vserver <svm name> -config-name
<unique config name> -type barbican
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ONTAP 9.6 O| 20| A NVEO]| CHSt REE 7| 22| =5}

Onboard Key ManagerE AtE%t0{ 2 AE 7t P2 9tEl H|O[E{ 0] HMASH= O AHESH=
71E HY £ JGLICL LZ2tEl 2 L= K| 233} ClATOf| ANASHE 2ZH S AE A
Onboard Key Managers &A3}sl{of ShL|Ct.

Of Zredof chol
SHAHO| =5 It mOint 2ot 7| 22X 2EE ST|st ES LAsHof gLt

MetroCluster 40| U= 2 2 HAHOF SLICH security key-manager onboard enable HX Z2&
E"'j-'|AE‘|0||)\‘| HAS aH_c.'ﬂ CHE E MAHLLIC security key-manager onboard sync HZ S2{AEO0| CHal
SUTt S E ARG AalietL|Ct E AT | security key-manager onboard enable &
§E1¢E101IA1 HHS 60”‘.5_} LS ¥4 22AHU A S7|2t5tH E A 2RIt ELICH enable BHE ¥
S2{AEO|AM CHA| 2T

0%t ru: 2 mz

KEMIS| YOHE MR security key-manager onboard enable 2|1l security key-manager onboard
sync Of|A"ONTAP E& & Z=L|CF" .

1280 tEE MREEY M 7| 22X Y2 E LAY LRIt YELICH MEE T ALK 2= E LSS
2762 H 'cc-mode-enabled=yes' M2 AT £ JASLICE,

NVES| Z2 cc-mode-enabled=yesE MAstH =& MM, 2 & 0|5 AlZ HHZ AFE6I0] MMt EE0| AISC=E
A otE LIEf =5 IS7|0l= -encrypt trueE X8 2RIt UELICE 28 0|5 AlZHe| B -encrypt-destination
trueE X| &SI gtot= EL|CH

00I-

CSfC(Commercial Solutions for Classified) 27 Al % SE5t7| 2/ ONTAP XMZ HO|H =3t E e mf
NSE2} NVEE & Ar&3H0F 5tH, Common Criteria 2 E0|A] Onboard Key Manager?t A 3te|0f Q=X
etolsljof gtL|Ct ECH'CSDC &34 29,

Com
7to
—_

mon Criteria == ('cc-mode-enabled=yes')0|A] Onboard Key ManagerE &-ststH CH3 1t
=]
= o T

AIO§ AlAE‘II Exl-o| I:I:|7:|EI|__||_'_|-

* AMARI2 Common Criteria ZE0|A 2t5 S W H& MIfSH 22{AH 243 AEE
SL|EIgL Y,

S AH 2 S 58 US| ZoHH 244|122 T|CE| AL L ES MEESHH MetS
TSN K.

: * A AE! O[O X| Cl|0|E= NetApp RSA-3072 ZE A 21Z A2t SHA-384 ZE ME
CHO|RIAEE shi Araor@l UHFM QI NetApp RSA-2048 ZE MY Q1Z M2t SHA-256 ZE ME
CIO|M|AE CHAI O|O|X| REME &HoIstL|Ct.

Yol BH2 Chet CIX["E MBS HAISHO] 0|0|X| LHE0| HAE|HLE &4 E|X| AUA=X|
2olgtL|Ct AE0f| d3stH A|ARZ 0|0|X| HH[O|E ZEM[AL| TS tHA|= TIdetL|Ct,
J%X| ko™ 0|0|X| AH|O|E0f| AMINBILICH XEM|S| LOHEMR cluster image HIA"ONTAP
23 yxeLh

@ 2HLC 7| 22[Xt= 7|12 22 W20 MELLICH 2|2 H22| LHE2 A|A”0] P = ALt
SEE|H X[ ELICH AARE2 SThe[H 30X O|Lio]| 2 K22 X|SLIC}.
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* Onboard Key Managerg #435t7| Hof| MetroCluster £+22 F-&sH{0F 2fL|LCE.

'Hot 7| #E|Xt 2EE gYot-cec-EE A of|[ofL L

HEE = 7| 2A2|Xt S E UHSITE 612 H 'cc-mode-enabled=yes’S M ™ BIL|Ct. NVES]

@ A2 cc-mode-enabled=yes=E MHSIH 25 é'iéi =5 0|3 A& BHE AL8SH0] st 20|
Atso=2 A= sElL|Ct MetroCluster —_rlél'oﬂkl = '-cc-mode-enabled' %ﬁol K| =[X| gt&LICE.
Hot F|0jLIN REE &Mool HHE2 Hot F|0fL|X B HES AL Ct

oco=
2. 32~256X At0|9] ASE UHSGIM|R. "cc-mode ™| B 64~256XF AtO|S] Y E SR,

FAH ST
od

Eoﬂ 5% 9| XI°"0| '—IEL
3. ¢z ool ZEDEO|M 2SS CHA| UFLICE
4. 21F 7|7t HEEIRA=X| Zelgt|ct

'Hot 7| &alxt 7| Hza| - 7| 933 NSE-AK'

@ ‘security key-manager key query B™HO| ‘security key-manager
query key' HHZ CHAIELICE.

Ol CHet XEMIBt LIS security key-manager key query "ONTAP H&E EHZEQULICHES HXSIMAIL.

o
rx

MO = YU EIAE EFS A2otE 282 E Hetd & JU5LCHL

volume encryption conversion start

_._

=52 HSY| Hoi| Onboard Key ManagerE 2t785| 11445{0f B L|Ct. MetroCluster 280l A= & AIO|E
D0 Onboard Key ManagerS A438l{0F gtL|Ct.

off 8T &= UALT AT E AE2[X| A[AH R 9| QT {X[0f SAHRILICE

—_ =

2HE 7| 22|k} @2 S Fdet 2, M AL 2[FOf oHFESt /K|l YEE +S2= WHSIM Q. HO2EE
pr PS H

* "22{AFE O|0|X] HF"

* "Hot 7| BE|X} 2| R Zdst

19


https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-key-query.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-external-enable.html

* "Heot 7| 2E|XE 7| #Hel"

« "EI0h 7| BA|Xt 2EE Tasp

ONTAP 9.5 2! 0| HHHO||A NVEO]| CHSE 2HE 7| 22| &M3}

Onboard Key ManagerE AtE5t0{ 2 AE 7t P2 9tEl H|O|E{ 0| HMASH= O AFESH=
71E E5Y £ JGLICL L22lEl EE L= K| 223} CIATOf| ANASHE ZH S AE A
Onboard Key Managers &A3}sl{of SrL|Ct.

O] Zreiof cheh
SHAHO| =5 It moict 2ot 7| 22Xt 2 FES LsHof gLCf.

MetroCluster 80| U= B2 CHS XA S HESIMA2L.

* ONTAP 9.50 M= 2 S2{AF0M| M Hot 7| 2E|X} 2, A SHAEM 2ot 7| &2|xt 48 -57|%t
-MetroCluster -7 0| £ 2tZ St A= E ALt HAsHof BLICt

* ONTAP 9.5 O|H0fl= 28 SE{AH0|M Hot 7| 22X} 485 dHst0 of 20% F& 7[CI2 ChE #4
SN Lot ASS ALESHH 2ot 7| 22|kt A-S HAOHOF LT

2oz LEE MRERY W 7| 22|k &
SHE AESHH MEE = AEX 22 E ¢

NVES| 22" enable -cc-mode yes'E MHSIH 28 M4 S 2
ot S} El '—IEL E 0t=7|0fl= -encrypt trueS X|HE LRIt oiE
trueE X|H5HX| LOOPE EL(Ct

5 *I” THO= Mdst EEOI INESISEES

—

ICt. =& 0|5 AlZe| B2 -encrypt-destination

C o

o

() st s P22 AISH Sols =S ChAl o} BLIC

AlZtst7| o
* 2§ 7| 22|(KMIP) MH{ 2t eHHl NSE = NVES AH83%t= 22 2R 7| Z2[X CIO[E{H|0| A S ATHSHM K.

"o 7| 2|0 2EE F| HE|= HE

* Onboard Key ManagerE +&5t7| M0l MetroCluster 2t32 43N K.

ONTAP 948 E = ALEXIt MEE = 7| 2elxt d=E &2t = 5= -enable-cc-mode yes'
() 842 A8 4+ ABLICE NVES| Z2 “enable-cc-mode yes'S AH3IT 25 44 U 25
0|5 AR BYOE MM 20| ASOE ASBELICY,

CH2 ofiFo M= MR miotct 2= S e 2 §lo] 7| ZE|XHE cluster10| A BFSE7| A[ZRFetL|C},
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clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through

the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>

- 2EE 7] 2| E Fgotets HAIX|ZE LEFLEE "of"E Y=g Ct.
k=3
=

USE TEIEO|KH 32510 A 256K ALO|S| QSR 2IBH7LE 6404 256X} AO|2l YBES "cc-mode’
YEBiLict

@ X|I4E| "cc-mode™ & tIsS7 |- 64X|' D|D|'0|D:| 9' J-I'E.|X|' | _{ |'<‘3=|'|0-” %I'_(_.?: E%EE7|' l:l'AI EAlEljl
Hofl 59| X|HO| ErdgfL|Ct.

security key-manager show-key-store

clusterl::> security key-manager show-key-store

Node: nodel
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

Node: node?2
Key Store: onboard
Key ID Used By

<id value> NSE-AK
<id value> NSE-AK

KEMIS| YOHEMR security key-manager show-key-store OIA"ONTAP E&E & ZIL|CH" .
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