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OHOZ|AHIO|E 2| AS3HE 2lolf 2ASHEl 0f T 2|H|0|EE NAE aggregate(NetApp OH 12| H|0|E 5 3to| AL
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1. O§32[H|0|E 2| =3} 23t B = HE M}
CHAS ... Ol B ALE...
ONTAP 9.7 O| &2 AFESIH NAE storage aggregate create -aggregate
OHZ|H|O|EE M detL|Ct aggregate name -node node name
ONTAP 9.62Z NAE OHI2|AH0|EE storage aggregate create -aggregate
Mgt ct aggregate name -node node name -encrypt-with

—aggr—-key true

NAEZ} Ol E1AE NAE TAZ HBISILICH storage aggregate modify -aggregate
aggregate name -node node name -encrypt-with
-aggr-key true



NAE &4 E NAEZ| Ot ElElgto = storage aggregate modify -aggregate
Gkl I aggregate name -node node name —-encrypt-with
-aggr-key false

MH| BE T2 man HO|X|E FZSHUAIL.
Ct2 BES AASHH "aggr1"olM EA =& 2etvt gLt

° ONTAP 9.7 O|4At:

clusterl::> storage aggregate create -aggregate aggrl

° ONTAP 9.6 0|5}

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
-aggr-key true
2. Aggregate?t 2= HE AHESHEE A 0] JEX| 2elatLct
'AEEX| YA EA| 2E 2o} - FHA 7| AL
MA B 22 man H|O|X[E HESHYAL.

Ct2 BES HASHH "aggr1"0| L= otof| CHsl 2-dete|0] Q=X 2HelgtL|Ct,

clusterl::> storage aggregate show -fields encrypt-with-aggr-key

aggregate encrypt-aggr-key
aggr0_vsim4 false
aggrl true

2 entries were displayed.
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Aot SEYULICE volume create Y2 AFEXIL X|HSHE A0 XIS 2 Yz

SFEILICH —encrypt
true.

ONTAP 9.6 %! O|™ HE M= 2 AHEBHOF 2ILICH ~encrypt true & &7 volume create A22HE
2 Molst= HH(ABOHK| E2 2R cc-mode)E SEIFLICL
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° ONTAP 9.7 0| & &E| =0l M FII5t= B -encrypt true & #8UCt volume create NAE
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NAE 2E volume create -vserver SVM name -volume volume name
-aggregate aggregate name
NVE 2E& volume create -vserver SVM name -volume volume name

-aggregate aggregate name -encrypt true & = LELC}

NAEZ} X| & E|X| &= ONTAP 9.6 U O|™ HMO| A= -encrypt
true NVEE M85 2882 L=t E X[HELIC NAE

@ Of 12|H|0| EO0ll A EF0| A= ONTAP 9.7 0| Aofl A=
-encrypt true CHAI NAES| 7|2 233t RS MH 2|50
NVE 282 MysiLct

volume create -vserver SVM name —-volume volume name
-aggregate aggregate name -encrypt false
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Z H|O|X|0| M link:https://docs.netapp.com/us-en/ontap-cli-9141/volume-
create.htmlE X=X }

AN 2[volume create?.
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Het XA S A|2ioh 20| = AU S 2t=60F SLICH &Y Fo| M5 EX|7F LdstH E Al = UASLICH volume
encryption conversion pause HHZ AIES |'04 A2 LAl BX|5t, E 2HYLICt volume

g I
encryption conversion resume BEZ AFESHY 212 MIHLICH

@ E MEY £ ELICH volume encryption conversion start SnapLock 252
HetotL|Ct
|

clusterl::> volume encryption conversion start -vserver vsl -volume voll
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=5 Yot He HA
M B FE2 2o B2 man HO|X|E HZHYAIL.

Che WY AwelH e selo] Mt EAELIC,

clusterl::> volume encryption conversion show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.

A B8 A2 22H 2 man H0[X| S HZSHMAIL.

ChE 32 AddotH AootEl EF0| 'cluster1’ofl A EL|CEH

clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr?2 online RW 200GB 160.0GB 20%
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NVE =2E50f Cliot Yt BIAE volume move start -vserver SVM name -volume
=EYLICt volume name -destination-aggregate aggregate name

-encrypt-destination true

NAE =E0f Ciet NVE = it volume move start -vserver SVM name -volume

BIAE SECHAO oHO2[AO|E 2| volume name -destination-aggregate aggregate name
A2t AL El= A2 E 7HE) -encrypt-with-aggr-key true

NVE SE0ll CHet NAE = volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
-encrypt-with-aggr-key false

Nae 2EES YU HIAE SEEO=E volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
—encrypt-destination false -encrypt-with-aggr-key
false

NVE =52 QU HIAE EEOZ volume move start -vserver SVM name -volume
volume name -destination-aggregate aggregate name
—encrypt-destination false

A BH 22 EHH BH | man H|0|X|E HESHYAIL.
CHE S AASHH 0|50] vol1! LEHEIAE Z8O0| NVE 282 HEtE LTt

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-destination true
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clusterl::> volume move start -vserver vsl -volume voll -destination

-aggregate aggr2 -encrypt-with-aggr-key true

Che EE S AASHH 0/50] vol2Q! NAE 20| NVE EE2= HEHELICH
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clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-with-aggr-key false

CtE HHES AASHH 0|F0| vol2@! NAE 2&0| Yt HIAE 2 EO = HEHEIL|CL

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false
Chs B S AAsHH 0|50] vol2Q! NVE 2F0| Yt HIAE EFOZ HEHELICH

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false

Azt R HE= ONTAP 9.6 O| 40l AT &~ UELICE.
A BE 22 228 2 man H|0[X[E HZESHIAIL

CtE P S AASHH 'cluster2’2| 25 Y=ot KY0| HEAIELIC

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

- 250 Y=ot BHEEO Jq=X| ehlPfLct.

|

=5 &= Y=otEl ALt
A BE A2 22{H B2 man H0[X| S HZSHMAIL.
CHE 32 AAotH AoetEl EF0| ‘cluster2'ofl HA|EL|CEH



cluster2::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RWw 200GB 160.0GB 20%
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volume move start -vserver svm name -volume volume -destination-aggregate

aggregate -encrypt-with-aggr-key false -encrypt-destination true

ol CHet XEMISH LHE 2 “volume move & & =X

2. E 2QIBILICt volume move M ZHH0| M3RMES

volume show -encryption-type volume NVEZ

NES RSP

1. AE2|X|> 28 Q2 0|SELCt.
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* KMIP(Key Management Interoperability Protocol)E AHE35t0] A|ARI0| 2EE 7| ZE2|Xt = 2F 7| 2
ME 7} A0{0F BLCt.

EHA|

1. RE 28 Y=k

::> volume show -vserver xyz -volume vol0 -fields is-encrypted
vserver volume is-encrypted
XY Z vol0 true
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