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29 PR A% 47

Z2|AE el ol 7| C BR{AE{*>*ME* Ol MMOR ATBULICH 23t O M S

2Haix} g Meyshrt MESILICE : D21 kS + o= 7] B2t ARl < B
Meghict

AEEX| VM Y| R 7| AEZ|X]*>*AEZX] AEZ|X| VMS MEfgtL|CH A - S MEHSL|CH
2|t VM * E‘.’_P * ol %*§§f * MM S MERILICH: OB O
AR

7| 2t2|X} 2kofl 7| E Oto| o] F gLt

S AN o3 7| 2t2|Xt7t ZdstEl 22 7|E ot 7| EE|Xtol|A CHE 7| &t2|Xt= oto|azj|o|Msof BfL|Ct, O]
T2 MNAE= System ManagerOl| A XSS E 2t= EL|LCE.

* Onboard Key Manager EE= 2|8 7| ZI2|Xt7t 2HAE 0N SM3E Q1T U2 =250 AS3HE HLR
O O AEZ|X| VM =F0|M 2[R 7| 22[XE Mg i 22 AE +=F0|AM Onboard Key Manager =
QIE 7| He|Xtof|A AER|X| VM £Z2| 9|F 7| 2|XI2 7|E 010|322 0| MaHof BtL|CL O] T2 M|AE System
ManagerOil A Xts2 = 2tz EL|C}

* AER[X| VMO|AM =st g10] 2&S et 22 7|1E oto|a2fo|de 2RIt gl&LICt.
S AE0f sSL AISME ARIFLIt

22 AEQL KMIP MHE KMIP SSL QIS ME A2510] 22| IDE &Qlstn SSLHES
AHTLICH KMIP AH2te] SSL HZ S 7 ASH | Fof|, 22{AHO0| Ciet KMIP 2210|HE
SSL Q1= Mot KMIP M2 2E 215 7|2H(CA)0 CHEH SSL 22 215 ME MX|slof ghL|Ct.

o Ztdof| ChaH
HA MM Ee & LEJF 5ot I{E2! 8l I2to|8] KMIP SSL QIS ME AFRsHOF BILICH SYUst KMIP A o]l o2y
HAME HZSHE A2, HAMS BE L= 525 28 5 M8 KMIP SSL 215 ME Atg4dljof gLt

AlZtst7| o
* MHOIM AlZHE S7I3H6t0] 2B M, KMIP MH 5! S AEE MdsHof etLCt.
* 2LAHE ?Iet 3& SSLKMIP 220|UE 2AZME 20{0F ZL|Ct.

oF SSL KMIP 22t0[1E 21F Aot 2 E Il 7|1E A0{0F LT,

rot

0|

* 2HAHE 9
* SSLKMIP 22I0|HE QIZN = LS E HZE|0] UX| Qt0toF FL|Ct.

* KMIP M| £E CA(QIZ 7[2hof| Ciot SSL S8 QIS AE H0o{0f ghL|LC.

* MetroCluster &30 A= F 22 AH 250 St KMIP SSL 2IZME AX[sHOF gLICE.

@ SAE0]| ABME HX|5H7| MO|Lt Zof| KMIP MH0]| 22I0|HE 3! M QIZME HXIE &
AgLCt.

EHA|



1. 22{AE0|| SSLKMIP 220|HE IZEME MX|eLCt.
'Security certificate install - vserver admin_svm_name -type client'
SSLKMIP 38 3L 72l QIS ME =st2t= HAIX|IZt EAIELICE
'cluster1::> security certificate install -vserver cluster1-type client'

2. KMIP MH2| RE CA(IZ 7|2holl Ciet SSL 38 IEME HX|etLCt
'Security certificate install - vserver admin_svm_name -type server-ca'

'cluster1::> security certificate install -vserver cluster1-type server-ca'S = gfL|C}

ONTAP 9.6 O| 2/(NVE)0| A 2|5 7| 22| X|&

StLt O|AFS] KMIP MHHE A3 S AE0IM LS SHeEl H|O|E{0f] M ASH= O AFRSH=
71E€ B2 £ UELICE. ONTAP 9.6 E{= H|O|E SVMO| &3tz H[O|E{0f| HM|ASH= O
AMESE 7|12 EZ6H7| Il EEQ| 2|8 7| 2|XE 2AY 4 &L

ONTAP 9.11.15E{ 7|2 7| M Z|CH 37H2] B 7| MHE &71810] S2{AEE 7| MHE MM 2 QIALIC
KEMI3H LIRS S A XSIMAIR S2{AE(ZIE QH J| MHE JAMEHLIC},

o] ZHoi| CHaH

A|CH 47H2] KMIP MHE S2{AE| = SYMO| HZ2TH 4 QIALICH 0|3 3! sl 21 I8l £|A 20Ho| MHE

AtEdte 0| ESLIC

QIE 7| 22| Heof 2t =L 2| M7t SHAELS 2E SVME ESEX| = MENSH SYMO| T OFHENX| O 27}
AXMEIL|C}
=2od .

* SAH EHel _ & AFE5t0] 22{AE 9 2= SVMO|| thist | F 7| 22| S T = AFLILE 22 AH 2A2|Xt=
MeHofl MEE 2= 7|0 HMAT 4= ASLICE.

* ONTAP 9.6RE{= _SVM SCOPE_E AtE5t0{ S2{AE{2| HO|E SVMS ¢let 2|2 7| #2|E 714E =+
UAELICL O] = 2 HIHEJH M2 CHE SVM(EE= SVM ME)S AFE3H0] H|0|E & M3 3dh= HEIEIHE 230
7+ Mttt XY E HEES sVM 2[RI oHE B ES] 7|0ff M| AT & ASLICE

* HE|HHE &tF9| 22 O3 BYE AF85I0| _MT_EK_MGMT_0|| et 2to|MIA S MX| gL Ct.
'System license add-license-code <MT_EK_MGMT license code>"'
MA| BE 22 | ciet man H|O|X|E ERSHUAIL.

SYot SHAHOM F e

2 E QD A 2 QALICH SYMECOE 7| 22| MHE JASH 22 ONTAPOIAM =
0|43t MH D ARSI 7|12 ES T

A
=
fLICH O] 2 H ONTAPE S2{AH0| & 7] 2HE| MHZE 7|2

S AE HR0M 2EE 7| 22|E ST SVM HLR|o[A 25 7| &H2|E 28T £ ASLICE 'Security key-
manager key migrate' BES AIE5I0] S AE He|o RHEE 7| ZZ|0f|A SVM H|2| 7 7| B2|XI2 7|E
ofo|azfo| Mgt 4~ AELICH

AlZtst7| o
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https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/configure-cluster-key-server-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/configure-cluster-key-server-task.html

o
ol

* KMIP SSL 2210|HE % M ASME EX[sljof LICt.

* O HUS +AEIHH 2 AH E= SVM ZE[XH0{0F gLt

r

* MetroCluster SZ20| CH3H Q& 7| Z2|E SISt T 2 7| 22| 2 &A31617| HMof| MetroClusterE 2+x 5|
TAdsHof efL|Ct,

* MetroCluster 20| M= & S AEH 250 KMIP SSL QIS ME MX|6H{0f gfLICt.

chHA
1. 22{AE 9| Key Manager &4 #A:

'Security key-manager external enable - vserver admin_SVM-key-servers host_name | ip_address: port,...
-client-cert client_certificate-server-ca-cert server_CA_certificates’S XSt A|L

° & 22IYLICt security key-manager external enable HZO| 2 CHA|BILICE

=
securlty key-manager setup 3. 22{AF 230! EEEEO”H FHES HAStH

admin_SvM7|2%t2 HM Sc{AEQ **EI SVMYLICt 2HAH HeE F85HH

@ S| AE #a|xtojof EL|CH S AldHE & QI&LICH security key manager external
modify 2§ 7| 22| 88 HEst= BEULICE

° MetroCluster 2tZ0{| A Zt2| SVMO]| CHet 2|2 7| 22| E AH6t= HR E YtEslof hL|Ct
AEOf| BA|SL|CH

security key-manager external enable HHZ OIEL] 2&{

CtE P S AASHH 2 7| MHIL 3702 'cluster1’ofl T 2[5 7| 227t 2ot LT R ] 7| M=
SAE 0|2 ZES AMESIH X|FEL, & M 7|= IP F42 7|2 ZES AFESH0] 7QIEEIDIL Ml I 7=

IPv6 TALL TEE ALSI0] X|™EIL|CE

clusterl::> security key-manager external enable -vserver clusterl -key

-servers
ksl.local:15696,10.0.0.10, [£d20:8ble:b255:814e:32bd:£35c:832c:5a09]:1234

-client-cert AdminVserverClientCert -server-ca-certs

AdminVserverServerCaCert

2. SVME I%t 7| 2a|xt 74

'Security key-manager external enable - vserver SVM-key-servers host_name | ip_address: port,... -client

-cert client_certificate-server-ca-cert server_CA_certificates'S XA

StH 7|28 o2 'VMO| ®ixf SVMe=E MFELCt.
SVM 22| Xtofof BfL|Ct. 'Security key-manager
27| g2 4¥g HEY & ULt

° SVM 29 TETEQ|M B
SVM He|E 7 Mst2{H 2

= AloH

@ external modify' HH0{E Ao

° MetroCluster 2tZ0{| A HIO|Ef SYME 2[3t 2|5 7| 22|E 4st= BR EREE URT}
ASLICH security key-manager external enable BEZ LIEL] S2{AEO|
HEA|gLICE

E > ou
OF ™ o

2 i
orr o

THS dASIH 7|2 ZE 56960(A T 7| MHIE =4 CHI[SH= 'vm1°0l| st 2% 7| 2|7t



5.

12

svmll::> security key-manager external enable -vserver svml -key-servers
keyserver.svml.com -client-cert SVMlClientCert -server-ca-certs
SVMlServerCaCert

7} SVMO|| CHaH OFX| 2t CHA| = et28tL|C}

EESH 'Security key-manager external add-servers' @S AL5H £7F SVME 24 &
(D °'*|—|Ef Hob 7| 22|xt 2| F M| HHE2 2ot 7| 2t2|Xp &7 B S AL ok TA| HH
22 man H|0|X|E HZSIMAL.

THE 2= KMIP M7t HZE[0] JQ=X| =elgtL|t,
'Security key-manager external show-status-node node_name’®L|Ct

@ HOot 7|-22|Xt 2|52 show-status BH2 HOF 7|-22| X} show-status EHES CHAIEL|CH HA|
HH 2E2 man H|0|X|E EZESIMAIL.

clusterl::> security key-manager external show-status

Node Vserver Key Server Status
nodel
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available
node?2
svml
keyserver.svml.com:5696 available
clusterl
10.0.0.10:5696 available
£fd20:8ble:b255:814e:32bd:£35¢c:832¢c:5a09:1234 available
ksl.local:15696 available

8 entries were displayed.
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P U EIAE ZES ADoE S5 E HetetL|C
volume encryption conversion start

SES HEo| Hof| 2F 7] ZHE|XHE 2AFHD| FLGdl0fF LT MetroCluster 2tE0| M= 22 7| Z2[XHE F
AtO[EOl| 25 FLdstiof BfLCt.



ONTAP 9.5 0| H{ZTHO| M 28 7| 22|E 2-gstRfL(ct

SfL} O] &S] KMIP M E AtESHH 2={AE0| M Y= ohEl C|O]E{0f] M| A
7|12 B2 ¢ %l*l—llif StLtel 20l KMIP ME{E Z[CH 47077HX| HEE
N s =S 2o X2 20ie| MHE AESH= 0| ESLICEH

of XpHof CHaf
ONTAP= 2 AEZS| BE =0 CHS KMIP A HZS FAetL(CE
A|ZFst7| Hof|
* KMIP SSL 22I0|HE 8! MH QIS ME MX[5Hof SfL|Ct.
* 0| 2AS A2 H S2{AE 22|Xto{oF FL|Ct
Q8 7| Ha|XIE FM517| Holl MetroCluster 2HA S FA8H{0F BfL|C},
* MetroCluster &Z0j|M = F S2{AE 250 KMIP SSL 215 ME AX|sHof gfL|Ct.

ChA|
1. 22{AE =0 3t Key Manager H4 74:

Hot 7| 22X 2

7| 22| Xt AFO0| A[ZHELIC.

MetroCluster 2t80f| M= & S2{AE RR0|M O] BHS HAs0OF FLIC.

3. KMIP Mt 7}

'Security key-manager add-address key_management_server_ipaddress

clusterl::> security key-manager add -address 20.1.1.1

(D) MetroCluster 820N E & S2AE| RE0|A 0] HS Aselof B,

4. O|E3HE QI3 KMIP MHE FJt2 FIHEfL(Ct

'Security key-manager add-address key_management_server_ipaddress

clusterl::> security key-manager add -address 20.1.1.2

(D) MetroCluster 870N E & 22AE| RE0|A 0] HS Aseyof B,

S. THE HE KMIP MHIE HZEE|0 A=X] geletL|Ct,

Hot 7] 22| X} HA| HEH

ot= ol ArEdts

A Ol A

TMI:I

LICt. 0| &=}
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HH B FE2 man H|O|X|E FZHIAL.

clusterl::> security key-manager show -status

Node Port Registered Key Manager Status

clusterl-01 5696 20.1.1.1 available

clusterl-01 5696 20.1.1.2 available

clusterl-02 5696 20.1.1.1 available

clusterl-02 5696 20.1.1.2 available
6. LR Z2 Yt HAE 252 otSelE 202 HEILIC)

SES Heot| Hof| 2F 7| 2E|XHE 2AHD| FLGaloF LT MetroCluster 2tE0| M= 22 7| Z2[XHE F
AO|EOf| 25 FLd3f{of LT},

ONTAP 9.10.18E E A 2 QJ&LICH "Azure 7| HEA(AKV)" U "Google Cloud
Platform2| 7| #t2] MH|A(Cloud KMS)" 2E2I2E SAEl 28 TZ 10| ONTAP 253t
7|E ESELICH ONTAP 9.12.08E{= ZNVE7|E & E* ¢ UAELICH"AWS2| KMS".

AWS KMS, AKV 2 Cloud KMSE A3t HEo e o~ UELICH "NVE(NetApp Volume Encryption) 7|" H|O|E
SVMO| 2k s g,

o

| =t ol

2t

m

oH

=X

i
n
Ok
M

A3t 7| 2t2|= CLI EE= ONTAP REST APIE AM26H AEE 4= QEL|Ct

S2t2C ZZXE A6t 7|12 EsE s 7|EXMOZ H|0|E SVM LIF7t 22tR2E 7| 2| A= XQIEQ EAMSH=
Ef AF%ELIE} LC 22| HEYIE= SERE 32AtQ| 215 MH|A(Azure®| HL login.microsoftonline.com, Cloud
KMS2| &% oauth2.googleapis.com)2t &415H= G| AFEEILICE 2HAE HEQA7 SHIEA RYEX| 42 32
SHAHE 7| 22| MH|AE W2 AHSSHXA| QE&LICE

ERE SEAt 7| 2E| MH|AE AL EE M= LSt 22 Mt ArgE SX|sHoF LICt.

* NSE(NetApp 2AE2|X| &z 3}) 8l
SAELICt "2 KMIP" CHA AE2E £
* MetroCluster 140X = 22tR2E Xt 7| 22| E A Y &+ i&LICH

* SLRE 354t 7| 2E[= 0| SVMOf|MEE et = IS Lt

NAE(NetApp Ol 12| H[0|E 2= 3})0f| 22IRE S5 7| 2HE|E ALY £

al
g+ ASLICH

%
H

Hof|

22IRE X0l KMSE FdstioF L|Ct.

NTAP 2 AE == NVEE X[ 0F LT

& Y= 3HVE) A ZE| HHE Y=o} 7| 2|(MTEKM) 2t0| M A S HAX|sH{of ehLCt.
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ot
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https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
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https://cloud.google.com/kms/docs
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https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://cloud.google.com/kms/docs
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

* 2HAE E= SVM 22| Xt0{0f LTt

* HlolEf sVMoll= 2tz otEl 2F0[ ZE(0f AKX §EOLOF St 7| ZE|XHE AFSsHof LT, HI0[Ef SVMO
AootEl 250| ZHE ER KMSE F45t7| Hoi| 8ie =2FS 0to|22{[0]Matof ZHL|Ct.
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dXx[stn

AlZHsE7| Hof

* Y=tE HElShE IAM 20| AFEE AWS KMS 7(0] Chist Hets 2ES0{0f ghL|Ct IAM S0l = T2
HYPS 518ots FMO| ZEE|0{of LTt

° DescribeKey
° Encrypt

° Decrypt
£ T8It

KiMIEE LHE2 2l AWS HEME HZSHUAQ "Ex ="

ONTAP SVMOI|A| AWS KMVZE & A5ttt

1.
2.

AIZf8t7] ol AWS KMSOI A M| A 7| IDQFHIR 7|1& ZF RO MAIL.
ot =FS 1822 AFHLICL

set -priv advanced

AWS KMS 243}
security key-manager external aws enable -vserver svm name -region
AWS region —-key-id key ID -encryption-context encryption context

HIAIX| 7 EAIZ|H B[ 7|E LZAGLIC

AWS KMS7t SHIZH| =R E=X] 2FlBfL(ct.

security key-manager external aws show -vserver svm name

AzureE X|&gfLICt

ONTAP SVMO| A Azure Key VaultS &35t

1.

Ct
AZSE7| ol Azure AU M S2H0[AHE A L= QISAMZ HAES 215 XA TS HO{0F BfL|Ct. Kot
SHAEQ BE =7 H Y HEHRIX| &QIsl{oF BLIC. 'cluster show' BHES A3t 2helet = AUELCE

ot
£
o
HR

H$t £ZF 2 Advanced’et-priv advanced 2 A gtL|C}

SVMe| =0t 7| 2|X} 2|2 Azure ENABLE - CLIENT-id_client_id_-tenant-id_tenant_id_-name-key-
id_id_-authentication-method {certificate|client-secret} Ol | AKVE &M 3}etL|Ct H|A|X| 7} LIEFLIH
Azure A1 ™0l A S2I0|AHE QIE M E= E20|HE AT E AHBILICE

AKV7t SHIZA| -S| A =] 2ol efL|ot.
security key-manager external azure show vserver svm name
MH|A ME{7} FSBER| 042 AR CIO[Ef SVM LIFS S8l AKV 7| 22| MH| A0 Cist S MXEhL|Ct

Google 222
ONTAP SVMO{| A E2t2E KMS X[ &

1.

2.

3.

AIZFst7| F0fl JSON HAIO2 Google Cloud KMS A1 7| THYe| 7Ol 7|2 WOMAI2. GCP AIH0A
2 4 LI

S 2 AES BE LETF HA AEHQIX] 2tolsof BL|CH HHEE AE6H0] &heole = JSLIC cluster
show.

o Amse |
Azt £72 nFOE MY:

set -priv advanced

SVMO|A| Cloud KMS A2

security key-manager external gcp enable -vserver svm name -project-id


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant

project id-key-ring-name key ring name -key-ring-location key ring location
-key-name key name
HIAIXIZF EAIE|™ AMH|A A 7ol 7|2 JSON IHo| LHEs = stL|Ct

4. Cloud KMS7t 2HIE 07 Ha2 L HEIQEX] ZelgtL ot
security key-manager external gcp show vserver svm name
Of MEHRULICE kms wrapped key status ZF ELICH “UNkNowN” 2= 2tEl SF0| MM E X
MH| A MEf7H 25 EEX| 042 Z R HI0|Ef SVM LIFE S8l GCP 7| 22| MH|A0f et HZAS MEefLct.

—

Lt o] &9 25 3tEl EE0| H|O|Ef SYMELE 0|0 M =0 I admin SVM 2EE 7| Z2|X}7} s NVE 7|18
I 2 ol2{st 7| E 2F 7| &2| MH|AZ Oto|22|0|MsoF BfLICt CLINA O] S &SI H CHS

n
o)
Q
c
3.
~

<N

ey-manager key migrate -from-Vserver admin_SVM -to-Vserver data_ SVM H|0|E| SVM2| 2= NVE
7|17t ME X o= oto| Jzf|o|ME mi7tX| ' E9| H|0|Ef SVMOI| CHslH 2=t M 252 MM +~ l&LICH

ONTAP 9.6 O|2(NVE)0l|AM 2EE 7| 22| X[

Onboard Key ManagerE A5t S A7t Z=22tEl H|O|E 0| HMASH= O AFHESH=
71E E5Y £ JSLICL L23lEl 28 L= XM =3} CIAIOf| ANASH= 2H S AEOA
Onboard Key Managerg &A13}sl{0f &rL|Ct.

Of ZfHofl 3

SAE0| =S It moict 2o 7| 22Xt 2EE ST|st HS HAslof gLCt

MetroCluster 40| Y= R S GO} L|Ct security key-manager onboard enable HA ZH
SHAHOM HHE Ml LS E MAHSLICH security key-manager onboard sync o4 S2{AEO| CHal
SUTH AT E ALBSI0] BHE AL

SHAHOM HES Aot CHg AE S AHM S7(5t6tH E Al BRIt QIELIC enable BEE A4
SHAEO|M CHA| RSLICE

JIg2Mos LEE MR = 7| 22|t LRIt ASLICEL MEE = AEXI LS E YHSIES
272 ™ 'cc-mode-enabled=yes' M2 AIEE 4= JYELILCL.

0o
ok
M
o)
o
ot
H
kO

NVES| Z2 cc-mode-enabled=yesE MHSIH 25 MM =28 x|
ASSHEILICEH 28 IHE7|0f|= -encrypt trueS XM LRIt QIELICL 2
trueE X|I’HSHX| ot ElL|Ct

AHE3t] Mot 280| XAIS2E
AL -encrypt-destination

ONTAP XZ Al HIO|H ¢3HE #4E mf CSDC(Commercial Solutions for Classified)0ll CHeE @ LALEHS
SE5I2{H NSEE NVESRF &7 AFE5H{of otH 2HE 7| 2t2|Xt7F Lt 24 REO|AM EMote| =X ojof gfL|Ct 2
ARSI "CSDC &2 M R0k CSfCol| CHSH XISt LS
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https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/task-encrypting-volumes.html
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Common Criteria 2 E('cc-mode-enabled=yes')0llA] Onboard Key Managerg &4 2}5tH CH31t
22 dAo2 A|AR SZ0| HAELICE

* AMARIS Common Criteria ZE0A 2t5 S I H& MIfSH 22{AH 243 AEE
SDL|E gL,

S8 Al SHIE S2{AH 22 & LS| o H *§§f5._ =EO0| OI2EE[X| g45LIL. ol EXIE
H ot =8 MEES f EHPE 531*51 A== LHHOF HLICH A|AHO| REEH
24A| 2t St SR AH A2 E O M2 Q5= THO| CHH *IEH 53| g4 S3{AH A=
SHEA LAY = USLICE Mool =St FR(0f: 22{AH 2SS 53] HEO =2 SHI=H|
@ US| 52 FR) 24412 Mg A|ZHO| Faked kx| 7 ek ALt iES s Mets
M EFsHOF gfLct.

* A|AH! 0|0|X| YH|O|E= NetApp RSA-3072 ZE ME 215 A9 SHA-384 ZE ME
CIO|HAEE SHH A23I0] LetX 0l NetApp RSA-2048 ZE MH 215 A9 SHA-256 ZE ME
CIO|MAE CH4l o|0|X| RZAMHEZ =tolgtL|Ct.

T=E2o2 &

YIolE BF 2 Chst CIX[" MES =lsto] 0|0|X| LHE0| HAE|HLE &4 E|X| AU =X
2IBtLICEH S HAlo| d3stH 0|D|X| H[O|E T2 M|AT} CHS EHAIZ ZIYE| D, O-X|
tO™ 0|0|X| AUL|O|ETL MIfSILICtH & HESIHMAIL cluster image A|AE! AH|O|E0]

CHet MEE H2{™H man H|0|X|E & XsHAAIL.

I.

Onboard Key Managers= $24 ti22{0j] 7|2 XMFBILICH AIAHS HEEISHHLE HX|6t2 3204
() di=el thgol RigELICE ZArsel s TN M AlAHS FRI5H 30 Ol 24 ojma)
2ol %7} KYZLIC,

* O] HUS St H S A 2t2|Xj0{0F LT},

* Onboard Key ManagerE #45t7| H0f| MetroCluster £+22 F-&sH{0F RfL|LCE.

‘2ot 7| #E|Xt 2EE ggot-cc-EE A of|[ofL L

MHEE = 7| 22|t S E UASITE 512 H 'cc-mode-enabled=yes’S MABILICt. NVES]
@ A2 cc-mode-enabled=yesE MHSIH 25 %*él' =E 0|8 A& BHE AL8SH0] M HMst 2F0|
fEQE ot SHEIL|CE MetroCluster -TWOHM '-cc-mode-enabled' &MO0| X| & X| t&L|CE.
HOEF|OiLIN 2EE M3 HEH2 Hot F|0iL|N AN HHE S AL Ct

CH2 ofiFIo M= MF R miotct 2= S e 2 §lo] 7] 22Xt AX| HHE cluster10f|Af AZfEtLICE
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clusterl::> security key-manager onboard enable

Enter the cluster-wide passphrase for onboard key management in Vserver

"clusterl":: <32..256 ASCII characters long text>
Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>
Ao TEDEO|M 32XAt0f| A 256t AtO[2] =2 S YAZSHAHLE 6401 M 256K AtO[S] 2 ES "cc-mode"=
oladstL|C}.
H=dg

@ X|EEl "cc-mode™ &= 7t 64X} O|2HO|H 7| 22Xt A AU e TEZETL CHA| EAIE[7]
Tof| 52| X|HO| & gLt

ol stol mEmEA YAEE ChA| YL
0I5 7|7} MA QK| Stolgtct

'Hob 7| 22| Xt 7| 2| - 7] Y NSE-AK'

@ 2ot 7|-22|xt 7| #2| BH2 2ot 7|-22(xt H2| 7| FHS Mg Ch FA FF 22 man
H|O|X|E HZESHIAIL.

CH2 o|AM|0| A= "cluster1"ol| CHSH QIS 7|71 MM E|

£Q

=] golgtL|ct
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clusterl::> security key-manager key query -key-type NSE-AK
Node: nodel
Vserver: clusterl
Key Manager: onboard
Key Manager Type: OKM
Key Manager Policy: -

Key Tag Key Type Encryption Restored
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100056178fcbace6d91472d£8a9286daacc00000000
00000000
nodel NSE-AK AES-256 true

Key ID:
00000000000000000200000000000100d£1689a148fdfbf9c2b198e£974d0baal0000000
00000000

2 entries were displayed.

5. Zadt

ox

P YHEIAE =52 A2otE SEQE HETLICL
volume encryption conversion start

=52 HASY| Mol Onboard Key ManagerE 2t7%5| 1445{0f gfL|Ct. MetroCluster 280l A= & AIO|E
DZ0|M Onboard Key ManagerS FA8li0F EHL|Ct.

S ot

rat
o

KA
(=]
LSO A Y = ULE A E AEL|X| A|AH 29| QFHTE 9|X|0f| SAFRLICE

—_

Onboard Key Manager 25 E A mjOiCt AsH 2l A AF2E £ QT E HEE AEZ|X| A|AH! QEHO| QLT
X[of] +S 2= WABHOF BILICE S BRSHIAR "2EE 7| 22| HHE 502 AR,

WF

ONTAP 9.5 O[SHNVE)0i|A| 2EE 7| 22| 2d3}

Onboard Key Managerg AHE5t0{ S2{AE7} A2zl O|0|E{ 0| HM[ASH= O AHEdt=
71E ESY £ JELICHL LSetEl 2 = M| 253 ClAT0f| AN ASHS ZF S AEOA
Onboard Key Managers &A13}sl{0f SrL|Ct

O Zte10i| CHaH
SAE0| =S FTHe moict 2o 7| 22Xt B FHS Lslof eLCt.

o
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* ONTAP 9.50{ M= 2Z S2{AEOA £t 7| 22|Xt BN, 214 S AN £t 7| 22Xt BN -S7|%t
-MetroCluster -4 of| & 2t F25H0] Mo gtLICt.

| 22Xt e MHstD oF 20% HE 7|CHEl O &4

—

2| X} 2E S AAHOF gLt

il
i1}
|>
m
=2
>
o
ne
rot
o2
fo
il
>
o
Ot
2
HL
K]
N
Hn >

e

| =
SHSE A MRE = AL EXt 22 E L= & = AFLICE

J128oz LEE MEES e 7| HE|xt S E AT LRI HELICH ONTAP 9.45E -enable-cc-mode yes'
=

NVES| Z<2 '-enable-cc-mode yes'E HHsIH =5 YA 5 2E 0|5 A& BHOE Yoot S50 AIS22
ASlELICEH S8 THE7(0|l= -encrypt trueE X|EY BRI} AUELICH & 0|8 Al&e| 2 -encrypt-destination
trueE XI’'HSHX| QtotT ElL|Ct

AESt 20lE = =8 CHA| R ESHOF gL Tt

—_

o

() umeres e

A|Ztst7| Hof|
* NSE = NVEE 2|8 7| ZI2[(KMIP) ML EH| AIRE 2 2|5 7|

kl

t2| X} CIO[E{H[O| A S ALK|3HOF BHL|CE.

r

"QIE 7| EE|0M 2EE F| 2|2 M

* Onboard Key Managerg T45t7| H0f| MetroCluster 22 144sH{0F gtL|Ct,
CHA|

'Hob 7| 2|kt 2Y-24st-ce-2 = 0|0t 2

ONTAP 9 4HE{= AF2X}7} FEE & 7| Ba|xt ASE QJ2BEE dte enable-co-mode yes'
() =42 8% 2 UBLICE NVES| 3L “enable-cc-mode yes'S A H51E 25 44 3 25

0I5 AZt HHOZ MNP 2EO| IS0 YBBfElLict

CHS ORI M= TSR miotct 2o S Y 2 glo| 7| ZE|XHE cluster10| M EF5E7| A[ZFeLCE

clusterl::> security key-manager setup
Welcome to the key manager setup wizard, which will lead you through
the steps to add boot information.

Would you like to use onboard key-management? {yes, no} [yes]:

Enter the cluster-wide passphrase: <32..256 ASCII characters long
text>

Reenter the cluster-wide passphrase: <32..256 ASCII characters long
text>
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2. RHIE 7| M2|8 Yot HAIXIZ LIELIR "0f'S YRiBILIC,
3. o= DETEO|A 32X10/A] 2567t AOI2| B2 S QUZIBH7LE 6401A 256Xt AtOl2] B2 S "ccmode' R
YEBiLict

(D X|EEl "cc-mode™ &= 7t 64X} O|2HO|H 7| 22Xt A ol e TELETL CHA| EAIE[T]
Tojl 59| X|Ho| W dgtL|ct

4. A% QI TETEOM Y= S ChAl fetL|cth

5. BE Lo Chsl 7|7t REEIRA=X] eelgtLct.
HOot 7| 22|Xt 7| &

HH| B FE2 man H|O|X|E FZSHIAL.

clusterl::> security key-manager key show

Node: nodel
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008C0O7CCOAF1EF49E0105300EFC83004BF NSE-AK

Node: node?2
Key Store: onboard
Key ID Used By

0000000000000000020000000000010059851742AF2703FC91369B7DB47C4722 NSE-AK
000000000000000002000000000001008CO7CCOAF1IEF49E0105300EFC83004BF NSE-AK

m

6. Wagl

oM

Q Yt HAE 258 YBEE EEOR HSILICL
volume encryption conversion start

=52 Hetst7| Mol Onboard Key ManagerE 23| 71446H0F 2HL|Ct. MetroCluster 2HE 0| A= & ALO|E
2 Z=0f| A Onboard Key Managers TA44lj0F fL|Ct.

3ol okl 3

LIS A8 = UAEE L2 E AEE|X| A|AH- 2[R9 bt X[of SArEtLICE.

Onboard Key Manager @2 E gt WOCE XHSH LM Al AFE S &~ JEE HEHE AEZ|X| A|AH! 2[R9 Ot Tt
X0l =32 = siAsH{of °”—|Ef 2 HXSYA R "2EE 7| 22| MEE +S5O= WAfL|C}",
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MEZ FIHE 20| 2EE 7| 22[E S-83teiL(Ct
Onboard Key ManagerE A5t 22{AETL 4%

71E HExY = JSLICL L2l E £ L= XA &
Onboard Key ManagerS 2*“§f3H0F EH—IEF.

= O

ots

obEl ClIOIE 0] AM[ASHE O AHESH=
2ot Ll A3 HAHABHE 2f S HAE A

ONTAP 9.5 0% BTl 22, S2{AE0| =8 %712 mjojch =0t 7| 22|x 43 Y22 Mol
gLiCk,
() ONTAP 9.6 OIX0IME SBAE(0] =8 7k mjojct 0t 7] B2 S7/3 BYS Maeqor
gLict,
SHC 7| 2|7} TYE F2AAE =ES 71613 0] FYS Asto] LatE 7S ME DHLIC
MetroCluster 10| U= R LhS X[H S AESIHHAIL.
* ONTAP 9.65E| 22 S2{AE{0| A ot 7| 22|X} 2HE TNLS BiX| M TS 2 S2AE N SYst
S AIgoto] HOt 7| B2Xt 2HE S7|3H8 Asiof ELICH
* ONTAP 9.50| A= 22 Z2IAE{0|A 20t 7| 22/R 4, 22| S2|AE{oll M wet 7| H2|x 4 -57)3
-MetroCluster -4 01| £ 22t SLS Y2 E AESH0] Adstiof hLCt.

* ONTAP 9.5 0|F0ll= 2Z S AEHM Hot 7| 22|Xt ™S HAHSt of 20X Mk 7|Ch2l CHS A
SHAHN M STt A= E ALESH] Hot 7| tE|xt ™S %%'3H0F ==

J2Mo2 LEE MR M 7| HE|Xt L= E LHY BRIt SELICH ONTAP 9.45E -enable-cc-mode yes'
SHE ALBSI MRE = MRIUF A E UHSIEE & = JSLICL
NVES| Z<2 '-enable-cc-mode yes'E MHsIH =28 MM 3l 28 0|5 *l’“ FFo= dd 6._ EO| X522
A= otE '—lEf =8 US7(0l= -encrypt trueE X|He HR7t SIELICH 28 0|5 Al&2| 22 -encrypt-destination
trueE X|’8SHX| @Ot EL|C

() st s P28 AISH Sols =2 ChAl RS0} SLIC

E - . E s e

NVEZ A8t 25 H[0|E E=3}
NVE 7HRE A%t =& HI0|E =3t
ONTAP 9.75E{= VE 2to[HlA 9l 2HE 7| L= 2|2 7| &2 7|50| Y= ER 7|28Hes
OHOZ2|AI0|E % S& =27t 2t MolELICH ONTAP 9.6 O[S HES| A2 M =8 E= 7|&
SE0M L= E 2ot + JSLICL 25 L=22tE EH4ot5t2{™ VE 20| A S AX|5t
7| Ze|E &M3tslioF ZLICt. NVEE FIPS-140-2 2| 12 &4t C},
VE Z2I0|MIAZ O TJ2[AH[0|E 2| A= otE ™YLt
ONTAP 9.752E{ VE 2j0[{llA 3 RHE 7| 22| 7|50| U= B MZ H-dE of22|AH0|E &
EE27|IEHMOE AT IHEILICE ONTAP 9.652E OfOZ2|AH0|E % ASIHE ARSI
.:.§ f%* =E0| ZHE ofaZ|AHO|E0f| 7|E &Ee 4 JASLICE
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Of ZhHofl 3

Ql2tel fE= MI2t2E O 12| AH|0|E 2H SEMAHE +AsI = 2 OI2[AH0|E 2|E L=HE AHZsH0F LICt.

1 2|ofl= NVEO|A ol 12|A[0| E 2|R2| S=H|AH 7t XA X| g5&LICt.

ODZ|AHIO|E 2|¥ A S3HE 2lolf M=l 0T 2|H|0|EE NAE aggregate(NetApp OH 12| H|0|E 53t AL
)2t BL|CH NAE OHO2[AH0|ES] 2 E E&2 NAE = NVE Y522 S 3te|0{0F HLICt Aggregate 222
ASIHE AFESHH AggregateOf| A M3t E50| NAE L S32 7|2HOZ ASSHEILICE A NVE Y535
ALESHEE 7232 A = USLICH

NAE OiZ22[H0|ENM = it A E ZFO| XA EX| §45LICt.

AlZtst7| o
O 2P S sHstHAH SS{AH 2t2|Xto{of LTt

=

1. O§22|AH|0|E 2|8 =2t 2s} = H|gHSh

CHAL . Ol BH ALE...

ONTAP 9.7 O| &2 A3 NAE storage aggregate create -aggregate
OHOZ|H|O|EE HdetL|Ct aggregate name -node node name

ONTAP 9.62Z NAE OH1Z2|H|0O|EE storage aggregate create -aggregate

Mgt aggregate name -node node name -encrypt-with

-aggr-key true

NAEZ} Ot EAIE NAE A2 HESL|CI storage aggregate modify -aggregate
aggregate name -node node name -encrypt-with
-aggr-key true

NAE ZAE NAEZ} ol TRl o= storage aggregate modify -aggregate
eS| Tt aggregate name -node node name -encrypt-with

-aggr-key false

Cts @3S HASHH "aggr1"oilM EA & =t gdotE Lt

° ONTAP 9.7 0| 4k

clusterl::> storage aggregate create -aggregate aggrl

° ONTAP 9.6 0|3}

clusterl::> storage aggregate create -aggregate aggrl -encrypt-with
—aggr-key true
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2. Aggregate?t 2= oIS AIESEE HFE 0| A=X| goletL|Ct.
'AERX| HA EA 2E Aot - FHA 7| ALE

HH B FE2 man H|O|X|E FZHUAL.

CtE P2 HASHH "aggr1"0| L= =tof Chisl 2ete|of A=X| =HelefL|t.
clusterl::> storage aggregate show -fields encrypt-with-aggr-key
aggregate encrypt-aggr-key
aggr0 _vsim4 false
aggrl true
2 entries were displayed.
xtelg opl 2

'volume create' B S H&StH Aot 25S LT

KMIP AfBS AFZ010] -S| et 7|8 XFoHs 2, ONTAPE BES esfel of 23t 7|8 Ao iS50z
AN AEILICE

Of Zte1oi| CHaH

NVE(NetApp Volume Encryption)E AI2%t0 EE8

S 253515t ONTAP 9.6, NetApp Aggregate
Encryption(NAE)Z A|ZHe o= UELICH. NAESH NVEO] CHet

Chist XEMISE I8 2 & BZSHMAIR =& 228 K.

ONTAPO|AM M =F0i| chet ef=stE gdetsts ZXts AHE S ONTAP HT 1t £F F4of w2t CHE LT,

ONTAP 9.42E A|ZFEIL|CHAIESHE A R) cc-mode Onboard Key Manager(2EE 7| #2|XHE ™ wf 2
Mot EEQLICE volume create B™E2 ALXIIt X|HSHE 2A|810| X522 LSS EL|CH —encrypt
true.

* ONTAP 9.6 % O|™ HHHO| M= S A8 OF &LICH —encrypt true 2 8 volume create ¥22E
Mo HH(AESHK| A2 B cc-mode)E SEIELICL

* ONTAP 9.60l NAE 2 &2 Zrdota{™ EA = OHH NAEE 2-detslof LIt S EZSHIAIL VE
20| MIAZ O 22[A|0|E 2| =stE HHELICH & HESHAL.

* ONTAP 9.75E = VE 2l0|MA 3l 2HE 7| L= 2|8 7|
Ot SSEILICEH 7|2 O 2 NAE Of 12|AH|0| Eof| A MM =l A

[

2] 7|50| A= 32 Mz HdE =80| 7|[2Xe=
E7t

i 2&2 NVEZf Ol NAE R&0| ELICE.
° ONTAP 9.7 O|& 22| XM FII5t= ER -encrypt true E EL—|E|' volume create NAE
Oi32|AHIO|EN EES MMst= BH2 250 NAE thAl NVE 2537t QUELICEH NAE 0§ 2|AH|0|EQ

DE 222 NVE F= NAER S 3tE[0f0F BHL|Ct,

() NAEOjaEIAO|E0IME Ut MAE 20| XI/IK| kL,
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1. M 2ES Myt 250 =2t 2dote|of JA=X R E XIFHLITH M 2&0| NAE 0 22|H[0|E0)| =
BR7I=HeE 282 L& NAE =80| gLCh
My JEERE-
NAE =& volume create -vserver SVM name -volume volume name
-aggregate aggregate name
NVE 28 volume create -vserver SVM name -volume volume name

-aggregate aggregate name -encrypt true%-‘T—E'—-rEf

NAE7} X|E|X| 9= ONTAP 9.6 U O|™ HEO|M= -encrypt
true NVEZ AI2S10] 252 53}tz 2 X|HEHL|CH NAE

(D) oHaaizol=0iA 250| 4= ONTAP 9.7 Ol &0l A=
-encrypt true CHAI NAES| 7|2 23t REE ME2|5H0]
NVE E22 MAsfLC},

SlL|C} volume create -vserver SVM name -volume volume name
-aggregate aggregate name -encrypt false

HA EBE 222 B &= 10| X|0f| A] link:https://docs.netapp.com/us-en/ontap-cli-9141/volume-

create.htmlE EZSIMA2[volume create?].
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* ONTAP 9.2 O[5t2| AL Tt AT £~ JUELICt volume move start 7|&E 252 0S5t
2t Moo= "EUL(CE
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= "H|Xt2|of|"
LICt volume

LIC} volume encryption conversion start SnapLock &=

FA O
T BAH
f

7 ASLILE

I.

o
=

‘28 24535} HEL A|ZF - SVM NAME - volume volume volume name'

=3t

ONTAP 9.3%E =&2 L2 ?IXIZ2 0]
encryption conversion pause
encryption conversion resume

|

[e]3
=

HeAl2.

{0
K4
i

I.

| man H|O|X|E

OoH

{efLCt =282 HI0|E{ 7t = oLt

s}7h ™ ELIC voll:
:> volume encryption conversion start -vserver vsl -volume voll

clusterl:

HEAI2.

10
K4
|
i

| man H|O|X|E %

E

AHSHH S RO &7} FA|ELICE

ofn!

B0
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Phase 2 of 2 is in progress.

Status

9/18/2017 17:51:41

Start Time
=l 220| 'cluster1’0f]l EA|EIL|CE.

He{H 2 man H|O|X| S HEHYAL.

voll

:> volume encryption conversion show
Volume

222
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o
o

y

clusterl:
Vserver
vsl

x

.l

=8 &= A= otE AHo|Ct
—

x



clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RWw 200GB 160.0GB 20%
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KMIP AHE AFS0] im0 test 712 MESHs 29, ONTAPE 288 2sts of 23t 7|2 Aol AH5oE
"B (A EILICE

=5 0I3 AlE B S M8 7|1E 28U Y=otE EdotfLitt

'volume move start' S-S AFE5IH 7|ZE 2FS 0|S0t0] Y2etE gdetet = ASLICE ONTAP 9.2 O[5tof| M=
=5 03 AAS ALE8HOF gL|Ch STt OH_'E|71|0|E LE LHE IZ|AHI0|EE A E + ASLICE

Of ZfHofl CHaf

* ONTAP 9.85E| 25 0|5 A|ZE AR50 SnapLock EE= FlexGroup 220 M 25 stE &Mstst 4= QI&LICEH

* ONTAP 9.452E Onboard Key ManagerE A&g I "cc-mode™E &d2l5HH "volume move start" HH O =
MM 280| AI5C 2 AT SHEILICE “-encrypt-destination true’= X|ASHX| QE0tT EILICE.

* ONTAP 9.6 E{= Aggregate +=ZF2| 23 2tE AFE6I0] 0|5 =E2| EaHEl Aggregatedl| 7|2 & *%* T
USLICE IR 7|2 Y=otEl EES _NVE EE |Ef_T'_ fLICH(NetApp =& Y= 2lE AHESICH= 2|O)).
OHOZ|AIO|E 2|H 7| = A=2tEl EES NAE _ (NetApp OiZ2|A|0|E 2=3lo| ZA2)0[2t1 LICt NAE
Of 12| H[0|Eo M= Yt HIAE 2Z0| X|E|X] 9§$|—|E|'.

* ONTAP 9.14.1%E NVEZ SVM RE £2ES &2t + JASFLICE AtMSt LIE2 S EZSHAIL SVM £E

=50 NetApp 2& LZ3HE ? detL|Ct.
A ZFS7| Fof|
O] 22 st ™ SSAE Z2|XI0|ALE S AH ZH2[Xp7t HerE @[ot SVM 22| Xtofof gfL|Ct.
"EE 0|3 HYES A= Y Aot
CHA|
1. 712 282 0|85t 20| L3t7t M2t 0] J=X| 2 E X|HELICE
ot . ol HH ALE...
NVE =50 st ut HIAE volume move start -vserver SVM name -volume
SEYLICt volume name -destination-aggregate aggregate name
—encrypt-destination true
NAE SE0i| CHgt NVE = it volume move start -vserver SVM name -volume
HIAE SE(CHA OH_'E|7'||0|E #H'Y volume name -destination-aggregate aggregate name
%F§§f7|' ArBE[= A E JHH) -encrypt-with-aggr-key true
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NVE &0 Ci$t NAE 2 volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
—encrypt-with-aggr-key false

Nae =52 YU HIAE EEOZ volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name

-encrypt-destination false -encrypt-with-aggr-key
false

NVE 282 HtBEIAE EEOZ volume move start -vserver SVM name -volume

volume name -destination-aggregate aggregate name
—encrypt-destination false

A B FES 22 FEQ man H|O|X|E FZSHIAIL.

CHE B2 AAStH 0|F0] vol1¢! it HIAE =FO| NVE 2822 HEtEL|C

clusterl::> volume move start -vserver vsl -volume voll -destination
-aggregate aggr2 -encrypt-destination true

CHAOIIM OHI2|AIO|E | L2 otE AR AT ZR Ot
=5 vol10| NAE 252 = HEHEL|CL.

0jo

I:Io=| 2q

o

o
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rg
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=)
-
ne
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clusterl::> volume move start -vserver vsl -volume voll -destination
-—aggregate aggr2 -encrypt-with-aggr-key true

CHe HE S AAstH 0|F0| vol2@! NAE 2&0| NVE 2E2 = HeHEL|CL

i

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-with-aggr-key false

C}

dlo

HHS MHSEH 0|20| vol2Q! NAE 220| Ut HIAE 2202 HSHE|L|CE

11— = |

clusterl::> volume move start -vserver vsl -volume vol2 -destination

-aggregate aggr2 -encrypt-destination false -encrypt-with-aggr-key false
LS EES HASHH 0|S0] vol2l NVE EE0| Yt HIAE SEO= HEEIL|CH

clusterl::> volume move start -vserver vsl -volume vol2 -destination
-aggregate aggr2 -encrypt-destination false
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A=t R HE= ONTAP 9.6 O| 40l M AT &~ UELICE.
A E =S 228 2 man H|0|X[E HZESHIAL

CtE P S HASHH 'cluster2’2| 25 =2t KY0| HAIELIC

cluster2::> volume show -fields encryption-type

vserver volume encryption-type

vsl voll none
vs2 vol2 volume
vs3 vol3 aggregate

3. 250 Y=3ut HFE A=K gelet|ct,

=

E8 &= Y2otE ArAolCt
HH EBE 222 EHH BH man H|0|X|E HESHYAIL.
ChE s AAstH AoetEl 280 ‘cluster2'ofl HA|EL|CEH
cluster2::> volume show -is-encrypted true
Vserver Volume Aggregate State Type Size Available Used
vsl voll aggr2 online RW 200GB 160.0GB 20%
21t

KMIP MEHE AIE3HH =9 foot 7|8 MESh= 22, 282 2ot I ONTAPE MH0| &2st 7|8 X522
ZAIRLCE

SVM £ E =50 NetApp 28 A S3E AMEL|Ct

ONTAP 9.14.158E AEZ2|X| VM(SVM) 2E EE0|A NetApp 28 LZHNVE)E 2atet
= USLICE NVEOIM = RE S82 17 7|2 2295t SYMe| HotS ZatefL|Ct,

Of Ztioi Chat

SVM RE =8F2| NVEE= SVMO| My El =0j|2h gdetet 4= JASLICH

* SVM RE ZE82 NetApp Ol 12[H|0|E L= SHNAE)Z =2t 0 I2|A|0|E0f A0 M= ¢t EL|Ct
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* Onboard Key Manager EE= 2|8 7| 22|12 ALE5I0] L= 2tE &M otslfof ShL|Ct.
* ONTAP 9.14.1 O| &S A&s}{OF BfL|Ct.

* NVEZ S3tEl 2 250| T8t SVMS 0to| 10| Msta{® ofo| a0l Mo| $RE & sSVM 2E 252
Ut EHAE 2202 ﬁ_s_ C}S SVM 2E 252 CtA| 231810} BLiCt,

rlo

° SVM 0Oto|a2q|o| M| EFZIl AggregateOllAdl NAES AI8%t= 22 RE 282 7|2MQE NAESE &&8L(CH
* SVMO| SVM sl S7 A|of A= 2

o Ol =l svMme| °*§§+ M2 Aol SAE| K| RSLICH AA EE= CHAOIAM NVEE M35 ER
Oj2{2l=l SVM £E 250X NVEE H 2 X 58)of gfL|Ct.

° Bt S2{AHO| EE 02| H|0|ETE NAEE AFEStE 3% SVM RE =82 NAEE ALEELICEH

CHA
ONTAP CLI EE&= System Managers ALE3t0] SVM 2E 250(|A NVEE M3t £ ASLICH

CLIE & XSIMAIL

HMxt2[ofl M SVM RE EF0|M NVES AFE3tALt 02| A|0|E 2ol 282 0|S5H0] gdete &= ASLICEH
FE £ES MX2|of|M = etgfL(ct
1. RE ZES US3tE SE8C= Heh

Aot HEM =X 2ol ct & 22ITL|Ct volume show -encryption-type volume NVEE
t8dt= RE 282 S22 EAIRLIC

volume move start -vserver svm name -volume volume -destination-aggregate
aggregate -encrypt-with-aggr-key false -encrypt-destination true

ol CH$t XtM|St LI 2 “volume move & X ZXSHMAIR 252 0|SEHL|C},

2. E &QIBtL|C} volume move OflA ZHH0| MZWELICH volume move show HH. & S2ILICH
=
|

volume show -encryption-type volume NVEE AIE%t= RE =289
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Of =fHof CHo

() o mae we 2E 250 ASHLICL SVM 2E E80l HESX LI SV 2S 5RE
OH2[A|0|E E1| S35} 9 ONTAP 9.14.152E{ NVE.
ZE 22 orssit AIIE Y SHEH0F SLICH KIS A SX|E 4 giLICH aEt 2w 2E 220f Al
3|2 SHEfor & g{OD] b0k H7| KIS AMSt & QALICH

AlZtst7| o
* 2B HA 78S AFESHOF RfLICY.

FE =25 oots o L& FYM XA EX| ELIT
* LC RE =50| 0|0] Hd&|0] QLO{OF Bt

* KMIP(Key Management Interoperability Protocol)E AtE3t0] A|ARI0| 2EE 7| 22|t = 25 7| &2
ME 7t AO0{OF BLCt.

=

1. RE 28 2=k

::> volume show -vserver xyz -volume vol0 -fields is-encrypted
vserver volume is-encrypted
XY Z vol0 true
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