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clusterl::> volume show —-encryption
Vserver Volume Aggregate State Encryption State

vsl voll aggrl online none
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Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr3 online RW 200GB 160.0GB 20%
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clusterl::> volume encryption rekey show

Vserver Volume Start Time Status

vsl voll 9/18/2017 17:51:41 Phase 2 of 2 is in progress.
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clusterl::> volume show -is-encrypted true

Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RW 200GB 160.0GB 20%
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Vserver Volume Aggregate State Type Size Available Used

vsl voll aggr2 online RWw 200GB 160.0GB 20%
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clusterl::> security key-manager onboard show-backup
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AER|X| C|AZ 0%
ol CHSt XEMIBt LH22 storage disk show "ONTAP HE EHZEQULICHES HXSHMAIL.
clusterl::> storage disk show -broken

Original Owner: clusterl-01
Checksum Compatibility: block

Usable
Physical
Disk Outage Reason HA Shelf Bay Chan Pool Type RPM Size
Size
0.0.0 admin failed O0b 1 0 A Pool0 FCAL 10000 132.8GB
133.9GB
0.0.7 admin removed Ob 2 6 A Pooll FCAL 10000 132.8GB
134.2GB

[...]

2. C|A3 do DEO| StEY 0] 70| =0f| Lt Q= XIHoff w2 Zhol7F LSt CIAS S HAStT M FIPS E2t0|E
L= SEDE WA|gL|Ct,

3. MZ WH|$ LA ARAUS HHTILIC.

'Storage disk assign-disk disk_name-owner node'
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Ol CHet XtM|Bt LHE2 storage disk assign "ONTAP &3 &
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clusterl::> storage disk assign -disk 2.1.1 -owner clusterl-01

4. M CIAS7} SRR SolgtLCt,
AEZ|X| &S5 CIAT HA

Ol CHet XtM|Bt LHE 2 storage encryption disk show "ONTAP HE EZQULICHE RZTSHMAIL.

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
1.10.0 data <id value>
1.10.1 data <id value>
2.1.1 open 0x0

[

5. HIO|E 2IF 7|E FIPS E210|2 = SEDO| 2 fLCt
"FIPS E20|2 = SED(QF 7| 22])0i| CojEf 215 7| 2"
6. LRt AL FIPS 140-2 215 7|E FIPS E2to|=of| BHEgtL|Ct,
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FIPS E2|0|H Et= SEDO| dM|A S £~ QIEE AAHTHL|C}

FIPS E2I0|E .= SEDO|A| ONTAP G|O|E{0f] HAM|ASH 4= QiA THE = HiEHof| CHsH
AOLEN| 2.

FIPS E2IO|EH &= SEDO| = HIO|E{E FEOZ °HA1I¢6E* 2 QX2 E2IO|EO| AFEE|X|
U= Z7H2 M O|O|E{0]] Al rﬂ*ram EI*:lE AHE 4= QELICE OB E ™oz
OHM|ASH A QIEE OHE 11 E210|HE CIA| AFRSHX| 9:931 STt E2I0|EE HAHE 5
UA&L|CE.

* C|A3 AR

19


https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-authentication-keys-seds-external-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/ko-kr/ontap/encryption-at-rest/assign-fips-140-2-authentication-key-task.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-assign.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-assign.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-assign.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-assign.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-assign.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-assign.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-assign.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html
https://docs.netapp.com/us-en/ontap-cli/storage-encryption-disk-show.html

A 220 Seo|E AR 1) ALHE CA3 tesl 71 A 90| PO WSt T A 3 Yekg
false2 XMAHstD, 7| IDS 7|20 2 MMSHLICHRIZYH £t ID 0x0(SAS E210|E) E= null 7|(NVMe
E2t0])). O[3 5181 C|A39] T0|E{0f AN A 71| €| 2 C0|EIS A4St 4 gl ELICE At
CIASE HZ8E|X| 02 AH0f ClATR ChA| AFS

| =
A
e
=X-13
E

=PRI
FIPS Sat0|H i SEDS H7{& 1 AIAHS C|A3 953} 7|S ¢ 4 gl o] 2oz MEsin jAas
=73 4 gl=2 FHFLICE O|% 7| 501 CIAIE YPHOZ A8 4 9| 51 L2320 U GlolEfo

STFEHOZ MM AT 4= QA ELICE
HE XAl Y=ot EEIO|E = L EO| BE K| et E2I0|EE ATt HAHg = ASLIC.

ONTAPO{|A FIPS E=20[|E2 = SEDE AKX gL|Ct
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1. HZE5}{0F 5fi= G|O|E{ S CHE C|A 39| AggregateZ OHO| 12{|0] A BfL|C}.

2. FIPS E2I0|E = SEDOIA AMH|E|= O 22| AH|0|ES AfA|ELICt.

'Storage aggregate delete-aggregate_aggregate_name_'

clusterl::> storage aggregate delete -aggregate aggrl

Ofl CHSt XEMISH LI 2 storage aggregate delete "ONTAP & EZEQULICH'S TZSHUAIL.
3. AMH|gt FIPS E210|H = SEDQ| C|A 3 D Al
AE2[X] 223}t C|A3 H|0| EE H|O|E 7| ID, FIPS 7| ID, 2]kt

Ofl CHet XEMIBt LH22 storage encryption disk show "ONTAP & EEQULICHE EESHYAIL.
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clusterl::> storage encryption disk show

Disk Mode Data Key ID
0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[.

4. FIPS E2I0|E7} FIPS &4 ZE0|M H¥ F2l 22 =0 Ch3t FIPS 21F 7| IDE 7|2 MSID 0x02 2 CHA|
2.

'Storage encryption disk modify -disk_disk_id_-FIPS-key-id 0x0'

'Hot 7| ZE[xt 2| HHE M85t 7] IDE = = USLICH

clusterl::> storage encryption disk modify -disk 1.10.2 -fips-key-id 0x0

Info: Starting modify on 1 disk.
View the status of the operation by using the
storage encryption disk show-status command.

5. Ca2to|= b AR

'Storage encryption disk sanitize -disk_disk_id_'

O BHS A8 oF AH[0] FE= THEEI CIAT R MRIE = JUSLICE FHO| A0 ZE CIASE

HEZSHHM -force-all-state S ALEYLICE Of CHSE XtM|TH LI storage encryption disk
sanitize "ONTAP B& HXZULICH'E HERSHUAL.

® ONTAPOIA A|317| Hoi| 20l 2RE l{stats HAIXIS EAIEILICE S0 EAIE 2
H5HA 22 YL

clusterl::> storage encryption disk sanitize -disk 1.10.2
Warning: This operation will cryptographically sanitize 1 spare or
broken self-encrypting disk on 1 node.
To continue, enter sanitize disk: sanitize disk
Info: Starting sanitize on 1 disk.

View the status of the operation using the
storage encryption disk show-status command.

6. AMH|=l C|A 3 :'storage disk unfail-spare true-disk_disk_id_'2| ZHOHE siH|EL|C}
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7. QAT ARXI JEX] HRIRLICE storage disk show -disk disk id & FELICHCIA3O|
ARXt Qe B2 SHLIE SYYLICE storage disk assign -owner node -disk disk id
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clusterl::> storage aggregate delete -aggregate aggrl

ofl CHet XtM|Bt LHE 2 storage aggregate delete "ONTAP EE EZQULICHES FZSHMAIL.
3. MHE FIPS E2t0|E £ SEDS| C|AZ ID AE:
AER|X| Y5 CIAT HEA

Ol CHSt XEMIBt LH22 storage encryption disk show "ONTAP E& EEQULICHE EESHYAIL.

clusterl::> storage encryption disk show
Disk Mode Data Key ID

0.0.0 data <id value>
0.0.1 data <id value>
1.10.2 data <id value>
[

4. C|A3 ©7|:
'Storage encryption disk destroy - disk disk_id'

Ol CHSt XEMIBt LIS storage encryption disk destroy "ONTAP & HZEQILICHE HXSIMAIL.

@ A &S| Hof| 2ol 215 ™St HAIX[7F EA|EL|CEH 2tHof| EAIE CHE st 122
olaqst

clusterl::> storage encryption disk destroy -disk 1.10.2

Warning: This operation will cryptographically destroy 1 spare or broken
self-encrypting disks on 1 node.
You cannot reuse destroyed disks unless you revert
them to their original state using the PSID value.
To continue, enter
destroy disk
:destroy disk

Info: Starting destroy on 1 disk.
View the status of the operation by using the
"storage encryption disk show-status" command.
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'Storage encryption disk modify -disk_disk _id_-FIPS-key-id 0x0'
'Hot 7| ZExt 2| HHE M85 7] IDE 2 = UASLICH

clusterl::> storage encryption disk modify -disk 2.10.11 -fips-key-id
0x0

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.
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clusterl:: storage encryption disk show-status

FIPS Latest Start Execution Disks
Disks Disks

Node Support Request Timestamp Time (sec)

Begun
Done Successful

clusterl true modify 1/18/2022 15:29:38 3 14 5
5

1 entry was displayed.
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AN

clusterl::> storage encryption disk modify -disk 2.10.11 -data-key-id
0x0

Info: Starting modify on 14 disks.

View the status of the operation by using the
storage encryption disk show-status command.
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ClA3 453t show FIPS
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clusterl::> security key-manager external modify-server -vserver
clusterl -key-server ksl.local -timeout 45
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'Security key-manager external modify-server-vserver SVM-key-server host_namel|ip_address:port,...
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-timeout 1...60 - username user_name’&{L|C}

Azt 34 32 & ©9|2 BAELICH AEX} OIS S 0! A 2SS el2fstats HIMIRI7t
(D EAgUCL syM 239 ZETEOA HYS AR 'SVMO|(T}) HHY SYMOR 7|2
MEELICH 9/ 7| BAIXE M 448 $HI2{P S2{AE| EE SVM 22|Xj0{0F ELILH

CHE S AASHH 7|2 ZE 56960 M =41 Th7] 2l 'vm1' 2 F 7| 22| M2 ArEX} O|F 1t &=t
HEELIC}

svml::> security key-manager external modify-server -vserver svmll -key
-server ksl.local -username svmluser

Enter the password:

Reenter the password:
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