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clusterl::> vserver cifs session show -continuously-available No

-instance

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:

1 entry was displayed.
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nodel

vsl

1

4160072788
198.51.100.5
203.0.113.20
NTLMv2
CIFSLAB\userl
nobody

1

2

0

8m 39s

7m 45s
SMB2 1

No

Zf SMB M|Mof| CHall Eei A= THUS eFQIgfLCt.

vserver cifs session file show -session-id session ID

clusterl::> vserver cifs session file show -session-id 1

Node: nodel

Vserver: vsl

Connection: 4160072788
Session: 1

File File Open Hosting
Continuously

ID Type Mode Volume
1 Regular rw voll0
Path: \TestDocument.docx

2 Regular rw vollO0
Path: \filel.txt

2 entries were displayed.

homedirshare

homedirshare

Available

No

No
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volume efficiency show -fields vserver,volume,progress
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volume efficiency stop -vserver <svm name> -volume <volume name> -all

3. Ut ax

mjo

ngoz MM

set -privilege advanced

4. 282 a24 HEIHOIEE ONTAPS| L& Q2 CH2 30| =

volume efficiency revert-to -vserver <svm name> -volume <volume name>
-version <version>

Lt ool M= E& VolAS| 224 MIEIT|O|E{E ONTAP 9.x2 E|S&LICH

volume efficiency revert-to -vserver vsl -volume VolA -version 9.x

rr
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= E 7| 2

tof 2&= =l=2IXl aLCh
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5. CHR 0| = T Abgh HLIEE:

volume efficiency show -vserver <svm name> -op-status Downgrading
6. E|S2|7|0l MTSHK| Rt QIAHAZ FA|5t0] £|S2|7|7h Aj3t 0[RS ShelstLIct.

=

volume efficiency show -vserver <svm name> -volume <volume name> -
instance

7. £|E2|7| 2t¢jo| 22 E = admin Bt £ZEO02 SopLct.

set -privilege admin
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2. 2y L.Eo| O 12|A|0| E0f| Chel ARAF FH HIZ-gst:

a. -EO[ 0 22[H|0|EE AlEEtLCt.
run -node <nodename> -command aggr status
b. 2} o 22|A|0| E0i| CHSH ARHAF HMS ALESHK| =S HAHELICH
run -node <nodename> -command aggr options aggr name nosnap on

C. LIHX| 2t .L=E=0f Choh O] THA| S BhSgtL|Ct.

3. 2t LEo| RE ZEO Cho AHA WS ALSSHA| =5 HHELICL

= .
a LEol RE =25 AME:

run -node <node name> -command vol status

HE £22| * Options * U[A] root 2t= HHO{E2 FE EEZ vol status AELICH

vsl::> run —-node nodel vol status

Volume State Status Options
vol0 online raid dp, flex root, nvfail=on
64-bit



run -node <node name> vol options root volume name nosnap on

b. LI{X| 2} - =ofl sl o] BHA|S gheLct,

=]
4. ST Y2IZ2 YIO|S T MAE DE AUAS MTEILICY,

a. got +=FS 1522 AFLIL

snapshot policy modify -vserver * -enabled false
C. Q| A HH AUARS MF|BILICE

— H A |

volume snapshot prepare-for-revert -node <node name>

Ol BH2 Z HIO|H 2&, FE OIZ|H0|E 3! RE SEO0IM £[4 BT AMAS AMFLIC
of

AHAZ ATIZE 4 Bl S HHO| AIohT ALAS ARIsY| Mo £%oH0F SHe DE WA KRS
URYLICE. CHS IR ZIYo| Ho| R TS 2P T BHS CHA| AHoH0F volume snapshot

clusterl::*> volume snapshot prepare-for-revert -node nodel

Warning: This command will delete all snapshots that have the format
used by the current version of ONTAP. It will fail if any snapshot
policies are enabled, or

if any snapshots have an owner. Continue? {yl|n}: vy
a. AHARO| AMK| | =X]| =holgtL|Ct

A - -

volume snapshot show -node nodename



volume snapshot delete {-fs-version 9.0 -node nodename -is

-constituent true} -ignore-owners -force

c. LIHX| 2t -=of chsf o] TS ghesLct,

d. ma|x} stk g2 SofztL|ch,

set -privilege admin

@ MetroCluster 2| = S AEON|A O] THAIE SO BfLICE

SnapLock =2&= =|=2|7] T0| ONTAP =&0i CHoll Ats 715 7[2hs EFEELICE

ONTAP 99| 2= HTO0|A ONTAP EHAHE &|=2|2{H HAY SnapLock =501 et Xt=
715l 7|7f°I f=2 HEO| of=l 52 A|ZH LHO]| MHsH{oF BfL|Ct. SnapLock 2&2| Ats #HEl 2
gholstn st AL HAWM H AZICZ #’goHOF erL|Ct.

CHA|

1. S AHO| X|REX| @b= Xt& 78! 7|2H0] U= SnapLock 2&E0| U=X| ElefL|Ct
volume snaplock show -autocommit-period *days
2. X=X o= Kt Bl 7|2k A2k et

volume snaplock modify -vserver <vserver name> -volume <volume name>

—autocommit-period value hours

MetroCluster 42 &|E2|7| M| XI5 A=l k| X| 42 Met2 H|gMotetL|Ct,

ONTAP 9 HF S AldliSH= MetroCluster A2 S22 Rt A2 =X 2 et
(AUSO)2 H|2td3taf{ofF BfL|Ct,

£
1. MetroCluster2| 22{AE BF0M A= 2| X| 42 XtE MeH0| ALZE|X| S-S HFeLCt.

metrocluster modify -—-auto-switchover-failure-domain auso-disabled
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ONTAP &|=2|7| M0 ARP(Autonomous Ransomware Protection)0|A &5 A1 E
s ZAgfL|Ct.

ONTAP 9.17.1 = O|™ MO 2 &[F2[7| H0i| ARP(Autonomous Ransomware
Protection)0i| A 210 El H| ™A &5 Z 0] CHSdt 2HHE ARP AT ZIAFS AK|sHOF ghL|Ct,
AIfSt7] FHof

ARP 2SS AH|SI2{H "0 g" #oto] et

ChA|
1.0l 2ot HIFMZQl 25 Z 0ol SESI "ot &AMl 2HE AT LIC
2. 0|218t 2H|7t HEEZA=X| lst 2, *o| AR IHY R AH|0|E 3 X|R7|*E MEisIH ZHE 7|=Es5t1
HYZEQ ARP ZLIHES TR
3. I3 HHS HAHSI Zuet 2AE ARP AFZIAS LIESHAR

volume snapshot snapshot show -fs-version 9.18

4. AN B El DE ARP ATZIALS AMH|SHM|R.

0| S ONTAP o SaH HEO|A AFB3HS HAIZ J4al DE ALIALS ANSHD], ARP Agistat
(D) Mmists 22 obdlLct of e Awel| Fol M BE A el TRt £AIS

FHEX] 2ASHMIR.

volume snapshot prepare-for-revert -node <node name>

ONTAP 9.18.1

ONTAP 9.18.10{|A] O| M HHEM O Z E|Z2|7| M| Xf2d HMHYUH ES 7|52 At5 &M=
HIZH A3t A| 2

M7 230 Chol A™HEUS 4= USLICH ONTAP 9.17.1 EE= O| M H{FO 2 &|E2|7|
Mol ONTAP 9.18.12 Y 12{|0| =&l S&0|M 0| XI5 &Mt MHZ H|2td3tst= 20|
Z&LCH

S H .

EE2 ONTAP 9.18.12 Y 12{|0|=3t 22, B2 R0l 712H(12A]2H) T ONTAP ARP X3
o
=

T
1. ONTAP 9.18.1 0|42 2 AI0|=E 2FEM At 242t FM0| Y[ U=X] 2elgfL(Ct.

security anti-ransomware auto-enable show

2. sVM2| 2= EE0IM Ao E0l Tt Xt&S st S8 HlgderetLct.
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security anti-ransomware volume disable -volume * -auto-enabled-volumes

-only true

ONTAP 9.17.1

ONTAP 9.17.10| A S1[St7| 0| SAN =E0A| X2 MY ES 7|52 H|Z MM Q.
SAN £ 20| CH$t ONTAP ARP 7|52 ONTAP 9.16.1 0|5t HEO| M= K| =|X| Q&L|CT
ONTAP 9.16.1 0|6} HEX O 2 El%ﬂl?l Hoj| SAN 2EE0|A ARP 7|52 H|&tM5}st= Z40|
Z&LICH O A o1H s 7|s0| &M MEHE FX|E|0] E|S2I HEOM MK Z4X|E ™SI
411 CPU Y ClAZ 2AAE IS A2 WX[E & JASLICY.

off 1. |

INES- RPN

1. Mg4 > 282 UHD 2 28 0|F2 MEgLIC
2. 28 122 2ot oM *&Ef*S MEHSIO] AFZ0IM AL o to = HMetetLCt.

CLIE E=xsHA2

=
= O -1
1. 220N HMY | 2= H|EM3}:

security anti-ransomware volume disable -volume <vol name> -vserver

<svm_name>

ONTAP 9.16.1

ONTAP 9.16.10| M E|S2|7| 0| NVMe SAEN A TLSE AI26HX| YT E MASHL|C}

NVMe SAEN NVMe/TCP HZE I8t TLS HOot 0| 2 ME|0] U= ESLR, ONTAP
9.16.10{|M 2HAHE S+6H7| [0 0] K22 H|2td=tsjof gfL|Ct.

EHA|
1. SAEO|A TLS £t xHE M S HAHEL|CL.

vserver nvme subsystem host unconfigure-tls-for-revert -vserver

<svm name> -subsystem <subsystem> -host-ngn <host ngn>

0f

0X

2 MEA2RM ZAES HAHS CHZ TLS 74 §10] MEA|AROM ZAES CHA| Mgl Ct

O -

2. TLS Eet k20| TAENM MAZA=A| ZelgtL|ct.
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vserver nvme subsystem host show

ONTAP 9.16.10{| A E|Z2|7| M0l =& Qtree s ZL|IEE S H|2HMSISHYAIL
ONTAP 9.16.15E] ONTAP REST APIZ AI260] X|H A|Zt HEZ & 7I7Jt'éI =78 H|=st
FELIE{- O]

St E gtree ZLIEIE 71500 M| AT £ AUSLICE 2= gtreell| A 2+
2GStE|o A= B2 9.16.10M &l =Z2[2HH HX falseZ HE0HOF &
ext performance monitoring.enabled.

L|C}

=42 ext performance monitoring.enabled BM™E /api/storage/qtrees WEZQIEE ALESHO]
EIATILICE o] 242 7t 2™ GETS A5t M gtreeE MM I dN5I2{H POSTE A8SIHH, 7|&
gtree0i|A| HZSI2{™ PATCHE AERLILCE.

Ofl CHSH XEM|S| "2 EEl gtree M5 ZLIEHZCE S AH E[Z2[7["YOtEHAIL.

ONTAP 9.16.10|A| E|=2|7| T CORS 42 HM|HEtL|Ct

CORS(Cross-Origin Resource Sharing)E A3t ONTAP S3 H3I2 M| ASH= 32
ONTAP 9.16.10{|M =[Z2|7| F0i| O|Z H|7{3H{OF SfLICt.

Of CHall XEM[S] "CORSE ALESI0 ONTAP 22 AE = Z2|7|"H0tE M A 2.

ONTAP 9.14.1

ONTAP 9.14.10{| X E|=2|7| F0l| NFSv4.1 MM EHZS SHA|EtL|Ct

=cto[HE AZof| Choll E-HZE

S AESIEE MHTH AL ONTAP 9.14.10| A E|=2|7| H|
HE NFSv4.1 MHO|A EEHA

)
Sti Aot oF & LILCH.

rulo "J

£ YHY M revert-to S HASIH AL517| Mol EHZ S siMStets 210 HIAIX|ZF EAIELICE

ONTAP 9.13.12 &|=c|H EYZE HES ArE0t= 22I0|UET} ChA| B AZ S AF8ots A= TetE LI,

[

O[22t H|O[Ef Xf2|Zo| a'ao% —’F—Xl'ﬂ S22 ULt 5 E2|7| S&2 SVMO| thgt NFSv4.1 EEZ &M
al
=

o

CHA|
1. NFSv4.1 MHHOIM EFZ S siFetLIct.

vserver nfs modify -vserver svm name -v4.l-trunking disabled

2. NFS7t Yot= tHE = AJ=X| ZeletL|C),

vserver nfs show -vserver _Svin_name
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ONTAP 9.12.1

ONTAP 9.12.10| M E[Z2|7| T 0| S3 NAS H3! LM S HAHSL|Ct

NAS H|O|E{0f| CHslf S3 E2I0|HE MMHAE 7 Mot HL ONTAP 9.12.10|A E|=2(7| Hof|
ONTAP CLI(Command Line Interface)E A3t NAS H2! 42 H|7{5t11 0| D& (S3
AEXHE Windows EE= Unix AF2XH2)S M6l 0F BfL|Ct.

O =te1oi| CHaH
E|S2|7| Z2MA St #OtR2 0| CHS 20| 2tz E LI

* BEXHOZ 2= E HE Singleton 7HA| 2HE7|(F, sAT CIZE2[S] EE &=)E HMAYLIC
* SAT CHMER|S 25 HAYLICH S3 NAS HA0IA DHEE LHELHI| SEOM HMAS = A= 2t SO Chol
StLEZE AS &= AFLICH

* AZC H|O|22 NHEL|CE.
* AAMEl IE 33 MO CH3H default-unix-user ! default-windows-user 22 ArA|gfL|CH.

|
1. S3 NAS H2l 74 H|A:

vserver object-store-server bucket delete -vserver <svm name> -bucket
<s3 nas_bucket name>

o

CHot XEM|S LHE 2 vserver object-store-server bucket delete "ONTAP EE &ZEQIL|CH

2. UNIXO|| Tt O 5 oHE | H:

vserver name-mapping delete -vserver <svm name> -direction s3-unix

Ol CHt XEMIBt LH2 2 vserver name-mapping delete "ONTAP E& EEQILICHS RESHYUAIL.

3. WindowsOf| it 0| & OHE H|:

vserver name-mapping delete -vserver <svm name> -direction s3-win

4. SVMOM S3 TEEE H|A:

vserver remove-protocols -vserver <svm name> -protocols s3

ofl CHet XtM|Bt LHE 2 vserver remove-protocols "ONTAP EE A ZQILICHE RZSHMAIL.
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ONTAP 9.12.10|A =|=2|7| F0l| NVMe CHS LY QIS S H|ZAMSI5HC}

NVMe T2EEEZ2 A3 50l A2 Z2{AEE ONTAP 9.12.10|A E|=2|7| Fo| CHS LY
Q52 H|2Motslof gfL|Ct. DH-HMAC-CHAPE rgzr CHELH @150| A =|X| 42 B
| =2|7|7 AoigL|Ct.

THA|

1. DH-HMAC-CHAP Q152 H|gdotsta{H MEAARINM S AES ML C

vserver nvme subsystem host remove -vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn>

2. DH-HMAC-CHAP Q15 Z2EZ0| SAEO|M HMAZ|U=X| =l FL|Ct.

vserver nvme subsystem host show

3. ol

0l

20| S AEE 519 A|A”0 ThA| S=7HE LTt

vserver nvme subsystem host add vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn>

ONTAP 9.12.10{| A E|=2|7| 0| MetroCluster T1A0{|A IPsecS H|&Md3}etL|Ct
ONTAP 9.12.10{| M MetroCluster 42 &|=2|2{H HX |Psec2 H|2HMots{of ShL|C}.
MetroCluster 74 LHO|| IPsec /20| Q1 =X| &lst7| {6l El=S2|7| Ho| AAZE A ELICH S/E2 ASSH7| Mo

ZMdte IPsec S M7HotL IPsecE HIZH<tolof fLILH ALEX M S FH5HX| @42 R0 E IPsecE
A5t E HFoH ONTAPE == + 8lELIC

ONTAP 9.11.1

ONTAP 9.11.10{| X E[Z2|7| ™of| X2 M0 2of 20| A E SQISHMA|L

ARP(XI2X 2HM90] Bt0o{)E FAHTt = ONTAP 9.11.10 A ONTAP 9.10.12 E[=2|H Z1
| Al K| 2F I1I P2l ARP 7| 50| et &~ Q& LICE

ONTAP 9.11.10{| A Anti-2H & 9|0f 2f0| Ml A= HE| H[HE 7| 22|(MTKM) 20 IA S THA|EL|CE Al AR
Anti_HH 0] 2tO| M ATZE UX[2FMT_EK_MGMT 2t0|MIA 7L gl= E 2 EE2]|7] 0| ARPZL M 2 E0]| CH3H
gdste & glth=s F070 BEAIELICE

7|" HS 7|50| = EE2 22 $0f|T A& HAMORZ ZH=610 ONTAP CLIZ AF23SI0 ARP MEHE HA|E £
&LICH MTKM 20| MIA T} 1O M System Managerd|A] ARP AEHE FEA|E 4 i&LICt

[t2tA| ONTAP 9.10.12 =% £ ARPE AI&SH™ & Z2|7| Ho| MTKM 2t0[ AT MX| &[0 J=X]
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tot

FRISHY Al 2. "ARP 2t0[4IA0f o ZOEAA[L."

ONTAP 9.6

SnapMirror 7|4 #tA & ALE3510] ONTAP 9.601 A A|ARIS E|=2|7] @8 08 A

J

—_—

ogt

fulo

ONTAP 9 .60{|Al ONTAP 9.52 E|=2|2{H HX SnapMirror 7| ZtAI0| CHat 12 At
0 UA0{OF L},

SnapMirror 37|14 A7t = B2 = E2|7| ™ol CHS HAE &sloF ghLiCh.
* AA EEO0M NFSv4 EE= SMBE &3l HI0|EE S 5t= SnapMirror S7[4 2tAIE Arw|soF BfLICY
ONTAP 9.5= NFSv4 3! SMBE X[2I5HX| t&LICE
* 02 A|IthAl 1= 2 A0 M= SnapMirror S7|4! 2HA|E @5 AfH|s{of SfL|Ct.
0]2{-0/24 FJHAHO|= 7= ONTAP 9.52| SnapMirror S7|4! 2tA|0f| sl M= X|&IZ|X| et&LICE.

* E|Z2|7] Z0| ONTAP 9.52| 38 AHAS ALY & gl= 82 =l=2|7| = SnapMirror 7|4 ZHAHE
x7|3teloF ghLCt.

ONTAP 9.62 2 2A[7t S0t Y 2|0|E5t = ONTAP 9.52| 2t AHAFO| ONTAP 9.62| Yt AHAO R XtF
CHAIELICE T2t ONTAP 9.52] 2t AHAIS AEY £ gl= F2? E7¢ £ SnapMirror S7|4] 27| S CHA|
S7|=te &= glEL

ot
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