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clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true
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cluster ring show

-unitname mgmt
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cluster ring show -unitname vl1db
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cluster ring show -unitname
vifmgr
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clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1ldb 154 154 14847 node0 master
nodel v1db 154 154 14847 node0 secondary
node?2 v1db 154 154 14847 node0 secondary
node3 v1ldb 154 154 14847 node0 secondary

4 entries were displayed.
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set -privilege admin
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event log show -severity informational -message-name scsiblade.*

2t = Eof Tt 7HE 2[229] scsib=2|0]| = OHIE HIA|X| = SCSI £2|0| =7t quorum0i| AAZS LHEHLHOF BfLICE.

clusterl::*> event log show -severity informational -message-name

scsiblade.*

Time Node Severity Event

MM/DD/YYYY TIME node0 INFORMATIONAL scsiblade.in.quorum: The
scsi-blade ...

MM/DD/YYYY TIME nodel INFORMATIONAL scsiblade.in.quorum: The

scsi-blade
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storage disk show -state
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storage aggregate show -state !online
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clusterl::> storage aggregate show -state !online
There are no entries matching your query.
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volume show -state !online
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clusterl::> volume show -state !online

There are no entries matching your query.
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volume show -is-inconsistent true
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cluster time-service ntp server show
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cluster date show

clusterl::> cluster date show

Node Date Timezone
node0 4/6/2013 20:54:38 GMT
nodel 4/6/2013 20:54:38 GMT
node? 4/6/2013 20:54:38 GMT
node3 4/6/2013 20:54:38 GMT

4 entries were displayed.
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clusterl::> job show

Owning
Job ID Name Vserver Node State
8629 Vol Reaper clusterl - Queued

Description: Vol Reaper Job
8630 Certificate Expiry Check
clusterl = Queued
Description: Certificate Expiry Check
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job delete -id <job_ id>
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job show
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clusterl::> job show
Owning
Job ID Name Vserver Node State
9944 SnapMirrorDaemon 7 2147484678
clusterl nodel Dormant
Description: Snapmirror Daemon for 7 2147484678
18377 SnapMirror Service Job
clusterl node0 Dormant
Description: SnapMirror Service Job

2 entries were displayed
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vserver cifs session show -continuously-available No -instance

FEH 80| gl= SMB M|M0] CHet XtM|et ME S HAIRLICH ONTAP CH212|0|EE XIA5tY|

clusterl::> vserver cifs session show -continuously-available No
-instance

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 4160072788
Incoming Data LIF IP Address: 198.51.100.5
Workstation IP address: 203.0.113.20
Authentication Mechanism: NTLMv2
Windows User: CIFSLAB\userl
UNIX User: nobody
Open Shares: 1
Open Files: 2
Open Other: 0
Connected Time: 8m 39s
Idle Time: 7m 45s
Protocol Version: SMB2 1
Continuously Available: No
1 entry was displayed.
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vserver cifs session file show -session-id session ID

clusterl::> vserver cifs session file show -session-id 1

Node: nodel

Vserver: vsl

Connection: 4160072788

Session: 1

File File Open Hosting

Continuously

ID Type Mode Volume Share Available
1 Regular rw voll0 homedirshare No

Path: \TestDocument.docx

2 Regular rw voll0 homedirshare No
Path: \filel.txt

2 entries were displayed.
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set -privilege advanced
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volume efficiency revert-to -vserver <svm name> -volume <volume name>
-version <version>
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volume efficiency revert-to -vserver vsl -volume VolA -ve

(D =5 224 HS2|7|to Y2 0| FHO| AE[= =20 JE =S =S
LE 2ol 2ES EIS2lX| st

S. Ch220|= ZIY ahet BLIEE:

rsion 9.x

gLICH o] EE2

volume efficiency show -vserver <svm name> -op-status Downgrading

6. =|ZS2|7|0fl 435X RoHH AABAS HASI0 E[Z2]|7(7F &t 0| R E geletL|Ct.

L— =

volume efficiency show -vserver <svm name> -volume <volume name> -

instance
7. E|E2|7| 2H0| b2 =l F admin HeH £FOF E0ZfLCE.

set -privilege admin

Off THall REMIS| "=2| % AEE|X| ZE["ROE AL,

ONTAP 22{AE & &|Z2|7| Tof| A4S FH[ELCt

2= ONTAP 9 HHO|A ONTAP 23 AEE & &2|2{H HY B E
UEE MG Hxf 22| X2 HIY|0|ESE F0f| MMEl DE AMHAS Al

22 0] 2AE AFISHOF BiLlCt.

o =

glo

SnapMirror 30l M £[E2|= 22 HX L}

*DEZE IR O A

* ONTAP 8.3.x0l|AM Y& 2= 0| 2= O3 2HA

* ONTAP 8.3.x0l A S2{AE{J} CHA| MM E 42 2= 0 H3 0|24 2HA|7F g gLt

A
1. 2= G|OJE] SVMO]| CHal ARHAF A H| 23}

volume snapshot policy modify -vserver * -enabled false

2. 2} L =0] 0l 12| H|O| EOf| CH AMHAF R H

it

Az}

A
a. L=o| o 12|#0|ES AT
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4. ¥xf Ee|x2 ¢ago| =5t

run -node <nodename> -command aggr status

b. zf o 22| AH|0| E0f] Chel A

24 YME AMESHK| =E AFELICH

c. LIMX| 2} ==0f Ci3f| o] THA|E eHast

ot |t
3.2 LCo| ZE 220 T3 AHA S ARSIX 2L MELICH

= .
a Co| RE E2E Ny,

=~

run -node <node name> -command vol status

9| * Options * S0|A root 2t= T2 RE

=82 vol status AEEL|CE
vsl::> run

-node nodel vol status

Volume State

Status Options
vol0 online raid dp, flex root, nvfail=on
64-bit

a. RE SEO|M A-AF FMS SAELIC

run -node <node name> vol options root volume name nosnap on

b. LIHX| 2} L =0f Chdlf O] EHAIS Bt=fLICt.

a. Hst

A X
= T

o
kl
il
|0
Hu
nx
2l
o
il
ful

snapshot policy modify -vserver * -enabled false

C. =EO| | HT AHAES AR|ELICE

RN =



volume snapshot prepare-for-revert -node <node name>

ol 3H2 A HO|H =&, FE 02| H|0|E 8! RE SFO0IA 2[4 HHO| AMMS AHFLIC
of

ARIAFS AREE 4 gl = mast A

LEILICH CHS THA|Z Z
prepare-for-revert 2L|C}

A2 HO| Aot AN A
Wop7| Zo| LR RS AR C1S BYS

—_—
o
of
el
rir
< H

olume snapshot

clusterl::*> volume snapshot prepare-for-revert -node nodel

Warning: This command will delete all snapshots that have the format
used by the current version of ONTAP. It will fail if any snapshot

policies are enabled, or
if any snapshots have an owner. Continue? {yln}: vy

a. ARHAFO| AR E[U=X] =olgtL|Ct,

volume snapshot show -node nodename

rr
oy
0y
=
Hu
1z
=
oo
r
n

b. £ T Q| AHAFO| HOF U

volume snapshot delete {-fs-version 9.0 -node nodename -is

-constituent true} -ignore-owners -force

C. LIHX| 2} lLE=0f Chol O] THA| S BrEetL|Ct.

d. gr2|xt Het e = SopzfLct.

set -privilege admin

(D MetroCluster 2449| = S2{AE(0lA O] £1S 4asiof ehLict

SnapLock E&2 =|=2[7| T10| ONTAP =&0i| CHi3ll xtE B 7|2t dFLLIC

ONTAP 92| 2= HZ0|A ONTAP 22{AHE £ =2(2{H HA SnapLock ZEO0| CHst Xt=
715l 7I7+°I %EH 10| OFl 53 A|ZF LHof| M sHOF LTt SnapLock 2&2| Ats 4l g2
stolstn Hest 22 HENM H AIZISE 2~ sl{of HL|CE,

T
1. 22HAH| XIRIE[X]| g= At&S 78! 7|2H0| U= SnapLock E&0| UA=X| =HQlgfL|Ct.

LS
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volume snaplock show -autocommit-period *days
2. X=X b= XbE 7B 7(2he Azt T2 Lt

volume snaplock modify -vserver <vserver name> -volume <volume name>
—autocommit-period value hours

MetroCluster 714 S =|=2|7| T0i| XS A2l E[X| @42 HEHS H|gdstefL|ct.

ONTAP 9 HHE AldlSH= MetroCluster 282 S22 Xt A2 2| X Q2 M2t
(AUSO)Z H|gt-dssHof gtL|Ct.

£H
1. MetroCluster2| 2 AE BF0M A2 =|X| g42 XtE HeH0| AFZE|X| =S HFelL|Ct.

metrocluster modify -auto-switchover-failure-domain auso-disabled

HHE
"MetroCluster 22| 5! xHjsl 27"

i

ONTAP &|=2|7| ®0f| ARP(Autonomous Ransomware Protection)0i|A] &5 Z11E s ZstL|C},

ONTAP 9.17.1 EE= O|M HHM O E Ek|=2|7| M| ARP(Autonomous Ransomware
Protection)0llA] 210 &l H|E4 &5 Z100]| S5t A E ARP AT 2SS AMH|SHOF gfL|Ct.
A ZFS7| F0f|

ARP AHAFS AtR|ete{E "ng Heto] BRL|C

T
1. oM 2ot HIF M=l 25 Z ol SEBt "ot EEel 2HE sHZELICt

2. o|2{st 2X|7} sHZ

volume snapshot snapshot show -fs-version 9.18

4. Znet ZAEl DE ARP ATZIAS MBI L.

of S ONTAP of 1%} BTl A ARt ARP &
(D) Mmists 22 obdLct of Pag Awel| Fol M4 BE Al chef TRt £AIS
HE) SHolstle,
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volume snapshot prepare-for-revert -node <node name>

ONTAP 9.18.1
ONTAP 9.18.10 M O™ HT o= =[F2|7| Hof| At2d MM E= 7|52 AtE SHSHE HIZ et A
252 ONTAP 9.18.12 Y120|=8 Z2, B2 Q0| 7|2H(12A12H) £ ONTAP ARP A5
2dst7t 2801 ol dEEIUS = USLICH ONTAP 9.17.1 EE= O|H HECE &
F0ll ONTAP 9.18.12 10| =& =F0A 0| XAt5 -d=t BYES Hlgtdelst= Z0|
Z5LICL
CHA|

1. ONTAP 9.18.1 0| &2 2 A4 |0| =& EF0|M XtE &det SM0| Z3t=[A=X| eelgt|ct

security anti-ransomware auto-enable show

2. sVM2| 2= EE0IM A0 EZ0l Tt xt& st SM S Hlg-deretLct.

security anti-ransomware volume disable -volume * -auto-enabled-volumes
-only true

ONTAP 9.17 1
ONTAP 9.17.10| A S35}7] M0l SAN 20N X2 M0 ES 7|52 HIZHB6HN K.

SAN E&0] CHEt ONTAP ARP 7|52 ONTAP 9.16.1 0|6t HE O = X[ K| Q&L|Ct,
ONTAP 9.16.1 O[St HE QO Z E|=2|7| M0l SAN =&0|A ARP 7|52 H|gd3tst= 20|
ZLLICH O|EA otH ST 7| s0| &M MEE RX|E|0] & S2 HEOA AN 24X E 3|
o CPU Sl ClAT B|AAE AESH= ASE WX £ JASLICH
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of 1. EHA|

A AR 22| X}

a
B0ilM A E H[ZH:

security anti-ransomware volume disable -volume <vol name> -vserver
<svm_name>

ONTAP 9.16.1
ONTAP 9.16.10{| A E|S2|7| 0| NVMe SAEO0|A TLSE AIR3IX| YT 2 MATHL|C}

NVMe SAE0N NVMe/TCP HZAS 2|3t TLS EQ xi20| M E|0] Q= ZA<2, ONTAP
9.16.10|A EHAEE S75617| Fof| O] {22 | 3}sHOF Lt

=

|
1. ZAEOM TLS E2t xid 78S MAHRLICE

vserver nvme subsystem host unconfigure-tls-for-revert -vserver
<svm name> -subsystem <subsystem> -host-ngn <host ngn>

O] A2 MEAAHOM 2 AES M7 CHE TLS T+ 80| MEAARIOM S AEES CHA| & gtLCt.

2. TLS Heot k20| S AE|M HALU[=X| gelgfL|ct.

-

vserver nvme subsystem host show

ONTAP 9.16.10| M E|=2|7| Tof| 2tZ Qtree H5 ZLIE{ZS HIZE5HYAIR

o = O [=]

ONTAP 9.16.15'E{f ONTAP REST APIS A85}0] XA A[Zh HIEZ| 8] 7|7HH SH S H|XS
etz gtree ZLEE T[S0 AMAE £ ASLICH 2= qgtreedijA] 2H ZLIE O]
2detE0f /= B 9.16.10|M =[=22HH HX falseZ 2-F8HOF RfLICH

ext performance monitoring.enabled.

=42 ext performance monitoring.enabled B8™E /api/storage/qtrees AEZQIEE ALESHO]
EASILICH Sl 2E2 71 E{H GETS AFE5tA, M gtreeE &g [ MASIZH POSTE ALESHH, 7| &

gtreeOf|A tHASIHH PATCHE AHEL|CE.
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Off CH3H XEMIS| "2 & &l gtree &5 HLIEHZ Q2 S2{AH 2 S2|7|"20EHAL.

ONTAP 9.16.10l| M E[Z2[7| 0| CORS T4 & H|AHELICt

CORS(Cross-Origin Resource Sharing)E AHE3t0{ ONTAP S3 H3I2 M| ASH= 32
ONTAP 9.16.10l| M E|=2[7| T0f| 0| Z H|7{3H0f BHLICE.

Of CHall XkM[S| "CORSE ALE5I0 ONTAP 22 AE = Z2|7|"Y0tE M A2,
ONTAP 9.14.1
ONTAP 9.14.10| A E|Z2|7| 0| NFSv4.1 b EFZ S siixIL|Ct

S20|HE HZO| CHoll EHZ S AIESIHE H™HSH 22 ONTAP 9.14.10|A] E[=2[7]| 0|
EE NFSv4.1 MHO|M E-ZEZ S| A|sloF gL |LCt.

@)

2 9% 0f revert-to HYS USHH A%5t7| 0| EYYS Shustets D BIAIX|Z EAIELIC
ONTAP 9.13.12 5| S2|H SRZEl HS ASSi= S2H0[21S7} ChA| Bl HAS A8SIE 202 TaELrt
2 E

O|2{3t |0 & X{2|Zkol| HE¥ ASLICH E[Z2|7] SE2 SVMO| CHSH NFSvA4. 1 Elxgd &8
Enabledd|A| DisabledZ =%

o
1. NFSv4.1 AB{ollA E2ZS sirgtict.

vserver nfs modify -vserver svm name -v4.l-trunking disabled
2. NFS7t {dt= tHE = A=K| ZeletL|Ct,

vserver nfs show -vserver svm name

ONTAP 9.12.1
ONTAP 9.12.10{| M E|=2|7| M0l S3 NAS K3l M2 HAHEL|Ct

NAS Ci|O|E{0]| CHSH S3 22[0[E WMAZ Fdet R ONTAP 9.12.101 A E[Z2(7| T

ONTAP CLI(Command Line Interface)E AFE3t0 NAS H3l 4= H[7{5t11 0| & OHE(S3

AEXHE Windows EE= Unix AF2XH2)S M| 6H0F gfL|LCt.

O =fe4oi| CHH
E[S2[7| Z2MA St #2420 M THE A0l = ELIC

280z 9RE DE Singleton WA BHE7I(F, 747 Cl2Ez|o| IS 82)S MAHLICH

£ 27 MAELICE 83 NAS MM HEE LHEWT| SEOM AMAT £ = 2t =F0f CHH
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* YZE H|O|SS MAZLIC.

s M=l I E S3 MO CHal default-unix-user 2! default-windows-user 2}S AMM|efL|C.

=
1. S3 NAS H2l 74 H|A:

vserver object-store-server bucket delete -vserver <svm name> -bucket
<s3 nas_bucket name>

CHot XEM|S LIE 2 vserver object-store-server bucket delete "ONTAP EE &ZEQIL|CH

2. UNIXO|| Tt O 5 oHE | H:

vserver name-mapping delete -vserver <svm name> -direction s3-unix

C
o
jo
ozt
2
ot
e
>
0]

ol CHek XtM|Bt LHE 2 vserver name-mapping delete "ONTAP E&E EZEQ

3. WindowsO0f| CH$ O| S OHT! &|AH:

vserver name-mapping delete -vserver <svm name> -direction s3-win

4. SVMOM S3 TEEE H|A:

vserver remove-protocols -vserver <svm name> -protocols s3

mjo

ofl CHet M3t LHE 2 vserver remove-protocols "ONTAP EE A ZQUL|ICHE RZSHMAIL.

ONTAP 9.12.10{|A| £|E2|7| H0j| NVMe L LY 215 S H| &M SISHCt
NVMe T2EEZES
QIE S H|Z M350
| =2|7|7 AufjgiL

AdH FZ0l Z 22{AEE ONTAP 9.12.10|A E|Z2[7]| Hof| ch LY
| SILICH. DH-HMAC-CHAPE A2t CHEiLY 0150| SHFIEIX| 242 H9
|

T
1. DH-HMAC-CHAP QIZ £ H|ZHAM 35t H A EA|ABIAM SAEE | HEL|CH.

vserver nvme subsystem host remove -vserver <svm name> -subsystem
<subsystem> -host-ngn <host ngn>

2. DH-HMAC-CHAP 21Z Z2E 20| SAE|AM HHEJAE=X| =elptL|ct.
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vserver nvme subsystem host show

3. 2l

—

ol

0| SAEE of9| A|A”0 ChA| F=7HELICt

vserver nvme subsystem host add vserver <svm name> -subsystem

<subsystem> -host-ngn <host ngn>

ONTAP 9.12.10|A E|=2|7| Mo|| MetroCluster A0 A IPsec2 H|&AdgtetL|C}
ONTAP 9.12.10|| M| MetroCluster 82 &|=2|2{H HX |Psec= H|ZMats{of ShL|C}.
MetroCluster 74 Li0i| IPsec T1A40| Qi=X| Etolst7| QJal S 2|7| Mol ZALTF 2MEIL|CH 2AS AlL817| Foj|

ZEMstE IPsec S ML IPsecS HIZHSoOF LI AFEX HH S FHBHX| @i2 R0 = IPsecS
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