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cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.13.1/image.tgz

Package download completed.
Package processing completed.

2. 2TELO {7 |X|E 2HAE T{F|X| 2[ZX|Z2|0|M ALY & UA=K| QIS Lt

cluster image package show-repository

clusterl::> cluster image package show-repository
Package Version Package Build Time

9.13.1 MM/DD/YYYY 10:32:15

3. XrS3hel P[0 = AP AL HAH:

cluster image validate -version package version number -show

-validation-details true
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clusterl::> cluster image validate -version 9.14.1 -show-validation

-details true

It can take several minutes to complete validation...
Validation checks started successfully. Run the "cluster image
show-update-progress" command to check validation status.
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clusterl::*> cluster image show-update-progress

Duration

00:10:00

Error-Action

N/A

N/A

N/A

N/A

N/A

N/A

Update Phase Status
Duration

Pre-update checks completed
00:01:03

Details:

Pre-update Check Status
AMPQ Router and OK
Broker Config

Cleanup

Aggregate online OK
status and parity

check

Aggregate plex OK
resync status check
Application OK
Provisioning Cleanup
Autoboot Bootargs OK
Status

Backend OK
Volume Conversion OK

In Progress Check

Volume move OK
progress status

check

Volume online OK
status check

iSCSI target portal OK
groups status check

Overall Status Warning
75 entries were displayed.

N/A

N/A

N/A

N/A

Warning

20|E T2 MAE AIZSEY| Hof| sl ZoljoF & LFLE Znot & HA XS €3

da
SE0| BAELICH.

2|0[= AE HAt



ofx =3



Y 0|= A HAe| A £ of

clusterl::*> cluster image validate -version 9.14.1 -show-validation
-details true
It can take several minutes to complete validation...

WARNING: There are additional manual upgrade validation checks that
must be performed after these automated validation checks have
completed successfully.

Refer to the Upgrade Advisor Plan or the "What should I verify before I
upgrade with or without Upgrade Advisor" section in the "Upgrade ONTAP"
documentation for the remaining manual validation checks that need to
be performed before update.

Upgrade ONTAP documentation available at: https://docs.netapp.com/us-
en/ontap/upgrade/index.html

The list of checks are available at: https://docs.netapp.com/us-—
en/ontap/upgrade/task what to check before upgrade.html

Failing to do so can result in an update failure or an I/0 disruption.
Please use Interoperability Matrix Tool (IMT
http://mysupport.netapp.com/matrix) to verify host system
supportability configuration information.

Validation checks started successfully. Run the "cluster image show-
update-progress" command to check validation status.

fas2820-2n-wic-1::*> cluster image show-update-progress

Estimated Elapsed
Update Phase Status Duration Duration
Pre-update checks  im-progress  00:10:00  00:00:42
Details:
Pre-update Check Status Error-Action

fas2820-2n-wic-1::*> cluster image show-update-progress

Estimated Elapsed
Update Phase Status Duration Duration

Pre-update checks completed 00:10:00 00:01:03
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Details:

Pre-update Check Status

AMPQ Router and OK
Broker Config

Cleanup

Aggregate online OK
status and parity

check

Aggregate plex OK
resync status check
Application OK
Provisioning Cleanup
Autoboot Bootargs OK
Status

Backend OK
Configuration Status
Boot Menu Status Warning

is

la,

of

bootarg.init.bootmenu

proceeding

Broadcast Domain OK
availability and
uniqueness for HA

pair status

CIFS compatibility OK
status check

CLAM gquorum online OK
status check

CPU Utilization OK
Status

Capacity licenses OK
install status check
Check For SP/BMC OK
Connectivity To

Nodes

Error-Action

N/A

N/A

N/A

N/A

N/A

N/A

Warning: bootarg.init.bootmenu

enabled on nodes: fas2820-wic-

fas2820-wic-1b. The boot process

the nodes will be delayed.
Action: Set the

bootarg to false before

with the upgrade.
N/A

N/A

N/A

N/A

N/A

N/A



Check LDAP fastbind
users using
unsecure connection.
Check for unsecure
kex algorithm
configurations.
Check for unsecure
mac configurations.
Cloud keymanager
connectivity check
Cluster health and
eligibility status
Cluster quorum
status check
Cluster/management
switch check
Compatible New
Image Check

Current system
version check if it
is susceptible to
possible outage
during NDU

Data ONTAP Version
and Previous
Upgrade Status

Data aggregates HA
policy check

Disk status check
for failed, broken
or non-compatibility
Duplicate Initiator
Check

Encryption key
migration status
check

External
key-manager with
legacy KMIP client
check

External keymanager
key server status
check

Fabricpool Object
Store Availability
High Availability

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

11
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configuration

status check

Infinite Volume OK
availibility check

LIF failover OK
capability status

check

LIF health check OK

LIF load balancing OK
status check

LIFs is on home OK
node status

Logically over OK
allocated DP

volumes check
MetroCluster OK
configuration

status check for
compatibility

Minimum number of OK
aggregate disks

check

NAE Aggregate and OK
NVE Volume

Encryption Check

NDMP sessions check OK
NFS mounts status Warning
NF'S

check

used,

frequent

that

during

running

Name Service OK
Configuration DNS

Check

Name Service OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Warning: This cluster is serving
clients. If NFS soft mounts are

there is a possibility of

NFS timeouts and race conditions
can lead to data corruption

the upgrade.

Action: Use NFS hard mounts, if

possible. To list Vservers

NFS, run the following command:

vserver nfs show
N/A

N/A



Configuration LDAP
Check

Node to SP/BMC
connectivity check
OKM/KMIP enabled
systems - Missing
keys check

ONTAP API to REST
been

transition warning
data

last 30

approaching

automation

REST

https://mysupport.netapp.com/info/

ONTAP Image
Capability Status
OpenSSL 3.0.x
upgrade validation
check

Openssh 7.2 upgrade
validation check
Platform Health
Monitor check
Pre-Update
Configuration
Verification

RDB Replica Health
Check

Replicated database
schema consistency
check

Running Jobs Status
SAN LIF association
status check

OK

OK

Warning

OK

OK

OK

OK

OK

OK

OK

OK
OK

N/A

N/A

Warning: NetApp ONTAP API has

used on this cluster for ONTAP

storage management within the

days. NetApp ONTAP API is

end of availability.

Action: Transition your
tools from ONTAP API to ONTAP
API. For more details, refer to

CPC-00410 - End of availability:
ONTAPI

communications/ECMLP2880232.html

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
N/A
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SAN compatibility
for manual
configurability
check

SAN kernel agent
status check

Secure Purge
operation Check
Shelves and Sensors
check

SnapLock Version
Check

SnapMirror
Synchronous
relationship status
check

SnapMirror
compatibility
status check
Supported platform
check

Target ONTAP
release support for
FiberBridge 6500N
check

Upgrade Version
Compatibility Status
Verify all bgp
peer—-groups are in
the up state

Verify if a cluster
management LIF
exists

Verify that eOM is
home to no LIFs
with high speed
services.

Volume Conversion
In Progress Check
Volume move
progress status
check

Volume online
status check

1SCSI target portal
groups status check

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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clusterl::> network interface show -role data -failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
vs0
1if0 node0:e0b nextavail system-
defined
Failover Targets: node0O:e0Ob, node0O:e0c,
node0:e0d, nodeO:ele,
node0:e0f, nodel:e0lb,
nodel:e0c, nodel:e0d,
nodel:ele, nodel:eOf
vsl
1if1l nodel:e0b nextavail system-
defined

Failover Targets: nodel:eOb, nodel:eOc,
nodel:e0d, nodel:ele,
nodel:e0f, nodeO:e0b,
node0:e0c, node0:e0d,
node0:e0e, nodelO:e0f
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'if0’0] & ZE(Node02| eOb)0fl A HULHE|= H HA Node02| ZE e0cE HY RS A|ZSILICE 1if00]
e0cE HYULHT £ Ql= 22 Node02| ZE e0d SO E HYLLHE A|=TfL|C

- SAN LIF O|2[2| LIFO]| CHo H YK FMS * disabled * 2 AH et R, & AESHIAL network

interface modify BHZ AI2SI0 HYQHE AH™TILICT

2 LIFO|| CHol * MY 2t ER2ll * ZEO| LIFS 8 = =7t ¥20|E Fel S |]X|E LHE E9| H|0|E ZET}
ESHE[O A=X| 2elgfLct.

'network interface failover-groups modify' &2 AH5H0] HYH JF0f 2o =X| CHAS ot 5
USLICE.
o

network interface failover-groups modify -vserver vs0 -failover-group
fgl -targets sti8-vsim-ucs572g:e0d,sti8-vsim-ucs572r:e0d
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snapmirror show -destination-path <SVM:volume>

C2 oM<= 'napmirror show' @&9| 28 E{FLICL.

cluster dst::>snapmirror show -destination-path svm backup:volA dst

Source Path: svml:volA

Destination Path: svm backup:volA dst

Relationship Type: DP

SnapMirror Schedule: -

Tries Limit: -

Throttle (KB/sec): unlimited

Mirror State: Snapmirrored

Relationship Status: Idle

Transfer Snapshot: -

Snapshot Progress: -

Total Progress: -

Snapshot Checkpoint: -

Newest Snapshot: snapmirror.l10af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Newest Snapshot Timestamp: 06/27 10:00:55

Exported Snapshot: snapmirror.l10af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Exported Snapshot Timestamp: 06/27 10:00:55

Healthy: true
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volume snapshot show -vserver <SVM> -volume <volume>

CHE WM = & B ELICH volume snapshot show &4 Sl A SE&9| £3:

cluster src:> volume snapshot show -vserver vsml -volume volA
-——-Blocks—---
Vserver Volume Snapshot State Size Total% Used%

svml volA

weekly.2014-06-09 0736 valid 76KB 0% 28%
weekly.2014-06-16 1305 valid 80KB 0% 29%
daily.2014-06-26 0842 valid 76KB 0% 28%
hourly.2014-06-26 1205 valid 72KB 0% 27%

hourly.2014-06-26 1305 valid 72KB 0% 27%
hourly.2014-06-26 1405 valid 76KB 0% 28%
hourly.2014-06-26 1505 valid 72KB 0% 27%
hourly.2014-06-26 1605 valid 72KB 0% 27%

daily.2014-06-27 0921 valid 60KB 0% 24%

hourly.2014-06-27 0921 valid 76KB 0% 28%
snapmirror.10af643c-32d1-11e3-954b-123478563412 2147484682.2014-06-
27 100026

valid 44KB 0% 19%

11 entries were displayed.

cluster dest:> volume snapshot show -vserver svm backup -volume volA dst
-—--Blocks---

Vserver Volume Snapshot State Size Total% Used$%

svm_backup volA dst
weekly.2014-06-09 0736 valid 76KB 0% 30%
weekly.2014-06-16_ 1305 valid 80KB 0% 31%
daily.2014-06-26 0842 valid 76KB 0% 30%
hourly.2014-06-26_ 1205 valid 72KB 0% 29%
hourly.2014-06-26 1305 valid 72KB 29%
hourly.2014-06-26 1405 valid 76KB 30%
hourly.2014-06-26 1505 valid 72KB 29%
hourly.2014-06-26 1605 valid 72KB 29%
daily.2014-06-27 0921 valid 60KB 0% 25%
hourly.2014-06-27 0921 valid 76KB 0% 30%
snapmirror.l0af643c-32d1-11e3-954b-123478563412 2147484682.2014-06-
27 100026
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3. H

rl°i

SO0l ol|ofEl YE|O|EZF H™EIX| =% ol2{H 7| Z DP f& 271E SXIFLIC.

snapmirror quiesce -source-path <SVM:volume> -destination-path
<SVM:volume>

r
=
ox
o
4
MO
rlo
fujo

KXSHMAIR "Man H|O]X|".

t24 SVM E= Ep2 S2{AE0|M &AdHOF LTt

R

o
08
o
rlo

m

CIS ool = svm12] A 28 VolA2 sm_backup?| LA 28 VolA_dst 2+ ZHA|1E M- etL|Ct.

cluster dst::> snapmirror quiesce -destination-path svm backup:volA dst

4. 7|

A

DP R4 24 #7:

snapmirror break -destination-path <SVM:volume>

A4 B2 RS 2 HEBHIAIR "Man HO| K"
() ol @ze etz svM == B2 Zai ARl M Astshof ghLic

CIS ool M= svm12] 2A 28 VolA2 sm_backup?| LA 28 VolA_dst2| 2A|1E LHsLICE.

cluster dst::> snapmirror break -destination-path svm backup:volA dst

S. EFZ 2E0IM A SALE XIS AT 2EotEof A= 3R TS

o

TASHHAI2.

volume snapshot autodelete modify -vserver SVM -volume volume
—enabled false

Lt ool M= tid 25 'VolA_DST O ARHAF ZALE XbS ATHIE AR S8 2Tt

cluster dst::> volume snapshot autodelete modify -vserver svm backup
-volume volA dst -enabled false

6. 7|

A

DP & A AMH|:

snapmirror delete -destination-path <SVM:volume>
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9.

A ZSHY AR "Man |0 X|",

() ol mye Epl SVM = Ep S2{AE ol Ao} sLict,

CIS ool M= svm12] 2 A 28 VolA2t sm_backup?| CHA 28 VolA_dst Z+e| ZHAIS AtA| gL Ch.

= "1

cluster dst::> snapmirror delete

-destination-path svm backup:volA dst

7. AA0M HE SVM M3l =+ 2tA| SHA:

snapmirror release

-destination-path <SVM:volume> -relationship-info
-only true

CtS ool M= SVM Misl =27 2HAIE sHAetL|Ct,

cluster src::> snapmirror release

—destination-path svm backup:volA dst
-relationship-info-only true

—

8. 'napmirror show' HZOA HESH 5212 AL2310] 22 XDP 98 ZHE MAMe

3 A" + ASLIH.

snapmirror create -source-path <SVM:volume> -destination-path

<SVM:volume> -type XDP -schedule <schedule> -policy <policy>

M 2AlE SEet 24 SE0 B 2ES AHEHOF &LICEH HH| - 7122 man HO|X| S HZHUAIL.
@ O] HHL EtZ SVM HE= Ef2ll S2{AE{0f| A AstisHof shi|Ct,

CHE GloM = 24 2toll SnapMirror Z3ll S 2#AIE H-&eLCE vola A

& svm1 % EFU SEQLICE
volA dst HE svm backup 7|22 AFH8 MirrorAllSnapshots HA:

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst

-type XDP -schedule my daily -policy MirrorAllSnapshots

24 Sy 28 M37Isk

snapmirror resync -source-path <SVM:volume> -destination-path
<SVM:volume>

MS7|8t AZHE Mt H 2 A RLICE ~quick-resyne B, AEZX| 228 HA &
HE otof gLICt MA| HE AE2 man H|O|X|E HZSHYAIL. "SnapMirror M & 7|2t

g2
I

o o -
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(D O] BH2 Ef2 SVM = ERZU S2{AE0|M HAsHO0F LT S 7(stofl= 7= H&0| 2REHK|
II':'* AlZto] @2 Z3 =+ 'ﬁ ICh AFEEO| M2 AlZHol| ;IS 7|8tE 2"E & ASLICH

CHS ool M= svm12l 2A E5 VolA2t sm_backup?| CHAN 28 VolA_dst ZHe| ZHAIE xH S 7|ShstCt,

cluster dst::> snapmirror resync -source-path svml:volA -destination

-path svm backup:volA dst

10, Ais SALEO| XHS AHIZ AHSSH| ST S M3 ZL TS S CHA ALBSHZE MFBLICH

—/ —

volume snapshot autodelete modify -vserver <SVM> -volume <volume>

—-enabled true

ol
MEELICH snapmirror show BEZ AHESI0 SnapMirror 2HA|7t MM ==X 2HeletL|Ct,
2. SnapMirror XDP CHA £&0| SnapMirror ZM0j| Ho|El CHE AHAF SAH2Z S| AH|O|EE A|ZSHH o £HS

MEZILICH snapmirror list-destinations &4 SHAEL| HHS A2 M{Z& SnapMirror XDP
ZAE EAISLICE

1ot

i rulo

ONTAPE & 130|=5t7| THoj| 7|Z 28 7| 22| M HES AHSHAIL

ONTAPE ¥ 8|0|=5}7| H0f| NetApp Storage Encryption(NSE)2 £ ONTAP 9.2 0| A2
A5t ONTAP 9.3 0|42 2 20| Edt= B2 CLI(Command Line Interface)E
At 7|=9| 22 7| ZE|(KMIP) At HZE S AtF|sHOF gL Ct,

=
1. NSE E2t0|E7t &3 siiM=l 2 E2|0 7|2 ®MZE Het D 0x02 2 HFE0] A=K =elSfCt.

storage encryption disk show -disk *

2. 13 At o2 Sofgch
set -privilege advanced

3. 7|2 HZYUA| £t ID 0x0S AF238H0] SED(XHA| =3t C|A )0l FIPS 7|2 EEkstL|Ct.
storage encryption disk modify -fips-key-id 0x0 -disk *

4. BE C|AT0| FIPS 7| B20] 2REIYEX| Slstct,
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storage encryption disk show-status
5. @E C|ATo| * P * 7} GlO|E{2 MEE|0] Q=X| Frolsh|ct
storage encryption disk show
6. TME KMIP Mt 27]:
security key-manager show
7. FHE KMIP MHE AtF|gto|ct,
security key-manager delete -address kmip ip address
8. Q2 7| Bh2|X} 2ME AbH|EL|CE

security key-manager delete-kmip-config

() ol EtoIAS NSE 21 At RIZEIR] ALIC

M

ts A
a

HO|=E7t 22 &M & A0 SLICH KMIP MH HEZS ML Cf
ONTAPE 2 12{|0|=3}7| Hoj| 2= = =0f Netgroup It20| JA=X| telgtL|Ct
ONTAPE Y2|0|=5t7| Mo IOE2 AE2|X]| 7t HASVM)O| 2EE9 2 2 20|

SO E mo| }=X| 2elshor LT =0 WaFE nrdo| gle™ gae|o[=7t Aofg
olA||C}
AN - -

1. Ast 25

o

g0z ¥t

set -privilege advanced

2. 2k SVMO| LSt ST F MENE HAIRLICH

vserver services netgroup status



3. 2t SVMO| CHell 2t =0l SYst U E bl SiA| 20| EAIE|=X| gelgfLct.

o
oX
H0
o
ol
n
-
il
]
i
_‘_'Ij‘
I-J
IJ

2llo|= e BIS27] S T 4 YALICL IHX| LOH Cf

e}

A

gjo
i

4. ZIAEQ| 8 LEO|M YIE TIUS 4502 2Bt

=

vserver services netgroup load -vserver Vserver name -—-source uri

O H2 EE L0 HOF T S CH2ZERL . SIOF mh0| 0]0] =0 /= B2 o TS
HOSLIC)

7% =2 Hot2 2o TLSE A3t == LDAP 22I0|HEE FATHL|Ct

ONTAPZ Y 3|0|E5}7| F0o|| TLSE AI2STZE LDAP AH2t9] Hot EAMS 2|6 SSLv3S
AE510] LDAP Z220|HEE RM8[of BfL|CH Y I20|E Z0f|= SSLE A2 £ gi&LCt

7|2He =z SC0|UES} M 88 T2 7 7H9| LDAP 8412 Y2 StE|X| H&LICH SSL AHEE 31 83HX| 241

TLS Al2S Mgefof eLict.
1. AF2X} 10| LDAP A7t TLSZ X|QIoH=X| EHoIstL|C},
T2IK| L0 A2 FISSHA| OHAIAIQ. LDAP AMHE TLSE X ot BT O 2 i 13j|0| S aHof SHL|CH

2. SSL/TLSE Edl| LDAP7} &M3=l ONTAP LDAP 2210|HE A& =holstL|Ct,

-

vserver services name-service ldap client show

= B2 LMK HAE AHE o= JASLICE SHX| 2 2otS ZJotst| 2{8 TLSE S¢t LDAP ALEE 112{3H0F
Lot

3.

J\l

{ LDAP 22}0|HE 0] CH3l SSLO| TLSE AHE5t: = 51&5HX| F5LICt.

vserver services name-service ldap client modify -vserver vserver name
-client-config ldap client config name -allow-ssl false

4. = LDAP 220[AE0] s SSL AFZO0| T 0|4 S 8&|X| gb=X| =QlgfL|Ct.

[y
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vserver services name-service ldap client show

HEE
"NFS _TIILI.EIH

i

MM X[ 22 220 chist 02 At

SHAE S MM X[ Z2EZR2 Y80 E5t=
| o

=0L/O MH|AQ Z2 EX AH0|| A
Zzto|HE gl ofZa|3|o| Mof 2

L|Ct.
ME R Z2EES AE5tE R L2 AFgS 1A L.
* S2|Y

SMBV30|M X[&H o= A8 7hstHCA) SR/E MSSh= 8 System Manager EE= CLIE Sdll XAtS2HEl
S A0 0|E WHE ALY 5= A2H S2I0[AE|M SEHo| LMK &*Q'—lﬂf.

SMBv1 K& SMBv29f & S/ = SMBv31t H CA SRE HMSsts 22 €12(0|= H0|22H 3! TR
e =0 EEFOI E Njdo| STHELILE Za0[=5817]| ol AEXA MHEE S=ot=S FLslof LTt

SMBE &3t Hyper-V % SQL Servers= F&T 2F(NDO)E K| ELICE. SMB £F M2 Sl Hyper-V £
SQL Serverg #d¢t 22, OZ2(A(0[ 8 M2t ZetEl 7Ha Al = O|O|E{H|0| A= ONTAP ¥ 120|E F0j|
222l HEE |X[5t X|&H QI Jt8HE MS L Ch

* NFSv4.x
NFSv4.x 2E2I0|HE = HA NFSv4.x S HAIE AFE5H0] °*_'31|0|E Z0f| YUMot HE 2AMZEE X2
SELICE o] TEM|A F0f ofZ2(AH|0|M0| YA|HMZ 1/0 X|[HE AS & JUSLICH

HENTE EAEROH S2H0[AE MBI HAHS A =8l OF LT,

HENZH £HEIRACH SE0|UE MEXIZL ZHYS T A =5HOF gL L.

@ Y2|0|= =F0[Lt Y20 = XFof| WY L= S S AESHK| OHYAIL. O|FA| oFH
HIOo[E7 &4 E 2= ASLITH.

* OZ2|H|0|M(0ll: Oracle == Exchange)
R 1= OfE2[A|0|Moj| w2 CHELICH AlZH =3t 7
AZHELCH ZA| HESI 28 S 2[4t = JUELICE
ONTAPE 2 130|=517| Tol| SSH SAE 7| ¢12|E XS eolgh|ct

ONTAPZE 2(|0|=5t7| Fof| Zt2|Xt A[FO0| SSH S7H 7|2 2155h= S2{AE{0f|A SSL
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FIPS REJI M3t QO™ CHA ONTAP 22| X0j|M SAE 7| 212|F0| X E|=X|
stolsfof gtL|Ct.

Ct2 Holl= ONTAP SSH ¥ Z0]| X|¥E|l= SAE 7| 8 2 112|50]| Lt Q&L|Ct o]2{st 7| RS SSH 274

15 M0 HEx|X| &EELICE.

ONTAP Zz|= FIPS 2E0|AM X2 El= 7| FIPS 0|2|2] REO0|A X|E|= 7|
sAL|Ct SAL|Ct

9.11.1 O| A ECDSA-SHA2-nistp256 ECDSA-SHA2-nistp256+RSA-

SHA2-512+RSA-SHA2-256+ssh-
ed25519+ssh-dss+ssh-ssh-rsa

9.10.1 0|5} ECDSA-SHA2-nistp256+ssh- ECDSA-SHA2-nistp256+ssh-
ed25519 ed25519+ssh-dss+ssh-rsa

@ ONTAP 9.11.15E{ ssh-ed25519 SAE 7| 2112|Z0f CHst X| 20| MAHEZASLICE

XtMet LIE2 & HESHIAIR "FIPSE AFESI0] HIERIZ Hots FagfLIn.

X@El= 7] €02|E0| Y= 71E SSH 371 7| AlEE XYEl= 7| RELZ CHAl F4dlioF ¥2)|0|= = 2h2| Xt
2150| AmgLct.

"SSH 371 7| A A0l ol XM|S| OotEAAIL."

ONTAP & 12{|0|= 0| HeJ|of YO|O|EE Z=H|5I2{H SP == BMCE AEEISL|C}
ONTAP & 18[0| = F0| HY O E 52 = YUH|0|ET R = QISLICH 22{AES HYO=

ONTAP & 12(|0|= 7| X[of] Zete|0] QoM 2t = =9o| & FX|of SAFEL|CEH O3 TS M
HAlo7t 4ol T2MAS YR = AX|ELIC,

S AE{Sf H{7H0] ONTAP ¢ 12|0|= 17| X|2F eH| IS &= HAO LD 2 E2 LS 718 242 HA 07t
S22 Yoo EE LY.

* BIOS/2H

* MH|A ZZHM(SP) & HIO|ARE 2| ZHEZ2{(BMC)
« AERX| A

« C|AZ

* Flash CacheZS & X5HMA|Q

[0

ot YHI0|EE ZH|ot={H Y 2|0| =8 AESH7| Tof| SP = BMCE ME st of LCt.

|
2 2|0|= Mol SP EE= BMCE ME & gLICt.

system service-processor reboot-sp —-node node name
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cluster image package delete -version previous ONTAP Version
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cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.13.1/image.tgz

Package download completed.
Package processing completed.
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cluster image package show-repository

clusterl::> cluster image package show-repository
Package Version Package Build Time

9.13.1 MM/DD/YYYY 10:32:15
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cluster image validate -version package version number
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completed...

a. g3 ol e 2L EHY:

cluster image show-update-progress

b. AZ0M AlEEl DE WA FAE ARIYAIL.
¢ MetroCluster 742 20| =8t 22 ZB{AH BollM 9/o| TS h=gi|ct
= of &

2. ATEQ N 0|

cluster image update -version package version number -estimate-only

-

@ MetroCluster &2 ¥ 2)|0|E5t= AR SHAEH AEE 22{AF BO[A 0| HHS Alald
2 UELICH F 2HAE ZE0M '@%* LIt l&Lct


https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths
https://docs.netapp.com/us-en/ontap/upgrade/concept_upgrade_paths.html#types-of-upgrade-paths

ATEQ 0] HO20[= o dofl= HOI0IER 2 718 2401 Cheh MF FEet o e 20| = 7|Zto]
HEA|ELCE

3. ALEQ0] 2|0|E :

cluster image update -version package version number

° E aWot= 22 "AE ZE| & Y0200l M package version number O CHA ONTAP HES
AF2EEL|CE 0|2 S0{ ONTAP 9.8011A 9.13.1 2 ¥ 128||0|=E3}= A< package_version_number £

F

9.13.1 2 At8¢L

Ct.

o 72X OZ ONTAPE £ AISTL|Ct "2 ¢ 80|= TE M A" 87 O|AMQ| LEZ EHAHE
AT2)|0|=5tH™H fst= HR E MEY £ JUSLICH -force-rolling 7|2 TENAE HH st
E£2 HY0|E TZNAE ALEBI0] S2{AENM T HO| StLIe] =5 ¥ 20| =8t = S Sh= O

QLT

° ZZtol H|o|2 M Bl HietS 2zl £, YUH|0|E= 2210|UE oS 2(7|0[H0] 0|2 2H Bl Hhet Sof
o= I/O°I OI)\I SXM =FE = AXF 82 SOt C7ISHLICt 02 obgstof| 2ot A2t
SF0 O B0l EE= O KA EQot F2 -2 iJiH-E ALE5I0] THE St AlZEE XHY =
UASLILH.

° 470 =E71 O B2 MetroCluster 712 A2 & AO|EQ| HA Yol M SAl0f| AtSstEl ¢20[=S
AIZfRILICE 2 = MetroCluster 742 22 € 23|0| =7} A|RHE|X] b= ALO|E0IA & 12{[0]| =7}
AIZFEILICH LIHX] AFO|EQ| 20| == X i ¥ 20| =7t 2tz El = AIRELIC

clusterl::> cluster image update -version 9.13.1

Starting validation for this update. Please wait..

It can take several minutes to complete validation...

WARNING: There are additional manual upgrade validation checks...

Pre-update Check Status Error-Action

20 entries were displayed

Would you like to proceed with update ? {yln}: vy
Starting update...

cluster-1::>

4. 22{AH HUO0|E THES EAIZLICE

cluster image show-update-progress
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4 E L= 8L E MetroCluster A S ¢ dgo|EE
HHS MASt= L= TIMTITE HA[SL|CH JHE =
grL|ck.

AL 'cluster image show-update-progress' H&2
COo| FIHES He{H 2t =M HHS Adls|jof

o= EO

O 2t L EO|M H0|=7t HSHO R 2t E|U=K] 2QUIBILICE

cluster image show-update-progress

clusterl::> cluster image show-update-progress

Estimated
Elapsed
Update Phase Status Duration
Duration
Pre-update checks completed 00:10:00
00:02:07
Data ONTAP updates completed 01:31:00
01:39:00
Post-update checks completed 00:10:00
00:02:00

3 entries were displayed.

Updated nodes: nodeO, nodel.
6. AutoSupport 22 E2|A:
autosupport invoke -node * -type all -message "Finishing NDU"

S AE7t AutoSupport HIAIX|E HEIEE FEEX| G2 22 €& SA=0| 2Z0i| M ELCh

7. 2l E MetroCluster FC 74 Y 12{|0|E5t= 2 S AR A2l E|X| 942 XS A|X|2H 7}
Y0 JAEX] QA AL.

(D HEZ M, MetroCluster IP 3+ L= 2 EHLCH 2 MetroCluster FC T+ S
2)|0| == AR O] BHAIE Y LRIt iELICE.

a. ol 7|X| &2 Xts Heto| gdate|of X ZeletL|Ct,
metrocluster show

XS H|A|= Teto] gyt F B =30 LS 20| EAIELIC]



AUSO Failure Domain auso-on-cluster-disaster

a. AP0 =0 BEAI=IX| f™ of|7|X]| ¢h2 A= Tets AFeLC.

LS — - LS 1=

metrocluster modify -auto-switchover-failure-domain auso-on-
cluster-disaster

b. 0f|7|X| gt2 Xt& Teto| &g stE|of

[ = O

metrocluster show

HIC|2: ¥a20| =7} HSLICH

ONTAP 9.801 X System Manager®| Zt22HzEl ONTAP ¢13(0|E 7|52 HATH{EMA|L.

ONTAP Upgrades Made Easy

Get the transformative features you've paid for!

© 2020 NetApp, Inc. All rights reserved.

[

EE<L

* "Active IQE A|ZfgfL|Ct"

* "Active IQ AHA"

AtSsHEl ST ONTAP 20| E(THY =& S AETH )
ONTAP 9.25E{= ONTAP CLIE A5 tte & S2{AEO0| CHet XI5 HH0|EE S
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https://www.youtube.com/watch?v=xwwX8vrrmIk
https://aiq.netapp.com/
https://aiq.netapp.com/
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https://aiq.netapp.com/
https://docs.netapp.com/us-en/active-iq/
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https://docs.netapp.com/us-en/active-iq/

T UASLICH B = E S AH|= 5540| gleE 2 HO[0|ETL &4t SEHE = JUSLICL
System ManagerE A%t 28 St g8[0|=E8 A ~ glSLICH

* YI0|=E BHESlof L |Ch"=H|" R TFAR.
1. O|™ ONTAP 2ZEQ|0] Ij7|X|E AbA|StL|C},

cluster image package delete -version previous package version
2. ti4 ONTAP 2 EQ|0f I{7|X|E CtRZEEL|CE,

cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.7/image.tgz

Package download completed.
Package processing completed.

ATEQ0 I7|X|E SHAH H7|X| 2| ZX|E2|0f|M AEY & JA=X| 2HeletL|Ct,

cluster image package show-repository

clusterl::> cluster image package show-repository
Package Version Package Build Time

9.7 M/DD/YYYY 10:32:15

4. 2HAEE AO0|=g FH| It E[J=X] ZelgfLCt.

A L—

cluster image validate -version package version number

clusterl::> cluster image validate -version 9.7

WARNING: There are additional manual upgrade validation checks that must
be performed after these automated validation checks have completed...
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cluster image show-update-progress

cluster image update -version package version number -estimate-only

ATEQof ¥20|E =KX= ACI0|EY 2 7 2401 CHet M FHEet of| & ¢4I|0|= 7|2t FAIRLICE
8. AL EQ0f ¥zfoj= +¥:

cluster image update -version package version number

M7t LASHHE HOOIEZE LA SXIE| D =T ZX|E FIot2h= HIAXIZF EAIELCH 22 AH

@ image show-update-progress B S AFEot0 =X X FO0|E Tl ol chiet M T 22 =
£ U&LICt 2H|E s Z$t = cluster image resume-update BHE AI26I0] YOH|[O|EZS CHA|

AIZE 4 QlaLit.

= T

9. 22 AE YO|0|E TAHES HAILIC
cluster image show-update-progress

LEJt U0l ES| YR 2 MREEH Y Soi| HMAE 4 glELt

10. &2l E2|A:
autosupport invoke -node * -type all -message "Finishing Upgrade"
SAHI HAXE MESIEE LM E X 42 2R L2 SAH20| 2ZHo| MEHEL|CH

XtSeHE P20|E Z2HA0M RF 7L LHSH S ONTAP 2AZEQ)0| }12|0| =5 CHA| AJZfRfLICE

QFE l8) AHS2HEl ONTAP AZER0f YI2|0|=7t YA FX|E|H RS 6473 f
21220 =5 7230} SLICH 287t = XS ¢I20|S TRNAS ALY
AE0E YI0|= ZEHAES AR £ UBLICL IS YD 0|=S HS=2 Meyst
22 Y720|E EAE 502 245X DHEAIR.

DIO
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Azl A2 1EH...
ONTAP 9.8 0| &

SAE > e E SEYLIL

ONTAP 9.7,96 E=95 T *>* 2HAEH *>* HHO|E *
ONTAP 9.4 0|38} o M *>* 2E{AH YH|0|E * E SEITL|CL.
* JHQ* Aol RLEZR DA 2|0 A Dt M2 H

37HE S&/5t11 * ONTAP HHO|E* E
MEdStL|CE.

2. X5 ¥|0|EE ALSHAL F A8t =5

0
of

f

S Y[0|=F CHAl AR}

rir
1A

He

>

FetLCt

>

S Y22[0| =5 CHA| AlZFetL|ct
cluster image resume-update

s Ya0|EE #

cluster image cancel-update
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"YI20|= T HAE S|
A
& gazol=

= A02|0|EE Q8| ONTAP AL EQ|0] Iif7|X|2 Mx|gt|ct

1

S Y22|0|=Z I3 ONTAP 2 E||0] I{7[X| S CH2ZE%E 0= H10|=ES
Zfst7| Hof E’éﬁ AX|sH{OF gLt

>4

|

1. "Set-Privilege advanced"2t= H|A|X|7t LIEILHH * y * & 22{5t0] Aot &S advancedE AEefL|CH
g TETE(™>")7} LIEHELICE
2. O|0|X|E HX[ELICE

CtSat 22 Mol = E2... O] HH ALE...
* MetroClusterZ} OF&lL|C}

system node image update -node *
* 2 E MetroCluster®L|Ct

-package location -replace
-package true -setdefault true
-background true

_location_2 ONTAP H{Hoj 2} @l M = 22
E0Y & USLICH XHM|TH LIE2 'A| A L E o|O|X|
YUH|O|E' man H|O|X|E &ZSIMAIL.

Ol HHL DE L E AZEQ|0] 0|0|X|E SA|0]
AX|gL|ct 2t =0 o|O|X[E Bt HOj| SHLI
XSt E X[HEHK| O AL -background D474

A
e

* 4. E MetroClusterL|C}

system node image update -node *
* 8- E MetroCluster 74

-package location -replace
-package true -background true
-setdefault false

T 22 AE ER0M 0| BHS &

0%
=
o
ot
-

1
o

O BH2 &HE AE|E AE5H0] 2t .= =0f A
O|0|X|2 MX|El chdt AT ES|0] O|0|X|S HATILICE,

3. MIAIX|Z} LIEHLH yE 2d5t0] Al &et|ct.

4. 2t L0l AL E90] O|0|X|7} BX|=[0] U=X| &elgfL|Ct.
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system node image show-update-progress -node *

0 B2 +ZE0] Of0lX| /2] Y MehS EABLICL DE 2Sojuf " ZR * o] Y Yef* 94+ 4T o)
“Z2 Mef 7t HDE YKl o] HHS A% Aot giLic

U RF E= ZDHAXI EAIE & JSLICEH QF £= F1E

AA" == O|0|X| H|0|E HEHO| Hulst
g ALt

iZES 20l= FBS CHAl 2l = A

Ol flofl M= F =0 AZEQ0] O|0|X|7} §S K2 EX|E 2k E S2{AEHE HOo{FLC}

clusterl::*> system node image show-update-progress -node *
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.

2 entries were acted on.

CLIE A2t 25 2FCHONTAP Y 18[0|S(BEZE #4)

System ManagerE A%t Ats 8|0/ =7} 7|2 Ml 20| = B AL CE A[AE

22| X7 82 X|2I6HK| gb= HA S ONTAP CLI(Command Line Interface)E ALEstH =5
EECHAOY0|EE Y & JUSLICH =53 FEH YHS ALESH 271 o[ 49| LE
SHAHE 20| =5 H HA ol 2t iEOiIH HYRH ZHS A|ZfSED, "ol 2"

L EE HO[0|EStA, Hrets Al CH2 2 AEQ| ZF HA Yol CHs ZEMAE HE=5H0F
rL|CE.

Y0| =5 BHELHOF LT "EH]" R T AR,

HA &2 & Hi| == YC|0[E

L EO| METt H|O|ZQHE AIZSH HA M| A Hil .S HO0[ET 4= ASLICE X M ==t
Y 0|EE|= St IHELIL L. E9| H|0|H & HMSELICt.

CHt2 Y0|E8 +Wsh= F2 Fa0|=g W | === 2 HZS fI6H CloIE] LIFE #43ta X H
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ONTAP 0O|0|X|E &X|

SHMAIR "= HE" T Q O|AO R ZHA| '1;.*6,;1_“:}_
oHA|

1. AutoSupport HIA|X|E S ESI0] S2HAE Q| A HIj
autosupport invoke -node * -type all

0| AutoSupport ZZ0l|l= HO[O|E ZIT0f| A|AER AEHO|
= [<)

toS
B2 78c =H o2 YEE ML

30 ©

S| AE{7} AutoSupport HA|X|E MASHEE LAE[X|

r

rot

£Z& advanced2 M&stD

set -privilege advanced

g TETE(*>")7} LIEHELICE

AIDE

—-_——

M ONTAP #lof O|O|XIE 7|2 o|n|X| =2 2Fgt

system image modify {-node nodenameA

system image modify H&2 <&t

Lo 7|2 O|0|X| = HERLICY.

He
—_

HEIE AE

- YHIo|E FIA

& ZLEP:

system node upgrade-revert show

AIDE

_——=

M ONTAP #lof olo|X|7t 7|2 o|n|X| 2 BFE|of

system image show

CtS OfIMI0l A image2= M ONTAP HZ0|H NodeOO||A| 7| O|0|X|2 M E

74

ALK 2= HAIXIZE A= H

St Af ONTAP

EER

aefo|=sHof fL|Ct & =Tt off Hot UK RS

C=

E

YHlo|ERtLICE.

-message "Starting NDU"

St
O
c

Chist 7| =0 ZtElLICE HHI0|E T2 M| A0 EH|7t

o o
:%‘

28 A0 2Hof| MEE LD

“y* 8 YL

=
=

y

L|C}.

-iscurrent false} -isdefault true

ATDE

i

/o1 o[ 0l X[(chA| o|0|X|2 HX|E)E

OISHL|C}.

IL|C}.



clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo W o ¥ MM/DD/YYYY TIME

4 entries were displayed.
. 23R FR TIEY L EOo|N XHE ghet H g e %t
storage failover modify -node nodenameB -auto-giveback false
SHAETI 2L E SAEQ FR XIS HHet0] H g ot H CHA| FOoH ALIZ[20(A 22 S AE Mu|ATt

=22tQl HEiTt | X| h=Cts 0 HAXIZF EA[ELICH AL yE UHGHAIL.

tol:

tot

- L E THELOf Tisl| At fieto] Bl g-dotE =X

—

J

storage failover show -node nodenameB -fields auto-giveback

clusterl::> storage failover show -node nodel -fields auto-giveback
node auto-giveback

nodel false
1 entry was displayed.

.}

glo

YIS T H LS HO0|EEY =0t wxl| S2H0|AUEE MSst A=K 2ARfL(Ct

=

system node run -node nodenameA -command uptime

Uptime 3&2 L =7t OHX|9} 2R E 0|= NFS, SMB, FC % iSCSI S2t0|AE0]| CHaH L= =01l A 2ot E A

+E EAHLCL 2t Z2EZ0|| Csl BHS F H 450 2 =7t SIH6H=X] HEE ehelsliof LTt =Tt
S71oIH oiXl ol T2 EZ0f| Chel 220U ES MSota A= AYULICH SItEIX = 39 2= oM e

TZEZ0f tigt 220U EES MSSHX| &Lt

=
®

CtE o= NFS, SMB, FC 2 iSCSI 20| = =EE EHFLICE SHX|2H = E= WX NFS 2 iSCSI

HIO|EE = S2t0|HE Ea 0| LhA| A|RE|RAE=X] 2HQle = AT S2H0[AE 2O
=2 7|=3l F0{0F gL|Ct.
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clusterl::> system node run -node node(l -command uptime
2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, 0 HTTP
ops, 40395 FCP ops, 32810 iSCSI ops

clusterl::> system node run -node node0 -command uptime
2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, O HTTP
ops, 40395 FCP ops, 32815 iSCSI ops

9. C}g L E0j|M 2= H|O|E] LIFS 010|120 A:
network interface migrate-all -node nodenameA

10. Oto|Zzj|o| M3t LIF &l

=

network interface show
F HEHE 2Qlot= Ol AFBE £ U= 0171 H0f CHet XtAIe LHE2 HIEY 3 QIE{H[0]|A show man H|O|X|E

CS Wl0[A= Node02| HIO|E LIF7t MEXOZ O10|a|0|ME|RSS E0f FLICE O] ofjof] =& &l HEE 2}
LIFe| = L= 9 XE LIF7} OfO|J2|0|MEl $xf L= U IE LIFS 2F 9l 22| MEHE It £ Ql&L|C

clusterl::> network interface show -data-protocol nfs|cifs -role data
-home-node node0 -fields home-node,curr-node,curr-port, home-port, status-—
admin, status-oper

vserver 1if home-node home-port curr-node curr-port status-oper
status-admin

vs0 data001l nodeO ela nodel ela up up
vsO0 data002 nodeO eOb nodel eOb up up
vs0 data003 nodel elb nodel elb up up
vs0 data004 node0 ela nodel ela up up

4 entries were displayed.

1. Blo|22H Azt

storage failover takeover -ofnode nodenameA

Al & o7 M5 XIESHK| OHYAIL. M 2ZES)|0] 0|0[X| = REI5t7]| 23l HIO|Z LM It &= =0

¥
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12.

13.

14.

r|0
-Io
x
=s)
[>
o
rn
=l
Nz
0%
Of
Ral

et HO|AQH 7t ZRBIL|CEH LIFE = E0|A £SO 00| 13|0|M38tK| QF
AT E LIF7} L EQ| HALIEHZ X5 QO Z 00| 13|0| M ElL|CE.

=/

>

MM =0 gret o 7] ez REE LI

(D AutoSupport?t 2H3tEl 22 LEJH 22{AH S WSS LIEH = AutoSupport
HIAIX| 7} M&ELICE O] %%!2 FAISHD HH0|EE TIAHE £~ AUSLICH

HO| 2 W7} §3Y=R] 2ol

storage failover show

HT S X[ At YA ZHE LIEIL= 2F HIAX|ZL LIEHE = ASLICE Ol= HldE= SEHRE, F2
FEE Ao|=0| M LAIHRI HEHE LIEFHTH F3HSHA ‘EJQ'—IEL

C2 Of|Xl= TakeoverZt M2M S22 H{EL|Ct. == Node00| Btz AEfE 7|Ct2|1 O, sHE THE LIt
Takeover AE{0f| QELICE.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node0 nodel = Waiting for giveback (HA
mailboxes)
nodel node0 false In takeover

2 entries were displayed.

ChE Z=20| HEE ui7tX| 8= O|&h 7|CHELICY.
° SEO[AE OHE A= (M EE B2)7t AESHELICH
° S20[AEE= HIO|ZLH Fof Zdst= L& AN LA SXZREH FFELIC
=7 AZt2 2Et0|AE w2 Ch2H 22t0|AE ofZ2|#H[0] M| S0 et 82 ol 2 + AUSLICE
OH2|AH|O|EE X ™ L =0f Hhet:

storage failover giveback -ofnode nodenameA

Higt T2 0| R E OO2|H|0|EE TIEL L EZ Hietst CHE, sffT = ENAM BEIS 225t = 2 ET| O
OHO2|H|O|ERl XIS 2 EI%EIEE HAHE LIFE gtetetL|ch M2 B&8lEl 5= AggregateZt BHetE|= ZA| 2t
Aggregate2| 22I0|AHE| O|0|E{E N B5t7| AIZFEL|CE,

15. B E 022 A[0| E7} Hrete| A =X 2Fel:
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storage failover show-giveback

GiveStatus T =0f| gtetst of 2| A|0|ETt QICt ] EA|EH 2E o 32| A|0|EZ} "ietEl ARILICH GivebackO|
HEE|H HAHL2 dist JHE S HEA|StD O HEAARIO| Givebacke HESH=X| EA|BLICE.

16. 02| AH|0|E7} BiSte|X| gt2 HR CHE HAIE +HSHUAIL.
o

a. HEAS WAL 4 Qi CHorS HESIO] " AR S HBLK| L= HRHS TAIEK| 0HE

2L

b. Hest AR 2F HIAIX|0| EE "He= AR S SHBSI AEE 20| YHHOZ ZRETE YLICH

=2 o
C. AEZ|X| HURH His HE S CFA| AlSHSH|C}

arok o' ZHE 2AISH7 |2 ZXEMCIHH -override-vetoes IH7HEHS~ZE TRUEZ MAESIAA|L.

=T = =]
17. Chg Z240| M8 G7tx| 81 0|4 7|ChiLICE
o 220|¢E CtE ZZ2(HHEE Z<R)7t QHESHEILICE
o 2EI0|AE = gt F0f| Wlst= 1/0 el LA| EXZRE SELICH

=7 AlZt2 Sct0|UE0f wfet Ch20 S2t0|HE o E2[AH|0[M2| S0 et 82 o4 ZE = ASLICE

=T Md

18. L0l CHEt HHO|ET §S MR e &A= =gt Ct.

a. advanced H3t +&FOZ 0|SEfLILCt
set -privilege advanced
b. =0 CH3t AH|0|E MEf7} t2E|RA=X| 2HolstL|Ct,

system node upgrade-revert show -node nodenameA

set -privilege admin
19. Lo ZETL &tE FQIX| elgtL|ct.
network port show -node nodenameA

42| T2 ONTAP 92 10| L E0|M O] HHS Mo gL|Ct.

78



CHE ole =59 2E ZEV &E 32 AS E0FELIC.

clusterl::> network port show -node nodel

(Mbps)

Node Port IPspace Broadcast Domain Link MTU

node0
eOM Default = up 1500
ela Default = up 1500
e0b Default = up 1500
ela Cluster Cluster up 9000
elb Cluster Cluster up 9000

5 entries were displayed.

20. LIFE L EZ CIA| E|Z2|7]:

21.

network interface revert *

o] B

Mo

AHSHH L0l M OFO| 22[0] H &l LIFZF HEHEIL| T}

[

clusterl::> network interface revert *
8 entries were acted on.

T EO| HO|E| LIF7 L EE2 d3HOR E|S2{F LN L EJF 4l SQIX| =elgti|ct,

network interface show

SfLict.

A
T

Lt oo M= =M 2 A—SHs EE H|OIE LIF7L =E2 CHA| &|Z2 X1 8iE 2

Speed

Admin/Oper

auto/100
auto/1000
auto/1000
auto/10000
auto/10000

HEi7t UpO|E LSS
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clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vs0
data001 up/up 192.0.2.120/24 node0 ela
true
data002 up/up 192.0.2.121/24 node0 e0b
true
data003 up/up 192.0.2.122/24 node0 e0b
true
data004 up/up 192.0.2.123/24 node0 ela
true
4 entries were displayed.

22. O|H0fl o lL.EV} S2t0|HES XAt 2ot FR =7 0|0 MH|AME 2t
HMSst JA=X| =elgfLct.

ZEZ0| o MH|AS
system node run -node nodenameA -command uptime

YOIoIE S0l 2 7t 022 AP ELIC

CHE ool M= HEIOIEE =7 NFS 2 iSCSI 22I0|HE MH|AS MHFZ S 20 SLICL

0 days,

clusterl::> system node run -node node0 -command uptime
3:15pm up 0:16 129 NFS ops,
ops, 2 1SCSI ops

0 CIFS ops, 0 HTTP ops,

0 FCP
23. O|Xof| HEH 20N XIS ghets HEdstet 2 ChA| 2ottt
storage failover modify -node nodenameB -auto-giveback true
T EO| HAIIEHE Z[Cgh ®a| YOI0|EsOF ELICt O O|RZE YOIOIE EE2MAS UA| BEHSHOL 5= 2
HA %o = L E0j|A SUet ONTAP HH S A&sHof oiL|Ct.
HA 40X HEL] .ES IH[0|E

suict
HA 2| X | .=E5 AO|0|ESt =

— L= T

0| HIO|Z M Z A|Zf5t0] TEHE YUO|O|E-LICL DIEH =7}
Y 0|EE= St A HK| =0l M THEL Q| H|0|E & MIS et Ct,
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. Mot £F 2 advancedE M0 ASEX| 2= HAIX[Z7F BAEH >y * E HTILICE

set -privilege advanced

g TETE(*>")7} LIEHLICE

- M ONTAP £ ZE#||0f O|0[X| £ 7|2 O|0|X|2 HF LTt

system image modify {-node nodenameB -iscurrent false} -isdefault true

system image modify BE2 =& 2| E ALE5H0] Af ONTAP A ES|0f O|O|X[(CHA| o[O|X|= HX|E)E
29| 7|2 O|0|X|2 HASLICE,

. gG|olE

KIg Mg DLIEfR:

oo

system node upgrade-revert show

- M ONTAP &I E&||0{ 0|0|X|7} 7|2 o|0|X| 2 ZFE|0] JA=X| SlgtLCt.

system image show

CtZ ofloll M 'image2'= ONTAPS| Af 0| l=E9| 7| O|0|X|= A ELICt.

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

- ZYotE 42 MEY L E0M Xts Bhet H|g M3

—

storage failover modify -node nodenameA -auto-giveback false

SHAETI 2L E SAEQ B XIS HHet0] g ot H CHA| FoH AILIZ[20(A 22| S AE Mu|ATt
22tel JEf7t 2| K| h=Chs B30 HAX|IZF ZAIEHLCEH AlSot2E yE AL,
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6. MEL =0 thsh X5 Hieto] Bl 4ot el A=A

7.

8.

9.

82

bl

1ot

[

storage failover show -node nodenameA -fields auto-giveback

clusterl::> storage failover show -node node0 -fields auto-giveback
node auto-giveback

node0 false

1 entry was displayed.

Ch2 S & H Aot YHO|ET ETt AR S2H0[AEE MSst JA=X] ULt

gl

k=)
=
system node run -node nodenameB -command uptime

Uptime BH2 =7} OpX|2f 2EIE 0| NFS, SMB, FC % iSCSI 22[0|HE0]| CHal L =0i| A 3 & &Y
+E BALICH Zt TZEZ0] ol YHS F H HAHSH0] 2Y 7 SIISH=X R
S7rotH S sild T2 EZ0]| Cet 22H0|AUEE MiSotn A= AYLICH S7HE|X| gh= B2 2= dM sl
T2 EZ0| chist 22t0|AUEE MSHR| aLItt.

i
ot
ro
St
=)
ot
il
Iul
o H
[n
N

0

o 1+ S20|UE Z0| BS= 24 ZREZEE J7|Fl F0{0F =7t YOI0|EE = S20|HE E{HT0
M| R=X] 2olet = ASL

CHS Ol= NFS, SMB, FC 3 iSCSI & Y0| /e ==5 HHELIL. otX|2 === 2 NFS 2L iSCS|
S2to[AER HISst AELICE

_— L

clusterl::> system node run -node nodel -command uptime

2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, 0 HTTP
ops, 40395 FCP ops, 32810 iSCSI ops
clusterl::> system node run -node nodel -command uptime

2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, O HTTP
ops, 40395 FCP ops, 32815 iSCSI ops

CHE L EO|M 2= HIO|E LIFE O0F0| 12|0]M:
network interface migrate-all -node nodenameB
oto| 12j[o] M3t LIFS| MEHE EletLCt.

=

network interface show



CtZ ool M= node12] CIOIE LIF7t 43X Q2 0to| 20| HE|AS S 20 FLICL 0] ofjof] Zetel ZEE 2
LIFS| & == S ZE, LIFZt OtO| O 2|O| M El R L.E SI ZE LIFS| 29 I 22| JEE Helg = ASLICE

clusterl::> network interface show -data-protocol nfs|cifs -role data
-home-node nodel -fields home-node, curr-node,curr-port,home-port,status-
admin, status-oper

vserver 1lif home-node home-port curr-node curr-port status-oper
status-admin

vsO0 data00l nodel ela node0 ela up up
vsO0 data002 nodel eOb node0 eOb up up
vs0 data003 nodel elb node0 elb up up
vsO0 data004 nodel ela node0 ela up up

4 entries were displayed.

10. E|0o|Z 2K A=

1.

storage failover takeover -ofnode nodenameB -option allow-version-

mismatch

A O HE XFHSHK OFH A 2. M AT E9)0f O|0|X|2 FEISH| 2ol H|0| 27t L= = =0
0|2 M7t HRELICL LIFE L E0[M =522 Ot0| 22{|0| M5HX| 942 J2 AH|A FE0| M5

| E'I
S LIF7} =E° HATIEHZ XtS Q2 00| 2|0 M &L},

Al
gt
S

52 Mo %

oX

U7t EAIELICH 2 oiof LICty & =31 AlSELIC
HELHE =0t Hhet T 7| JEf2 BEIELCE

@ AutoSupportZt 2dstE 32 =E7 S AH HEE HONS 2 LIEH = AutoSupport
HAIXIZ} HEELICE o] YRS FAISHD YO|0|EE Tl ~ JUSLICL.

HO|22H 7} dSY=X| =l

-

storage failover show

CHS OllA[= Takeover?t M3 S S EHFLICL = 10| Btk Ci7| AEfO|H ST THEL 7} Takeover AEHO]|
olAL|C},
M-

F JEIE 2tQldt= Ol A 4= A= D7 Ha-0fl thit XpAISE L8 2 WESR S QIE{H| 0] A show man H|0|X[S
X
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clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node0 nodel = In takeover
nodel node0 false Waiting for giveback (HA

mallboxes)
2 entries were displayed.

12. Otg z20| M2E wintx| 8= 0|4 7|ChELICt,
£ FELIH

° S0[AE OHE =2 (M EE Z2)7t AESHELICH
A
e

° HO|2LH 7}
=7 ANZH2 2Et0|AE e Ch2H 22t0|AUE o E2|AH[0] M| S| wet 82 oy 2E + ASLICE

13. ME =0 Of 22| AH|0|EE BretgtL|Ct.

|_I-I_

storage failover giveback -ofnode nodenameB

i

st Ce Ll
OHIZ|HIO|ER} AISCE E|Z2|=E AHE LIFE gr2tgtL|C M2 B8 El === Aggregate?t BHetE| = FA| 2t
Aggregate?| 22t0|HE0| H|O|E E HM35}t7| AI=FEL|LCE.

utsh 39l X 2E O4I2IHI0|ES IHEY wER U O, T Eo| HES 2hEd $ 2E7} of
HIS

14. D of12|H 0| EJ} HtstE|Q=X| 2ol

— = L—-

storage failover show-giveback

|

GiveStatus Z 0| Ehetgt o T2|A|0|EVf gl AR 2E 02| A|0|EJ} B2tElL|Ct, GivebackO| HE &
T2 e FAES EA[SID o MEA|AHO] ghet 2 S HESH=X| EAIFLIC
15. 0 22| A[O|ETt BietE|X| gh= FR THS HAHIE SHHUAIR.
o

a. 722 WA 4 Ui of

ZHELIC,
b. W HL OF HAIXI] MHE " A" X7

C. AEE|X| HYH Hhet HEHS ChA| AAgL(C

otof mto" RS A7 |2 ZHIUCHH -override-vetoes DN7HH4+E TRUEZ MESIHYAL.

o
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=7 AZt2 2Et0|AE w2 Cr2H 22t0|HE ofE2|#H[0] M| S| et 82 oy 2 + AUSLICE

17. wEofl ch3t YOl0|E7t HBH o= ¢EE|Y=x| tolstLict,

a. advanced H3ot &9 Z 0|STfLILCE

set -privilege advanced

b. L-0i| Tt HH0|E MEH7} R ==X =HelSfLCt.

—

system node upgrade-revert show -node nodenameB

MEiE 2t 2 HA|=[0{0F Lt

AMEH 7L REESEX| Qf2 AL L E0f| M system node upgrade-revert upgrade B AMHBIL|CEH HHS MM
YOO ETt 2R E|X| O™ J|= X[ Eof| E2olsHMAI2.

a.

=

2| X} ot 2|22 SorzfLct.

set -privilege admin

18. LLEO| TEJ} Xt= FOIX| gHolstL|C}.

o
n=
OOI'
OF
=
=)
I
=
n

ONTAP 9.4=% 3|0|EEl . E0]| M O] HHAH

CHE oiRlE ==9f 2= HO|H ZEVL &E 2l AS EXFELIC.

clusterl::> network port show -node nodel

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
nodel
e0M Default = up 1500 auto/100
ela Default - up 1500 auto/1000
e0b Default - up 1500 auto/1000
ela Cluster Cluster up 9000 auto/10000
elb Cluster Cluster up 9000 auto/10000

5 entries were displayed.
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19. LIFE LEZ LA E|S2|7]:

network interface revert *

JE-E

o

mo

HAHSHH L0l M OFO| 22[0| Ml LIFZF HEHEIL|CE

[

clusterl::> network interface revert *

8 entries were acted on.

20. LEO| HIO|E| LIF7t tEE MEXOZ £|S2F 1 =7 Al ZOIX| gelstL|ct,

network interface show

CHE ool M= =20 2 ARSH= 2= H|O|E] LIF7F = E2 CHA| E[S3{X| 2 oliE 2F HEi7F UpO|H CHE2

S|t

clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vs0

data001 up/up 192.0.2.120/24 nodel ela
true

data002 up/up 192.0.2.121/24 nodel elb
true

data003 up/up 192.0.2.122/24 nodel e0b
true

data004 up/up 192.0.2.123/24 nodel ela
true

4 entries were displayed.

21. o|0j| O] .L.E7} 22I0|HEE X YTt ZF ot ZR 27} O|Xof| MH[ARH 2t T2 EZ0] Chsh MH|AS
HE5t QJAEX| 2eletL|Ct.

system node run -node nodenameB -command uptime

HOI0|E S0l &Y 7t 022 HEZELIC]

CHe ool M= SOOI EE =7 NFS 2L iSCSI 22t0|¢E MH|AE IHHMZ S 2™ FLICL

86



clusterl::> system node run -node nodel -command uptime
3:15pm up O days, 0:16 129 NFS ops, 0 CIFS ops, 0 HTTP ops, 0O FCP
ops, 2 1iSCSI ops

22. 0| =7t YH[0|ER 22 AE{Q| OFX[2 L =91 Z 2 AutoSupport 22E E2| AL},
autosupport invoke -node * -type all -message "Finishing NDU"

0| AutoSupport
St

MT OT TTo =

2Eo= HOlo|E ol A AR AEfof et 7| Z0] ZeELICE HO0|E T2 M| A0 EX|7t
=H o2 YEE ML)

9
Ir
X
0
0
0

S AE 7t AutoSupport HAIX| S HESEE &[] 82 B2 €& SAHE0| 220 MEFELIC]

23. M ONTAP AZE0{7} HA 49| = L E0f|A A3E| D QU=X] etelghi|Ct,

set -privilege advanced

system node image show

CHS OIAI0[ A image2= ONTAP2| HL|O|EEl HTO|H & E9] 7|2 ML,

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

24. o|To| IHEH =0l M Xt& Bhehs H|gdstst 2 ChA| 2t gfLict.

25. 5E1AE-|7}-?.|E‘|01



26. pt2|xt Fot ¥z EotL(Ct.

set -privilege admin

27. 7t HA WS g a2|o| =%t}
CLIE AI25}0] 4 EE= 8- = MetroCluster 42| 25Tt ONTAPE £359Z ¢18|0|=

4. E L= 8. E MetroCluster 71942 S22 ¥2)|0[=ot2{H (0]
2719] Zt DR 2 E0|A SA[0f DR 4 HH0|E, ¢O2f|0|= = X+
* O] Zeie Ok Mol MEEL|Ct
° ONTAP 9.2 0|5}E AMlst= 4= MetroCluster FC =& IP 714
> ONTAP H{Z0j| AF2tG10| 8. E MetroCluster FC 7+
* 2. E MetroCluster 70| = 2 0| EX}E AFE5HK| OFHA|2.
* CHS 22 ONTAPS| O HF 3t A HE S LIEFLICE
P 2[0|=EF mjf 0| 2 ONTAPL| 0| H{HO|H, M H{F ] ONTAPELE M HZ It &
CH2 30| =8t i o|F 2 | Al 2| ONTAPZ, A 9| ONTAPELH &2 HH HS I UELICE

o

o

- 0] ZY

-

ro

LSt 2

I'|0

13 Y3B2E NS
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Dewnload the new
Prepare for the Send AutoSupport: 3 wersion of ONTAP to all o | Confirm default and
upgrade. “Starting MOU" nodes in the MetroCluster 71 current images.
conflguration.
4.
Y
Take aver node_8_1: Take awver node B 1:

Give back node_ A 1

storage failover storage failover

L. L.
takeowver -bynode 7| takeower -bynode = mii'::g{w“
node_A 1 node_B_1 &
Upgrade first DR
pair. ¥

Give back node B 1 Conflrm ONTAP

storage fallover — version on both
giveback nodes,

¥ v

Take over node_A_2: Take over node B 2:

Give back node_A_2:

storage failover ; storage failover
takeover -bynode takeover -bynode stara!g:‘::::l:wr
node_A_2 node B_2 i
Upgrade second DR
pair. ¥

Give back node_B_2: Confirm QONTAP

storage fallover s version on both

Eiveback nodes,
Send Autosupport:
Perform past- "NDU complete®

upgrade tasks,

8- C L= 4= MetroCluster 71A40{ ] ONTAP AZE|0{E 00| Eg mjo| xto|H
MetroCluster 2T E Q|0 21 13|0|E T2 M|A = MetroCluster 71410 87 EE= 474 = E7t U =X|0f w2t CHSL|Ct

MetroCluster A2 17 EE= 2712| DR AECE M ELICL 2t DR OAE2 2702l HA WO E M &M, 2t
MetroCluster 22{AE{0]| SILIS| HA 0| U &LICtH 8. E MetroClusterdll= 2712 DR 120| T gtz|0] U &L|Ct
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cluster_A

cluster B
DR Group One
DR pair
node_4 1 [ ety e e ] —_— node B 1
Hi pair HA pair
DR pair
node_ & 2 —_— — — — — — — node B 2
DR Group Twao
DR pair
node_& 3 _— — — — — — - — node B 3
HA pair HA pair
DR pair
node A 4 ——t — — — — — — —_ node B_4
ot tHoj| StLte| DR 252 ¥ 12|0|=EgtLCt,
4'-= MetroCluster 142 22
1. DRIE 1 ¥ 0|E:
a. node_A 1% node B_18 ¢13|0|=%fL|C}.
b. node_A 2 % node B 2Z ¥1aj|0|=tL|LCt,
8= MetroCluster 7142 22 DR 1F ¥130|= EAIE F H &L,
1. DR I 1 ¥ 0|E:
a. node_A 1% node_B_12 &12|0|=%fL|C}.
b. node A 2 % node B 22 ¢13|0|=¢8tL|Ct.
2. DRIE 2 ¥I20|E:

a. node_A 3 % node B 32 ¢12||0|=gtL|C}.

b. node_A 4 % node B 4Z ¢1aj|o|=gtL|LC}.
MetroCluster DR 1 & € 12)|0|= &H| &

AIDE

LCO0AM ONTAP AZE
AutoSupport HIA|X|

Y E ¥0|=5t7| Mol .= Zt2| DR A
E MAstD 2 L Eof| M Al =9l

IS A5
2l ONTAP H{Z S StolsHor gLct
90

P2 ¢a20|=F Al

AHBICHS



O[(7h) AO{OF LTt "TH2 2 EE S LT S "2 X[ =0 U5

AEL|CH AT EQ0f o|OX|
o] 2H2 2t DR O 50N HH53l0F ELICt MetroCluster 71440| 871 LEE & E H 2 2742 DR O3F0| J&LICt
2t o] 22 2 DR IE0i| M gH=sHof SfL|Ct.
O ZtHoi| M-S &l oflH|oi M= Cta 220l HAIE O|F S AE%I0] S2AEQt LEE AETLICL
cluster_A cluster_B
DR Group One
DR pair
node_ 4 1 —_ — — — — — — — node B_1
HA\, pair H& pair
DR pair
node A 2 — = = — — — — — node B 2
[R Group Two
DR pair
node A 3 | — 4= — — — — — node B 3
HA pair HA pair
DR pair
node A 4 - = — — — — — — node B 4

1. 240 M DR HO{E AEgfLC

metrocluster node show -fields dr-partner
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cluster A::> metrocluster node show -fields
(metrocluster node show)
dr-group-id cluster node dr-partn
1 cluster A node A 1 node B 1
1 cluster A node A 2 node B 2
1 cluster B node B 1 node A 1
1 cluster B node B 2 node A 2
4 entries were displayed.

cluster A::>

dr-partner

er

2. Yot £F S admin0ilA advancedZ EHEst 1 ALLX| 2= HAIXIZL BEAEH *y * E LS

set -privilege advanced

g ZEZE(™>')7F LIEFE LT

3. cluster AOA ONTAP HHX & &tolstL|Ct,

system image show

cluster A::*> system image show

Is Is
Node Image Default Current Version
node A 1
imagel true true X.X.X

image2 false false Yo¥oY
node A 2

imagel true true X.X.X

image2 false false Y.Y.Y
4 entries were displayed.

cluster A::>

4. cluster_BOl|lM TS =telgtL|Ct.

system image show
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MM/DD/YYYY TIME
MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME



cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node B 1
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo Yo Y MM/DD/YYYY TIME
node B 2
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo Yo Y MM/DD/YYYY TIME

4 entries were displayed.
cluster B::>
5. AutoSupport €2 E2|H:
autosupport invoke -node * -type all -message "Starting NDU"
O| AutoSupport Z2l0ll= 20| = Tl A|AH HEl| 7|F0] ZeEIL|Ct ¥|0|= Z2MA 2XI7F A=
42 /8% A 2 MEE MELL|Ct.
Z2{AE7t AutoSupport HIAX|E HESIEE FHEX| b2 22 22 =AH20| 220 M EL|Ct

6. X HW MEQ| 2t -=0f CHEH CHA ONTAP A EQ|0f 0|0|X|Z 7|=2 o|0|X|2 METhL|C}.

system image modify {-node nodename -iscurrent false} -isdefault true

O] BH2 &HE A2 AHE5t0] ChA| o[0|X|2 X[ i 2ZES|H O|0|X|E ==9| 7|2 o[0|X|2

7. cluster_aOfl A EtZU ONTAP 2 E2{0] 0[0|X|7} 7|2 O|0|X|2 HFE|0 A=X] &elgtL|Ct.

system image show

CtZ OfiEI0ll A image2:= A ONTAP H{7O[H X i Zeto] 2t L. E0of| A 7|2 0|0|X|= - E LTt



8.

94

cluster A::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME

image2 true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.

a. cluster BOIA EtZl ONTAP AT E¢||0f O|0|X[7} 7| & O|0|X|Z2 MHEE|0| Y=X| 2HolstL|Ct,

system image show

Lt oflofl M= Ef2I O] A Bl MIES| 2t = =0flM 7|2 o|0|X| 2 BFEASS 20 FLCt

cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/YY/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.
P20|=E BT ¥ 2 = =0f| Choll = H 22t0|UEE MSSh=X| =elgtL|nt.
system node run -node target-node -command uptime

Uptime HHE2 =71 OFX|2t O 2 BEIE 0| NFS, CIFS, FC % iSCSI £20|HE| s ==0M T =
A 2 EAPLICH 2 ZZEZ0 oo HHE F H Ao &Y 7t BI15t=X| HEE =kelsljof ghL|C},
L7t B71sH oAl st T2 EZ0| CHo 22t0|HEE M3 ot Qe AYULICH SILEX| b= R L E=
oM st TEEZ0|| Cist E2I0|HEE N SSHK| FELICt



(D L E7 YO0|EE = S2t0|UE EHLIO] ChA| AJZE|A=X| 2telet = JE SEI0|HE
ol B7tsts 2 T2EES 7|S6 F0{0f LCt.
0| of|oil A= NFS, CIFS, FC ¥ iSCSI 20| Q= =EE H0f FL|Ct SIX|T == $X NFS 2 iSCSI
ZE0[AET MISSt JAELICE
cluster x::> system node run -node node0O -command uptime
2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, 0 HTTP
ops, 40395 FCP ops, 32810 iSCSI ops
cluster x::> system node run -node node0O -command uptime
2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, O HTTP
ops, 40395 FCP ops, 32815 iSCSI ops
MetroCluster DR 1E2| & Hilj DR &2 YO0 ERLICH
M=Z2 HFS| ONTAPE Q| ¥ T O Z BhSoH L 0] CHaH B|0| 22 8l Btets ZHIE &M =2 A8l of
LC.
D= LE0M O] BT 2| ONTAPE Aok L Ct
O] ZH0i| A= node_A_1 % node_B_10| ¥ai|0|=ElL|CE.
ATEQINE ¥T2)0|=5t $xH 8= MetroCluster A0f|A & | DR 1ES

X H| DR 120{| A ONTAP
|

& 20|ESH= < O Z0llM node_A_ 31t node_B_3=

1. MetroCluster Tiebreaker

2. HA Pair?| 2t .- 0] s Xt Hhet H| g o}

Eof chel gt=soF gfL(Ct.

tol:

ot

ATESof7t ZAStEH AIBHK| YEE

HCllo|EgtLCt.

At

l

storage failover show -fields auto-giveback

o=

—|

Ol fiXlE & ==0M XIS gheto] ArEE[X] 8

HEE[ZE 20
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cluster x::> storage failover show -fields auto-giveback
node auto-giveback

node x 1 false
node x 2 false
2 entries were displayed.

107} 2t HEZ2{0l| ThoH ~50%S X TF5HX| 94T CPU HRE0| HES2{T ~50%S £ IS Q=X|
SHoIStLCY,

. cluster AO|AM EtZl .=E9| E{|0| 22 A|ZL:

A Al 07 H-Z XZOHK| OFEAIL. M 2T E90f O|0|X| 2 R&5H7| 2|3l B|0|2ALH 7}t k= = =0
2t E|0|2HI TRt

a. cluster_A(node_A 1)0A| DR IIEL] 2I4
storage failover takeover -ofnode node A 1

- =7} "Waiting for Bt AFEj 2 HEIEIL|CE

@ AutoSupport?t 2MatE 22 LET7t S2{AH HEES WSS LIEH = AutoSupport
HIA|X| 7t & ELICE O orelg R AlStD Fazo|=EE T

202 T =

b. E|0|2H 7} YSH=4| =l

=/ L—-

storage failover show

CHS OlMl= Takeover?t 83 S2 EHELICE node_a 12 "Gt 7| " MEHO| 1] node_a 2= "2l4 "
M‘EH°|L| |_-_|.
o H .

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node A 1 node A 2 = Waiting for giveback (HA
mailboxes)
node A 2 node A 1 false In takeover

2 entries were displayed.

cluster_B(node_B_1)0llA| DR ItEL{E QlBtL|C}.

I

Al & o7 M5 XIESHK| OHYAIL. M 2ZES)|0] O|0[X|Z 2E/5t7]| 2|3l HIO|Z M It 3k = =0



2t E|0|2 I Rt

a. node_B_1 2l
storage failover takeover -ofnode node B 1

- =7} "Waiting for Btk AFEj 2 HEIEIL|CE

(D AutoSupport7t 2dstEl F2 LE7t 22{AH HFHE OGS S LEHH = AutoSupport
PN

HIAIX| 7t HEELICE o] 2EE FAISt: FO0|=8 TlE = ASLICE

b. BI0| 2217} YIS U=X| &el:

=

storage failover show

CtS Of|Ml= TakeoverZt MadM2S EHELICt node B 12 "dtgt C7| " AEHO| 1 node B 2= "2l
" MEfRILICE.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node B 1 node B 2 = Waiting for giveback (HA
mailboxes)
node B 2 node B 1 false In takeover
2 entries were displayed.
7. Ch2 Z20| EXE=F 8= 0|4 7|CIZ|[HAIL.
° SE0[AUE OHE A= (B EE Z2)7t AESHELICH
° HIO|Z M7t +AE[= St Y=HH0| LA SX|=|0f Z2H0|HEI SFE LT

=7 MZt2 22t0|AE w2 Ch2H 22t0|HE ofZ2|#H[0] M| S| et 82 ol 2 + ASLICE

MetroCIuster IP 242 ONTAP 9.5 0|4 O =2 AT|0|=5t =, OfOZ|H|O|E= B2 7|7t S M5 XSt AEf7}
=l 20| *{S7|2t=|of O2{~ &l AEjZ SofZfLCt.

a. cluster_A2| DR IIELH{0{|#| O3 2|H|0|EE YtatgtL|Ct.

storage failover giveback -ofnode node A 1
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b. cluster_B2| DR I}E 0| A| O 22| AH|O|EE BtetEtL|Ct.

storage failover giveback —-ofnode node B 1

diet ztef2 1 H_'EIHIOIEE L2 dietet O3, L E7F REE test = RETL ot

9. & S2AHO|M IS Y S st ZE 22| AH|0|ETf Bt =X] ehelst|Tt

storage failover show-giveback
GiveStatus Z=0j| 2hetet 0§ 22[A[0|E7} gt d HAIL|H 2= O 2| AH|0[E7} hetel ZAILICt. GivebackOl
HRE|H FH2 diet ZHES BAISHD O MEAARIO| GivebackS HFSH=X| EAIRLICE

10. 02| H|0|E7t Brets| x| 92 AL ChE S 4uLICH
o

a. HEHUS #Ar 4 Qe o

= AN
2t
b. ot AR 2F HIAIX|0 HHE "= AR ZS siZS] Al E Z0| FUHOZ ZRELE PLICt

THOF "to" ZZHE 2 A|SH7| 2 Z™RULCIH -override-vetoes TH7HHLE TRUERZ AHSHMA| L.

. Ch2 20| SZE|CE 8= 0|4 7|T2[HAI2.

° SEO[AE OHE A= (M EE B2)7t AESHELICH
° SCI0|UE= et Sof| 2dst= /02| LAl SX=ZRE SFELIC.

=7 A2 2Et0|AE w2 Cr2H S2t0|UE ofE2|#H[0| M| S0 et 82 ol 2 + AUSLICE

12. 3t £FS adminOllA advancedZ2 AHst ALSX| 2= HAIX|TL EAIEH *y * E i=fgiL(Ct.
set -privilege advanced

DZ ZETE(>)7} LIEFELICE

13. cluster_AOIA HZ S ZtolgtL|Ct,
system image show

LIS Olxl= System image27t node_A_12| 7|2 Bt dx HHEQUS H0o{ FLILCL.
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cluster A:

Is

Node Image Default
node A 1

imagel false

image2 true
node A 2

imagel false

image2 true

:*> system image show

Is

Current Version

false X.X.X
true Y. Y.Y
true X.X.X
false Y.Y.Y

4 entries were displayed.

cluster A::>

14. cluster_BO{IA H{TS 2tQIStL|CE

system image show

CHE ollXl=

cluster A:

system image2(ONTAP 9.0.0)7t node_A_1°| 7|& 8l

:*> system image show

Is Is
Node Image Default Current Version
node B 1
imagel false false X.X.X
image2 true true Y.Y.Y
node B 2
imagel false true X.X.X
image2 true false Y.Y.Y
4 entries were displayed.
cluster A::>
MetroCluster DR 1&2| & ¥l DR &2 YO0 ERL|Ct

M HHS| ONTAPE =2 Sixf KA
grL|Ct.

X I DR ¥(node_A 1

0] ZA0l M= node_A_22} node_B_27} &

2t

S node B 1) €1

2HSe{H of Choh Efo|2 21 8

2| 0| =8O BfLCt.

Jz|o| =L Ct.

Install
Date

MM/DD/YYYY TIME

MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME

Lo HEYE 2o FLIC.

Install
Date

MM/DD/YYYY TIME

MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME

Hi DR JF0|A ONTAP 2AZEL0|E 20| =51 24Xl 8. E MetroCluster &0l A & HK| DR

% grets SHEE =MZ sdlof

==
ds=
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AO|0|Edte 22 0| Z0M node_A_4 3 node_B_4E AH|O|ESfL|CE

1. Otg 20l 2= G|O|Ef LIFE OF0|22|0] M:

network interface migrate-all -node nodenameA

2. cluster AO|A E}ZIl = =9| H|O|Z 2 A%

Al Al O0f7H HE XFSHK| ORY A, M AT EQ[0] 0|0|X|2 2EI5H7| 2[8H HI0|ZH 7t &= =0
gt El0|2HI Rt Ct.

a. cluster_A0|A| DR IIELHE QlgiL|Ct.

storage failover takeover -ofnode node A 2 -option allow-version-—
mismatch

ne
Rai
ot
00
o
rx
o
M=
o
Ot
A

(D ONTAP 9.00{|A] ONTAP 9.1 EE= IHX| 80| == "HH =
orAL|CE

=]
- C 7} "Waiting for HH2t" AE| 2 HEIEIL|CT
L

AutoSupport?} 2HM3tEl A2

=
HEELICE O] S FAISHD YO 0|=8 T 5= AFLICH

b. HO|Z2H{ 7t YZ=X| el
storage failover show

Ct2 O|F|= TakeoverZt M2 S HHFLICL node a 27} "Ht2t 7| =" AEHO| 1 node _a 10| "Ql4= ="
AI-EHOIL_| |:_|.
o = .

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node A 1 node A 2 false In takeover
node A 2 node A 1 = Waiting for giveback (HA

mailboxes)
2 entries were displayed.

3. cluster BO|A EfZll . =9| E|0]|Z 2 A|E:

Al 2 07 H4-E X[FSHX| OHYAIL. M 2T E9)|0] O|0|X| 2 £&I5L7| 2[6H B0 M7t k= =0

I

100



L E|O|Z It HREL|C}
a. cluster_B(node_B_2)0|A| DR ItELH{E QITfL|Ct,

olM g ago|=st= & O] BES YHMAIR...

ONTAP 9.2 == ONTAP 9.1
storage failover takeover

-ofnode node B 2

ONTAP 9.0 = Data ONTAP 8.3.x
storage failover takeover

-ofnode node B 2 -option allow-

version-mismatch

ONTAP 9.00A{ ONTAP 9.1 &=
() wixl gazolcols HE 2k
512" § 40| BRBIX ehLIC,

=t "Waiting for Bt AtEj 2 HEIEIL|CT,

@ AutoSupport7t 2dstEl F LE7t 22{AH HFHS OGS S HEHH = AutoSupport
HAIX|IZE HSELICE O] EE FASE =[2 Za0|=ES

b. BI0| 227} YIS U=X] 2ol

storage failover show

Ct2 Of|Ml= Takeover?t A2M22 EHELICt. node B 27} "dtet 7| =" AEHO| T node B 10| "Ql%:

" JEf LT,

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node B 1 node B 2 false In takeover
node B 2 node B 1 = Waiting for giveback (HA

mailboxes)
2 entries were displayed.
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5. OJ2|HO|EE EMUl L E

£30|

tst:

[

=)

MetroCluster IP 42 ONTAP 9.52 €1

Oi22[AHIO|EZ} &5 A5t MEi7t ELITt.

a. cluster_A2| DR ItEL{0f|A| O 3 2|AH[0|E

Al SX|E[0f E2f0[AHE

w2t L= 22H0|UE

Jh 2L

4 2

OiZ2[AI0]8 2] E-dof w2t 8= 0

20|=

of = MS7[=toto] D2 E el 2 = Z2(7] Hofl ZHAl Set
£ gretefLict.

storage failover giveback -ofnode node A 2

b. cluster_B2| DR IIEL{0i|AH| 04 32| AH|0|E

HFS}SH

dtet ZA2 HX FE Ol I2|AH0|EE LEZ Bt OH3, LEJH REIg 2t2%t 2 FEJ} O
Oi2Z|HIOIES t‘._§._§. L|Ct.
6. & ZHAE|M CHS BES 2P0 ZE 0 22| H|0|E} HHEte| A=K =l gLt

7.

102

storage failover show-giveback

GiveStatus Z =0 Btetet o J2[AH[0|E7t QICt EA|L[H &= O 32(A|0|EJt BhetEl ZIRIL|C GivebackO|
HEE|H HHE diet XIHES HEAISHD Ot AHEA|AHIO| Giveback® HESH=X| EA|ZLICE
O 22|H|0|E7} Blete|X| b2 AR CHS 2 3L Ct
a. HEHS HALE £ Q= CforS HESHH "Hh= A" ZHS HEYX| L= HEHE ZAIE2X HEE
ZX™etL|Ct,
b. LRst AL 27 HAIX|Of] MHEI "Hh= Af2t TS sHZSI0] AlHEl 20| MHMOoZ ZRE|E = ThL|Ct
C. AEZ|X| HYH et HHS CHA| gt Ct
Orok "to" XS 2AISH |2 ZXEIMLCIH -override-vetoes IH7HEHSZ TRUEZ MASIAAIL.
Cte XH0| ZZE| T2 82 0|4 7|CIE|AMA| 2.
o 22I0|HE COtF A2 (HIEE Z22)7t oHESHE LTt
o SEI0|HE = izt Zof| WMst= /02| LA| SXZEHE SREL|CE
S AZH2 S20|HE M2t CtEH S2t0|HE o Z2|H| 0| M| EMof| izt 82 oA 22 4~ JUEL|Ct
Hot £F2 admint| A advancedZ MESI T ASEX| 2= HAIX|7F BA|ZH *y * £ 48| Ct



set -privilege advanced

g TETE(*>")7} LIEHELICE

10. cluster AO|A TS 2tQISL|CE

system image show

CS o|Ml= system image2(CHA ONTAP O|O|X|)7} node A 22| 7|2 HT I} $ixf HHUS E0f FLICL.

cluster B::*> system image show

Is Is

Node Image Default Current Version
node A 1

imagel false false X.X.X

image2 true true Y.Y.Y
node A 2

imagel false false X.X.X

image2 true true Y.Y.Y

4 entries were displayed.

cluster A::>

1. cluster_BOA| TS =kQISfLCE

system image show

Install
Date

MM/DD/YYYY TIME
MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME

CtS o|Ml= system image2(CHA ONTAP O|O0|X|)7} node_B_29| 7|2 HTM 1} t4XH HH

= 20 FLC}.

103



cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node B 1
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
node B 2
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>
12. HA Q| 2t .- =0f| CHel Xt& gtets ghdatetL|ct.
storage failover modify -node target-node -auto-giveback true

O] B2 HA ¥l 2t =0f Chdl 2HEs{ofF gfLICt.

storage failover show -fields auto-giveback
Ol 0|0l M= & =EO|M XI5 Hheto] HFEAZS 2K FLICL

cluster x::> storage failover show -fields auto-giveback
node auto-giveback

node x 1 true
node x 2 true
2 entries were displayed.

ONTAP 9.2 0| & HZO0j|A 2. = MetroCluster 71412 2=t ¢az|0|=

2 E MetroCluster #82 Y 18|0|E5t= W2 ONTAP HE | 2t CHELICE. ONTAP 9.2
Ol HE S A Q| A2 O] HXIE ALESI0] YAl M2t A|ZF "EOof" AFO|ENM E22{AH
SO0 E A°IX|“H INESS Er% AO|EOf| M %E1¢E1 D= MA HHE 52 Zost] 5 23T
%DEHOIE% lsHof gL Ct,

ONTAP 9.3 0| At2 AMgHsH= 2= = MetroCluster 10| U= AR S $HELICH System ManagerE AF23 AHS
Hago|=
H
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|

1. At £ZF 2 advancedZ AHI D ASEX| 2= HAIX|I7F BA|ZH *y * S UdEIL|CE

set -privilege advanced

DZ TEoE(*>)7} LIEFELICE

2. gaefo|l=g S AE0|A A ONTAP AZES||0] O|O|X|E 7|2atCE MX[FLICE

system node image update -package package location -setdefault true
-replace-package true

cluster B::*> system node image update -package
http://www.example.com/NewImage.tgz -setdefault true -replace-package
true

3. CH& AZE0] 0|0|X|7t 7|2 O|0|X| 2 HHE|0 UA=X| ZhelgtL|ct.

system node image show

CHS OloilM = "Newlmage"?t 7|2 O|0|X|2 EFE[0 ASS 2™ FLICL

cluster B::*> system node image show

Is Is Install
Node Image Default Current Version Date
node B 1
OldImage false true X.X.X MM/DD/YYYY TIME
NewImage true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.
4. CiAf AZES0f 0|0|X|7} 7| 0|0|X|2 MAEE0| QK| FOH Cha} 20| HABILICH
system image modify {-node * -iscurrent false} -isdefault true
5. BE S AE SVMO| MEf AEfQIX| 2ol

=

metrocluster vserver show
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6.

9.

106

YOO EX|X| b= S AEO|M A&HE M2t32 AlZFSLICE
metrocluster switchover
H 2 M ZE £ YUSLICE MetroCluster operation show HEE AF26I0{ F 20| &2 E|U=X|

OlM= ¥ S AE("cluster_a"™)0fl M el et MEto| A ELICE o= QI3 2Z S AH
( cluste _B")7t SX|=[0] HOIO|EY = ASLICE

cluster A::> metrocluster switchover

Warning: negotiated switchover is about to start. It will stop all the
data

Vservers on cluster "cluster B" and

automatically re-start them on cluster

"cluster A"™. It will finally gracefully shutdown

cluster "cluster B".
Do you want to continue? {yln}: vy

- BE 22{AH SVMO| HEl AEfQIX]| 2ol

metrocluster vserver show
"surviving" 22{AE{2| H|0|E HAE HS7|eteLCt.
metrocluster heal -phase aggregates

MetroCIuster IP 1A S ONTAP 9.5 0|Ato 2 A |0|Est = O 2Z|AH|0|E= &
=l 20| M S7|3t=|0f O2{> 2l AE| 2 S0ZfLCt.

rlo
N
N
Ol
2
0x
or
Rl
el;
)
m

cluster A::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

=7 x0| 4

OH

HOoZ kg k| =X| &QIgtL|C,

=

metrocluster operation show



1.

12.

13.

14.

cluster A::> metrocluster operation show
Operation: heal-aggregates

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

"surviving" 2 AE 9| RE HAE M S7|=telL|Cf.

metrocluster heal -phase root-aggregates

cluster A::> metrocluster heal -phase root-aggregates
[Job 131] Job succeeded: Heal Root Aggregates is successful.

=7 xRl0| HTHOER AREIYLK SHQIBHLIC

=

metrocluster operation show

cluster A::> metrocluster operation show
Operation: heal-root-aggregates

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

ZX|El 22AEHOM LOADER ZEZE|M =5 BEISHL|CH

boot ontap

e ZZMATF &A= E WX 7|ChEl Chg 2E S22 SVMO| HEl &EfIX| =helgfL|Ct.

metrocluster vserver show

"surviving" S2{AE0|M AQ(X|WME S SFL|CH

metrocluster switchback
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15. AQX|#o| MEHOR AR EQU=X| EolgtL|Ct,

metrocluster operation show

cluster A::> metrocluster operation show
Operation: switchback

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

16. D& 22{AE SVMO| el MEfQIX] =l

metrocluster vserver show

17. Ct2 S| AE{0f|A O|F ChA|

i
H
(o] _||-|
rz
i
mot
r
il

18. MetroCluster T+A10| HArQIX| &tol

a. 742 golgh|ct

= —--d

metrocluster check run

cluster A::> metrocluster check run
Last Checked On: MM/DD/YYYY TIME

Component Result
nodes ok
lifs ok

config-replication ok
aggregates ok
4 entries were displayed.

Command completed. Use the "metrocluster check show -instance"
command or sub-commands in "metrocluster check" directory for
detailed results.

To check if the nodes are ready to do a switchover or switchback
operation, run "metrocluster switchover -simulate" or "metrocluster
switchback -simulate", respectively.

b. HLC} XtM|$t ZIHE H2{™ MetroCluster check run HEE AI2SIAMAI2.
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metrocluster check aggregate show

metrocluster check config-replication show

metrocluster check 1if show

metrocluster check node show

S

_T'_EQE MX -|'c'>'|'|__||:|-

o

set -privilege advanced

d. AQAX|2H = AlZ2f|0]H:

metrocluster switchover -simulate

e. dat AlZ2o]d ZatE AEFLICH

metrocluster operation show

cluster A::*> metrocluster operation show
Operation: switchover
State: successful
Start time: MM/DD/YYYY TIME
End time: MM/DD/YYYY TIME

Errors: -
f. 2te|xp Ak 222 SotrL|ct

set -privilege admin

g- CHE S AE0M 0|21t 519 THAIE BHEgL|Lt.
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HygE

"MetroCluster X3l 23"

e
0z

CLIE AHE8%t 5 Disruptive ONTAP & 12{0|=

S2{AES omaleloR MSH0| Al ONTAP 2| X2 YI3[0|=2 4 s AL EEio|
L 9I70|C WHS ABE 4 YALICH O Witol= of2] EA7E YALICE X, 2 HA
ol el AE2IK| HUQHIES ASSIx| SIS HHEIT Z2IAE(S| % LES KHEs T
AE2|X| HYURHIS CHA| AFSHES MFBILIC

« HFEA| 8O} EHL|C} "CtR2Z =" 8l "A k| S| Ch AT E || 0|0|X|

o N

AN 2tZ0l|l M 2t Sl 22 Y30|=7} 2tz E Wi7tX| 2= SAN 220|AE S ZSZELE LAl SX|8H 0t
fLiCt.

II

ST Y20|= Hof| SAN 2Et0|HUETL SRE|FLE HA| SX|E|X| 2™ S2H0[AE oA A|AH 8
OHSE[AI0|H2 O 0|=7} dRE £ 5 277 HRY £ A= QFIF LUFLIC

2} HA Pair0l| CHol AE2|X| MY 7F AFZE[X] 881 2t =7} YO0|EEE= ST 20| =0l = CH2EHY 0|
LRgUCH AEE|X| HYLH I H|ZEote|H 2 L E= T L= S AHE "*E°”—|Ef =, AM2=0| PR =
SO = =of AAE A|A- MH| A7 STHELICE

n

=HA|

- et £F2 admin0l|lA advancedZ BEStN ALK 2= HIAIXZF HA|ZH >y * & LTLICE

—_

set -privilege advanced

g T2IE(*>Y7} LIEFEL|C}
2. Ml ONTAP AZE#||0f O|0|X|E 7|2 o|0|X|2 MF L C}.
system image modify {-node * -iscurrent false} -isdefault true
0| HH2 & F2[E ALt CHA ONTAP 2ZEQ|0f O|O|X|(CHA| O|O|X|2 AX|EHE 2 9| 7|2
O|O|X| 2 HAELCE.
3. A ONTAP AZE<|0f O|O|X|7t 7|2 O|0|X| 2 HHE|0| Y=X| el Ct,

system image show

CtS olloil M= O|O|X| 27} MiZ2 ONTAP H{ZTO|H & = =0i|A 7|2 o|0|X|2 HF-E LT

=od
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clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

4. Ct3 B B StLHE -ELICH

S2|AE7} CjSoR LAE ZQ: Aeiet 7
4B OIS chAlE A4 zigds|ct

2 E a. S2AH 0tEY HIEHsh:

cluster ha modify -configured
false

HIAIX|ZF LIEFLEEH yE U2ABH0] AT,

b. HA 0]l CHall AE2|X| Y H H|ZHAI S}

storage failover modify -node
* —enabled false

27l O|Ate| L E S AEQ| ZF HA 40| CHol AEZ|X] HYLH
H| 2t

storage failover modify -node *
—enabled false

5. 22| AEQ| L C X{HE!

system node reboot -node nodename -ignore-quorum-warnings



rot

Hofl = O

0
19

LS ME-SHA| OHHAIL.

®

LEJ} Af ONTAP 0|0|X]|
LIEFELICE.

M

HEISIL|Ct HEE TZ2MAT} AZE[R}SS LIEtLH= ONTAP 2121 TETEJ}

6. = s = HEJL A ONTAP O|0[X|Z HREIE & At 47
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set -privilege advanced

A&stets HAIXZE LIEFLIEA *y * & LT

7. M AZEQ0{7 4% FQIX| =telstLCt.

-

system node image show

CtZ OfiRI0l A image12 A ONTAP E{70[H NodeO0Oi| A oixl HH Q2 HFEL|CE

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false YoM oY MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true YoX oY MM/DD/YYYY TIME

4 entries were displayed.

set -privilege advanced
b. 2} L.=of Cigt 20| = MEfTt == UA=X] FlSfL|Ct.

|

system node upgrade-revert show -node nodename

AEfl= 2t2 2 HA|Z0{of Lt

AEH7F AR E|X| B2 B "NetApp X0l EO[SHUAL" FAl.
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a. 2| X} 2ot 2| #2 SorZiLCt.

set -privilege admin

9. 2t 7} L E0f| CHol| 2THAI 25 8THAIMX| BhERLICH
10. 22HAEIL £ 1 0|4l LEZ FHE FR S2AEQ| Zf HA &ofl thdh AE2|X| HULHE AFBSI=E
dFEgct

storage failover modify -node * -enabled true
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FC 7AS AB3LE 22 HIZE] XHE ASIX|Qu 7t ZA3tE|0f QLK Stelsiof it

2. "DE LIF7t 8 ZE| Q=X Zolgh|ct,

Vel 22 ZEZ 0j0| 220 FE|/S 4= ASLILE 22 AHE ¢a0|=8 20=
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4. "DQP(Disk Qualification Package) &IH[0|E".

DQP= ONTAP ¢ 12j|0|=9| YEZ AH|0|EX|X| Q&L

ONTAP & 12|0|E = 23 AFKZ ZolgtL|C}
ONTAPEZ 20| =5t A HH, S AH MEH U AEE[X| AEfE =elgtL|Ct. Kot

otz 2 ==
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S| A HHE stolgLct

HE HAYO| YO2|0|=F 20l|= version S AHE0I0] 2= =50t BRI 22|25 &8 S2IX| 2HeldHof gLt
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H2 2029 2E LEO|M H¥E|= ONTAPS| 7HE W2 HEQLICE S2{AF HTO| EfZ2 ONTAP
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SH
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S AHE ¥80|EE & JUSLICE

1. Z22{AE HZFO| EtZl ONTAP Z2|=QIX| golgtL|Ct.
version

2. 2 AE HMO| EIZI ONTAP 22| X7t Ot Z 2= L E0| 20| = HEf S 2Helsof ShiCt.

system node upgrade-revert show
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1. 22{2EQ| =7 22atel MEjo|t] S AE | Bo{E XtAH0| A=K =HQletL|Ct

cluster show

clusterl::> cluster show

Node Health Eligibility
node0 true true
nodel true true

L E7F Fe ME7E OtL AL HetsHX| f2 22 EMS 20| @FE =elst +H ZX|E FeLCh
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5= AFELIC
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set -privilege advanced

3. 2} RDB ZZA| A0 Chet 714 M2 HEE golgtL|ct.

° 2tA|H Cl|O|E{H|0] A epoch 3 CIO|E{H|0| A epoch= 2t L= =0 CH3H LX|3HOF LTt

o e AT OtAE = 2E 20| tioll S Yook FLICE

2 Yoll= CHE B OHAEI7E 92 4 YL,
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O| RDB Z2M[AE HAISHZ{H. ..

7|51t

2= PNREU12 L (W ES

Virtual-Interface Managers & ZXsHMA|IQ

SAN Zt2| 4|2

S AH & &-unitname #2|
Z2{AH & £4-20|EL|Q VLDB
22{AH 2 A-unitname vifmgr

'SHAH & £-20[EH|Q bcomd'

O] il M= =& <Xl ClIO|E{H|O| A Z2ZMAS 20| FLICH.

clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1ldb 154 154 14847 node0 master
nodel v1ldb 154 154 14847 node0 secondary
node?2 v1db 154 154 14847 node0 secondary
node3 v1db 154 154 14847 node0 secondary
4 entries were displayed.

4. SAN 2tZ0l|IM 25 £ 22 Zf LETJ SAN HE0l| JA=X| =helgtLct.
cluster kernel-service show
clusterl::*> cluster kernel-service show
Master Cluster Quorum Availability
Operational
Node Node Status Status Status

clusterl-01
operational

clusterl-01

clusterl-02
operational

2 entries were displayed.

in-quorum

in-quorum

true

true
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metrocluster show

XS HA" Heto] 2dstEl 22 B E20)| Ch3 20| EAIELCE

—

AUSO Failure Domain auso-on-cluster-disaster

2. HHEZO| LIELLIX]| Fo™ o7 K| gt2 AtE Tets B

LS — - —

metrocluster modify -auto-switchover-failure-domain auso-on-cluster-

disaster

3. Oll71X| gt2 XtE Heto|

— -

ot

ot A =X ZhelgtL|ct.

metrocluster show
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"C|A3 Sl ofa2|AH[O|E 22"

ONTAP 2 12||0|E & 2= LIFS7 2 ZE| Q=X| 2tolstL|Ct

ONTAP g 1g|0|= Z=M[AS] A S
HYQH XZEZ 0t0|120]dE £ JASL|C
A5 = =2{0f ghLct.

U2 YA TRE 5 AR LIF7H S ZEON YL
L @00l 3 & ZEO| gl LIFE MBS

CHA|
1. RE LIFQ| MEHE HEA|BILICE.

network interface show -fields home-port,curr-port

HE LIFO| CHdH * Status Admin * O] "Down"O|7{L} * is home * O] "false"Q! AR CtS HHAIE A& T Ct.

2. O|O|E LIF X|:
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network interface modify {-role data} -status-admin up

3. LIFE 5 ZER E|E2|7:

network interface revert *

4. RE LIF7L 8 ZEO| JA=X| =l

network interface show

Ol M= SVM vsO ZE LIF7} =2 ZEOf| 9128 Ho FL|C}.

clusterl::> network interface show -vserver vsO0

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port Home
vsO0
data001 up/up 192.0.2.120/24 nodeO ele true
data002 up/up 192.0.2.121/24 node0 e0f true
data003 up/up 192.0.2.122/24 nodeO e2a true
data004 up/up 192.0.2.123/24 node0 e2b true
data005 up/up 192.0.2.124/24 nodel ele true
data006 up/up 192.0.2.125/24 nodel e0f true
data007 up/up 192.0.2.126/24 nodel e2a true
data008 up/up 192.0.2.127/24 nodel e2b true

8 entries were displayed.
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SiL|Ct 212{0|= = ONTAPE= 2|0]|0] 2 L MEfE XS =2 HL|E 2L},

e

1. Zt ZEJLof|& BE2EIHAE Qo AEY 4= A=A ZelgtL|ct

network port reachability show -detail
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reachability-status =
ok?

reachability-status =
unknown?

reachability-status =

misconfigured?

reachability-status =
no-reachability?

reachability-status =
multi-domain
reachability?

Wait a
minute, and
then try
again

Unexpected ports?

Unreachable ports?

Run repair Consider
command splitting
broadcast
domains
Nothing to
repair
h 4
Consider
ST T T merglng
broadcast
Y domains
>
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A 3|0|E A| EMS LIF AMH|AQI management-EMS7t 7|&2| 2 E AH|A HHMof| FItEICEH 0| Edlf MH|A
Mot AZAE LIFO|A EMS HIAIXIE MY 4 USLICEH MEISH LIFO]| O[HIE AT CHAtol CHot HZA
HIAI X7t HE = X] &L

O|= &5t F20|= = th&of| Chet = 7|5S MS3HX| gis UWESR A Mu|A FHMS Sl EMS LIF
MH|AS H|ZsHof LICt.

EHA|

1. EMS HIAIXIE M&E & A= LIF X 23 HIERI3 MH|A HMS AlESiL| T},

— =

rr

network interface show -fields service-policy -services management-ems

vserver 1if service-policy

cluster-1 cluster mgmt
default-management

cluster-1 nodel-mgmt

default-management
cluster-1 node2-mgmt

default-management
cluster-1 inter cluster

default-intercluster
4 entries were displayed.

2. 2L LIFOl M EMS CHatof| CHet HZ S tolgtL|ct.

network ping -1if 1if name -vserver svm name -destination
destination address

2 =20 O] ZH S ALt
of

cluster-1::> network ping -1if nodel-mgmt -vserver cluster-1
-destination 10.10.10.10
10.10.10.10 is alive

cluster-1::> network ping -1if inter cluster -vserver cluster-1
-destination 10.10.10.10
no answer from 10.10.10.10

olgq.

3. nE A 4E U,

—_

MHA
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set advanced

4. e It LIF7L @l LIFe &

2 #2| - EMS LIF AH|A

£ ST M|~ FH of| M HMAZLIC

network interface service-policy remove-service -vserver svm name
-policy service policy name -service management-ems

5. 7| -

—_

EMS LIFZ} O|X| EMS E}ZI0f| CH$t A

BoIH|Ct,
network interface show -fields service-policy -services management-ems
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2t 2HAEQ| LIF,
1. LIF AEiS golgh|ct.

network interface show
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clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
Cluster
clusterl-al clusl
up/up 192.0.2.1/24 clusterl-01
eZa
true
clusterl-al clus2
up/up 192.0.2.2/24 clusterl-01
e2b
true
clusterl-01
clus mgmt up/up 198.51.100.1/24 clusterl-01
e3a
true
clusterl-al inetd4 interclusterl
up/up 198.51.100.2/24 clusterl-01
e3c
true

27 entries were displayed.

2. Ol J2|{AH|0|EQ| HENE =telFfLCt.

=

storage aggregate show -state !online

O] -2 _not_online E{QI EE OI2|HO|ES EAILICE Yo 2 Al 2Z AO|E| J= 2=
Oi32|AI0|E= 222! MEN0{OF LIt SHX2H MetroCluster #+440| H&t 521 Z L THsH 57 AFO|ES| RE
OH2Z[AO|EE IRl HEfZ Hatet o= ASLICH.

o] o= B &= &2 2HLEHE EHELILE

clusterl::> storage aggregate show -state !online

There are no entries matching your query.
Of oflof| M= xHol =+ AtO|ES| RE OI2|A|I0|EJt 2Rl AEfQl Met S2AHE H0of FLIC
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clusterl::> storage aggregate show -state !online
Aggregate Size Available Used$% State #Vols Nodes RAID
Status

OB 0B 0% offline 0 cluster2-01

mirror

degraded
aggr0 b2
OB OB 0

o\°

offline 0 cluster2-02
raid dp,

mirror

degraded
2 entries were displayed.

volume show -state !online

0| AL not_online AE(Ql B E 282 HA|EL|CE

rin

MetroCluster T1A10| MAM Zt5 Z0l AQALIX|QH AE{7} OFE), 2HAE0| Y= EX SVYMO| ARSI
EE(SVM 0|20]| "-mc"2 F7tEl £8)0| £2{0f| HA|=|0{0F FfLCt

xgh Aoet 25 2atel M7t FLick

Of oflofl M= Mol =+ ALO|EQ| 2FO0| 2+l HENZt otEl Xl MEfe] 2HAHE 20 FLIC)



clusterl::> volume show -state !online

(volume show)
Vserver Volume Aggregate State Type Size
Available Used%

vs2-mc voll aggrl bl = RW =
;SZ—mc_ root vs2 aggr0 bl = RW =
;SZ—mc_ vol2 aggrl bl = RW =
;52—mc_ vol3 aggrl bl = RW =
;SZ—mc_ vol4 aggrl bl = RW =

5 entries were displayed.
4. UX[SHX| = EEO0| =X &elgtL|ct,
volume show -is-inconsistent true

7le X Z2ME FE5HY
pS|

MAIR "WAFLZ| LX[SHX] 2b= 282 HAIELICH Metdo| EHEX| gt= E8S
X2[sts gyof tha 2

L|C}.

212{|0|= = SAN 74 E =elgtL|ct

—

ONTAPE 212{0| =8t = SAN 2HZ0lI A LIFOH F&2l 2t OLIAIGIO|E 7} LIFo] 322
CHAl HZE[A=R] 2HQISHOF LTt

1. 2} O|L|A|OlO|E{ 7t SHIE LIFO| AAEO Y=X| ZQlgtL|ct.

O[LIAl0IOIH 5585 ¥0|= FH| 0f +=ASt S =1} H| wsl{ofF LT}

—

CHAL... ...
iISCSI
iscsi initiator show -fields
igroup,initiator-name, tpgroup
FC

fcp initiator show -fields

igroup,wwpn, 1if
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ONTAP 9.2 0| H{TO|| A YO 0|=5 = KMIP MH HZS CHA| FHELICH

ONTAP 9.2 O|&0{|A] ONTAP 9.3 O|& 2= & O2|0|ESt 20i= Z& 2] 7| Z2[(KMIP)
MH HZEES CHA] 6l OF ghLct.

ChA|
1. Key Manager 22 FLAELIC}

security key-manager setup
2. KMIP AMH{ =7}

security key-manager add -address key management server ip address
3. KMIP M7t AAE|RA=X| golefL|ct,

security key-manager show -status
4. 7| MHE FalgLct.

security key-manager query

5. Af ol

—

ol

7|9l s 12 WABiLIC
security key-manager create-key -prompt-for-key true

22 = 324} 0| &0[0{OF BfLICt.

6. M 21Z 7I1E #2IYLCt.
security key-manager query
7. SED(XHH| 2tS3t ClA )0l M Q15 7|2 Eebshct.

storage encryption disk modify -disk disk ID -data-key-id key ID

() #2iolM M 215 712 Askn Q=X Helstct,

8. Qs AR SED| FIPS 7|E &&tstL|Ct.
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storage encryption disk modify -disk disk id -fips-key-id
fips authentication key id

Hot 4ol M Tlo|E| 2151t FIPS 140-2 1S5S ¢I8H LHE 7|5 AFE3HOF 5t= &

7
2HSO0{0F RLICE O-X| 942 F2 IOl UM A0 AHESHE FIPS 0| Set 215 7|15 AF8E & USLICH

ONTAP ¥130|= = 0| 2= 37 0[2] 22 =S THIXIRfLIC

ONTAPE ¢J8[0|=3t Sofl= 2= 29 03] 44 252 ¢
ol 8fof EhL Lk,

|._I

20| = O ?{X[Z CtA|

£
1. 2 29 0/3) 22 2ES 05617 Ho 4N A DES ALBSIO ZE 29 02 22 2ES 05 AKX
AjgstLct
2. 2E B 0jz A4 BES U3 AKX A OIS

volume move start

ONTAP ¢ 18|0|= % SnapMirror ¢S M7HEHL|Ct
ONTAP € 18|0|= =0f| €Al ZX|El SnapMirror ZtA|E CHA| A|ZFSHOF BHLC.
EHA|

1. O|™0i| ZX|El Z+ SnapMirror 2tA|0H| CHSE T4 CEA| A|EE:

snapmirror resume *

0| T

o o

ro

ZX|= 2= SnapMirror A0 et M&S MIHEHL|CE.

2. SnapMirror Z{{0| CEA| A|ZHE| R =X] oletL|Ct.

snapmirror show
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clusterl::> snapmirror show

Source Destination Mirror Relationship Total

Last

Path Type Path State Status Progress Healthy
Updated

clusterl-vsl:dp srcl
DP clusterl-vs2:dp dstl
Snapmirrored
Idle - true -
clusterl-vsl:xdp srcl
XDP clusterl-vs2:xdp dstl
Snapmirrored
Idle - true -
clusterl://clusterl-vsl/ls srcl
LS clusterl://clusterl-vsl/ls mrl

Snapmirrored
Idle = true =
clusterl://clusterl-vsl/ls mr2
Snapmirrored
Idle = true =

4 entries were displayed.

2} SnapMirror 2HA|0f] CHoH 2HA| Al H t* Q% * oIX| &tolgtL|Ct, AEH7t * TRANSFing * ! 22 SnapMirror
**Ol e E 7| 7|ChEl CH2 BE S CHA| 2510 MEf7L* Idle * 2 HEEIJU=X| elghi|ct

-

-

o

]

UNof w2t Ae| =2 LM El ZH SnapMirror 2HA[0f| CHSH A1 B of| 2FEl SnapMirror 40| A
iR x| Ol5Hof shL|LC}.

Okl
ikl

MH|A T2 M MO HMAE & Q= AR} A F | HE

ONTAP 9.8 O[St H{T 0| A| H| 22| X} Fet2 AHESHY SP(MHI T MM)0f| HM[AT & U=
AMEX AME TS ONTAP 9.9.1 O|AIO 2 A O3|0|ESH= A2 O|A] Z2|X}7 oful B E

o2 HttetL Tt —ro1e Of7H H7t 2 2 E|}SLICH admin.

KHM|3H LIRS 2 R ESIAIA|Q "SPOf| QM| ASH & 9= HFQIL|C}",

Cl23 AT W7 |X|E HHO|E-LIC

ONTAP AZEQ|0{E & 12{|0| =3t & ONTAP C|A 3 XA 17| X|(DQP)E CIHREZ =5
MX|sofF ELICt. DQP= ONTAP ¢ 12{[0|E2| UL Z AH|0|EE|X| &Lt

DQPOl= MZ HEE 2= E2t0|E2t2] ONTAP &= 2E8S ¢let MAS oi7iH =7t et/ JASLICH DQP
HTO| M2 Q15 =2to|2of Thgt YE7F 2|0 AX| 2™ ONTAPO| =210|EE SHIEA 795H7| #let
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