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cluster image package get -url location

clusterl::> cluster image package get -url
http://www.example.com/software/9.15.1/image.tgz

Package download completed.
Package processing completed.

2. 2TELO {7 |X|E 2HAE T{F|X| 2[ZX|Z2|0|M ALY & UA=K| QIS Lt

cluster image package show-repository

clusterl::> cluster image package show-repository
Package Version Package Build Time

9.15.1 MM/DD/YYYY 10:32:15
3. XrS3hel P[0 = AP AL HAH:

cluster image validate -version <package version number> -show
-validation-details true

clusterl::> cluster image validate -version 9.15.1 -show-validation
-details true

It can take several minutes to complete validation...
Validation checks started successfully. Run the "cluster image
show-update-progress" command to check validation status.
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cluster image show-update-progress
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clusterl::*> cluster image show-update-progress

Update Phase Status Duration
Duration

Pre-update checks completed 00:10:00
00:01:03

Details:

Pre-update Check Status Error-Action
AMPQ Router and OK N/A

Broker Config

Cleanup

Aggregate online OK N/A

status and parity

check

Aggregate plex OK N/A

resync status check

Application OK N/A
Provisioning Cleanup

Autoboot Bootargs OK N/A

Status

Backend OK N/A

Volume Conversion OK N/A

In Progress Check
Volume move OK N/A
progress status

check

Volume online OK N/A
status check

iSCSI target portal OK N/A

groups status check
Overall Status Warning Warning
75 entries were displayed.
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clusterl::*> cluster image validate -version 9.14.1 -show-validation
-details true
It can take several minutes to complete validation...

WARNING: There are additional manual upgrade validation checks that
must be performed after these automated validation checks have
completed successfully.

Refer to the Upgrade Advisor Plan or the "What should I verify before I
upgrade with or without Upgrade Advisor" section in the "Upgrade ONTAP"
documentation for the remaining manual validation checks that need to
be performed before update.

Upgrade ONTAP documentation available at: https://docs.netapp.com/us-
en/ontap/upgrade/index.html

The list of checks are available at: https://docs.netapp.com/us-—
en/ontap/upgrade/task what to check before upgrade.html

Failing to do so can result in an update failure or an I/0 disruption.
Use the Interoperability Matrix Tool (IMT
http://mysupport.netapp.com/matrix) to verify host system
supportability configuration information.

Validation checks started successfully. Run the "cluster image show-
update-progress" command to check validation status.

fas2820-2n-wic-1::*> cluster image show-update-progress

Estimated Elapsed
Update Phase Status Duration Duration
Pre-update checks  im-progress  00:10:00  00:00:42
Details:
Pre-update Check Status Error-Action

fas2820-2n-wic-1::*> cluster image show-update-progress

Estimated Elapsed
Update Phase Status Duration Duration

Pre-update checks completed 00:10:00 00:01:03
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Details:

Pre-update Check Status

AMPQ Router and OK
Broker Config

Cleanup

Aggregate online OK
status and parity

check

Aggregate plex OK
resync status check
Application OK
Provisioning Cleanup
Autoboot Bootargs OK
Status

Backend OK
Configuration Status
Boot Menu Status Warning

is

la,

of

bootarg.init.bootmenu

proceeding

Broadcast Domain OK
availability and
uniqueness for HA

pair status

CIFS compatibility OK
status check

CLAM gquorum online OK
status check

CPU Utilization OK
Status

Capacity licenses OK
install status check
Check For SP/BMC OK
Connectivity To

Nodes

Error-Action

N/A

N/A

N/A

N/A

N/A

N/A

Warning: bootarg.init.bootmenu

enabled on nodes: fas2820-wic-

fas2820-wic-1b. The boot process

the nodes will be delayed.
Action: Set the

bootarg to false before

with the upgrade.
N/A

N/A

N/A

N/A

N/A

N/A



Check LDAP fastbind
users using
unsecure connection.
Check for unsecure
kex algorithm
configurations.
Check for unsecure
mac configurations.
Cloud keymanager
connectivity check
Cluster health and
eligibility status
Cluster quorum
status check
Cluster/management
switch check
Compatible New
Image Check

Current system
version check if it
is susceptible to
possible outage
during NDU

Data ONTAP Version
and Previous
Upgrade Status

Data aggregates HA
policy check

Disk status check
for failed, broken
or non-compatibility
Duplicate Initiator
Check

Encryption key
migration status
check

External
key-manager with
legacy KMIP client
check

External keymanager
key server status
check

Fabricpool Object
Store Availability
High Availability

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

11
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configuration

status check

Infinite Volume OK
availibility check

LIF failover OK
capability status

check

LIF health check OK

LIF load balancing OK
status check

LIFs is on home OK
node status

Logically over OK
allocated DP

volumes check
MetroCluster OK
configuration

status check for
compatibility

Minimum number of OK
aggregate disks

check

NAE Aggregate and OK
NVE Volume

Encryption Check

NDMP sessions check OK
NFS mounts status Warning
NF'S

check

used,

frequent

that

during

running

Name Service OK
Configuration DNS

Check

Name Service OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Warning: This cluster is serving
clients. If NFS soft mounts are

there is a possibility of

NFS timeouts and race conditions
can lead to data corruption

the upgrade.

Action: Use NFS hard mounts, if

possible. To list Vservers

NFS, run the following command:

vserver nfs show
N/A

N/A



Configuration LDAP
Check

Node to SP/BMC
connectivity check
OKM/KMIP enabled
systems - Missing
keys check

ONTAP API to REST
been

transition warning
data

last 30

approaching

automation

REST

https://mysupport.netapp.com/info/

ONTAP Image
Capability Status
OpenSSL 3.0.x
upgrade validation
check

Openssh 7.2 upgrade
validation check
Platform Health
Monitor check
Pre-Update
Configuration
Verification

RDB Replica Health
Check

Replicated database
schema consistency
check

Running Jobs Status
SAN LIF association
status check

OK

OK

Warning

OK

OK

OK

OK

OK

OK

OK

OK
OK

N/A

N/A

Warning: NetApp ONTAP API has

used on this cluster for ONTAP

storage management within the

days. NetApp ONTAP API is

end of availability.

Action: Transition your
tools from ONTAP API to ONTAP
API. For more details, refer to

CPC-00410 - End of availability:
ONTAPI

communications/ECMLP2880232.html

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
N/A
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SAN compatibility
for manual
configurability
check

SAN kernel agent
status check

Secure Purge
operation Check
Shelves and Sensors
check

SnapLock Version
Check

SnapMirror
Synchronous
relationship status
check

SnapMirror
compatibility
status check
Supported platform
check

Target ONTAP
release support for
FiberBridge 6500N
check

Upgrade Version
Compatibility Status
Verify all bgp
peer—-groups are in
the up state

Verify if a cluster
management LIF
exists

Verify that eOM is
home to no LIFs
with high speed
services.

Volume Conversion
In Progress Check
Volume move
progress status
check

Volume online
status check

1SCSI target portal
groups status check

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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75 entries were displayed.
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snapmirror show —-destination-path <SVM:volume>

C}S Of|Xl= 'napmirror show' BH Q| Z2HE H{FLICL.

cluster dst::>snapmirror show -destination-path svm backup:volA dst

Source Path: svml:volA

Destination Path: svm backup:volA dst

Relationship Type: DP

SnapMirror Schedule: -

Tries Limit: -

Throttle (KB/sec): unlimited

Mirror State: Snapmirrored

Relationship Status: Idle

Transfer Snapshot: -

Snapshot Progress: -

Total Progress: -

Snapshot Checkpoint: -

Newest Snapshot: snapmirror.l10af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Newest Snapshot Timestamp: 06/27 10:00:55

Exported Snapshot: snapmirror.l1l0af643c-32d1-11e3-954b-
123478563412 2147484682.2014-06-27 100026

Exported Snapshot Timestamp: 06/27 10:00:55

Healthy: true

(D HE 2o SAEE Rt 7|E 2A ™ g M= A0l f8E + USLICt snapmirror
show. Ol CHS XtM|St LHE 2 snapmirror show "ONTAP E&E HZQULICH'S HZSHUAL.
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volume snapshot show -vserver <SVM> -volume <volume>

CHE WM = & E ELICH volume snapshot show &4 Sl A =2&9| £H:



cluster src:> volume snapshot show -vserver vsml -volume volA
-—--Blocks---

Vserver Volume Snapshot State Size Total$% Used$%

svml volA

weekly.2014-06-09 0736 valid 76KB 0% 28%
weekly.2014-06-16 1305 valid 80KB 0% 29%
daily.2014-06-26 0842 valid 76KB 0% 28%
hourly.2014-06-26_ 1205 valid 72KB 0% 27%

hourly.2014-06-26 1305 valid 72KB 0% 27%
hourly.2014-06-26_ 1405 valid 76KB 0% 28%
hourly.2014-06-26_ 1505 valid 72KB 0% 27%
hourly.2014-06-26 1605 valid 72KB 0% 27%

daily.2014-06-27 0921 valid 60KB 0% 24%

hourly.2014-06-27 0921 valid 76KB 0% 28%
snapmirror.10af643c-32d1-11e3-954b-123478563412 2147484682.2014-06-
27 100026

valid 44KB 0% 19%

11 entries were displayed.

cluster dest:> volume snapshot show -vserver svm backup -volume volA dst
-—-Blocks—---
Vserver Volume Snapshot State Size Total% Used%

svm backup volA dst
weekly.2014-06-09 0736 valid 76KB 0% 30%
weekly.2014-06-16 1305 valid 80KB 0% 31%
daily.2014-06-26 0842 valid 76KB 0% 30%
hourly.2014-06-26_ 1205 valid 72KB 0% 29%
hourly.2014-06-26_ 1305 valid 72KB 29%
hourly.2014-06-26 1405 valid 76KB 30%
hourly.2014-06-26_ 1505 valid 72KB 29%
hourly.2014-06-26_ 1605 valid 72KB 29%
daily.2014-06-27 0921 valid 60KB 0% 25%
hourly.2014-06-27 0921 valid 76KB 0% 30%
snapmirror.l0af643c-32d1-11e3-954b-123478563412 2147484682.2014-06—
27 100026
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snapmirror gquiesce -source-path <SVM:volume> -destination-path
<SVM:volume>

@O ole

CIS ool M= svm12] 2A 28 VolA2 sm_backup?| LA 28 VolA_dst 2+ 2HA4|1E A etL|Ct.

rlo
m

F2

A

VM E= BRI S AE{0f| A AHBHOF BiLICE.

(@)

cluster dst::> snapmirror quiesce -destination-path svm backup:volA dst

Ol CHSt XEMIBt LIS snapmirror quiesce "ONTAP ZE&E HZQULICH'S HZSHUAIL.

. 71Z DP 93 27 27I;
snapmirror break -destination-path <SVM:volume>

@O ole

CIS ool = svm12] 2A 28 VolA2 sm_backup®| LA 28 VolA_dste| 2A|1E LHsLICL.

ro

VM E= Bt 22 AE0M AAsHOf LTt

R
wn

Et

cluster dst::> snapmirror break -destination-path svm backup:volA dst

ol CHSH XtMIBH LHE 2 snapmirror break "ONTAP E& EZXQILICHS HZTSHYAIL.

- Y 2B 294 XS AXZEEEE O s B2 HIZ Gttt

volume snapshot autodelete modify -vserver SVM -volume volume
-enabled false

CHS ool M = Ty E2B0IM 2-ME XS ARIE vola dst HIZHESHRLICE

cluster dst::> volume snapshot autodelete modify -vserver svm backup
-volume volA dst -enabled false

- 71Z DP R 2tA| AH:

snapmirror delete -destination-path <SVM:volume>

Ofl CHet XEMIBt LH2 2 snapmirror-delete "ONTAP HE HZEQULICHS HXSIHMAIL.
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() ol e Ebl SVM = Ep S2{ Aol Agsiof sLict,
LIS Ololl A = svm12] & VolA2} sm_backup2| CH& 25 VolA_dst 7t2| A E AFK|ELICE.

cluster dst::> snapmirror delete -destination-path svm backup:volA dst
AA0M AE SVM TS S 2tA| A

snapmirror release -destination-path <SVM:volume> -relationship-info
-only true

CHEZ ool M= SVM Mal| =+ 2HA|Z SHA LT,

cluster src::> snapmirror release -destination-path svm backup:volA dst
-relationship-info-only true

Ol CHet XtM|Bt LHE 2 snapmirror release "ONTAP @& HZEQULICH'S HESIMAIL.

'napmirror show' AN EEot £ 2 A5 MZ2 XDP Y A E dde & ASLICHL

snapmirror create -source-path <SVM:volume> -destination-path
<SVM:volume> -type XDP -schedule <schedule> -policy <policy>

M A= St 22 S50 B2l 2§ ALESH0F RLICE. of xtol M 2F3t= o chet XiMet LiE2
"ONTAP B3 HZYULICIHZSYAIL.

i

() ol @@e etz svM = B2 Zai 2Bl Asshof BhLic

CHS olo[N = A4 28 7t SnapMirror ZHsH S+ 2AIE HELICE vola AT svm1 U ERZI SERLICEH
volA dst HE svm backup 7|22 AF& MirrorAllSnapshots HM:

cluster dst::> snapmirror create -source-path svml:volA -destination
-path svm backup:volA dst
-type XDP -schedule my daily -policy MirrorAllSnapshots

snapmirror resync -source-path <SVM:volume> -destination-path
<SVM:volume>
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MS7|=k AZtE M52 {H TS S AFEY = USLICE —quick-resync 82 UAXU HT 28 HZ 2lst
2 207t ARt £ QUCh= HE Zotot

@ O] BH2 Ef2 SVM = BRI S2{AE0|M HASHOF LICE M S7(Stofl= 7]= HE0| 2RD}HK|
SX|2h AlZto| 22 ZE % '%LIEF MEZO| M2 AlZHof| 1S 7|etE &dE +~ ASLICH

CIS ool M= svm12] 2A 28 VolA2H sm_backup?| CHAN 22 VolA_dst 2H2| ZHAI1E i S 7|shstrt.

cluster dst::> snapmirror resync -source-path svml:volA -destination
-path svm backup:volA dst

KEMIS| YOHE MR snapmirror resync OA "ONTAP E& A Z=QIL|C" .

10. AARS| XHS ARIS SHRISH 29 ChAl MEELICE

volume snapshot autodelete modify -vserver <SVM> -volume <volume>
—enabled true

HAS 0 =
1. £ MEELICt snapmirror show BHS AME3H0] SnapMirror 2|7t MM E[A=X| &rlstLCt,

Ol CHSt XEMIBt LH2 2 snapmirror show "ONTAP HE HEQILICH'S HXSIMAIL.

2. SnapMirror XDP CHAF £&0]| SnapMirror ZH0j| Mol El CHE AHAF AH|0|EE A|ZSHH AA SRHAEC| HH
£3 2 ME%10 snapmirror list-destinations Al SnapMirror XDP ZAE EA|L|CH

DP 9& 2tAof it =71 HE
ONTAP 9.3%E{ XDP BE7} 7|23{0|H HHZO|Lt M ATZE Ei= 7|Z ASZUE N DP ZES SBH
SO XDP ZEZ HEtEIL|CE,

|Z Bl Bge

MirrorAndVault= C
Otz H= oA

1 Ho eI XFHEIX AL XDP ZE7} 2| RHLZ X[FE 22 7= MLt

FX| gt&LICE 24|17t o|0] DP Rl 22 DP {¥0| ELICI. ONTAP 9.55E
|
S 20 ELICL

=13
=
4|0
=
=k

HF

X|E5h= 32 FH2. 712 SH(EMS XK 2 2
2.

DP XDP MirrorAllSnapshots(SnapMirror DR)

OFR AL gl&LICE XDP MirrorAndVault(E& £|)

XDP XDP MirrorAndVault(£8 2 )

HO|M 2 &= AXO0| CHE 2ol M XDPo| 22El 7|2 A2 Heto] o|H fut St 7|52 |AISHEE gLt

=& Q0| et S =60l chiet WM S X Crfet HME ArEe = ASLICH
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X8oh= 82 2 i)

DP MirrorAllSnapshotsS AMEfstL|Ct  SnapMirror DR

XDPDefault SnapVault MirrorAndVaultS MEistL|Ct
E3t 25| XDP MirrorAllSnapshotsS MEHgtL|Ct
SnapMirror DR XDPDefault SnapVault

ot o 2| AFE2 CHS1f Z&LICt
* SVM H[O|E E% ZtA= ONTAP 9.3 & O|™ HMO|AM DP REZ A& 7|24 L T

ONTAP 9.4%E SVM HO|H 2% 2= 7|82 XDP RE2 AFEL(Ct

« 2E 22 2C ZQ 0|0|E B3 A= 7|2XMOZ DP REZ QX|E/LC}.

* SnaplLock H|0|Ef 25 2t7|= ONTAP 9.4 0|5t H{FO|A DP ZEZ A& 7|27 LICE.
ONTAP 9.55F Snaplock HIO|E| 2% 2= XDP 2EZ 7|2 MM E/L|CT,

* DP BAH =2 L3 22{2H MM 382 ¥ Z2 AlS8AM DP =2 dFELCt.

O

options replication.create data protection rels.enable on

DPE BAIHMOZ S ESHX| pI0H 0| FMH2 FAIELICE

M

HEe

* "SnapMirror 44"

i

* "SnapMirror AF&|"
* "SnapMirror ZX|"
* "SnapMirror E2|X"

+ ARO[ S|

ONTAP 4 130|= ol 7| E& AHAS H|ZdogfL|ct

rr

ASE =& E71|01IA1 7| HE AL EE ONTAP 9 HHOIM AE 7X9| 2| E
SnapMirror tHef Z&0H|MTE X RIELICE HAAO| = 22| S = &M B7| 2E AHMS
StASISHH B Ol ALHARQ| L=2HE] & Q1A |C}

KEMIS| HOtEMRE 7| BE AL
WA 0= YN B2t =250l 7| 2Z A-4k0| 2detel X#FEX] g 740 A= F2 7= XEEo

29|35t g A3 E HZESIYA|IL. https://kb.netapp.com/on-prem/ontap/DP/SnapMirror/SnapMirror-KBs/
Cascading_a_volume_with_Long-Term_Retention_ (long-term
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retention)_snapshots_enabled_is_not_supported[NetApp 7|& At=: Z7| EZ(LTR) AR 40| 2t M3tE 2§2
HAAIO|E 72 K[ AEX| REELICH]

CHS ONTAP H{EO| M= £[F SnapMirror L& 2 &2 Mgt FHAAO[=2 ZE SFMAM B2 EE AHAS

st &~ iU

* 9.15.1 0|4

* 9.14.1P2 %l PASE{ P147}X]|
9.13.1P9EE P177tX|

* 9.12.1 P125E| P197}X|
9.11.1P155E P207}X|

* 9.10.1P18 2 E{ P207HX|

* 9.9.1P20
HAAOIE 742 B2 2B 7| BZE ARAS 4ot = A= ONTAP HEOIM s 7|5E KIEHSHE ONTAP
HTOZ Y0|=517| Tof| e Sl AMME =22 AX|5H| 26 7| EE AMAS H|ZGotaliof LTt

CHS AILI2[R01M Z=X[E FloHof LICt.

* I EE AL A B> C SnapMirror ZHAHO|E0AM "B" 28 L= O 2 IHAAHO|=9| CHE F7t
SnapMirror CH& SF0f| A E LT

* I EE AHLE SnapMirror YM 7210 HE&|= Lol w2t HOELILt o] RAI2 AA EEO AMME
SHISHA| g1 theh =&l 2E A-AE ddgL

@ 2L 3 SnapMirror H0f| CHot XtM[et LHE2 CHEE HESHMIR."NetApp X4 7|2 ONTAP 9
SnapMirror HM [&[o| "UF" Oi7HH= O EH ZSELIN?".

£HA|
1. IHAA|IO| =] FZF 2E0|| Y= SnapMirror AN Z7| EZE FAIS HAHEL|Ct

Secondary: :> snapmirror policy remove-rule -vserver <> -policy <>

-snapmirror-label <>

KEMIS| YOHE MR snapmirror policy remove-rule A "ONTAP EE & ZIL|CH" .

2. 7] EZ& UH ¢l0| SnapMirror 2|0 20i| CHet XIS CHA| Z715HM| K.

Secondary::> snapmirror policy add-rule -vserver <> -policy <>
-snapmirror-label <> -keep <>

SnapMirror M 20| M &I EE ﬁ AbZ | AHSHH SnapMirror X| & El 20|20 &=
(D) 2uag 22 2E0IM JAFSLICH HEst 20| 20| KIHE AAS Msteiet 24 BB
NSt B SEE AL SHOH E A AL
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Ol CHSt XEMIBt LH2 2 snapmirror policy add-rule "ONTAP E& EEQILICHE RESHYAIL.

3. Aot R AL EF AUM FHH0| TSt LY S +FEIALE - 95H0] SnapMirror 2|0[2 S AFE3I0] ARAS
AAMSE A Ol L
co=2 T MHd

Primary::> volume snapshot policy modify-schedule -vserver <> -policy <>
-schedule <> -snapmirror-label <>

Primary::> volume snapshot policy add-schedule -vserver <> -policy <>
-schedule <> -snapmirror-label <> -count <>

P L

@ SnapMirror HAAH|O| = MM %|Z SnapMirror CHA 201 CHS 27| EZ A A
USLICE

SnapMirror S3 40| Cigt ONTAP 20| 4l A =l

ONTAPE ¢ 13|0|=5t7| Fof| SnapMirror S3E AF25t11 11 ONTAP 9.12.1 O|AC 2
H2|0|ESt= AR AT SnapMirror 2HO|MIA T} U=X| 2HOIs{OF SHL|CE,

ONTAPZ & 120|=3t = ONTAP 9.11.1 O| X H{Z 1} ONTAP 9.12.1 0| A} ZHoj| HAi st 2fo| MA B ApStO 2
QI8 SnapMirror S3 2t4|7F AIiE 4~ USLICH

ONTAP 9.11.1 O|™ KT

* SnapMirror S3= NetApp SAE! LA HZI(ONTAP S3 EE= StorageGRID)2Z ZX|E I "ONTAP 1 2
EZESHAAN L AT EQO] ME20| =)E[7| Hof| HI0|E B HE0| ZEHEl SnapMirror S7|4] 2f0[MIA S
2tolgtL|C}.

* NetAppZt Ol ERZU HZI 2 SHIE mf Snalerror S3= "ONTAP 1 2 HESIYA"ATEL 0] HE = EA
O| ol At8E £~ UJAH Sto|HE|= S2tRE HE0| ZEHE SnapMirror 22t 2HO|MA S =holgtL|Ct,

ONTAP 9.12.1 O| A}

* SnapMirror S3= NetApp SAE! L4 HZI(ONTAP S3 EE= StorageGRID)CZ £X|E I "ONTAP 1 2
ERSHUA AT ELN MEZ0| =YE7| Mo MSEAHA H0|H Bz HEO| ZZeHEl SnapMirror S3
2tO[MIA S StolgtL|Ct.

* H| NetApp CHA HIIO 2 2 /gl Snalerror S3= "ONTAP 1 2 £ ESIAA"ATEL ME2D} 7}

CQIE[7] MOf| AF2 JHs8H 5H0|HE| = 22t E HE| ZEHEl SnapMirror S3 2|2 20| HMIAE stolstL|Ct
"ONTAP One =2t HE"

7|Z SnapMirror S3 27|

7| SnapMirror S3 2171= ONTAP 9.11.1 0J3}0llA| ONTAP 9.12.1 0402 20| =8 20l = 71 XS aof
gL|Ct S2{AEOf| Af 2I0|MIA T} gl= 0= O 7EX IL T

S AE{0f| MES 2t0| AT HX|E[0f AX| 242 H A SnapMirror S3 2HA| ‘40| ATietL|Ct.
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ONTAPE 2(|0|E57| Tof| 7|Z 2R 7| 22| MH HES MHSHIAIL

ONTAPE & 120/ =5}7| FO0f| NetApp Storage Encryptlon(NSE)o £ ONTAP 9.2 0|4
AASET ONTAP 9.3 0|2 80| =E5H= B2 CLI(Command Line Interface)&
AHE3I0] 7|29 & 7| Z2[(KMIP) Mt{ HZ S AbH|sHof EhL|Ct.

EHA|
1. NSE S2}0|E 7} &2 s{ME 0 Q2|H 7|2 ®ZE Ho D 0x092 MAE|0] QI=X| StolstL|C}.

storage encryption disk show -disk *

Ol CHet XEMIBt LH22 storage encryption disk show "ONTAP E& EEQULICHE EESHYAIL.

2. g gt =R So{ZLCt
set -privilege advanced

off CHSt XMt LI set "ONTAP EE HEQLICHS HERSHYAIL.

3. 7|2 M =A| 2 ID 0x0S AFR3I0] SED(XHA| =3t C|A )| FIPS 7| S getgtL|Ct.

storage encryption disk modify -fips-key-id 0x0 -disk *

Ol CHet XtM|Bt LHE2 storage encryption disk modify "ONTAP E&E HZQLICHE HZSHYAIL.

4. RE= C|A30]| FIPS 7| &20| a2 A=K =St Ct.

storage encryption disk show-status

CHot XkM|S LIE2 storage encryption disk show-status "ONTAP @& EHZEQILICH'S

S. BE C|A39[* B * 7} H|O|E{ 2 HHE[0] A=X| 2elFfL|Ct

storage encryption disk show

Ol CHt XEMIBt LH22 storage encryption disk show "ONTAP E& ZEQILICHE EESIHYAIL.

6. AME KMIP MH 27|

security key-manager keystore show

O

=
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s

T4 =2
47| X| = 2E8{0F SL|C 0|2 £0{ 9.80{|A] 9.13.12 L 12|0|ESt= Z<2 ONTAP 9.12.18

ATEQO IfF|X|E ZESHCHS 22 HH2 AFE2510 9.13.18 _+_EE$J|01 Ii7|X| & ZE=6}0F BtL|Ct.

C. 2TLEL I{7|XIE SHAH I{7|X]| 2|ZX|E2|0|lM AHEE 4= UA=X] Sl RfL(Ct.

cluster image package show-repository

clusterl::> cluster image package show-repository
Package Version Package Build Time

9.13.1 MM/DD/YYYY 10:32:15
d. X-SShel YT20]= AR HA A3

cluster image validate -version <package version number>

S $USHE WP "HT HEI S 2 12(0|= IS /ol th ONTAP If X2 A8 tE: ELICE 52

= T o
gagol= OIDIXIE %"EE 4 %% Q= Qi&LIC o2 £0 9.80|A 9.13.12 ¥ 18|0|E8t= &
9.13.1 I{7|X|E HS0| AFRSIAMA|I2.9.12.1 T{F|XE HER HAZS L= 9lsL|Ch

clusterl::> cluster image validate -version 9.13.1

WARNING: There are additional manual upgrade validation checks that
must be performed after these automated validation checks have
completed...

a AZ T 4% BLE:

[} oo

cluster image show-update-progress

b. AZ0HM MEE ZE B4 XS 2RI 2.
a

=
C. MetroCluster #8& ¥2(|0|=35H= 22 S2{AH B 212 THAIE BHEelL|Ch
E of| &

2. ATEQ N 0|

cluster image update -version <package version number> -estimate

-only
@ MetroCluster 712 ¥ 12{|0|=5t= @ S AE A= 22{AE BOlM 0] FHS A
= ASLCHF Se{2H 20N '%‘i%* '87} St

114



ATEQ 0] 0= o ¢ofl= HOo|ER 2 718 2401 Cheh M&F FEef o &k ¢ a20]= 7[Zto]
HA|IELCEH

3. ATEZ0 I 0|= £3H:

cluster image update -version <package version number>

o B 28liStE AR "AIF 2HE| = 730/ ="package_version_number O CHSH CHAF ONTAP HE S
AL EILICE o€ S0 ONTAP 9.80|A 9.13.1 £ ¥12{|0|=6}= &< package_version_number £
9.13.1 2 ALEELICE

° 7|2MOZ ONTAPE € AFSEILICH "2 4 T8[0|= T2 N A" 871 O|Ate] LEZ S2{AHE
A 0|ESIHH |ste AR E A EY £ JYELICH -force-rolling 7|2 TZMHAE HH|StD
EZ HO20|E TZMHAE ALESHH S AE0f|A] F Hof| StLte| LEE Y T2{0|=5H=E 6= oH7H
B AL|CF,

o ZtZto| E|0|3 K Y HiehE 225t =) H|0|E= S2t0|HE 0fE2(|7|0[M0] H|0|2 2H 5! Biet Fof
2MSH= 1/102] LAl BXA SE7E £+ JLE 82 SO CH7|ELICH 12 oSt B ot A[ZHO|
StA0| O 30| EE= O MA HRst 22 -QtHs-2' U7 H4-E ALESH0] CHE QHEst A|ZHS X[-HE
AUELICE,

° 470 LEJHH B2 MetroCluster 71d2| 2 & AO|ES| HA MOl M SAl0f X-S3tE HI2|0|=E
AIZfRILICE 2 = MetroCluster 742 22 20| =7} A|RFE|X| 8= ALO|E0A & 22{[0] =7}
AIZEILICE LIHX] AO|ES| Y[0|E= A Himf Y 2|0| =7t 22 El = A[ZFELICE

clusterl::> cluster image update -version 9.13.1

Starting validation for this update. Please wait..

It can take several minutes to complete validation...

WARNING: There are additional manual upgrade validation checks...

Pre-update Check Status Error-Action

20 entries were displayed

Would you like to proceed with update ? {yIn}: vy
Starting update..

cluster-1::>

4. 22 AE CH|0|E TAES HAIFLIC.

cluster image show-update-progress
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4 E L= 8L E MetroCluster A S ¢ dgo|EE
HHS MASt= L= ZTIMTITE HA[SL|CH JHE =
[

AL 'cluster image show-update-progress' E&2
CO| FIHES He{H 2t =M HHS Adls|jof

o= EO

. 2t LEO|M HO0|=7t HSHO R 2t E|U=K] 2QUIBILICE

cluster image show-update-progress

clusterl::> cluster image show-update-progress

Estimated
Elapsed
Update Phase Status Duration
Duration
Pre-update checks completed 00:10:00
00:02:07
Data ONTAP updates completed 01:31:00
01:39:00
Post-update checks completed 00:10:00
00:02:00

3 entries were displayed.

Updated nodes: nodeO, nodel.

6. AutoSupport 22 E2|A:

autosupport invoke -node * -type all -message "Finishing NDU"

S AE7t AutoSupport HIAIX|E HESIEE FEEX| G2 22 €& SA=0| 220 M ELCh

7. 2l E MetroCluster FC 74 Y 12{|0|E5t= 2 S AR A2l E|X| 942 XS A|X|2H 7}

Y0 JAEX] QA AL.

(D HEZ M, MetroCluster IP 3+ L= 2 EHLCH 2 MetroCluster FC T+ S
2)|0| == AR O] BHAIE Y LRIt iELICE.

a. ol 7|X| &2 Xts Heto| gdate|of X ZeletL|Ct,
metrocluster show

XS H|A|= Teto] gyt F B =30 LS 20| EAIELIC]



AUSO Failure Domain auso-on-cluster-disaster

a. FYE0| EHof| EAIE[X] 2E of|7|X| g2 XS Hets 2F Lt

metrocluster modify -auto-switchover-failure-domain auso-on-
cluster-disaster

b. of|7|X| gt2 xtE H

rtot

to] Z-d3te|0] UA=X| 2l

= -

metrocluster show

AtsstEl 80| TZNANA QLEIL UMSE S ONTAP AZEQ I 18|0|=E CHA| A|ZFEHL|Ct

QFEE QIol| XtStE! ONTAP 2L ER|0] ¢ O2[0|=7} LAl SX|=|H LR E oiZet LtZ Y120|=5 A&

;
LIt LR HEEH XS 3 0|E Z2MAE ASSHLE =522 YO 0|E Z2MAS 22 = ASLIC

—_ = =
XS YI20|=8 AlSSHEE MEISE F2 ¢O30|= HAHE +322 +ASHX| DHYAL.

117



Azl A2 1EH...
ONTAP 9.8 0| &

SAE > e E SEYLIL

ONTAP 9.7,96 E=95 T *>* 2HAEH *>* HHO|E *
ONTAP 9.4 0|38} o M *>* 2E{AH YH|0|E * E SEITL|CL.
* JHQ* Aol RLEZR DA 2|0 A Dt M2 H

37HE S&/5t11 * ONTAP HHO|E* E
MEdStL|CE.

2. X5 ¥|0|EE ALSHAL F A8t =5

0
of

f

S Y[0|=F CHAl AR}

rir
1A

He

>

FetLCt

>

S Y22[0| =5 CHA| AlZFetL|ct
cluster image resume-update

s Ya0|EE #

cluster image cancel-update
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"HIYHO|E T HAS FATLICH.

HIC|2: ¥[0| =7t E&LITh

ONTAP 9.80{ X System Manager2| 7t22HEl ONTAP 4 2|0|E 7|58 HT{EMA|L.

ONTAP Upgrades Made Easy

Get the transformative features you've paid for!

© 2020 NetApp, Inc. All rights reserved.

[l

I R

* "Active 1Q Digital AdvisorS A|ZfgtL|C}"
* "Active 1Q CIX|E® XI2 EA"

* "S2{AE O|O|X|"

* "AutoSupport T E"

¢ "MetroCluster"
> gag0|=

2= ¢I3|0|EZ 2|3l ONTAP 2AZE|0] IHF|X|S Mx|ghL|ct

=5 YY0|=E 2[5 ONTAP 2ZESQ)|0] Ij7|X|E C2ZE0 20= ¢0|EE
AZSE2| Hol| 2Z 2 AX|8H0F gLt

1. "Set-Privilege advanced"2t= H|A|X|7} LIEILIH * y * & 2A2{5t0] Mot &S advanced 2 HEBIL|CH
g TETE(*>")7} LIEHLICE

2. O|0|X|E EX|ELLCt.
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https://www.youtube.com/watch?v=xwwX8vrrmIk
https://aiq.netapp.com/
https://aiq.netapp.com/
https://aiq.netapp.com/
https://aiq.netapp.com/
https://aiq.netapp.com/
https://docs.netapp.com/us-en/active-iq/
https://docs.netapp.com/us-en/active-iq/
https://docs.netapp.com/us-en/active-iq/
https://docs.netapp.com/us-en/active-iq/
https://docs.netapp.com/us-en/active-iq/
https://docs.netapp.com/us-en/active-iq/
https://docs.netapp.com/us-en/active-iq/
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=cluster+image
https://docs.netapp.com/us-en/ontap-cli/search.html?q=autosupport+invoke
https://docs.netapp.com/us-en/ontap-cli/search.html?q=autosupport+invoke
https://docs.netapp.com/us-en/ontap-cli/search.html?q=autosupport+invoke
https://docs.netapp.com/us-en/ontap-cli/search.html?q=metrocluster

3.
4.
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ChEat 22 740l A= B=2... O] & ALE...

* MetroCluster?} OtElL|C}

system node image update -node *
* 2= MetroCluster@!L|Ct

-package <location> -replace
-package true -setdefault true
-background true

<location> ONTAP H{Z0| w2} @l M EE= 2H
ZHY = ASLICE off Chet XpM|et I8 2 system
node image update "ONTAP E& EEQILICH'E
RSN L.

O| HHE2 & B0 AZES0] 0|O|X|Z SAl0]
AX|gL|Ct 2t =0 o|O|X[E ot Hoi| 5L
AX|5tHH E X|™SHK| O AL -background D474
B

* 4 E MetroCluster®L|C}

2 system node image update -node *
* 8 E MetroCluster ++&

-package <location> -replace
-package true -background true
-setdefault false

S2AE EF0|M O] FHS HsHOF LTt

O BH2 &HE AE|E AE5H0] 2 .= =0f A
O|0|X|= ZX|El thed 2T EQ|0f O|0[X|E HEFLIC
HIAIX|ZF LIEHLEEH yE IS0 AL ELICH
2t EE0f| 2ZEQ)0] o|0|X|7F EX|=|0f Q=] =elgtL|Ct,

system node image show-update-progress -node *

o 3d=2 EE$I01 OIDIJ(I X9 oIff ME{E HAIHLICHL 2= = E0M * S o * 4 MEj* 2t 43+ 2
SR ME 7 E0E Wi7tx] o] BHE AL HdsHiof gL|Ct.

AMA" == O|0|X| YH[O|E HJO| dustn @F L= U HAX|7} BEAE 5= JAGLICHL 27 E= B1E
diZet F0ll= FHS LhA| Al = AFLICE

Of ol M F ==0| AZESQY0] O|0|X|7} §SH L2 EX|E 2= S2{AHE HO{FL L


https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html
https://docs.netapp.com/us-en/ontap-cli/system-node-image-update.html

clusterl::*> system node image show-update-progress -node *
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodeO.
There is no update/install in progress
Status of most recent operation:

Run Status: Exited

Exit Status: Success

Phase: Run Script

Exit Message: After a clean shutdown, image2 will be set as

the default boot image on nodel.

2 entries were acted on.

CLIE AI2%t &5 25T ONTAP 10| E(EE 3£4)

System ManagerE ALE%t Ats 8|0/ =7} 7|2HQl H 20| = EHH AL CE A[AE

22| X7t L E S K| ISHK] Qb= AL ONTAP CLI(Command Line Interface)E AF23t0{ &5
FEECEHOY0|EE Y + JUSLICL =5 RS HHS ALESH] 27 o429 L=
SHAEZE HI0|ESI{H HA 40| ZH L E0f|M HYURH EAS A|ZHsE T "Eroff EhAln
LEE HH|O|EStL, Hhetg A|EFSE CHE 22 AE 2| ZF HA Yo CHo T2 M|AE HE60f
erL|Ct.

Y20|=EE BHELHOF LT "EH]" R FAF.

HA &2 & Hi| == YC|0[E

=S| THEL{7} B[0| S2H{S AISFSHO HA o] 3 ¥ l-ES HE(0|E S 4 UBLICE & Wi =7}
@ 73l0| S5l SOt THEUT} = =0| B0l HZ BT

@ HIHo|lEY A Hilf ..E= 2| F HES 23l GIOIE LIFS 74t A By
L= OfOF BfLCt.

20| =8H{OF BfLICE F =71 off Hot UX| $=F
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1. AutoSupport HIA|X|E = &8I0 2{AE Q| M il =5 H|0|ERLICH

autosupport invoke -node * -type all -message "Starting NDU"

121



AutoSupport 220l = HHI0|E 270l A|AR MEfof| THEE 7| Z0] ZeHELICE HOI0|E T2 M| A0 ZX|7t
= of 28 o §2E MLt

S AE 7t AutoSupport HAIX| S HESHEE FEE[X] 82 B2 €& SAHE0| 220 MEFELIC)

2. Hot &S advancedE Mt ALEX| 2= HAIX|7L EAIEH >y * E =HAFLICL
set -privilege advanced

g TETE(*>")7} LIEFLICE

3. Af ONTAP AZE<|0f O|O|X|E 7|2 O|0|X| 2 MFEL|C}.
system image modify {-node nodenameA -iscurrent false} -isdefault true

system image modify H2 a2 E ARSI A ONTAP AZE Q|0 o|O|X|(CHA| o|0|X|Z MX|E)E
=9 7|2 O|0|X|2 HASLICE,

4. 0| E TIY M3 BLER;
system node upgrade-revert show

5. M ONTAP AZES||0{ 0|0|X|7} 7|2 0|0|X|= MEE0] Y=X| =eletL|ct.
system image show

CHS OlIA|0[ A image2= Ml ONTAP H{ T 0| Node0O|Af 7|2 O[0|X[= & EL|Ct.

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Y oYW Y MM/DD/YYYY TIME

4 entries were displayed.

6. 2dotEl 2R MEL 20l M XI5 Hhet H|gdet:

[ S
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storage failover modify -node nodenameB -auto-giveback false

SHAETI 2L E SHAEQ B XIS HHet0] g o] H CHA| FOoH ALIZ[20(A 22| S AE M2t
=ofQl SEiZt | K| hECts 10 HAXIZE EA[ELICH AISSHEE yE UHOHHAIL.

o]

[

7. =E MELof thdl X3 Hreto] g et R =X

[

Jiot

storage failover show -node nodenameB -fields auto-giveback

clusterl::> storage failover show -node nodel -fields auto-giveback
node auto-giveback

nodel false

1 entry was displayed.

8. C}2 Hy

gjo
o

& H A5 YHO|ES LET7L AR S20[AEE MSst UA=X| elgfL|ct

L—= =

system node run -node nodenameA -command uptime

Uptime @™ =7} OvX|2f 2EI=l 0 :
+E EAlgLICH Zt Z2ES0| CHoll HHS FH A
SItstH $xf syt T2 EZ0f gt 2240|AUEE
DT EZ0]| CHot 22H0|HEE HSSHK|

7t 716X R E 2elsf{of gLt ==t
AYLICE S7tEIX| b= 3 E= dX oY

mot
4>
30
H1
Jh
M
[nd]
o
re
Im
1
1%
=)

(D L E7} 0| EEl & S20|HE E2f0| ChA| AR =X| 2ol
Sot5ts 24 ZREZS 7| =8l F0{0F LT}

CHE Oll= NFS, SMB, FC 2 iSCSI 20| = =EE B FLICE SHX|2H = E= WX NFS 2 iSCSI
SCtO|HER ®ISst ASL Lt

clusterl::> system node run -node node(l -command uptime

2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, O HTTP
ops, 40395 FCP ops, 32810 iSCSI ops
clusterl::> system node run -node node0 -command uptime

2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, 0O HTTP
ops, 40395 FCP ops, 32815 iSCSI ops

9. Ct2 =0 M 2= H0|E LIFE 0to|12f|o]M:

network interface migrate-all -node nodenameA
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10.

1.

12.
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opo| aaf|o| M3t LIF ol

network interface show

Ol M LIF 4EHE 2fQlst= o A8 E
HEYLICH HOtEHA L.

2 2l ojH

ot ol CHel AHMIS| “network interface show "ONTAP E &

CtE Oll0il M= Node02| CI|OIE] LIF7} §3XH Q= 010|12|0|HE[AZSS 20| FLICE Of ofjoi] ZetEl HEE 2
LIFel & == 3 ZE LIF7} 00| 20| FE WX .= 3! ZE | LIFS| 2F X 22| HEfE 2l = JASLIC

clusterl:

:> network interface show -data-protocol nfs|cifs -role data

-home-node node(O -fields home-node, curr-node, curr-port,home-port,status-

admin, status-oper
vserver 1lif

status—-admin

home-node home-port curr-node curr-port status-oper

vsO0 data001l nodeO ela nodel ela up up
vs0 data002 node0 elb nodel elb up up
vsO0 data003 nodeO eOb nodel eOb up up
vsO0 data004 nodeO ela nodel ela up up
4 entries were displayed.
EI0| 22t A%}
storage failover takeover -ofnode nodenameA
ZA| A o7 HE X[HSHK| OFYAIL. A AZEQ0f O[0|X|2 £&ISH7| I3l HIO|ZHIt &&= 20
L EO|Z It ERBILICE LIFE L E0|M =522 00| 22|0| M3HX| 42 3R MH|IA & +o| EL LN
UCE LIF7t EQ HATIEH 2 X522 010|180 M El LTt
M L ETf Hhet of 7] fEefjz fEELCH

AutoSupport?t & stHEl

AR LBVt S2{AH HAHS HO{HSS LIEtLH = AutoSupport
HAIX|7F S EILICE O] Y22 EAlstn & '

2IH[0|EE Tde 4= ASLIC

®

HO|22H7} o

i 1 mtol.
SFU=X] =l

storage failover show

LIEtHHE 2F HIAIX|ZF LIEFE 2
HEHE LIEHHT F3SHR| Gs5 LTt

UASLILCE Ol O&kl= SHRE, FR

H7T S LK At A4 2% IS
FET O 0[=0f| M LAIFL

CHS OIF|= Takeover?t 3 USS EHFELICE == Node00| et &EHE 7|Ct2| 1 JAOH, ST THEL 7L


https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html
https://docs.netapp.com/us-en/ontap-cli/network-interface-show.html

Takeover AE{0f| QELICE.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node0 nodel = Waiting for giveback (HA
mailboxes)
nodel node0 false In takeover

2 entries were displayed.

13. CtZ =0 MEE wintx| 82 0|4 7|CHELICE.
° S0[AE UHE =2 (M EE F2)7t AESHELICH
° S20[AEE= HIO|ZH Fof| Edst= LEH AN LA SXZRE FFELIC
=7 ANZH2 2et0|AE w2 Ch2H 22t0|AUE ofE2|#H[0] M| S| wet 82 ol 2E + AUSLICE

14. OiI2|AH0|EE A Hf =0 Hhet:

mufn

storage failover giveback -ofnode nodenameA

OHOZ|HIO|ER} RIS R E|Z2|=E AHE LIFE gr2tgtL|Ch M2 B8 El == Aggregate?} BHetE| = FA| 2t
Aggregate?| 22t0|HE0| H|O|EHE HM35}t7| AIZFEL|LCE.

dtet T2 0| RE 0f2[A0|ES TEL LE= Higtol THE, oY =20 RES 2zst = FEJt O

15. 2= O O2|A[0|E7} Hlet=|A=X] =tol:
storage failover show-giveback

GiveStatus Z E0]| B2t of 12| A|0|E7t QICtD HEA|Z|H 2= o 12| A|0| E7t ekl ZdQILICH GivebackO|
HEE|H HHL2 dist JHEZ FA|StD O AEAARIO| Giveback2 HESH=X| EA|BLICE.

o

16. O I2[A|O|E7} HFSHE|X| Qb2 HR LIS THAIE fABHYAIR.
o

a. HEHS A = U= CHetsS HESIH "2 ME" ZAS SHBLR| £= HEHE ALK R E

AL,
b. Lot AL 232 HAIX|0f] MHEI "Hb= ARt TS s Zst0] A|EHE XH0| YAMOZ ZSZE|T = ghL|Ct.
C. CtA| % storage failover giveback EH.
otok "to" RS FAISH7|2 ZHUCIH -override-vetoes TH7HHSE TRUEZ HEBHYAIR.

17. otg 20| ¥ & wintx| 8= 0|4 7|CrELICt,

° SE0[AUE HE =2 (M EE F2)7t AESHELICH
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of 2ddt= 110 &Y LAl SXZRE SFELICE

=
=)
=7 MZt2 22t0|AE w2 Ch2H 22t0|HE ofZ2|AH[0] M| S| et 82 ol 2 + AUSLICE

AN

18. L-C0f| CHt HHIO|ET 43 M2 e E|A=X| 2HelgfL .

a. advanced Het +EQZ O|SELICE
set -privilege advanced
b. L0 CHet YOOI E MEf7t 22 =RU=X| ZelstL|ct.

system node upgrade-revert show -node nodenameA

set -privilege admin
19. LLEO| ZET} &tF FQIX| elgtL|ct.
network port show -node nodenameA

&9 TS| ONTAP 92 H0|E&l =0l M o FES AAslof ghLCt.

ChE ols =20 2E ZEVHAS 32 AS ENFLIC
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clusterl::> network port show -node node0

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
node0
e0M Default - up 1500 auto/100
ela Default = up 1500 auto/1000
e0lb Default - up 1500 auto/1000
ela Cluster Cluster up 9000 auto/10000
elb Cluster Cluster up 9000 auto/10000

5 entries were displayed.
20. LIFE =E2 CfA| E[Z2|7]:
network interface revert *
O] JF= AASHH - =0A Oto|12f|0] Ml LIFZ} ghetEL|Ct.

—

clusterl::> network interface revert *

8 entries were acted on.

21. LEO| HIO|E| LIF7t tE2 43HOR F[Z2F 1 =71 Ad FOIX| gholgtL|ct,

network interface show

CHS Ofloll M= S0l M SAEISHE DS Hlo|E] LIF7H = S CA| SlS2{X 2 sig 2 Alefzt Upolol Cte g
SestL|ct
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clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vs0
data001 up/up 192.0.2.120/24 node0 ela
true
data002 up/up 192.0.2.121/24 node0 e0b
true
data003 up/up 192.0.2.122/24 node0 e0b
true
data004 up/up 192.0.2.123/24 node0 ela
true
4 entries were displayed.

22. O|H0fl o lL.EV} S2t0|HES XAt 2ot FR =7 0|0 MH|AME 2t
HMSst JA=X| =elgfLct.

ZEZ0| o MH|AS
system node run -node nodenameA -command uptime

YCIoIE S0l 2 7t 022 MHEFELIC

CHE ool M= HEIOIEE =7 NFS X iSCSI 22I0|HE MH|AS MHPZ S 20 SLICL

0 days,

clusterl::> system node run -node node0 -command uptime
3:15pm up 0:16 129 NFS ops,
ops, 2 1SCSI ops

0 CIFS ops, 0 HTTP ops,

0 FCP
23. O|Xof| HEH LEO|M XIS ghets HEdstet 2 ChA| 2ottt
storage failover modify -node nodenameB -auto-giveback true
T EO| HAIIEHE Z[Cgh ®a| YOI0|EsOF ELICt O O|RZE YOIOIE E2MAS UA| BEISHOF 5= 2
HA %ol = L E0j|A SUet ONTAP HE S A&sHof oiL|Ct.
HA 40X MHE] .ES IH[0|E

sLct
HA 2| X | .=E5 AC|0|ESt =

— L= T

0| HIO|Z M Z A|Zf5t0] IEHE HUO|O|E-LICE DIEH =E=7F
Y 0|EE= Set A HK| =0l M THEL Q| H|0|E & MIS et Ct,
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. Mot £F2 advancedE M0 ASEX| 2= HAIX[Z7F BAEH >y * E HTILICE

set -privilege advanced

g TETE(*>")7} LIEHLICE

- M ONTAP £ ZE¢||0f O|0[X| £ 7|2 O|0|X|2 HFeLTt.

system image modify {-node nodenameB -iscurrent false} -isdefault true

system image modify BE2 =& 2| E ALE5H0] Af ONTAP &I ES|0f O[O X[(CHA| o|O|X|= HX|E)E
=29 7|2 O|0|X|2 HASLICE,

. gG|olE

KIg Mg DLIEfR:

oo

system node upgrade-revert show

- M ONTAP 2ZE&||0{ 0|0|X|7} 7|2 o|0|X| 2 ZF &[0 JA=X| SlgtLCt.

system image show

CtZ ofloll M 'image2'= ONTAPL| Af 0| L=E9] 7| O|0|X|= A ELICt.

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

- ZYotE 42 MEY L E0M XS Bhet H|g M3

—

storage failover modify -node nodenameA -auto-giveback false

SAETI 2L E SRAEQ B XIS Hhet0] g ot H CHA| FOoH ALIZ[20(A 22 S AE Mu|ATt
22tel et =X h=Chs B0 HAX|IZF ZAIEHLCEH Al&o2E yE AL,
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bl

6. TFEL L-C0j| CHo Kt BHeto] HIZAste| =X

[

Jlot

storage failover show -node nodenameA -fields auto-giveback

clusterl::> storage failover show -node node0 -fields auto-giveback
node auto-giveback

node0 false
1 entry was displayed.

7. Lhg BYE T H AASIH LHO|EY =T HXH 2210[AEE MIdt UA=X| =lgtL|ct.

system node run -node nodenameB -command uptime

Uptime BH 2 =7} OpX|2f 2EIE 0| NFS, SMB, FC % iSCSI 2210|HE0]| CHl L =0i| A 35 5 &
5 EAZUCH Z Z2EZ0|| Cs BHS F H dA5H0] 2 w7t SIH6H=X| E S ehelstiof Lict.
St S sile EEEEOH EH“ =c f Nl % HMBota A= AYULILE BIHE[X| = 3R === o g

() =S7igHol=E = Seoide Sdjmol ) AxEiET SelE + IES BelolE Mo
Botete 2t Z2E2S 7|28 Fofof gLtk

CHS Ol= NFS, SMB, FC 3! iSCSI 0| /= =5 BHELIL. otX|2 === ¥ NFS 2 iSCSI
SCtO|HER ®ISst ASLCE

clusterl::> system node run -node nodel -command uptime
2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, O HTTP
ops, 40395 FCP ops, 32810 iSCSI ops

clusterl::> system node run -node nodel -command uptime
2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, 0O HTTP
ops, 40395 FCP ops, 32815 iSCSI ops

8. Ct2 E0iM 2 E H|O|Ef LIFE OFo| 12|0]M:
network interface migrate-all -node nodenameB
9. Oro|J2j|o|M%t LIFS| AEHE ZhelgtLCt.

— -

network interface show
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OlA LIF MEHE &telst= O AFE2E 4= Q= OH7H #H4=2F o CHaH XHMIS| “network interface show "ONTAP E &
EEQULICH LOoLE AL,

CtZ ool M= node12] HIOIE LIF7L 43X Q2 0to| 20| HE|AS S 20 FLICL 0] ofjof] Zetel ZEE 2
LIFS 8 == 3! ZE LIF7t 00| 20| MEl #ixf .= 3 ZE LIFS| Y 3! &t2| MEiE =olg 4 JAGLCt

clusterl::> network interface show -data-protocol nfs|cifs -role data
-home-node nodel -fields home-node, curr-node,curr-port,home-port,status-
admin, status-oper

vserver 1lif home-node home-port curr-node curr-port status-oper
status-admin

vsO0 data00l nodel ela node0 ela up up
vsO0 data002 nodel eOb node0 eOb up up
vs0 data003 nodel elb node0 elb up up
vsO0 data004 nodel ela node0 ela up up

4 entries were displayed.
10. E{|O0|3 21 A|ZE:

storage failover takeover -ofnode nodenameB -option allow-version-

mismatch

A 0o HE XFHSHA| OFH A2, M AT E9)0f O|0|X|2 FEISHY| 2ol H|O| 27t L= = =0
0|2 M7t HRELICE LIFE = E0[M =522 Ot0| 22{|0| M5HX| 942 J2 AH|A FE0| M5

| E'I
S LIF7} =E° HATIEH Z XtS O 2 00| 2|0 M & LT},

Al
gt
S

52 Mo %

17t EAIELICH S Y=EoF gLty & =5 AlSELCt
HELHE =0t Hhet T 7| JEf2 REIELCE

@ AutoSupportZt 2dstE 32 =E7 S AH HEE HONS 2 LIEH = AutoSupport
HAIXIZ} HEELICE o] YRS FAISHD YO|0|EE Tl ~ JUSLICL.

1. E|0| T 27t MBIEX| 2.
storage failover show

CHS OllA[= Takeover?t 3RS S EHFLICL = 10| Btk Ci7| AEfO|H ST THE L7} Takeover AEHO]|
olAL|C},
M-
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clusterl::> storage failover show
Takeover
Node Partner Possible State Description
node0 nodel = In takeover
nodel node0 false Waiting for giveback (HA
mallboxes)

2 entries were displayed.

12. Chg Z=710| MEE w{7tX| 82 0|4 7|CHRIL|C}.
£ FELIt
° 2EI0|AHE CtE ZZ(HEE ZR)7F ™St
° HO|ZRH 7} AL = S AEHO| LA BX|=|0] Z2I0[AETL SR ELICL
=T AIZ2 SEH0|HE| w2t L= 22t0|AE o E2|AH[0[H2e] S40f| w2t 8= ola 2 == ASLICH
13. MEL =0 0i32|AH0|EE ghetefL|ct.
storage failover giveback -ofnode nodenameB
dtet T2 M R E 0f2[H|0|EE MIEL L EE HHetot CHF, sy =0 282 22ttt £ RETL oft
OHIZ|HIO|ER} XAISCE E|Z2|=E AHE LIFE gr2tgtL|Ch M2 B8 El == Aggregate?t BHetE| = FA| 2t
Aggregate?| 22t0|HE0| H|O|EE HM35}t7| AI=FEL|LCE.
14. 2= OiO2|A[O|E7} dlet=|A=X] =ol:
storage failover show-giveback
GiveStatus Z 0| ghetet o J2[H[0|EJt gl 2 ZE 02| AH|0|ET} B2tElL|Ct. GivebackO| HEEH
TH2 otst THES HAIS D O MEA|ARIO| Bhet 2 S HESH=X] HEAIZLI|C
15. OiI2|AH|0|E7} gtetE|X| §b= 2R O HAIE +™sHUAIL.
a. HEHS A = U= TS AESIH "Eh= AR RS SHEYX| = HREHE RAIEX HRE
ZF-gct.
b. L%t AL 2F HAX|0 MEE "2h= AR 2 S sHASIH AEE 20| HMNMOZ ZEEC S BLCh
C. CtA| % storage failover giveback EH.
Otok "to" =S R AISH7| 2 BHMCHH -override-vetoes DH7HH+E TRUEE H™SHUA2.
16. Ct3 Z=710| MEE w{7tX| 82 0|4 7|CHIL|C}.

° SE0[AUE OUHE =2 (M EE F2)7t AESHELICH

S0 EM5k= 1/0 22

Sato|lEL gt X0

[

A SXZRE SFELCH
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=7 A2 2Et0|HE w2 Ch2H S2t0|E ofE2|#[0]Me] 540 et 8= 0| Y

17. ol ch3t YOl0|E7t HBH o= eEE|Y=x| tolstLict,

18.

a. advanced H3ot &9 Z 0|STfLICE

set -privilege advanced

=

b. L-=0i| CHEH HH0|E MEH} == A=K =helSfLct.

system node upgrade-revert show -node nodenameB

MEiE 2t 2 HA|[0{0F Lt

MEN7t CompleteZt Ot AR = E0|A system node upgrade-revert upgrade H
THS AN HHO|ET 2=E[X]|

a. e[t Ast 2| ez SopLct.

set -privilege admin

LEO| ZEJ} XZ ZQIX|

ONTAP 942 ¥2|0|=& L=E=0f|M O]

ofo™

LS — —

H 24

—

o o

mo
t
of
oF
=
°
o

71& X EHoll 22l5tHA|I2.

CHE oiRlE ==9f 2= HO|H ZEVL &E 2l AS EXFELIC.

clusterl::> network port show -node nodel

(Mbps)
Node Port

Broadcast Domain Link

MTU

eOM
ela
e0b
ela
elb

5 entries were displayed.

Default
Default
Default
Cluster
Cluster

Cluster
Cluster

up
up
up
up
up

1500
1500
1500
9000
9000

=

2 4 ALtk

Speed

Admin/Oper

auto/100
auto/1000
auto/1000
auto/10000
auto/10000
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19.

20.

21.

134

O CHSE XtM|8H LI network port show "ONTAP H2l A ZEQILICHS AXSHAIL.

LIFE L EZ CIA| E|E2|7]:

network interface revert *

o] &

o

AHSHH L0l M OFO| 2|0 H &l LIFZF HEHEl LT}

[

clusterl::> network interface revert *

8 entries were acted on.

LEO|HOIH LIFPL = E2 43 MR E|S3 D =0 &d SQUX| =helgtL|c).

network interface show

CH2 oo M= 20| SAEISH= BE H|O|E| LIF7t =E2 CHA| E|ES2{X| 1 siE 2 AEl7L Upo|H CH2 8
SSHBtLICE,

od

clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
vsO0

data001 up/up 192.0.2.120/24 nodel ela
true

data002 up/up 192.0.2.121/24 nodel e0b
true

data003 up/up 192.0.2.122/24 nodel eOb
true

data004 up/up 192.0.2.123/24 nodel ela
true

4 entries were displayed.

OfFofl O] =7t 2Et0|HUEE X AUBITI 2Fe

oI5t P A ==} O Fof MHIAYH 2t TREZ0| Cish AMHAS
HZsiD Q=X Stolgtict.

—_

system node run -node nodenameB -command uptime

YHI0|E S0l &Y 7t 022 MHETZELIC}
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CHE ool M= YCIOlEE .= =71 NFS 2 iSCSI 2210|HE MH|AS MW Z S 20 SLICH

clusterl::> system node run -node nodel -command uptime

3:15pm up O days, 0:16 129 NFS ops, 0 CIFS ops, 0 HTTP ops, O FCP

ops, 2 iSCSI ops

22. 0| LEJ} HO|0|EE 23 AE{ Q| OIX|2t - EQI A AutoSupport 2212 E2|AHetL|LC}.

autosupport invoke -node * -type all -message "Finishing NDU"

0

$0 ©

A2 983 22X o2 HEES NI

oT TTro - 1™

S 2E7t AutoSupport HIAIX|E HESIER FEEX| G2 22 €& SA=0| 220 M ELCh

I

23. Mf ONTAP 2ZEQ|0{7} HA &2 & =0 =D U=X] =HlgtL|ct,

set -privilege advanced

system node image show

CtZ OliXI0fl A image2i= ONTAP2| YH|0|EE HTO|H & L=9f 7= BT LT,

clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

ot

24. O|Hof| E = E0iM XIS BhetS H|Z-dotst 2 ChAl gdotgfLCt

storage failover modify -node nodenameA -auto-giveback true

25. 2 AH7 HEHO| 10 E MESHH MH|ATE ME FOIX| ZQUBILICE cluster show X cluster ring

a
show (& ot +=F) HS MEE + JAFLICL

AutoSupport 22!0{= 20| E ZT0f| A| AR MEfof| TS 7|Z0] ZetELICE HOI0|E T2 M A0 2X|7t
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=7t HA S S Ye|0|=5t7] FHof| O] THAIE =8Ok BL|Ct.

% cluster ring show Off CHEF XbAM|BE cluster show LHE2 2 "ONTAP E& EEQULICHEESIYAIL.

26.

o

2| 2 2= SOotZL|Ct.

set -privilege admin

27. =7t HA XS 0| =& Ct.

i

e

* "AutoSupport @ ="

* "A|AE] o|O|X|"

« A AE LE

* "AER|X| HYH"

* "HER 3 QlIE{mo|A"

* "HIEHZ ZEIF BAELCH

CLIE A25t0] 4 EE= 8= MetroCluster 42| 2ECH ONTAPE £522 ¢ 12|0|=

4 E L= 8- E MetroCluster TS £502 ¢ 12|0| =5t
2712] 2} DR JE0A SAl0l DR ¥ C0|E, ¥a2fo|l= = X

-

* O] Zede Ok 4ol HEEL|C
° ONTAP 9.2 0|8}= Al#Hst= 41 = MetroCluster FC L= IP 114
> ONTAP HH0j| A2210| 8. = MetroCluster FC 74
* 2l E MetroCluster 740] Q= 22 0 XIS AHESHK| DHYAIL.
* CHS 222 ONTAPS| O HF 3t A HE S LIEFALICE
c AI0|=g m O] HHE ONTAPS| O|H HZHO|M, M HHF 2| ONTAPEL HH HS I} :
o CtRO|0|=8t mff O|M KA %|Al {E 2| ONTAPZE, A A 2| ONTAPELH £ HH HE 7t UEL|CE

* O U2 L3t &

ro

g YIASEE AEELCL
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Dewnload the new
Prepare for the Send AutoSupport: 3 wersion of ONTAP to all o | Confirm default and
upgrade. “Starting MOU" nodes in the MetroCluster 71 current images.
conflguration.
4.
Y
Take aver node_8_1: Take awver node B 1:

Give back node_ A 1

storage failover storage failover

L. L.
takeowver -bynode 7| takeower -bynode = mii'::g{w“
node_A 1 node_B_1 &
Upgrade first DR
pair. ¥

Give back node B 1 Conflrm ONTAP

storage fallover — version on both
giveback nodes,

¥ v

Take over node_A_2: Take over node B 2:

Give back node_A_2:

storage failover ; storage failover
takeover -bynode takeover -bynode stara!g:‘::::l:wr
node_A_2 node B_2 i
Upgrade second DR
pair. ¥

Give back node_B_2: Confirm QONTAP

storage fallover s version on both

Eiveback nodes,
Send Autosupport:
Perform past- "NDU complete®

upgrade tasks,

8- C L= 4= MetroCluster 71A40{l ] ONTAP AZE|0{E 00| Eg mjo| xto|H
MetroCluster 2T E Q|0 21 13|0|E T2 M|A = MetroCluster 714101 87 EE= 474 = E7t Y =X|0f w2t CHSL|Ct

MetroCluster A2 17 EE= 2712 DR OAECE M ELICL. 2t DR OAE2 2702l HA WO E M &M, 2t
MetroCluster 22{AE{0]| SILIS| HA 0| U&LICtH 8. E MetroClusterdll= 2712 DR 1 20| T gtz|0] U &L|CT
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cluster_A

cluster B
DR Group One
DR pair
node_4 1 [ ety e e ] —_— node B 1
Hi pair HA pair
DR pair
node_ & 2 —_— — — — — — — node B 2
DR Group Twao
DR pair
node_& 3 _— — — — — — - — node B 3
HA pair HA pair
DR pair
node A 4 ——t — — — — — — —_ node B_4
ot tHoj| StLte| DR 252 ¥ 12|0|=EgtLCt,
4'-= MetroCluster 142 22
1. DRIE 1 ¥ 0|E:
a. node_A 1% node B_18 ¢13|0|=%fL|C}.
b. node_A 2 % node B 2Z ¥1aj|0|=tL|LCt,
8= MetroCluster 7142 22 DR 1F ¥130|= EAIE F H &L,
1. DR & 1 10| E:
a. node_A 1% node_B_12 &12|0|=%fL|C}.
b. node A 2 % node B 22 ¢13|0|=¢8tL|Ct.
2. DRIE 2 ¥I20|E:

a. node_A 3 % node B 32 ¢12||0|=gtL|C}.

b. node_A 4 % node B 4Z ¢1aj|o|=8tL|LC.
MetroCluster DR 13

da20|= FH| &
=20 ONTAP 2 ZEQ0{E H2|0|=5}7| Hof| L= 7| DR 2| E AEst 1 YI=|0[EZ Al
AutoSupport HIAIX|E H&stD 2F L E0M A3 21 ONTAP HT S =HQlsof gfL|Ct.
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O[(7h) OOk LTt "TH2 2 EE S LT S "2 X[ E[0f &

AEL|CH AT ESof o|OX|
o] H2 2t DR O 50N HH53lOF EL|Ct MetroCluster 71440| 871 LEE & E H 2 2742 DR O3F0| J&LICt
2t o] 22 2 DR IE0i| M gH=sHof gfL|Ct.
O ZtHoi| M3 &l oflH|0oi M= Cta 220l HAIE O|F S AESI0] S2{AEQt LEE AETL|CL
cluster_A cluster_B
DR Group One
DR pair
node_ 4 1 —_ — — — — — — — node B_1
HA\, pair H& pair
DR pair
node A 2 — = = — — — — — node B 2
[R Group Two
DR pair
node A 3 | — 4= — — — — — node B 3
HA pair HA pair
DR pair
node A 4 - = — — — — — — node B 4

1. 240 M DR HO{E AEgfLC

metrocluster node show -fields dr-partner
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cluster A::> metrocluster node show -fields
(metrocluster node show)
dr-group-id cluster node dr-partn
1 cluster A node A 1 node B 1
1 cluster A node A 2 node B 2
1 cluster B node B 1 node A 1
1 cluster B node B 2 node A 2
4 entries were displayed.

cluster A::>

dr-partner

er

2. Yot &2 admin0ilA advancedZ EHEst 1 ALLX| 2= HAIXIZL BEAEH *y * E LHASLCE

set -privilege advanced

g ZEZE(™>')7F LIEFE LT

3. cluster AOA ONTAP HHX & &tolstL|Ct,

system image show

cluster A::*> system image show

Is Is
Node Image Default Current Version
node A 1
imagel true true X.X.X

image2 false false Yo¥oY
node A 2

imagel true true X.X.X

image2 false false Y.Y.Y
4 entries were displayed.

cluster A::>

4. cluster_BOl|lM TS =telgtL|Ct.

system image show
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cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node B 1
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo Yo Y MM/DD/YYYY TIME
node B 2
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false Yo Yo Y MM/DD/YYYY TIME

4 entries were displayed.
cluster B::>
5. AutoSupport €2 E2|H:
autosupport invoke -node * -type all -message "Starting NDU"
O| AutoSupport Z2l0ll= 20| = Tl A|AH HE 7|F0] ZHEIL|C 0= Z2MA 2XI7F A=
42 /8% A 2 MEE MELL|Ct.
Z22{AE7t AutoSupport HIAX|E HESIEE FHEX| b2 22 22 =AH20| 220 M EL|Ct

6. A HW MEQ| 2t -=0f CHEH CHA ONTAP A EQ|0f 0|0|X|Z 7|& o|0|X|2 METL|C}.

system image modify {-node nodename -iscurrent false} -isdefault true

O] BH2 &HE A2 AHE5tH0] thA| o[0|X|2 EX[E tid 2ZES|H O|0|X|E ==9| 7|2 o[0|X|2

7. cluster_aOfl A EtZU ONTAP 2 E 2|0 0[0|X|7} 7|2 O|0|X|2 ZFE|0 A=X] &elgtL|Ct.

system image show

CtZ OfiEI0l A image2:= A ONTAP H{7 0|0 X i Zeto] 2t L. E0of| A 7|2 0|0|X|= 2F ELICt.
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8.

142

cluster A::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME

image2 true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.

a. cluster BOIA EtZl ONTAP AT E¢||0f O|0|X|7} 7| & O|0|X|Z2 MHEE|0 Y=X| 2HoletL|Ct,

system image show

CHZ oflofl M= BRI O] A Bl MIES| 2t = =0flM 7|2 o|0|X| 2 BFEASS 20 St

cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node A 1
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/YY/YYYY TIME
node A 2
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.
P20|=E BT ¥ 2 = =0f| Choll = H 22t0|UEE MSSh=X| =elgtL|nt.
system node run -node target-node -command uptime

Uptime HHE2 =71 OFX|2t O 2 BEIE 0| NFS, CIFS, FC % iSCSI £20|HE| el ==0M T =
A 2 EAPLICH 2 ZIZEZ0 oo HHE F H Ao &Y 271 B71t=X| HEE =kelsljof giL|C},
L7t B71sH oAl st T2 EZ0| CHo 22t0|HEE M3 ot Qe AYULICH SILEX| b= R L E=
oM st TEEZ0|| Cist E2I0|HEE N SSHK| FELICt



(D LEIt AT 0|EE = 220U E ETO| CHA| AR A =X] 2heled 4= U= S S20[AE
0| BI6ts 2t TR EZEE 7| S0l F0{0F 2LCt.
0| oflofl A= NFS, CIFS, FC % iSCSI 20| /= L EE 20 FLIC} X2 == ?1X NFS 3! iSCSI

Zato|QlEDt

_— L

HMSstn A&ELICt

cluster x::> system node run -node node0

—-command uptime

2:58pm up 7 days, 19:16 800000260 NFS ops, 1017333 CIFS ops, 0 HTTP
ops, 40395 FCP ops, 32810 iSCSI ops
cluster x::> system node run -node node0O -command uptime
2:58pm up 7 days, 19:17 800001573 NFS ops, 1017333 CIFS ops, O HTTP
ops, 40395 FCP ops, 32815 iSCSI ops
MetroCluster DR 1E2| & Hilj DR &2 YO0 ERLICH
M=Z2 HFS| ONTAPE Q| ¥ T O =Z BhSoH L =0] CHaH B|0| 22 8l Btets ZHIE &M =2 =8l of
LC.
D= LE0M O] BT 2| ONTAPE Aok L Ct
0| ZtA0f| A= node_A 1 % node_B_10| ¥2{|0|=E/L|C}.
ATEQINE ¥T2)0|=5t $ixH 8= MetroCluster 2A0f|A & X DR 1ES

X | DR 120{| A ONTAP
g

& 20|ESH= < O Z0llM node_A_ 31t node_B_3=

1. MetroCluster Tiebreaker

2. HA PairQ| 2t .. =of| CHal Xt gt

Eof chel gt=soF gfL(Ct.

tol:

ot

ATESof7t ZAStEH AIBHK| YEE

HCllo|EgtLCt.

At

=/

storage failover show -fields auto-giveback

oC=E

—|

Ol fiXlE & ==0M XIS gheto] ArEE[X] 8

HEEZE 20
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cluster x::> storage failover show -fields auto-giveback
node auto-giveback

node x 1 false
node x 2 false
2 entries were displayed.

4. 1107} 2t HEZ2{0f| THo ~50%S A T5HX| QT CPU HREO| HES2{T ~50%S £H6}X| Q=X
SHoIStLCY,

S. cluster AO|A] EfZll .- =9| H|O|Z 2 A%

A Al 07 H-Z XZOHK| OFEAIL. M 2T E90f O|0|X| 2 R&5H7| 2|3l B0 7}t k= = =0
2t E|0|2HI TRt

a. cluster_A(node_A 1)0A] DR IIEL] 214
storage failover takeover -ofnode node A 1

- =7} "Waiting for Btet" AFEj 2 HEIEIL|CE

@ AutoSupport?t 2MatE 22 LET7t S2{AH HEES WSS LIEH = AutoSupport
HIA|X| 7t & ELICE O orelg R AlStD Fazo|=EE T

202 T =

b. E|0|2H 7} YSH=4| =l

=/ L—-

storage failover show

CHS OlMl= Takeover?t 83 S2 EELICE node_a 12 "Gt 7| " MEHO| 1] node_a 2= "4 "
M‘EH°|L| |_-_|.
o H .

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node A 1 node A 2 = Waiting for giveback (HA
mailboxes)
node A 2 node A 1 false In takeover

2 entries were displayed.

6. cluster_B(node_B_1)0llA DR ItEL{E QI4-BiL|Ct.

I

Al & o7 Ha-E XIESHK| OHYAIL. M 2ZES)|0] O|0[X|Z 2E/5t7]| 2|3l HIO|Z M It +3E|= =0
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2t E|0|2 I Rt

a. node_B_1 2l
storage failover takeover -ofnode node B 1

- =7} "Waiting for Btk AFEjZ HEIEIL|CE

(D AutoSupport7t 2dstEl F2 LE7t 22{AH HFHE OGS S LEHH = AutoSupport
PN

HIAIX| 7t HEELICE o] 2EE FAISt: FO0|=8 TlE = ASLICE

b. BI0| 2217} YIS U=X| &el:

=

storage failover show

CtS Of|Ml= TakeoverZt MadM2S EHELICt node B 12 "dtgh C7| " AEHO| 1 node B 2= "2l
" MEfRILICE.

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node B 1 node B 2 = Waiting for giveback (HA
mailboxes)
node B 2 node B 1 false In takeover
2 entries were displayed.
7. Ch2 Z20| EXE=F 8= 0|4 7|CIZ|[HAIL.
° SE0[AUE OHE A= (B EE Z2)7t AESHELICH
° HIO|Z M7t +AE[= St Y=H0| YA SX|=|0f 22t0|HET SFE LT

=7 MZt2 22t0|AE w2 Ch2H 22t0|AE ofZ2|AH[0] M| S| et 82 ol 2 + ASLICE

MetroCIuster IP 242 ONTAP 9.5 0|4 O =2 AT|0|=5t =, OfOZ|H|O|E= B2 7|7t S M5 XSt AEf7}
=l 20| *{S7|2t=|of O2{~ &l AEjZ SofZfLCt,

a. cluster_A2| DR IIELH{0{|#| O3 2|H|0|EE gtatgtL|Ct.

storage failover giveback -ofnode node A 1
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b. cluster_B2| DR I}EL0]|A| O 22| AH|0|EE BtetEtLICt.

storage failover giveback -ofnode node B 1

diet ztef2 1 H_'EIHIOIEE L2 dietet O3, L E7F REE test = RETL ot

9. £ 23 AHOAMLCIES HH

O oo

NW
a
E&
2
E

rin
:?:
[
iU
=
o
[m
li
_tg_r
mn
$Q
rr
A
fot
-0
i
r
n

storage failover show-giveback
GiveStatus 2 =0j| ghetet 0§ 22[A[0|E7} gictd HAIL|H 2= O 2| AH|0[ET} hetel ZALICt. GivebackO|
HRE|H FH2 dhet THES FAISH D O MEAARIO| GivebackS HRSH=X| EAIRLICE
10. O I2|A|O|E7} HHStE|X| Qb2 H 2 LIS S fABLICE
(]

a. 7SS WA 4 U TotS HESIO] e A" TUS HZUX| T HRAS PATX 02E

=
2L
b. 2ot AR 2F HIAIX|0 HEHE "= AR Z2S siZS Al E X0 FUHOE ZRECE PLICt

OroF "to" XS 2 AISH7|2 ZHEMCHH -override-vetoes IH7HEHAE TRUEZ MESIHAA|L.
1. OtS ZH0| SZE|TE 88 0|4 7[CIE|MAlL.

2O E L+ %"E(HHEE._' BR)7t eHgstEL ),
=]

my iy
i)
o
re
Im
rr
riot
ofy
=2
mII
;

St /02| €Al SXZREH FFELIC
=T AZE2 22t0|AE w2 Ch2H S2t0|UE ofE2|#H[0| M| S| et 82 ol 2E + AUSLICE

12. 3t £ZFE adminOll A advanced2 A&stT ALSX| 2= HAIX|TL BAIEH *y * E i=fgfL|Ct.
set -privilege advanced

DZ ZETE(>)7} LIEFELICE

13. cluster_AOIA HZ S ZtolgtL|Ct,
system image show

LIS Olxl= System image27t node_A_12| 7|2 Bt dixl HHEQUS H0o{ FLILCL.
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cluster A:

Is

Node Image Default
node A 1

imagel false

image2 true
node A 2

imagel false

image2 true

:*> system image show

Is

Current Version

false X.X.X
true Y. Y.Y
true X.X.X
false Y.Y.Y

4 entries were displayed.

cluster A::>

14. cluster_BO{IA H{TS 2tQIStL|CE

system image show

CHE ollXl=

cluster A:

system image2(ONTAP 9.0.0)7t node_A_1°| 7|& 8l

:*> system image show

Is Is
Node Image Default Current Version
node B 1
imagel false false X.X.X
image2 true true Y.Y.Y
node B 2
imagel false true X.X.X
image2 true false Y.Y.Y
4 entries were displayed.
cluster A::>
MetroCluster DR 1&2| & ¥l DR &2 YO0 ERL|Ct

M HHS| ONTAPE =2 Sixf KA
grL|Ct.

X HI DR ¥(node_A 1

0] ZY0l M= node_A_22} node_B_27} &

2t

S node B 1) €1

2HSe{H of Chol Ef|o|2 21 8

2| 0| =8O BfLCt.

20| =L Ct.

Install
Date

MM/DD/YYYY TIME

MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME

Lo HEYE B0 FLIC.

Install
Date

MM/DD/YYYY TIME

MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME

Hi DR JF0|A ONTAP 2AZEL0E 20| =511 24Xl 8. = MetroCluster &0l A & HK| DR

% grets SHEE =MZ sdolof

==
ds=
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AO|0|Edte 22 0| Z0M node_A_4 3 node_B_4E AH|O|ESfL|CE

1. Otg 20l 2= G|O|Ef LIFE OF0|22|0] M:

network interface migrate-all -node nodenameA

2. cluster AO|A E}ZIl = =9| H|O|Z 2 A%

Al Al O0f7H HaE XFSHK| ORY A, M AT EQ[0] 0|0|X|2 2EI5H7| 2[8H HI0|ZH 7t &= =0
gt El0|2HI Rt Ct.

a. cluster_A0|A DR IIELHE QI+t

storage failover takeover -ofnode node A 2 -option allow-version-—
mismatch

ne
Rai
ot
00
o
rx
o
M=
o
Ot
A

(D ONTAP 9.00{|A] ONTAP 9.1 EE= IHX| 80| == "HH =
orAL|CE

=]
- C 7} "Waiting for HH2t" AE| 2 REIEIL|CT
L

AutoSupport?} 2HM3tEl A2

=
HEELICE O] S FAISHD YO 0|=8 T 5= AFLICH

b. HO|Z2H{ 7t YZ=X| el
storage failover show

Ct2 O|H|= TakeoverZt M2 S HHFLICE node a 27} "Ht2t 7| =" AEHO| 1 node _a 10| "Ql4= ="
AI-EHOIL_| [_'_|.
o = .

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node A 1 node A 2 false In takeover
node A 2 node A 1 = Waiting for giveback (HA

mailboxes)
2 entries were displayed.

3. cluster BO|A EfZll . =9| E|0]|Z 2 A|E:

Al 2 07 H-E X[FSHX| OHYAIL. M 2T ES)|0] O|0|X| 2 F&I5L7| 2[6H E|0|2MIt k= =0

I
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L E|O|Z It HREL|C}
a. cluster_B(node_B_2)0|A| DR ItELHE QITfL|Ct,

olM g ago|=st= & o] BES YHMMAIL...

ONTAP 9.2 == ONTAP 9.1
storage failover takeover

-ofnode node B 2

ONTAP 9.0 = Data ONTAP 8.3.x
storage failover takeover

-ofnode node B 2 -option allow-

version-mismatch

ONTAP 9.00A{ ONTAP 9.1 &=
() wixl gazolcols HE 2k
512" § 40| BRBHX ehLIC,

=7t "Waiting for Bt AtEj 2 HEIEIL|CT,

@ AutoSupport7t 2dstEl F LE7t 22{AH HFHS OGS S HEHH = AutoSupport
HAIX|IZE HSELICE O] EE FASE =[2 Za0|=ES

b. BI0| 227} YIS U=X] 2ol

storage failover show

Ct2 Of|Ml= Takeover?t A2M22 EHELICt. node B 27} "dtet 7| =" AEHO| 1 node B 10| "Ql%:

" JEf LT,

clusterl::> storage failover show

Takeover
Node Partner Possible State Description
node B 1 node B 2 false In takeover
node B 2 node B 1 = Waiting for giveback (HA

mailboxes)
2 entries were displayed.
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5. OJ2|HO|EE EMl L E

£30|

tst:

[

=)

MetroCluster IP 42 ONTAP 9.52 €1

Oi22[AHIO|EZ} &5 A5t MEi7t LT,

a. cluster_A2| DR ItEL{0f|A| O 3 2|AH[0|E

Al SX|E[0f E2f0[AHE

w2t L= 22H0|UE

Jb 2L

4 2

OiZ2[AI0]8 2] E-dof w2t 8= 0

20|=

of = MS7[=toto] D2 E el 2 = Z2(7] Hofl #HAl Set
£ gretefLict.

storage failover giveback -ofnode node A 2

b. cluster_B2| DR IIEL{0{|A| 04 32| AH|0|E

HFS}S

dtet 22 M FE Ol I2|AH0|EE LEZ Bt OH3, LEJH REIg 2t2%t 2 FEJ} O
Oi2Z|HIOIES t‘._§._§. L|Ct.
6. & ZHAE|M CHZ BES 40 ZE 0 22| H|0|ET} HHEte| A=K 2l Bt

7.
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storage failover show-giveback

GiveStatus ZE0]| gtetet o J2[AH[0|E7t QICt EA|L[H &= O 32(A|0|EJt BhetEl ZIRIL|C GivebackO|
HEE|H HHE diet XIHES HAISHD Ot AHEA|AHIO| Giveback® HESH=X| EA|ZLICE.
O 22| H|0|ET7} Blete|X| Qb2 AR CHS 2 3L Ct
a. HEHS MALE £ Q= CforS HESHH "Hhi= A" ZHS HEYX| L= HEHE ZAIEX HEE
ZX™etL|Ct,
b. LRst AL 2F HIAIX|Of] MHEI "dh= Af2t TS sHZSH0] AlHEl 20| MAHMOoZ ZRE|E = $hL|Ct
Cc. AEZ|X| HYH et HHS CHA| gt Ct
Orok "to" XS 2AISH |2 ZXEIMLCHH -override-vetoes IH7HEHSZ TRUEZ MASIAAIL.
Cte XH0| ZZE| T2 82 0|4 7|CIE|AMA| 2.
o 22l0|HE COtF A2 (HIEE Z22)7t oHESHE LTt
o SEI0|HE = izt Zof| WMst= /02| LA| SXZEHE SREL|CE
S AZH2 S20|HE M2t CtEH S2t0|HE o S2[AH 0| Mo EMof| a2t 82 oA 22 4~ UEL|Ct
Hot £F2 admint| A advancedZ MESIT ASEX| 2= HAIX|7F BAIZH *y * S 48| Ct



set -privilege advanced

g TETE(*>")7} LIEHELICE

10. cluster AO|A TS 2tQISL|CE

system image show

CS o|Ml= system image2(CHA ONTAP O|O|X|)7} node A 29| 7|2 HT 1} siIxf HHUS E0 FLICL.

cluster B::*> system image show

Is Is

Node Image Default Current Version
node A 1

imagel false false X.X.X

image2 true true Y.Y.Y
node A 2

imagel false false X.X.X

image2 true true Y.Y.Y

4 entries were displayed.

cluster A::>

1. cluster_BOA| TS =kQISfLCE

system image show

Install
Date

MM/DD/YYYY TIME
MM/DD/YYYY TIME

MM/DD/YYYY TIME
MM/DD/YYYY TIME

CtS o|Ml= system image2(CHA ONTAP O|O0|X|)7} node_B_29| 7|2 HTM 1} t4XH HH

= 20 FLC}.
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cluster B::*> system image show

Is Is Install
Node Image Default Current Version Date
node B 1
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME
node B 2
imagel false false X.X.X MM/DD/YYYY TIME
image2 true true Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

cluster A::>

12. HA 9| Z} =0l Cisl| xt& ghets gdabatLct.

storage failover modify -node target-node -auto-giveback true

O] 2 HA Y| 2t =0f Chdl BHEs{ofF gfLICt.

storage failover show -fields auto-giveback

Ol ol M= & ==0|M XS gheto] 2EEZE 20 L

cluster x::> storage failover show -fields auto-giveback
node auto-giveback

node x 1 true

node x 2 true

2 entries were displayed.

Kl

e g

* "AEE|X| FOi =X| 2"

r

. llﬁEE_le IOI‘OH }_kl _)'k_gu
CAER|R| HOf EA| A-7| L

* "AEE|X| FOH =X 2l
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ONTAP 9.2 0|8} HHF 9| 2-. E MetroCluster +A0]| CHst 5 2SCh HT20|=

2= MetroCluster 7+ 2 & 18|0|=E5t= 2EHE2 ONTAP HZFO| w2t CHSL|CH ONTAP 9.2
AL

H
o
O|F HHES & S2 7é$ O] HXIE ArE0He] ol Tt AlZ, """*OH" *fOIEOHM 531*51

YOO, AKX A[Zf, CHE AO|EOM 22{AH B2 M|A BE S X0l =35 £85H
Qi azlo|= 2 2ol it

ONTAP 9.3 0| &2 M&ist= 2. E MetroCluster 7140| U= B2 2 FHELICE System Managers ALEot Ats
Ag0|lE

£
1. Yot +F2 advancedZ HHGI L ALEX| E2= HAIX|Z} HAIEH *y * S J2PfL(Ct

set -privilege advanced

DZ ZETE(>)7F LIEFELCE

2. AdT0|=g SHAEO|A A ONTAP 2ZEQ|0f O|0|X|E 7|23t2= MX[fL|Ct.

system node image update -package package location -setdefault true
-replace-package true

cluster B::*> system node image update -package
http://www.example.com/NewImage.tgz -setdefault true -replace-package
true

3. et AZEQ0] 0|0]X[7} 7|2 O|0|X|2 AHE| A=X| =elgtL|Ct.
system node image show
CHS Oloi M= "Newlmage"?t 7|2 O|0|X| 2 EFE[0 ASS 2o FLICt

cluster B::*> system node image show

Is Is Install
Node Image Default Current Version Date
node B 1
OldImage false true X.X.X MM/DD/YYYY TIME
NewImage true false Y.Y.Y MM/DD/YYYY TIME

2 entries were displayed.
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4.

5.

6.

154

CHa 2T EQ0] o|0|X|7t 7|2 o|0|X|2 BF &[0 JUX| 4™ CrZat 20| HEF LT
system image modify {-node * -iscurrent false} -isdefault true
D= S2AE SVMO| HEf HEfQIX] =l
metrocluster vserver show
YUCIOIEEX| gb= SHAEOM HHE T

d2hs A|ZFELIC

—

metrocluster switchover

Ol e o 2 M AZ £ ULLIC} MetroCluster operation show HHE A28t Tet0| A2 &Y =X
solgt & ASLICH

OiM= 2 S AE("cluster_a"™)0fl M el et HEto| +HELICE o= QI3 2Z S AH
( cluster _B")7H EX|E|0] AHO|EY = AFLIC

cluster A::> metrocluster switchover

Warning: negotiated switchover is about to start. It will stop all the

data
Vservers on cluster "cluster B" and
automatically re-start them on cluster
"cluster A"™. It will finally gracefully shutdown
cluster "cluster B".

Do you want to continue? {yl|n}: y

gE E_-IAE-{ SVM0| AI-EH MEH°|I| (=) {o] |

=

metrocluster vserver show

"surviving" 22{AE 9| HI0|E ZAE M S7|=tetL|Ct.

metrocluster heal -phase aggregates

MetroCIusterIP-_r‘ iS ONTAP 9.5 0|22 ¢30| =8t £, 02| AH|0|EE &2 7|2t S¢t 85 Kot &

T 20l XS 7|18t=0f O|2{ 2 & &Ef= SotZLIct.



cluster A::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

9. =3 xei0] o

| o

OH

Hoz AR E[U=X] SletLct.

metrocluster operation show

cluster A::> metrocluster operation show
Operation: heal-aggregates

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

10. "surviving" 22{AE 2| RE TAE MS7|etetL|ct.

metrocluster heal -phase root-aggregates

cluster A::> metrocluster heal -phase root-aggregates
[Job 131] Job succeeded: Heal Root Aggregates is successful.

. =27 20| 43X o= 2R U=K| gletL|ct.

metrocluster operation show

cluster A::> metrocluster operation show
Operation: heal-root-aggregates

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

12. ZX|=l 23 AEO|M LOADER ZEXEO|M LEE 2EISHL|CT

boot ontap

13. BEl T2 N AV} 2ZE h7X] 7|CH2l CHS B E Z2{AE SVMO| AEH AENQIX| EtolstL|Ct,

=
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metrocluster vserver show

14. "surviving" S22 AE{ 0| A AQ(X|HS SHSHL|CE

metrocluster switchback

15. AQX|EHO| MEEOZ AR UY=X| OISt CE

metrocluster operation show

cluster A::> metrocluster operation show
Operation: switchback

State: successful

Start Time: MM/DD/YYYY TIME

End Time: MM/DD/YYYY TIME

Errors: -

16. I E Z2{AE SVMO| AEf ME{QIX] ol

= -

metrocluster vserver show

17. THE 2 AE0l|A O] EHAIE 25 Bh=3fLCt,
18. MetroCluster 10| F&QIX| gfolgtL|ct.

a. 7143 eelgLct.

metrocluster check run
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b. &

c &

—

d A

e.

cluster A::> metrocluster check run
Last Checked On: MM/DD/YYYY TIME

Component Result
nodes ok
lifs ok

config-replication ok
aggregates ok
4 entries were displayed.

Command completed. Use the "metrocluster check show -instance"
command or sub-commands in "metrocluster check" directory for
detailed results.

To check if the nodes are ready to do a switchover or switchback
operation, run "metrocluster switchover -simulate" or "metrocluster

switchback -simulate", respectively.

Ct XtM|3t 212 22{™ MetroCluster check run HEE ARSI 2.

metrocluster check aggregate show

metrocluster check config-replication show

metrocluster check 1if show

metrocluster check node show

S AX
o4z

o

N2 AFgL.

set -privilege advanced

AQXILH 2 AlE2f|0]M:

metrocluster switchover -simulate

g Al=20]d 21t HERLIC.

[
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metrocluster operation show

cluster A::*> metrocluster operation show
Operation: switchover
State: successful
Start time: MM/DD/YYYY TIME
End time: MM/DD/YYYY TIME
Errors: -

f. 22|yt ez SorzLct.

set -privilege admin

g- LHE S2{AE{0| A Of2{et 59| THAIE Hh= LTt

[ = |

seig okl =
OFR ZQIE 48BILICH "2 T2(0|= = gy
22y

"MetroCluster ZHdlf ="

CLIE AIE% £~ Disruptive ONTAP & 18|0|=

SHAHE IR0 = FeSto Af ONTAP 2|22 20| =g ¢ A= 2 SLHO|

Lot A2 0| giHE AFEY = JUSLICEH o] &Hol|l= o] EHAIZF J}SLICH F, 2 HA
ol coll AE2[X| HYQHE AESHK| EEE *E*I*of" S{AES Zt & E% eSO
AEZ|X| HYLHE CIHA| AFEStEE A SL(CE

* HtEA| S{OF RfL|Ct TR 2 =" 8 "EXLCH AT EQ0] 0|0|X]|

* SAN 2tZ0|M Y] S0l 22 F130|=7t 2t E W77tX| 2= SAN 22I0|HEE Z=ESHHLE LAl SX[BHOF

Lo,
A 2|0|= Hofl SAN 22I0|HEI} BEE[AHLE LAl ZX|E|X] H SZI0|E T A|AHR 3]
ol

O—l—
HERAOIS aPIOIE | 28l A 501 Hat 4 de
2} HA Pairdl| CHg AE2|X)| M7} ALSEIX] 9511
ERULICL AEelx| HElout il sie 2f e

Sot ok I AJAE AHIATL SEHELIC

7t YCIO|EEE2 ST ¢ 20| =0 = CH2EHYO|

1A
ot e
C Bg s Az HEEhI 5 Al AE0] TR E Bl =

L

A

. Mot £F2 adminOi|A| advancedZE MM ALSSX| 2= HAIX|7F BEAIEH *y * E ={eL|Ct

—_
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set -privilege advanced

g TETE(*>")7} LIEHELICE

2. M ONTAP AZEg|0f O|O|X|E 7| & O|0|X|2 H& gLt
system image modify {-node * -iscurrent false} -isdefault true

O] HH2 2% A2|E AHE5I0 CHe ONTAP 2ZE||0] O|O|X|(CHA| o|0|X[2 MX[E)E 2 =E9| 7|2
O|0|X| 2 HFELIC}.

—

3. A ONTAP AZE<|0f O|O|X|7t 7|2 O|0|X| 2 HHE|0| U=X| EeletL|Ct,
system image show
CHE of|oi M= O[O|X| 27} M{2& ONTAP HZEO|H T E0f|M 7|2 o|0|X|=2 MHELIC

clusterl::*> system image show

Is Is Install
Node Image Default Current Version Date
node0
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME
nodel
imagel false true X.X.X MM/DD/YYYY TIME
image2 true false Y.Y.Y MM/DD/YYYY TIME

4 entries were displayed.

4. Ct3 B B StLHE +-ELICH

S AEJL CHEOR PHE B S R
7h =2 CHg BHAIS Al TIBLICt
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S2|AEJL CIROR TNE 3 R
2l =E a. 2AEH D7t2M H|2Mg}:

cluster ha modify -configured
false

HIAIX|ZF LIEFLEH yE 235H0] A& EfLICt.

b. HA ‘&oj CHali AE2[X| H Y2 HIZHe}:

storage failover modify -node
* —enabled false

27l O|MQ| L= S2{AE 9| Z HA 40|l CHoll AE2|X] HYULH
H|ZH M3}

storage failover modify -node *
—enabled false

5 22{AEQ9| LC XHEl

system node reboot -node nodename -ignore-quorum-warnings

®

=7} A ONTAP O|O|X]|
LIEFELICE.

rot

Hojl = O]

0
10

LEE MEESH] DAL,

i

HEISIL|CH B T2 MAT} AZE[R}SS LIEtL= ONTAP 2121 TEITEJ}

6. LE t= LT M|EJF Af ONTAP O|0|X| 2 MEEI=l & st 2

O - —

mjo
o

o= dFeLct.
set -privilege advanced

A &stets HIAXIZE LIEFLEEA * y * & QIZIRIL|CE

7. M ATEQ07t M FQIX| elgtL|ct.
system node image show

Ct= Ol H[0f| A image12 M ONTAP H{Z0|H NodeOOl| A 21X HM O = ™ EL|CE
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clusterl::*> system node image show

Is Is Install
Node Image Default Current Version Date
node0
imagel true true X.X.X MM/DD/YYYY TIME
image2 false false W oW o ¥ MM/DD/YYYY TIME
nodel
imagel true false X.X.X MM/DD/YYYY TIME
image2 false true Yo W o ¥ MM/DD/YYYY TIME

4 entries were displayed.

a Ut 2xg NZo= MHL|C}

set -privilege advanced

b. zt L= 0f CHSH 21 03|0| = A} 7} 2B E|Q=X| StoIStL|C},

system node upgrade-revert show —-node nodename

MEfl= 2t E HA|E[0{OF BfL|CH,
HENTE =2 EIX] 942 "NetApp A0 22[SHHA L "E R FA| & MEiRLICH

a. 22X

—

r

of 2|82 SOotZL|C,

—_

set -privilege admin

9. 2t 7} e E0f| CHol| 5THAIRE 8EHAIMA| BhERLICH
10. 22HAEIL £ 1 0|4l LEZ FHE FR S2HAEQ| Zf HA &0l thdh AE2|X| HULHE AFBSI=E
At

storage failover modify -node * -enabled true

1. S2AE} £ =CR0IYE P B2AAH 11848 MFHLIL

cluster ha modify -configured true
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kI

tel HH
+ AR Fo FX| £

r

ONTAP 1 12J|0|E = 2dlist Xt
ONTAP ¢ 12J|0|E & 28l xH

ONTAPE 20| =8t = S2{AE| FH| MEfS 2folsy| 2lof +3sHoF sk B 7HX| Belo|
RlaLict.

1. "22HAHE golg ),

|

ONTAPE Y2|0|=¢t 20ll= S AH HT, SS{AH HEl 3 AE2|X| HEHE 2HlohOf BfLICt MetroCluster
FC T2 ALRSIE A2 HIZ2] XIS A9\%| 287} HAste |01 UK =2lsHOoF gLk,

2. "RE LIF7t  ZEO| QLEX| Zolgt|ch.

| HZ R ZEZ 0o 20| ME|AS & ASLICH SHAHE Y20|=8 20fl=
% E|S2{0F ZLICt.

J
-

ot
-
o
im
nE
k1
i
Rl
OOI-
w

HAEOf w2} CHEL|CH
SHAE0| EF 40| Y= B2 YI0|E = It HHAIE selof & = ASLICL
4. "DQP(Disk Qualification Package) &ICl[0|E".

DQP:= ONTAP & 130|=2| 2& = HO|0| EE|X| &Lt

ONTAP &13[0|E = S AES 2lfLICt

ONTAPES Z12{|0| =0t = 2e{AE HT, So{AH e 8l AEE|X| HE{S =elgfi|rt. Lot
MetroCluster FC 712 32 S AE 7t Al=lE[X| §i2 XtE 22X It &detE[of A=K
SIQISHYAIL.

SHAE HHS elgfLt

BE HA 80| YO2{0|=E =0i|= version 8-S AFE3HH 2E =71 EHU 22| ZE A SUX| =Helsf{of fL|tt.

S AE HE2 22AHQ BE LE0|M AAE= ONTAPL| 7+ W2 HEQLIC} S2{AE HTO| ERZI ONTAP

B
o
22|=7t ot 2@ S AEE dazoj=g = ASLIC

1. 12 A

—

rot
-t

Az HE

set -privilege advanced

2. 2 AE HHO| EFZU ONTAP 22| =QIX| =helgtL|Ct.

!
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system node image show -version

3. 22{AE HHO| EtZIl ONTAP Z2|=7t Ol 22 B E =E2| ¢{T2|0|= ME{E &olstof gL Ct
system node upgrade-revert show
S AE HEHE =telgtL|Ct
S AHE YI20|E3t = LEJF Ho AMEfO|H S A0 Hoje £ 10 S AEIF FE| UK &0
o|'|__||:|-
1. 22{AHQ| =Tt 2ol MEfo|H S AHO| Hoje XtH0| JA=X| elgtL|Ct.
cluster show
clusterl::> cluster show
Node Health Eligibility
node0 true true
nodel true true
Ot HAF MENT} OFL| ZLE HESHR| o2 AR EMS 20N QFE olsty X K| E F|gtL|ct.

2. 2t RDB ZZA|A0f CHEH 74 AT HEE ZeletL|ct.

o

2tA|H | Oo|E{H| 0| A epoch X HIO|E{H|O| A epoch= 2 .= =01 CHSH 4 X|SHOF SFL|CE.
I P_—‘Iqa-l DI-AE-I'— oE il:()-” |:|.|0|.| |==Xe)

2 Joil= CHE #E OFAETE R

0| RDB T2 M|A
7|s1t
S 21X dlo|E{H|o|A

Virtual-Interface Managers

SAN 22| H|&

Off THSE REMISH LY

k=3
M=

E BAISIHE. .

0|80} EHL|C}.
£ UL,

ol gds

Z2{AH &

S AH

FAAI2 S2{AH &

‘S| AH 2

882 cluster ring show "ONTAP E& &%

A

SL=

2|
o

20|EL|} VLDB

& &-unitname vifmgr

JEI:
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O] loilM= =& <IX| ClIO|E{H|O| A Z2MAS 2o FLICH.

clusterl::*> cluster ring show -unitname vldb

Node UnitName Epoch DB Epoch DB Trnxs Master Online
node0 v1ldb 154 154 14847 node0 master
nodel v1ldb 154 154 14847 node0 secondary
node?2 v1db 154 154 14847 node0 secondary
node3 v1ldb 154 154 14847 node0 secondary

4 entries were displayed.

3. SAN SHF0|M &5 FQl 22 2 =7t SAN HE0l| Y =X| =HelghL|ct.

cluster kernel-service show

clusterl::*> cluster kernel-service show

Master Cluster Quorum Availability
Operational
Node Node Status Status Status
clusterl-01 clusterl-01 in-quorum true
operational

clusterl-02 in-quorum true
operational

2 entries were displayed.

4. st £FE admin@ 2 E|SE/L|CT

set -privilege admin

AZE[X] gt2 XtE Meto| Mot A=X| 2H2l(MetroCluster FC 71442t Sl 2)

22| AE{7} MetroCluster FC 7491 29 ONTAPE ¥Ia0|=3t = Al2lE|X| 942 XHE FMsto| A el =X
stol8fof BHLiCt.

MetroCluster IP 182 AI&5t= 2 0| EXIE A EL|CE

|
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1. 07| x| gt2 Ats Teto| 2dste|of A=A =St

[

metrocluster show

XS HAE Heto] gdstEl 22 B E£20i| Ch3 20| EAIELCE

AUSO Failure Domain auso-on-cluster-disaster
2. HHEO0| LIEtLIX| O™ of| 7| X| 2 X5 MetsS dHetL|ct.

LS — - LS 1o

metrocluster modify -auto-switchover-failure-domain auso-on-cluster-

disaster

3. Oll71X| gt2 XtE Heto|

ot

ot A=K 2helgtLTt.

metrocluster show

e

2 My

—

o
"C|A3 gl Oj12|A|0|E &ta|"

ONTAP Y 12{|0|E = B E LIFS7} & ZE| Q=X| &olstL|Ct
ONTAP ¢ 18|0|E TZMN|AC| UL Z HIMEI= IHEEl = AL | |FI=E EEOM Stete
HURH XEZ 00| 10| ME £ JELICH YOY0|E £ 8 LEN Q= LIFE AIESIEE
MHst 1 E|=2{0f gfL|Ct.
cHA)

1. IE LIFQ| AEHE FA|EHL|CE

network interface show -fields home-port,curr-port

-0
o
mjo
[l
X
i
X
[
ot
r
o

D= LIFO| cHsl * Status Admin * O] "Down"O|7{L} * is home * O] "false"Q! &

2. O|O|E LIF X|:

network interface modify {-role data} -status-admin up

3. LIFE = ZER E|E2|7|:

[=]
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network interface revert *

4. ZE LIF7t & ZEO| A=X| =l

network interface show

Of oflofl M= SVM vsOE8 2 E LIF7L & ZEO| JASS 20 FLICH

clusterl::> network interface show -vserver vs0

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port Home
vsO0
datal001 up/up 192.0.2.120/24 node0 ele true
data002 up/up 192.0.2.121/24 nodeO e0f true
data003 up/up 192.0.2.122/24 node0 e2a true
data004 up/up 192.0.2.123/24 nodeO e2b true
data005 up/up 192.0.2.124/24 nodel ele true
datal06 up/up 192.0.2.125/24 nodel e0f true
data007 up/up 192.0.2.126/24 nodel e2a true
data008 up/up 192.0.2.127/24 nodel e2b true

8 entries were displayed.

* "HIESRIA QlE{m[o]A"

= SHLtZ M E ZA2, ONTAP 2ZEQE ¢ 0|=ESH = &7t
A&

AAZOH S HEMAIL. EftHO| * of * ol AR LIS S +AHSIHAIL.

ONTAP 9.7 0[50f|A{ ONTAP 9.8 O| &2 2 HESIZ 7dS &L Ct EMS CHAo| CHet M2d S

Aol EMELIN? HIZ5HX| gb= HIESZ MH|A FHo|| M EMS LIF
MH[AE H|AH gLt

Z2{AE{7} MetroCluster L& LI 7}? HEQZ U AEZ|X| MEHE SHlIBtL|C}

SAN 7-80| UELI7? SAN T4 = efelgL|ct

ONTAP 9.3 O[30l M Y 12|0|ERHOMH NetApp MEA  KMIP M HZEZS T4 eL(Ch
AZoE ArEStLE UASFLITN?
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AAZ0AH SHEMHAL. EHHO* of * 2l AR LIS S S-SIUAIR.

2E 3R 097t JA&LII? O|5E 2EE 37 0|3 AA EES i X|RLICH
ONTAP 9.9.1 O|X0j| MM El SP(MH|A ZZA|A]) MH|A I2M[M0]| HHALT = U= AF HE At E
M| A0 CHEE AHEXE AFHO| USLIT? stolgfL|Ct

2 12{|0|= < ONTAP HEHZ 74 E =telgLct

ONTAP 9.7x O|5}0{| A ONTAP 9.8 O|AtO 2 A 8|0|ESH Z0f|= HER A S &oldlof
SiL|Ct ¥ 1280|= = ONTAP= 20| 2 L MEHE XI5OZ DL E{&IBtL|CY,

A
1. 2t ZEJH o &t HEEINAE THjQlof] AAE o= A=X| =olgfL|ct.

network port reachability show -detail

Ol CHet XEMIBt LI 2 network port reachability show "ONTAP HE HZEULICH'S HXSIMAIL.

B S200 A JHs ZF Te|0f YSLIC CHS TTHER|S B ALGSI0] Lj AlEf ZnH(LH Aeh)E ofetotn
CHSOl £33 JRY(Qls F2)2 ZHELICE
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reachability-status =
ok?

e Unexpected ports?

Wait a

reachability-status = minute, and
unknown? then try

again

Unreachable ports?

reachability-status =

misconfigured?
Run repair Consider
command splitting
broadcast
domains
reachability-status =
no-reachability? Nothing to
repair
v
Consider
reachability-status = A Y L merging
multi-domain broadcast
reachability? r domains
O
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&Lt O ZEO|= &l BREINAE TH|Qlof| Chet HlE 2 =2 7|50] ASLICE

T THS A - MEf7E EAMOIX|SH O K| 23 EEIL U AL St O[N] HREHAE
ZO19I2 St 20| FLLICE XHM2 LIS S MEZHIAIQ "HECHAE Eojols

HetetL|ch .

STE IS - HENTL "HAO|X|Pt "HAS o~ Q= EE"Ql AR SILL O|AQ] HEEIWAE
CHQIS 2Edt= Z10] ZELICE KNS LIE2 S BXSHYUAQ "EECIHAE TH QIS
satgtLch.

EE7tsd - SEiZEEYmol o 7[X] gL HEE & fle ZETL fls 3% 7140
SHHE AL

0

2R FYEUSLICL Ol ZEO= 2YE EREIHAE EH|lof tist AlE 2 = 7|50 giX|Tt THE
g BZEIHAE THlof tist AlE 2 £ 7[50] ASLICH

ZE AZS 57 & USLILL LIS SBS HAoH A|A-0|M e ZEJF MAHZ 7hset
HZCEIHAE @l g

I
SESEIE =S E Hé.AIE

OfL|2 - L fEH O ZEO|= 7|&E EZEIHAE TH|Qlof| chist AlE 2 =F 7S0] YELICt

CtE ool Lo =2 O] ZEO|= S2tEl H2EIPAE TH|QI0| CHE AlZ 2 £ 7|50| QK| L 0| Ato| CIE
tsd HIZCIHAE THQlo] st A 2 =2 7|5k &LICH

S2A HE 8 AKX FYS ARSI SHIZX| §iAL ZEO| S E EREIHAE
COQIS StLt Ol ke HEEIWAE it Hetsl{oF sh=X| 2heletL|Ct.

KtMISt L2 S FZOHHAR "EE2EIHAE EHQlS HelplL|Dl B e ZE B
ts4g".

A (=] C L
=) EE ks

0%
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1. EMS HIAIXIS HE 4= Q= LIF X 2t HIEY 3 MH[A FHS AMHLCH

network interface show -fields service-policy -services management-ems

vserver 1if service-policy
cluster-1 cluster mgmt default-management
cluster-1 nodel-mgmt default-management
cluster-1 node2-mgmt default-management
cluster-1 inter cluster default-intercluster

4 entries were displayed.

2. Z} LIFOI|M EMS CH&fof CHet A2 S =telstL|Ct.

network ping -1lif <1lif name> -vserver <svm name> -destination
<destination address>

2t L E0iM O] 2 S s ATLICE

o

cluster-1::> network ping -1if nodel-mgmt -vserver cluster-1
-destination 10.10.10.10
10.10.10.10 is alive

cluster-1::> network ping -1if inter cluster -vserver cluster-1

—-destination 10.10.10.10
no answer from 10.10.10.10
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set advanced

4. T JtsMO| Qe LIFS| AR MHSHMR. management-ems SHE AH|A HHM| 2 LIF MH[A:

network interface service-policy remove-service -vserver <svm name>

-policy <service policy name> -service management-ems
Ol CHet XEMIBt LH2 2 network interface service-policy remove-service "ONTAP EH
HEYLICHE HXRSHA 2.

S. 2| - EMS LIFZ} O|H| EMS Efzlo] et H& 7|52 MSsh= LIFOZ HE 0] A=K ISt

ONTAP 21 13|0|E & MetroCluster 7142 HEQT I AEZ|X| AEH
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MetroCluster 70| A| ONTAP 22{AEKE Y 2|0| =3t 20|= 2t 2HAEZQ| LIF,
OHOZ|AO|E, 2&2| MENE =kIsHOf gtL|Ct,

1. LIF &EE =l St

=

network interface show

e 2 Al &2 sSVMOf| Tt LIFQ| 2t2] &Ef7F 7hS0| 1 & L= =0f| A0{of RfLICH Ef2 SVME 2I2t LIFE 2
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clusterl::> network interface show

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
Cluster
clusterl-al clusl
up/up 192.0.2.1/24 clusterl-01
eZa
true
clusterl-al clus2
up/up 192.0.2.2/24 clusterl-01
e2b
true
clusterl-01
clus mgmt up/up 198.51.100.1/24 clusterl-01
e3a
true
clusterl-al inetd4 interclusterl
up/up 198.51.100.2/24 clusterl-01
e3c
true

27 entries were displayed.

Oi22[AH[O|EQ| LEHE =felgtL T},

=

storage aggregate show -state !online

O] -2 _not_online E{QI EE OI2|AHO|ES EAIYLICE Yo 2 Al 2Z AO|E| J= 2=
Oi32|AI0|E= 222! MEH0{OF LIt SHX2H MetroCluster 7+440| Tt 521 Z L T 57 AFO|ES| RE
OHZ[AO|EE IRl EfZ Hatet o= ASLIL.

o] o= B &= &2 2HAEHE EHELIL,

clusterl::> storage aggregate show -state !online

There are no entries matching your query.

Of ool M= RHoll =5t AtO|ES| RE 02| AH|0|E7F E2tl JEfQl Fet 22{AHSE 20 LI,



clusterl::> storage aggregate show -state !online
Aggregate Size Available Used$% State #Vols Nodes RAID
Status

OB 0B % offline 0 cluster2-01

mirror
degraded
aggr0 b2
0B 0B % offline 0 cluster2-02
raid dp,

mirror

degraded
2 entries were displayed.

volume show -state !online

0| HHL not_online AE{Ql B E 282 HA|EHL|C}

rin

MetroCluster T1A10| MAF Zt5 Z0l AQALIX|QH AE{7} OFE), 2HAEN| Y= EX SVMO| AR
EE(SVM 0|20]| "-mc"2 F7tEl £8)0| £2{0f| HA|=|0{0F FfLCt

xgh Aoet 25 2atel M7t FLick

Of oflofl M= Mol =+ ALO|EQ| 2FO0| 2+l HENZt ot FHaHl MEfe] 2HAHE 20 FLIC)
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clusterl::> volume show -state !online

(volume show)
Vserver Volume Aggregate State Type Size
Available Used%

vs2-mc voll aggrl bl = RW =
;SZ—mc_ root vs2 aggr0 bl = RW =
;SZ—mc_ vol2 aggrl bl = RW =
;52—mc_ vol3 aggrl bl = RW =
;SZ—mc_ vol4 aggrl bl = RW =

5 entries were displayed.
4. UX[SHX| = EEO0| =X &elgtL|ct,
volume show -is-inconsistent true

E HZESHYAIR"NetApp XA 7|2 ZE0| WAFL Z2E|X| 52 HA|" L2E|X| 42 252 i E25H= Lol
CHEH.

ONTAP € 13|0|E = SAN 74 & =elgfL|ct

P

ONTAPE & 18|0|=%t &= SAN A0 A LIFH| M2l 2 O|L|A|K|O|E{7} LIFO| ¥3Xo =2
CIA| HEE|R}=X| 2QIsHOF ShL|Ct.

1. 2} O|L|AJ0I[O|E{7} SHIE LIFO| HEE0] A=X| QIS Ct,
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° iSCSI O|L|A|0f|O|E{ L}&E:

iscsi initiator show -fields igroup,initiator-name, tpgroup

° FC O[L|A|Of|O]Ef LIE:

fcp initiator show -fields igroup,wwpn,lif
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1. Key Manager 22 FAELIC}
security key-manager setup

2. KMIP MH{ =7}

security key-manager add -address <key management server ip address>

3. KMIP M7t HEE|A=X| geleti|Ct.

security key-manager show -status

4. 7| MHE F2|gLICt
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security key-manager query

5. A 91 7| 3 S 722 WABLICL

ol

security key-manager create-key -prompt-for-key true

x4 32Xt0] 2o E HHSHMIR.

6. M Q1= 7|12 HalgLict,
security key-manager query

7. SED(AHH| =8t CIAZ)0] A 215 7|5 S ELICH
storage encryption disk modify -disk <disk ID> -data-key-id <key ID>
() #zllM Mz 915 712 ArgsHIR.

8. LRt AL SEDO| FIPS 7| €2 &Lt

storage encryption disk modify -disk <disk id> -fips-key-id
<fips authentication key id>

Hot HFof| M Tl0|E| 2152t FIPS 140-2 21501 CHal M= CHE 7|12 ArEdlof 8= B2 ZH2H0] sl 2| 7|12
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