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data policy. an 53 group.

! ;

Create or modify
access policy statements.
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Create the object store Enable access to 53
sErver, object storage.

Create a bucket.

Create an 53 user.

Create LIFs if needed.
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cluster-1::> storage aggregate show

Aggregate Size Available Used$% State #Vols ©Nodes RAID Status
aggr 0 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr 1 239.0GB 11.13GB 95% online 1 nodel raid dp,
normal
aggr_ 2 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr_ 3 239.0GB 11.13GB 95% online 1 node2 raid dp,
normal
aggr 4 239.0GB 238.9GB 95% online 5 node3 raid dp,
normal
aggr_ 5 239.0GB 239.0GB 95% online 4 node4 raid dp,
normal

6 entries were displayed.

JEE B L E X[7F (U= o a2[AH0|ETL gl= B2 'storage aggregate add-disks' BEE
td 7| ol E| |O|E0| Elﬁﬂg Z7}8t7{Lt 'storage aggregate create' HHS AF235H0] Aj
| Al

HESZ 27 AteS ottt

S3 AEZ|X|E E20|AHE0 MS57| Mol HERZO0| S3 Z2H|XN Y RFAAE EFSIES
SHEEA FHEIRA=K] =elstof ghLCt.
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MEU(EHRS ER)
IPspace(7|2 IPspace 2/0| 22 Al)
HUQH IEZQ w2t 2t EREIHAE CHQI9] 7|2 UM OF F7t)

o| ZrAHof| CHaH
212 FabricPool RE*(EEFO E)AE 5l 214 S3 2210|HE| AL H|0|E SVME AE6t1 H|O|E LIFE A3sHof
LIC}. FabricPool 22IRE AHE2| 32 E2{AH O|0{A0| HRSIX| $on = QIEZHAE LIFT &30k gL|Ct.
ZZ FabricPool 22 #Z9| AL A|AH SVM("EHAE")S AZ8H0F X2t LIF M S 2I$ T 7HX| 40|
UELICE,
* 2HAH LIFE ALY 2 Q&LICH
Ol SME MEHsIH I O| A LIF 140| ZHRotX| X2t 22 AE LIFS| EcfTio] Z7tgiL|Ct ot 2H AHE2
CIE S AEHOM BN AL 4 AELICE.
* H|O|E{ & QIE{Z2{AE] LIFE AIY £ USLICE
Ol SM2 ALESIHH S3 Z2EZ0| LIFE A= S 71 40| ERetL|Ch SHX|2t 23 AS L CHE
S AE0| LSt 21 FabricPool 22IRE HZ O MM AT £ QI&L|CE
CHA|
1. A2 758t 22|18 ZE 5l J7H4 TES HA|RL|CH
HEYI ZE &
° 7ts6tH C|o|E HIEY O CHel [0 £Eo| ZEE AME6H{0f fLICE.
o AAol M52 o Ho|E HEYIAS ZE M QA0 SYTH MTU AH0| A0{0F BL|Ct
2. MEYI O|ES AF2SI0] LIFOf Cist IP =4 Sl HES3 O0tA 3 ZfS gEtstais AR, AEUI0] ZHst A
7tset Z2%t FATF J=X| &lptLC,
HEIZ MEY &
MEUlol= SYst AIE 3 MEUI0| £5t= IP 4 E0| IR0 JELICH AEYI2 network subnet create
HHZ AFE5H0] MM EICE
3. A2 7158t IPspace EAl:

HIE<2I3 IPspace &

7|2 IPspace E£= AFEXl K| IPspaceE ALE

et
4>
0
>
C
i)
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4. |Pv6 TAE A3 S2{AE0|M IPv6e0| ZMSHE|0 Q=X| ZelgtL|ct.

3t 22 'network options ipv6 modify' BHS AFESI0 IPv6S AFESIEE A8 +~ USLICH
M 83 AEZ[X| 8E Z2H|NIE {IXIE BHLLICE

M 83 HZIS Ald5t7| Tof| M| SVMO|LE 7|ZE SVMO| Xk 241X ZF3HoF &Lt O]
230 et IS =27F Y ELI.

MEH

* S30f| CHal Z-4StE(X] 92 M SVM K= SVMOIA HZIS Z2H|X'J5I2H L2 &=2| TS 2ot A2,
"S3E I SVYME Mgt Ct
"S30 CHet M2l S Mgt

S3= NFS % SMB2t SVMOIM SZ& 4= JAX|2, Chz & StLtzt &l 22 M SVMS WHste & MEd
ALt

° S AE0UAM S3E MELE AFESIESE A5t JASLIC.

° S3 X|HS dYsIotA| e = S AH| 7|1E SVMO| ASLILH.

° S{AE{0] StLt 0] 42| 83 7| SVMO| A1 &5 S-0| THE & CHE S3 MK E LTt SVMOM S35
gystet = HZl ZZH|X'dS T,

* 7|& S3 7|8t SVMOIAM 7| 2l EE= F7F H3lg T2H| XISt H CHE P52 TS 2EstiAlIR.

"S30] Chist HZlS Mgt

SVMO| CHoh 83 UMA S g etL|Ct
218 sVmME Mg|ct

S3= SVMe| CHE T2 EZE0 &S £ UX|TH HUAH0|AR RIZZEE H2[SH| I M
SVMS MMt £ SL|LCt

o Zteof| CHaH
SVMOIA S3 QEHE AEZ|X|Tt H33H= 22 S3 A= DNS 40| HQsHX| ¥&LICt J2{LI 2 T2EZES
At2st=E A2 SVMO||A DNSE 248 4~ '§L|L'_|-

System ManagerE AH35t0] A AEZ|X| VMO| Lot S3 AMAE FHSHH QIEM U HEYL HEE ™Hste=
HAIXIZ7E EAE| D AER|X| VM 2 S3 LENE AER|X| M7t THY 2o = MMEL|CE

ocod
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of 1. EHA|

A AR 22| X}

S3 MH{ 0|22 Z2I0|AHET} S3 UM A0 AHRE FQDN(HF3HEl =21 0|2)o 2 &g Z=H| 7t E|0f 00}
SIL|CH S3 At FQDNE 13l 0|20 2 A|X}SHK| 2totoF EL|Ch.

QE{I|O| A gt H|O|E{0l| CHEt IP FAE e FH| 7} =[0f QLojoF gLt

QIE CAME ABME AEdt= FR 0 BXtE sddts S ailT ASME Y=otet= HAX| 7 EAIELICE
LEoH A|AHRIOM MYES QISME AR Y = JAFLICEH

1. AE2|X| VMOIA S3E MAEHL|Ct,
a. M AEZ|X| VM 71 * AEE|X| > AEZ|X| VM * 2 2213t O3 * 7t * E Z=IgfL|Ct

=

7|1E 2E2[X| VMO| §l= M A[ARIQI AR * THA[EE > Z2EZ 7

0x

*
o
mju
m
ot
-
o

7|E AE2|X| VMO S3 MHE X71st= AR * AEE|X| > AE2|X| VM * £ 22/8t1 AER|X| VME
Mgt kg % * 8 2etn 8 SLICH gy S37 o2,
a. S3*%A‘|§I-

£ 2=/ot [}3 S3 MH 0|8 S YL Ct
k=)
=

o
b. JIZM FY

rx
m
o
g_l-
r
o

AIABIOIA 3t QIZH EE ALt Q1B 5 SHLEE MESE SatololE AN A0 Wegct,
c. YT QIEHO|AS BLIC

WA QIZME Melst A A AEE|X| VM AA0| BolE|H QIFA HiEst EAIELICH
S2(3t 1 220/91E HMAES 9lsh HEBILICH

2 7| ChA EAIEIX| 2ALICH
© UIBEN HEIt CHA W P * AERIX| > AE2|T| VM * & 22UotD AE2X| VM Meist S -
g% - g 22emt
= .

CLIZE XA

1. 83 2t0| AT 22 AE | M 2to| HIAE| =X =telgtL|Ct.

M- =

'System license show-package s3'2 MEHEIL|C}

|

X U2 AR Y IR A 22 L.
2. SVM MA-

'vserver create-vserver_svm_name_-rootvolume_root_volume_name_-aggregate_aggregate_name_-
rootvolume-security-style UNIX-language C. UTF-8-IPSpace_|IPSpace_name '

° '-rootvolume-security-style' &40 UNIX &S AtggfL|Ct,
° 7|2 C. UTF-8 -language' SM& AtE%tL|Ct.
° |PSpace &2 MEH AFSQILICE

3. M MAIEH SVME| T4 2 Al 2ol

= .
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'vserver show -vserver_svm_name_

'Vserver ZtS ME L0 = 'H F' LENIF HAIZ[O{OF HLICH 7|8t T HENIL HEAIE= B
3t 7Ho

2, SVMS2 AX|StL CHA| MM sf{oF BfL|C},

CHE HE2 IPspaced|A] CI|O|E| HNAE 2|t SVMS MM EIL|C}. spaceba:

cluster-1::> vserver create -vserver svml.example.com -rootvolume

root svml -aggregate aggrl -rootvolume-security-style unix -language

C.UTF-8 -ipspace ipspaceA

[Job 2059] Job succeeded:
Vserver creation completed

=
=
=
[

iQ
>
2rC -
o
N
rhr |m ru0
?.'_gHIO:E
1l
Hug

E 25 1GB H9IZ SVMO| MHE|1 (IS = AIZIE|0] "Ml F' AEfof
RS ZSSHK| et= 7|2 OJIAEE HHHo| Qoo 2 MM A\| EE 288

T——=8=

cluster-1::> vserver show -vserver svml.example.com

Vserver:

Vserver Type:
Vserver Subtype:
Vserver UUID:

00a0983d9736

Root Volume:

Aggregate:

NIS Domain:

Root Volume Security Style:

LDAP Client:

Default Volume Language Code:

Snapshot Policy:

Comment:

Quota Policy:

List of Aggregates Assigned:

Limit on Maximum Number of Volumes allowed:
Vserver Admin State:

Vserver Operational State:

Vserver Operational State Stopped Reason:
Allowed Protocols:

Disallowed Protocols:

QoS Policy Group:

Config Lock:

IPspace Name:

14

svml .example.com
data
default

b8375669-19b0-11e5-b9d1l-

root svml
aggrl
unix
C.UTF-8
default

default
unlimited
running
running
nfs, cifs

false
ipspaceA

vsadmin AFZ X} 71|JHO MM R AEIRILICEH vsadmin E&H0| 7|2 vsadmin AF2X}



SVMO|M CA RIZSME M ddtn XLt

S3 22I0|MENM S3 7|8t SYMRZE HTTPS EZfZlS 2t M3tst2{H CA(RIS 7|2 QIS MIt
Lot}

O Zte10i| CHH

S3 MH{7L HTTPEZ AR 7Y £ A CAQUSAM 27 Al g10| 220[HEE F8e == UX|THTTPS
EZLS CAAE M7t U= ONTAP S3 MHZ E235H= 20| 718 E5LCL.

IP E2{TO] EHAH LIFZH S2tot= 22 AESt AL Al|0l= CA IS M7t EROHK| gh5LIC)

O Zxto| XIH2 ONTAP XA M ASME 2S1 AXIGfLICt EtAL SSEA2| CA ABM T X[ ELICE XbASt
LHE2 HEX 25 HBME HESHAIL.

LLO 20O

=7t 7 SH2 22 IS M man HO|X| S EHZESHIAL.

1. XtA| MHE CIX[E QIBA HA:
'Security certificate create - vserver_svm_name _ -type root-ca-common-name_ca_cert_name _'

-type root-ca' M2 AtM| M E CIX|E ASME 2H=0] EX[5I0] CA(RIE 7[2hH)E ALESIO] THE S A
MEELCt

'.common-name' 42 SVMQ| CA(Q!IZ 7| 0|5

fujo
=

H-JotH QAF A2l HH| 0|FS YL uf ALEELIC.

7|

ro

SXM 37|= 2048H| EQYLICE

of

cluster-1::> security certificate create -vserver svml.example.com -type
root-ca —-common-name svml ca

The certificate's generated name for reference:
svml ca 159D1587CE21ES9D4 svml ca

re
ol

Mol H-gE o|F0| EAIZ[H o] ZXto| o|= THAIE 2|3l A ZoHof BLC,

N
ro
ol

MME 2y dd:

'Security certificate generate - csr-common-name_s3_server_name_[additional_options]'

R
0B

2H9| '-common-name' 0i7{H 4= S3 A{H{ 0|5 (FQDN)O|0{OF BfL|C}.

Rt F<2 svMmof thist /x| 8 7[Et MR BEE MSE + ASLICH

-

I.

I_
2

[k
P

IS0l HEE 4 YEE ASH 2HT} Il 7|0 BAES HRAst2HE HAIK|T EAIFLIC
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3.
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SVM_CAZ AtEdt0| CSRO| AE3t0{ S3 AH{ Q| IS ME d-getLLt.

'Hot 915 M M - vserver_svm_name_-ca_ca_cert_name_-ca-
serial_ca_cert_serial_number_[additional_options]'

O[T THAIO| M AtESH BE S Y=BlLIC)

° '-ca'— 1HtA|0f| A =Bt CAS| B E O|SQILILCE.

° '-ca-serial' — 1CtA|2| CA €& HSRIL|CH K|E =0 CA QS A| 0|E0]|
svm1_ca 159D1587CE21E9D4 svm1 _ca®l 22 43 HS = 159D1587CE21E9D4 LIt

o
oY

Ml

Jl2Hoz MEE 2B M= 3652 20 Bt EL|CL CHE 2tS MESt 0 CHE ME MR HEE X8

UAgLICt.
HIAIX| 7 EAIZ|H 2EA0 M XMTet ASM 2 EXNES SARSHH L=RLIC

MEE ASMIL BAIEH LIS ALY &= A=E HFLICH

- 83 7|9k svMmofl MEE 2AE M 2X|:

'Security certificate install-type server-vserver_svm_name__

HIAIX|ZF EAIZ|H St 72l 7|15 U=RfLICt.

S M Hlo| 2Rt FR S ASME A=l = ASLIC

=
N
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x
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cluster-1::> security certificate show -vserver svml.example.com -common

-name svml ca -type root-ca -instance

Name of Vserver: svml.example.com
FQDN or Custom Common Name: svml ca
Serial Number of Certificate: 159D1587CE21E9D4
Certificate Authority: svml ca
Type of Certificate: root-ca
(DEPRECATED) —-Certificate Subtype: -
Unique Certificate Name: svml ca 159D1587CEZ21E9D4 svml ca
Size of Requested Certificate in Bits: 2048
Certificate Start Date: Thu May 09 10:58:39 2020
Certificate Expiration Date: Fri May 08 10:58:39 2021
Public Key Certificate: ----- BEGIN CERTIFICATE-—----
MIIDZ ...==

Country Name: US
State or Province Name:
Locality Name:
Organization Name:
Organization Unit:
Contact Administrator's Email Address:
Protocol: SSL
Hashing Function: SHA256
Self-Signed Certificate: true
Is System Internal Certificate: false

S3 MH|A C|o|E FHS M-dghL|ct

S3 C[O|E 8! 22| MH| A0 Chish MH|A HMS HEe £~ UASLICE LIFOA S3 H|O]E
EZfIS 2dalsia{H S3 AfH|A Cf|0|E] FHO| ZREtL(C}.

O =fe40i| CHH
HIO|E LIF 3! QIE{E2{AH LIFE ALE3ts B S3 AlH|A H|O|E FHMo| HREtLITH 2 H|Sst AHE At0AM
S AH LIFE AEdt=s ZR0= ER6H| gLt

LIFOll Al A HMS XIFet 22, 0] HMS ALRst0] LIFO tHst 7|2 oig, U B4 U Hloje Z2ES 228
MBIt

SVM X LIFO] 02| Z2EZSS 7 4Y = UK QLEHE H0|EE MY M S37t Rt TEEZ0| =8 o=
20| EFLICE.

£
1. Hot B8 8 g0z HAL|C

ME Z2[22[X] 28
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2.

MH|A |OJE HM 4.

'network interface service-policy create-vserver_svm_name_-policy policy name_-services data-core,
data-s3-server'

ONTAP S32 RWQWFE ol 23t MH|A = 0f|0|E| 20{(Data-Core) & Ci|0|E{-S3-A{H{(Data-S3-Server)
MH|AEJLICE T, CHE MH|AE= HRof| o2t Zere &~ JELICEH

H|O|E{ LIF A

M SVME Hdet 22 S3 UMAZ 2ol W d5h= T E LIFE= HIOIE LIFZt =|0{0F £fL|Ct.

AlZfoto] FHof

c 7|12 2g|

X~
* MHU 0[S 2 ALE5F0] LIFO| L3t IP F4 X HEYT 01AT

EE =gH HEXI ZET} 22| 'UP' JEI 2 =0 LO{OF BiLCt.
WS gYstai= 32, AMEUI0| o]0 ZXsHoF
gLt

MEU= 2t AE 3 MEUO
AtEdHo| ZHELIC.

JP)
rr

ot IP & 20| ZYE[O JASLICEL HEHI MEH 2H=7| BHES

* LIF AMH[2 ol o|o] ZX{sH{of ghL|Cf.

ol

o

0o mju oH1

ErHofl Chaf

UstH|EYT TEOM IPv4 U IPv6 LIFS D5 MAS 2 ALt

o

2 AE{Of| LIF7t B2 &< 'network interface capacit
EFJ_I'I- Zf iEO{IA-I x| o‘lEll_ L|F .Q.EI:O 9_}'O|ol- A O|A

=2 T M-d

= LIF

|— <
o

ot Mjo
=
o
St
2
1
]

>

m
=2
Rt
A

s

mn

o
Z FabricPool (222 L) AIE2E AHE8%t= 32 2H

£

1.

18

LIF AAd:

'network interface create-vserver_svm_name_-lif_lif name_-service-policy_service policy_names_-home-
node_node _name_-home-port_port name_{-address_netmask ip_address_|-subnet-
name_subnet_subnet_name_} - firewall-policy data-auto-revert_revert_revert_false

° Z LEELIFOM HEHZ QAEIo|A £|S2]|7| FHS A mf LIF7t Bratsh= = EQILICH

CESELIF7L -auto-revert SMS ARSI 2 tE 9l 2 TEZ XAI5OZ E|SO0H=X| (R E X HY &
ol&L|Ct
= .

° -home-port'= LIFO| A 'HIERIZ QIE{H[O|A E|S2|7|" FHS HASHH LIFY} gtate|s =28 e =2|F
ZEQLICE

° |P A £ -address' ¥ -netmask’ FM 2 AHESH0] X|™HSHAL -subnet_name' M2 AHESH0] A E4ll0]| A

= % Matgt 2 QELICE

o MEUIZ f Sto] IP AL HEIA OIAIE KNBsHH, MEUlo ™o|=l AEUI0| siE HEUUEZ ALESHH
LIFE MM mj siie AO|Eolof CHEt 7|2 BAZ7 SVMO| AF S22 FIHEIL|CH

o MEUIZ AESIX| gt 502 |IP FAE &Ctst= AL CHE IP A 24l 2210|HE EE= =02l
ZHEEHII Q= E2 AO|EH0[of CHEt 7|2 2IREE FHsHoF & £ JUSLICE 'HERXF ERE MM man



H|o|X|ofl=

SVM LHOllM H& 2}
° 'firewall-policy

‘gae

MMsHE HEIF TSR0 JELICEH
| 22 LIF S&tat St 7|2 dataS AFEELICE
Lo w2t LS| AFEXE XM Yot MMZ ob50 e 4 JUSLICH
@ ONTAP 9.10.1.15E 2ot MMO| AFRE[X| UOH LIF MH|A MO Z 20M S| CHA|E! L|CH
KNS LI S BXSHMAIQ "LIFS| gfotH Mas st |Ch,
o XIS E[E2|7|'E AHESHH AR, 22| Cf|o|E{H[0]| A S| AE HE = HEY 3 HZEO| O|F0{X|= AlZ]0f
CIOE| LIF7} 2 = EE X}& —_rlEl"II HEE XHY £ JSLICE 7|2 HH2 falseE MHE[0] QUX[T
ArEXL 2HAo| HIER T 22| Ao 2t falseZ MM &~ Q&L|CE
° "-service-policy' M2 ALEX}7t THE H|O|E U 22| MH|A M0t TSt 7|Ef HAM S X|™BtL|Ct,
'-address' M0 IPv6 F=AE SESIHH CSat 20| SHUAL.
a. network NDP prefix show BEZ AFE5H0] CHSt QIE{I|0| A0 A 55Tt RA prefix SE2 & & UCt
15 Het 2Z0| M network NDP prefix show HHEE Ar28 4= QIC}.
b. IPv6 TAE 2 FAd5t2{H HFALd @AS AHEEL| T
HEAtE CHESE QIE|H|O| AN &5 M EALQILICE
IDE T=E5t2{H A2l 64H|E 1674 XIS MEATLICE
3. 'network interface show' @&ES A2t LIF7t 83MO 2 MME|U=X| =HoletL|Ct.
4. ME P FA0| HEE £ UE=X| 2OlEHL|Ct
CIS2 &elstz{®... ALE...
IPv4 FAQALICH HESZ €
IPv6 FAQIL|Ct HE®3 U6
o
CtS HYS HAstH

node?2

I-O HZl 2

O ocoo=2

'y-s3-policy' AMH|A MA0of| = S3 0| LIFE MAst= 20| EA|ELICH

HHH
od
network interface create -vserver svml.example.com —-1if 1if2

home-node

homeport e0d -service-policy my-S3-policy -subnet-name ipspacel
AHA;SIH cluster-12] 2= LIFZF EA|ELICH HIO|E]| LIF datalift ¥ datalif32 IPv4 A= L-4E[1D
datalif4= IPv6 FA2 A EL|CH
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cluster-1::> network interface show

Logical Status Network Current Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster-1

cluster mgmt up/up 192.0.2.3/24 node-1 ela
true
node-1

clusl up/up 192.0.2.12/24 node-1 ela
true

clus? up/up 192.0.2.13/24 node-1 e0b
true

mgmt 1 up/up 192.0.2.68/24 node-1 ela
true
node-2

clusl up/up 192.0.2.14/24 node-2 ela
true

clus?2 up/up 192.0.2.15/24 node-2 e0b
true

mgmtl up/up 192.0.2.69/24 node-2 ela
true

vsl.example.com

datalifl up/down 192.0.2.145/30 node-1 elc
true
vs3.example.com

datalif3 up/up 192.0.2.146/30 node-2 elc
true

datalif4 up/up 2001::2/64 node-2 elc
true

5 entries were displayed.

2 FabricPool A&3t0]| CHet CIE{22{AH LIFE MMeL|Ct
ONTAP S3E AF2310] 212 FabricPool (2R E) A|IZ3E &Mslst= 2R
|

QIS AH LIFE F4olioF gLICt. HIo|H HER 22t 375H= ZE| Chist QIE{22{AH

A|Zfot7] FHof
* 718 22H = =2|X HEYI ZETL 22| 'UP' SEiZ FHE[0] RLo{oF BfLICt.

* LIF AMH[2 F&of o|of] Zx{3H{of ghL|Cf.

Of ZfHofl 3



A ZAH LIF= 22 Fabric £ AlE2tLt 2% S3 0HZ2|ZH|0| S MSst7| 23l 2ERSHK| &L Ct.

THA|
1. 22AH XE LHE:

HEY3 ZE &

CHZ WA M= "cluster01"e| HIE®IZ ZEE HH{FL|C.

cluster0l::> network port show

Speed
(Mbps)
Node Port IPspace Broadcast Domain Link MTU Admin/Oper
cluster01-01
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000
cluster01-02
ela Cluster Cluster up 1500 auto/1000
e0b Cluster Cluster up 1500 auto/1000
elc Default Default up 1500 auto/1000
e0d Default Default up 1500 auto/1000

2. N AE SVMO| CHS QIE{22{AF LIF MA:

'network interface create-vserver cluster-lif_LIF_name_-service-policy default-2/E{22{AE{-home
-node_node_-home-port_port_-address_port_ip_-netmask mask '

CtS ofloll M= QE{22{AF LIF 'cluster01_iclo1'2} 'cluster01_icl02'S A stL|Ct.

cluster0l::> network interface create -vserver Cluster -1if
cluster0l icl0l -service-

policy default-intercluster -home-node cluster(01-01 -home-port eOc
—address 192.168.1.201

-netmask 255.255.255.0

cluster0l::> network interface create -vserver Cluster -1if
cluster0l icl02 -service-

policy default-intercluster -home-node cluster(01-02 -home-port eOc
—address 192.168.1.202

-netmask 255.255.255.0

21



3. QIEEAH LIF7t $E = A=X] gelet|Ct.

HIERI3A 2IE{H[0| A show-service-policy default-21E{ 22{AH

cluster0l::> network interface show -service-policy default-intercluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node Port
Home
cluster0l
cluster0l iclO1
up/up 192.168.1.201/24 cluster01-01 eOc
true
cluster0l icl02
up/up 192.168.1.202/24 cluster01-02 eOc
true

4. QIE{Z2{AE LIF7t 3E&[=X] glgL|ct.
'network interface show — service-policy default-Q/E{ 22| A E{-failover'
CHE W0l M= eOc ZEL| QIE{E2{ A LIF 'cluster01_icl01’2f cluster01_icl027f e0d ZEZ HYUQHEICH=
A2 Eof ELICL

cluster(0l::> network interface show -service-policy default-intercluster

—failover

Logical Home Failover Failover
Vserver Interface Node:Port Policy Group
cluster(O1l

cluster0l icl0l cluster01-01:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-01:e0c,
cluster01-01:e0d
cluster0l icl02 cluster01-02:e0c local-only
192.168.1.201/24
Failover Targets: cluster01-02:e0c,
cluster01-02:e0d

il
=
0%

d-J Ll ct

S3 REHE K& A AH
A

ONTAP QEHE XZEA MHE= ONTAP NAS 2 SAN MHO|A H|Z26t= O = E2
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AE2|X|7t OtL|2} HIO|E & S3 LEME=Z Zha|gfL|Ct.

AlZtst7| o

S3 AMH{ 0|2 22I0|¢UET} S3 WM A0 AHEY FQDN(E#EHE Tl 0| )22 e FH|7t £[0f QLo{oF
SfLICH FQDN2 HZl 0|E2 = A|Zte &= gl LTt

KM MEE CA IS MO EHAOM ZHE B M) = 2|7 CASSYHUM Mt AS A7t U0{OF BiLICE IP
E2imo] S AH LIFZH S1t5t= 22 AH|IEst ALE A0l = CA IS M7t ER5HX| gh&LICE.

2= i._ MEA MB 7} MAME|E UID 02| RE AFRAIZF MM EIL|CE O] 2E AF2XI0]| CH3 AMA 7| E= 245 7|7t
MME|X| EASLICEH ONTAP 22| XH= 'object-store-server users Regenerate-keys' HES AMaiSH0] 0| ALZXtQ
HANA 7|2 HIY 7|E HXsHOfF SfL|Ct,

NetApp 2 AMH|Z A O RE ALEXIE ALESHA| OHYAIL. RE ALEXIS| HAA F| £ A= F|E

(D) A8d= 2= Satolels ojZal3Ho|H2 QEHE HEtaol BE BAa A0l st 2E oxA
gt JHELICE,

[y 1

=7t M 8l HA| ML 'vserver object-store-server' man H|0|X| S £ XSHMA| 2.
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7|& AEE|X| VMOl S3 MHE F=715ts B2 O ZAHE ALEELIC 83 MHE M 2EE|X| VMOl =7t5t2{H
2 HZSHIAIR "S3E St AE2|X| SVM 4"

QIEIH|O|A Y Cf|O|E{0]| CHE IP FAE UAY FH|Jt E[0] A0{OF RL|CH.

1. 712 AE2|X| VMOI|M S3E A ELIC.
a. AE2[X| VME MEiRfLICt * AE2|X| > AEE|X| VM * 2 225t AE2X| VME MESH O3 * 23
* 2 225t = S=ILICt fx S3 * Of2H.
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N3t 2 22U C1S S3 M 01F S YBHLC

o
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Mot

=
=
= MENSHL|C],

o
o
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o
o
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Rl

ogt

AARIO| M WES QISM = AFERE QIBA & SHLHE MEISHE 220U E MM A0 LT

d. HESQZ AEHO|AS ATILCY.

=]
2. A|AEIOAM AAMSEOIZSME MEHSE AL *H A§E|x| VM AMAMOo| &HolE|™H QIS A ME T EA|EIL|CE

OO L- LO
CIRZLC * E 225t 22 9|8l MEtSHL|C}.

§
re
[m
2
= 4
>

° H|Z 7|= ChAl EAIEIX] §i&LICEH

—_

© QIBA HETCIA WRY P9 * AE2IX| > AEX| VM * & 22otD A2|X| VMS MeidtCtg -
PS

243 * & S=gLIL

vserver object-store-server create -vserver svm name -object-store-server
s3 server fqgdn -certificate-name server certificate name -comment text
[additional options]

S3 MHE WHY mf = LIS AREX| FIt SHE XY &= ASLICH

O|E€ == ASLICY.

° 2 AE2E FHSt= 8 SVM 0|E2 H|0|E SVM E= AAR SVM(E2{AH

~

° OIZ AN 0|52 MH CAQIBSM(EZt EE= RE CAQISA)7t ofL|2t M QB M (XIS AFEXL EE 2T
2B AM)Q OIEOI(HOF*“—IEF
° HTTPSE 7|2MO=E X E 4430{| A 2ASHEILICE. -secure-listener-port' M2 AIESI0] ZE HS E

& T

B = AL

HTTPS7t 2tdalEl 22 SSL/TLS2t| SHIE S8 ¢ls

__

CARIZA7I HREL|C]

° HTTP= 7|2X 2 si{H|[0] JELICEH 2d3tE|™ A= LE 800f|A =4l CHI|RILICEH & AHESHY
gMotet &~ QJELICE -is-http-enabled M S MEHSIHLE E AHE6I0] LE HS E HATIL|CH
-listener-port M2 ME4DIL|CE

HTTP7H #43tE|2 Q47 SEO| HEYIE Soff Ut YAER MSELC

2. S30| TYE|U=X| el
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'vserver object-store-server show'S MESHL|C}

of
O] B2 RE | AE2[X| MH2| 1Y gtS =QlRLCt

-

clusterl::> vserver object-store-server show
Vserver: vsl

Object Store Server Name: s3.example.com
Administrative State: up
Listener Port For HTTP: 80
Secure Listener Port For HTTPS: 443
HTTP Enabled: false
HTTPS Enabled: true
Certificate for HTTPS Connections: svml ca

Comment: Server comment

S3 X2 SVMO| AE2|X| 22F X7}

Hzls BhELC
S3 REHE = bucket- 0| H2tE|H CHE CIHE2| LHO| LA ER| L IHA = SHE[X]
Ea=15 IEf

AlZHst7| o
S3 M7} ZetEl AE2|X| VMO| o|0] ZXH3HOF BfL|Ct.

Of ZfHofl 3

* ONTAP 9.14.15E{= S3 FlexGroup EE0i| 20| MHE|H Xt5 37| ZHO| &Mtz A}SLIC 2t 7| 8l
M FlexGroup 250 H3l MM Sof| t=st 22F &cto| R ESLICH FlexGroup 289| 37|= Ch2 X[ &0l
et x| A 2t A7|2 ZHELICH R 2[4 A7|= FlexGroup 280 = ZE S3 H3I9| = A7|QL|Ct.

> ONTAP 9.14.12E A HZl MM Al S3 FlexGroup 50| MME|= AL Ut XA 37|2 FlexGroup
=50| MHEL|Ct

> ONTAP 9.14.1 M0|| S3 FlexGroup =252 Mot 22, ONTAP 9.14.1 0| MME[ZHL} AFK|El A1 H|
HZ10| FlexGroup 252 37|2 Qs |4 37|2 ZHELIC

° ONTAP 9.14.1 T0f| S3 FlexGroup E&0| ‘4|1 0|0 ERot |4 37|17t = B2, ONTAP 9.14.1
O|= HZ! M = AMH|0l| 2|3 S3 FlexGroup 2&2| 3 7|7t |RX[EL|Ct.

* AE2|X| MH|A &2 value, performance 3 _extreme_default £ZOZ AP HO|El QoS(Adaptive Quality
of Service) M DFQIL|Ct, 7|2 AEZ|X| MH|A £F ChA SEEY QoS HM O1ES Holsto] HIlof| Hgg
o USLICH *EEIII MHE|A Fo|of CHt XbA[SE LHRE 2 BXRSHIA R "AEE|X| MH|A Hol' M5 zt2[of
CHSE REMISH LHE 2 S AIXSHUAIQ "M 2H2|". ONTAP 9.8RE = AEZ|X| 2&F &2 A| QoS7t 7|2XoZ
A2t E HFELICH T2H|NY T2MA 0| = LIS QoSE HIZ M3t LE AFXE X|E QoS BME
MEfSt £ QIELICH
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HIIS Mot

* CLISI 22 H3IS MM mf & 7tX| T2H|X'd FM0| JAELICE
° ONTAP SelectOl|A 7|2 O 12| H|0| EQ} FlexGroup 714 24 AME(7|22))

* ONTAPE 12| #0|ES XSO MEHot0f & WY MOl Ch3t FlexGroup 25 44 9 AL
ZHZo| ALBE 2 U JHE £ MH|A 2Z0| AHEOR MeE|L AE2|X| MH|A 2FES NFT 2

o=
UAgGLCH 2AE2|X] VMM LIS =715= 2E It 22 S 7|2 FlexGroup 282 #A
L= [__||:|-
* = 0| AHIEstof| MEE =X HEE XFE 5= AFLILE. 0] 22 ONTAPE AH|IEH Cl|0[E{0f| CHH
%Mol 452 mMSsts FMAY D|C|oE eSSt

IexGroup =ES

> 7|2 O 22| H|0|E Y FlexGroup 7+ Q4 MEl(ng Hst aF
OZ|HO|ENM 2HQA $E X|HY 4 Q&L

MB|0F oh O T2IA|0|ES AS0 R Me3t IS, 2
ST EESTNE

il FlexGroupZ} Al E{Z!0i| CHol - ElL|Ct.

= M HZI0|| CHolf Aggregate ! T QA E X|HSH= 2L
2 M H310| 7| = FlexGroupOf| Z=7}EILICt.

* M H{2129| Aggregate '—?MR E X|HSIX| gtg 4
XS L FlexGroup 2§ 22| E HZSHMAIL.

> >

H3lS MMe 0 Aggregate X! FHRAE X|HSHH QoS MM 1F, 7|22t = A8 X|HO| MEE X
dELCt. '—|‘301| vserver object-store-server bucket modify' %%‘;‘2 ALE5I0 o] XS Ay
UAELIC

M H

o
[ihas

PRSI AR "SVM K| ME 2 M B2l 27" & HZSHA|L.

>

[ 3: * Cloud Volumes ONTAPOIIA BiZl8 HBots Z9 CLI HAHE ALSSHOF BILICE 7|2 0j 12 A0l EL ot
S0t ABBHER] Bolst| 9Io) £5O2 Melsts 20| FALICE £ =0 of12|X0|ES ALgotH
280z Mz 2a|Elof s 78 Y 7H 97| Th2oll X9 AlZH 2 R|7} Sraets] mhzof Ao
F2S 013 4 ALt
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ONTAP CLIZ S3 HZlS MMstL|Ct

1. Aggregate % FlexGroup 7+4 QA E = MEH
kO™ admin #$t £Z0| Advanced(2 &)= A
2. H3l WA

'vserver object-store-server bucket create-vserver_svm_name_-bucket_bucket_name_[-size
integer[KB|MB|GB|TB|PB][-comment text] [Additional_options]'

AE2|X| VM O|E2 HIO|E AEE|X| VM = & 5= JELICt Cluster 22 AE2E FH5= 22 (AMLE
AEEZ|X| VM OIE)

SN XIFOHA| SO ONTAPOIA 5GB HZI0| MAE|T MH|A £ AIAHOIA AL 7H5B 7 &2
2+ZF0=Z MHELIC
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IHK], 85, ALEE 9| 7HK| § StLtz AER[X| MH|A +F FHS ZAI7|HAL.

° A&t
A2E 22 21E TRUE SMS EatstLct
7|2 FlexGroup 252 Mde ol J2|AI0|EE X|Hst2{H CtE SME ALSIMAIL.
° '-aggr-list' 017 tH~= FlexGroup 2& QA0 AIRE 0| OZ|H|0|E 22 K| XL}

SE9| Z} AF2 XYE oHAZ|AHO|Eol| FEAE MYRILILH AggregateE O] B X[ 3t0{ Aggregate|
AE o

i

FlexGroup 2& TIH|0lM L2tEl H5S ?IHM= 2= Oi22[AH0|E0M Sot C|A3 R RAID 1
T4 S ARSsliof Lt

° "-aggr-list-multiplier' If7i = FlexGroup EE2 MAe W -aggr-list' 0171 HL-= LIEE OfO2[AH[O|EE
HtEst= S8 K- L CH

'-aggr-list-multiplier' Zf2t0|E{2| 7|27t 40|C}.

'vserver object-store-server bucket show[-instance]'

ol
Lt Aol M= AE2[X] VME HZIS MERLITH vs1 ASLICE 178 EA X F:

cluster-1::*> vserver object-store-server bucket create -vserver

svml.example.com -bucket testbucket -aggr-list aggrl -size 1TB

System ManagerZ S3 H3l2 MMBIL|Ct

* O] X|HOM * Save * (ME *)E 2=I6IH L3 7|2 HE 22 HII0| Mg EL|Ct
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2. ¥zl M4
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L=, O] 22 HNAE HESIHLE HEY £ ASLICE
oM DE XAPS o|0|st= " * 'E X|™St7HLE, GetObject, PutObject, DeleteObject,

ListBucket, GetBuckketAcl, GetObjectAcl & otLt O|A2] 2EE X|HE £
UELICL. ListBuckketMultpartUploads, ListMultipartUploadPartsE
EERSHAAN L.



~elnp SiLtOlAfO| S3 AFRTH EE 18 22

* Z[CH 10O MEXt E= OES XFE & USLICH

* S3 Group2 X|H$t AL Group/group_name HEHS| 1E0|0{0f St}

s e S AMAE QJOISIEE X[HE 4 USLICH &, AMA 7|2 H[L 7|
10| AN AZ 2 QELICE,

© Hot FHIE XIHSHK| L AEE|X| VML 2= S3 AFEXIOAH| UM A
Heto| 2o gLt

“resource #3202t Bi3lof] Z3tEl o
x| 5| 98t HAS
HAE TR 4 YBLIC

CHAM == b2 EAIRFL

s 4 QALICE 2lAAo| F2 HHof

AN
S HM2 Byl o HYAE goz

of

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject,DeleteObject, ListBucket -principal userl -resource
bucketl/readme/* -sid "fullAccessToReadmeForUserl"

CHS ool M= 24K KEA M 32 group12] ZE ZHA|0fl CHSE HMA S 5| 2t= AEE|X| VM
svm1.example.com 3! bucket10l| CHSE ZHA| K &A MH H3l HM 22 MdetL|Ct

clusterl::> vserver object-store-server bucket policy statement create
-vserver svml.example.com -bucket bucketl -effect allow -action
GetObject, PutObject, DeleteObject, ListBucket -principal group/groupl
-resource bucketl/* -sid "fullAccessForGroupl"

ONTAP 9.14.12E HZ! ZMoj| Cigt HE X™HY = ASFLICH T2 ool M= AE2|X] VMOl CHet AH B2l
MM MHS MMHBILICH svml X bucketl, W 2 X|HELICE $ {aws:username} HH 2[AA0 CHot HEZ
A2 EL|CH HMo| WIte|H BM HTE @F HEAE ALEX} O|EQE CHA| &[0 sHE A X0l CHo LdE
CHE HAM XS a3e &~ JASLICHL OE S0, Chs M 22 Yot f ${aws:username)} S3 &S
£3lSH= AFEXLE CHA[EILICH AFEXIR! AL userl AFEXIOAH HMA Hoto| 2o =l 2 fETtL|Ct
bucketl ¥ bucketl/userl/*.
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clusterl::> object-store-server bucket policy statement create -vserver
svml -bucket bucketl -effect allow -action * -principal - -resource
bucketl, bucketl/${aws:username}/*##

QUIEE XFAC| S 0 4k0] HZI0)| HEE 4 U WS MM & YT QEHE
AL A HMS ALSK 180| ZE & AT 2 ol HZl0|M 2|24 HNA Ha|S
Zhhzre 4 LTt

A|ZFst7| FHof

S3 MH{ et HZlS Zeldt= S3 7|H SVMO| 0]0] ZXistof gfL|Ct.

Of ZfHofl 3

QEHME AEZ|X| M OF0M 7|2 FH L= A X|H YHMES XFSHK SVM 2 HojA HMA HMS Shdotst
= ASLICH M2 OF Folof XIYE k] HE=|X| &Lt

(=]

@ WA AEE|X| M YMS AL M= FM XpA|7t ofL2t O F FoloM 2ot FRI(AHEXL S O8)E
X|Egct.

ONTAP S3 2|AA0f AMASHI| IS M| 7HX| 7] HE 7|= FHO| AELICE
© A A M A

* NoS3HM|A

* ReadOnlyAccess £ & ZsHIAIQ

CEOH A ARSXE K™ MM Z OhE CHS A AFEXE B O F01 Chet A 22 FII6H7LE 7| & 22l EME +8Y =
UELICE XtMTt M2 2 BESIHYA R vserver object-store-server policy "E@& &HZ"

ONTAP 9.9.15E{ ONTAP S3 AHHOf|A AWS Z2I0|HE 7Hx1| Bl XA 7SS XIste= 22 s 20|
SHEILIC GetObjectTagging, PutObjectTagging, % DeleteObjectTagging H3l L= I8 HMES
AL85t0{ 5{&|0{0f gfL|Ct.

Lt HXt= AHESH= QE{m|o| A0 o2t CHELICE — System Manager = CLI:
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Al AR 22| X}

* System ManagerE A5t REME X&a MH FHS G5 L +=FgLCh*

1. AEE|X| VM HE: * AEE|X| > AEZ|X| VM * & 285t AER|X| VME S=I3H O * 8-~
Zelstln g2 IEFL|E|- , S3 Ofzy.

o

2. M8Xt F£7}: * Policies * & 22/t LIS * Add * & SalgLCt.

il
r

a. & 0|22 @l
b. 7| 7| HAZ MetstLE A HMS FTFEH|CH

OF MS 715U +3E of o2 o) HaE XZE 5 ASLICH

* 2ot otLL ol el O F0 thigt M AE S ESHAHL ARELIC

* ZX[: 0T 2F0] ol StLt o] &fe| HZI0IM 3185 = =X

* B M AT BOE| AL HRE|= StLE O] &2 Il Lof| A= LEXMES| F=2 8l o|FYLICt
o€ =9 LSt 25 LI

| >

—

E2|X] vMe| 2= HZ0]| Chet HMA HSHS RO{RfLICt.

* * pucketname * 3! * bucketname/** EX HZI2| 2 E S0 CHSF A M|A HTHS Eo{fL|Ct

* * bucketname/readme.txt * £ H3I2| JHX|0f CHEE HMA Hots Fo{gtL|Ct.

—

c. ARt L J|E FHo| FES FIHALICH

1. gl:lxﬂE A§E|I| A-|I:I-| X xH JL M-

-1 O O-

'vserver object-store-server policy create-vserver_svm_name_-policy_policy name_|[-
comment_text |'

o 1

2. MHO| St 22 AHA-I'6+|__| C}.

'vserver object-store-server policy statement create-vserver_svm_name_-policy_policy name_-
effect{allow|deny}-action_object_store_actions_-resource_object_store_resources_[sid text]' &I L|Ct

CHZ OH7H Has AMA HEES FolRLID.

— o

I.

o
o>

Mot
1
g

=2, O] 22 AMAE 58t HE L|CF
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HM D= &HAZS 20[5h= ' * 'E X|HSI7HLL, GetObject,
PutObiject, DeleteObject, ListBucket,
GetBuckketAcl, GetObjectAcl & Lt 0] A9
SE2 XHE £ JAELICE. ListAllMyBucket,
ListBuckketMultpartUploads,
ListMultipartUploadPartsES E&tetL|C}.

‘ot ' ULICH 2| A AE X[Fo| et HHASE

"-resource’ 20 HIlo| Zetel D= EX| QfU=FtE 22X} *
SRk
Fdot= Ol A8 E & ASLICH

Q& ClHE2| MH|A0f CHer 83 HMAS YR

ONTAP 9.14 18 E 2|82 C|HE2[E AMH|ATJI ONTAP S3 LEME A EZ|X|2f
ESE|SLICE o2{ot ET2 2F CIHEZ| MH|AE ETF AFEX}L B HA A 22[E

o H -
ThestefL|ct.

ONTAP QEHE AEZ|X| 2tA0)| CHEt HM|A HEHS Sl 9I—'?'— Cl2 E2] MH|A0 3f" ALEX IEE MY =+
UAELICt. LDAP(Lightweight Directory Access Protocol)= ID & AM|A Z2|(IAM)E 2[%t Cl|O|E{H[0| ALt MH|AS
H|S3t= Active Directory@t 202 CIHE{2| AH| AL} %*._'3H: 9_|E1111|0|ﬁ°"-| Ct. °—*.'A1|_ H|35t2{H ONTAP S3
2HZ0IM LDAP 182 #4M5H{0F &LIC HMAE FHSIH OF 70 A ONTAP S3 H{Z10] Cigt #$Ho|

L O{ELICt LDAPOI| CHEE XtM|EH LHE2 £ EZSHY AR "LDAP AHE 7HR".

HE HHRIE 2 E0] %A Active Directory Ar2AF 1ES TSI AHEX AtH SHE AS5tL LDAP HES
IAFH QE AA S3 38 TEIME 2T & USLICL

olm F
=t
mﬂ:

AItet7] Hoj

LDAP 158 T35t 08 HMAES Qlol thE HIQIEY ZES 25| Tofl THE A S 2RISHAIL.

—_

- S3 M7t LohEl S3 AHE AEE|X| VMO| MHEEIFELICH S BESIHYA|RL "S3E 2/ SVME %
. S AEZ|X] VMO|| HZI0| MM E|R}EL|CH

mo

2 HESHMAILR "HZI S THEL|CH,
3. AEZ|X| VMO DNS7} TMHE|0] UL S EESHUAIL "DNS MH|AE AT O,
4

- LDAP MH2| ZtH| MEE R E CARIS 7|2 2B M7t 2E2|X| VMOl BX[E[0f JASLICH S HZSHYA|
"SVMOI| XA MBE FE CARISME XL Ct

to

5. LDAP 2ZI0|HE = SVMOIM TLSE MESHEE FHMELICE S FZSHYAIR "LDAP 22[0|YE FH S
deetct W "HEE 2/8i LDAP 22t0|¢E 782 SVMOI| A ZgL|Ct,

QF C|AE2| MH| A0 CHet 83 HMAS FIRILICH

1. 280l et SVMe| _NAME AMH|A HJO[E{H|0]A_Z LDAPE X35t LDAPO CHet 2= S X|- gLt
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ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

o HHO| CHet XIS LHE 2 & BESHIAIR "SVM MH|A 0|5 - MH|A ns - A2 £=H" HE.

8ot QEHME XEA HIl HM 28 MEeLCt principal HAA oS 2O LDAP 15 R

object-store-server bucket policy statement create -bucket <bucket-name>
-effect allow -principal nasgroup/<ldap-group-name> -resource <bucket-
name>, <bucket-name>/*

of: CF2 oMo M= off CHet 2! MA 22 GHSLICE buckl. O] M2 LDAP J120] CHE HMHAZS s{TL|C}
groupl ElAAZ B s A0l buckl.

vserver object-store-server bucket policy add-statement -bucket buckl
-effect allow -action

GetObject, PutObject,DeleteObject, ListBucket, GetBucketAcl, GetObjectAcl, Li
stBucketMultipartUploads,ListMultipartUploadParts,
ListBucketVersions, GetObjectTagging, PutObjectTagging, DeleteObjectTagging
, GetBucketVersioning, PutBucketVersioning -principal nasgroup/groupl
-resource buckl, buckl/*

3. LDAP 189| ALEAHE &QIELICt groupl & S3 22I0|HUENM S3 2AS Y & JSLICH

OIZ0{| LDAP t2 HIQIE BEZ AMREHL|CH

1. 20| et SVMS| _NAME AMH|A H[O[E{H|0|A_= LDAPE XI5t LDAPO| CHet 2= S X| ™ et

ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

o Hofl CHot XiMTt LIE2 & HESHIAIR "SVM AMH|A O F - MH|A ns - AQ[X| +F" HE.
2. H'Ii'oﬂ UM ASH= LDAP AEXI0H|A| 2! F2of| FolEl 2eHo| A=K 2RI ZtMet 82 2
H;IA'Q "H—|5’I JE-IXHo AI—IoI-[_l |-"
3. LDAP 1E2| AFZXIJtOHE A S ™Y &
(@)

=]
a. $3 220|AES| AH A 7|S CkS A
"NTAPFASTBIND" + baseb64-encode (user-name:password)
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Oll: "NTAPFASTBIND" +base64-encode(ldapuser:password)
NTAPFASTBINDbGRhcHVZzZXI6cGFzc3dvemQ=

() SO BPIOINEOM B 5IS Atstets oAIRIZH D + LI B A0t o 6%
Ol4to| ASE QAT 4 YaLICt.

b. Ab&Xtoi|A| Zeto] A= S3 Z2H0|HEM 7|2 S3 HYS A PLCH.

LDAP = THQ1 ALSXIZE RHAQ| 83 HM|A 7|1E MME -~ UL S BhL|Ct

ONTAP 9.14.15.Ef ONTAP Z2|Xt= ALEXL XA
LDAP(Lightweight Directory Access Protocol) 2&

2Z L= el aF0|Lt
| [
S3 22t0|AUE AM|A0] CHSE XEH| AM|A S H|Z 7|1 S M

e 250 £t ALEXt
UASLICE.

g

AEE|X] VMOIM R 7HX| T HAS sAsHoF AL X ets Hdstn HMA 7| MES 2I8H APIE 2E5H=
A
T

AL Rtoll A Eetet & YSLCH
Alxts$7] Ho
Cteg stolstLict

1. 83 M7} ZEHEl S3 A8 AEE|X| VMO| MY =[AELIC

—_

BESHIAIL "S3E ?[8ll SVME M EL T},

(=3
=
oY AEE|X] VMO 20| MY ASLICH S HESHAL !

i
4
0x
mot
-
[l

2 7
3. AEE|X| VMO|| DNS7t M &[0 ULt S TZSHYAILR "DNS AfH|
4

=]
- LDAP MH{ Q| ZtH| MEE FE CA(RQIZ 712) 2BM7E AE2|X| VMO X =|0] JASLICH S EERSHAIL
"SVMOI| XtA| MBE RE CAQIBSME HX[FLICH"

5. LDAP Z2I0|HE= AEZ|X| VMO|M TLSE AIESIEE FHMSLICE

TS 4o .

fjo

K ZSHMAIR "LDAP 22[0|HE

6. 220|E 24 S SVMO| HELICL & AXSHUAIL "LDAP 2210|AUE F M S svmat AZAGLICH 3 "SVM
MH|A 0| - AH|A LDAP 444",

7. HIO|E AEE[X| VME AIE%t= 22 2| HIEY I BT 0|2 (LIF) X VMOI| 12|11 LIFO]| CHet MH|A HMS
dEetLch & HZSHAR "HER S QIE{H[0] A M 8l "HERIS QIEH|0|A MH|A - FH Mg HH

HHA 7| HES ?let AHBAIE FHRLICH

1. LDAPE 2E2[X| VM2 _NAME AH|A C|O|E{H|0]A_Z X|Z5t11 LDAPO| CHet $= & X[t

ns-switch modify -vserver <vserver-name> -database group -sources
files, ldap
ns-switch modify -vserver <vserver-name> -database passwd -sources
files, ldap

O] HZOf| CHSE XtM|SH LIRS E RESHAUAIR "SVM AH|A 0|2 - MH|A ns - AQX| 5" HH,
2. S3 AF2XI REST APl 2X0f| A M ASH AFEXL K| gt MA:

security login rest-role create -vserver <vserver-name> -role <custom-role-
name> —-api "/api/protocols/s3/services/*/users" -access <access-type>
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Ol Giloll M &= ULICH s3-role AER|X| VME| AFBXIO] CHah SBt0] MAELIC syn-1, BE AHA 3 247,
ahS7| 9l 0| E7} HojE| = ThAL

security login rest-role create -vserver svm-1 -role s3role -api
"/api/protocols/s3/services/*/users" -access all

Of Al chigt XiM[et 82 & HZESHIA|R "HoF 27191 REST-ROLE 44" HHE.

3. security login §HOZ LDAP AFEXt IS MAMst S3 AFEX} REST API ZH0f| HMASE| 2B A AR XL
XE S F71LICt of HFO| Chet XtAst LHE2 E HESHYA|R "Hot 21101 M M,

security login create -user-or-group-name <ldap-group-name> -application
http -authentication-method nsswitch -role <custom-role-name> -is-ns
-switch-group yes

0| of|lof| A= LDAP 2ERLICE 1dap-group-1 O|(Z}) Ol MM ELICE svm-1"% AKX} X|H I “s3role
AP| ZH0f| AMAY o~ JEE O] APIO| F7tE| 10, 2 HIQIE HE0|A LDAP HM AT} 2ot El LT

security login create -user-or-group-name ldap-group-1 -application http
—authentication-method nsswitch -role s3role -is-ns-switch-group yes
-second-authentication-method none -vserver svm-1 -is-ldap-fastbind yes

XMt L8 2 & BERSHIAIR "nsswitch 2150 LDAP 1% HIRIE S ArE LTt

o

SOl EE= LDAP O S0 AKXt X|E IS FI16HH offet 22| ALE X7 ONTAPO| CHEH K| BHE! Al
2 UELICE /api/protocols/s3/services/{svm.uuid}/users QEZQIE THQ EE= LDAP I8

MEZXHE APIS 2 ESI0] AHLO MM A SLH|Y 7| HH5t0] S3 S2H0[AE0] HAMA T 4= ASLICE AHERI=

A
ApAle 7|18 a4 AL THE A8t HdE + glaLct

|>
i
of
0o

9'1'

$3 = LDAP AFSXHEZ RHH| AMA 7|2 MAgHLICt

ONTAP 9.14.12E 22|X}7F ALE A 172 7|8 WHsts Y S RO{Tt 32, S3 S2H0[AE0| KA A517] 2fet
TRt HMA S H[Y 7|8 MAHE £ UASLICH CHS ONTAP REST API 282 AFESH0] XHAlof CHsf A2t 7|1E

A
= co=2T
N A
8+ ASLIT

>~

HTTP HIME 2 ZHeLIC

ZHUL|Ct
O| RESTAPI SZ2 CI31t Z2 HAEQ JAEZXRIEES ALETILIC O] X Q| CIHE HIAE0| CHSH XtASH LHE2
EXE FHERSHAAQ "API AEHAM",

HTTP O|AE d4=

A /api/protocols/s3/services/{svm.uuid}/At2 Xt
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Zol of

curl

--request POST \

--location "https://SFQDN IP /api/protocols/s3/services/{svm.uuid}/users "
\

—-—include \

—-—header "Accept: */x" \

--header "Authorization: Basic $BASIC AUTH"

-—-data '{"name":" name "}'

JSON =3 0f

"records": [
{
"access key":
"Pz3SB54G2B_ 6dsXQPrASHrTPcf478qoAW6 Xx6qyqz948AgZ 7YECE 9n087YoZmskxx3cqg4dl
U2JAH2M3 £s321B4rkzS3a oC5 8u7D8j 45N80OsBCBPWGD 1d ccfq",

" links": {
"next": {
"href": "/api/resourcelink”
b
"self": {
"href": "/api/resourcelink”
}
b
"name": "user-1",

"secret key":
"A20 tDhC cux2C2BmtL45bXB a Q65c 96FsAc0dol4Az8V31jBKDTcOuCL62Bh559gPB8s9r
rn0868QrF38 1dsV2ul 9H2tSf3gQ5xpI9NT259C6z GizZQ883Q0n63X1"
}
1,

"num records": "1"

S3 REHE AEZ|X|0f Cigt 22I0|HE HMA X|J
2 FabricPool AZ20]l CHS ONTAP S3 MM AE HAESL|Ct

ONTAP S3E ¥4 FabricPool 2 (22t2E) AS2 2 AFE5t2{™ ONTAP S3 #2|Xt7t # 4
ONTAP S AE] 22|XH0l| A S3 M Fof| CHet HEE H|Zolfof 2FL|Ct.

o =refoll
FabricPool 22t2C AZS TA4812{H [+ S3 MH{ MEJH TRBL|CH
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* AH O|Z(FQDN)
* K7l 0|E

* CAREAN

Lot ChEat 22 WERIZ 70| 2L

* DNS AH0| S3 A{t{2| FQDN O|E1t LIFQ| IP FAE E 850 admin SVMECZE 4 & 1A ONTAP S3
MHS| SAE 0|0 Ciet 50| A0{OF BfL|CE,

- o~

* S AH D|0{20] ERSHA| §Het: 2F SHAH| QIHZHAH LIFE 40t 0F LIt
ONTAP S3& Z2tRE AEL = Fddt= Ll L FabricPool 28 ME HZESHIAIL.

"FabricPoolE A2t AEEZ|X| AS 22|

ZZ FabricPool |Z2}0]| CHdll ONTAP S3 HM|A S MASHL|Ct

ONTAP S3E ZZ FabricPool & AE2 = AIE5I2{H Wt HIIS 7|tz QENE
MYLE Yoot Chz QENE IPé_’t% Hs AE oi22[AH|0| E0l| HEBIK FabricPoolS
H-goHoF gfLCt.

AlZtst7| o

ONTAP S3 At 0|E1} tHZ 0| 50| RU0{OF 5, 22 AH LIF("-vserver Cluster" 0§7 )2 AFE8H0] S3 MHE
M-dshof ghuct.

QEHME NFHA FG0l= S3 M, M2l 0|F 8l 21T R AN S HIRe 22 &Y A|IB0f thet Y27t ZetELC)
Q

HHE M¥A EE= B2 CHA| A2 = o ElLITh 22 AIZof| sl o2
A

24 % A E0ll= FabricPool 2t AT HRSHK| @F&LICH

1. 22 8 A0l ot 2K MEA dd:

'AEZ|X| XA M| ME M create-object-store-name_store_name_-IPSpace 22{AH 324t /Y
ONTAP_S3-server_name_-container-name_bucket_name_-access-key_access-secret-password
password"

° container-name2 AL&X7} THE S3 HZIQLICE
° '-access-key' ItZ}0|E{= ONTAP S3 AMHOf| st @K SQI6tTt
> secret-password Oi7H H4=(secret access key)= ONTAP S3 A0l CHet H S QIS TiLCY.

° 'is-certificate-validation-enabled' O{7f tH=Z 'false’ 2 A 510] ONTAP S30i| CHSH QIS A &9l
Hlgt M ote 4 AELICE.

Mo
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clusterl::> storage aggregate object-store config create
-object-store-name MyLocalObjStore -ipspace Cluster -provider-type
ONTAP S3 -server s3.example.com

-container-name bucketl -access-key myS3key -secret-password myS3pass

'Storage aggregate object-store config show' S ME{EIL|C}

259| H|EXM O|o|E| &2 H™ FabricPool 22 H/Z30f| At2%t O 12| H0|EE ZEE 4 USLIC
4. QEHE XEAE AggregateOf HZTL|CE.

'STORAGE Z7| Z44|-STORE ATTACH-AGGATE_AGGr_NAME_-OBJECT-STORE-
NAME_STORE_NAME_'

'allow-flexgroup * true * &M & AF25tH FlexGroup 2§ AR AE X sH= OfO2|AH0|EE HEY 5

USLILH.

clusterl::> storage aggregate object-store attach
-aggregate aggrl -object-store-name MyLocalObjStore

5. QUFE NE4 HHUES EAISID HRE QUAE NYAS AT £ YLK Helgh|ch

=

'AERX| EM QLENE NEA A

clusterl::> storage aggregate object-store show

Aggregate Object Store Name Availability State

aggrl MyLocalObjStore available

S3 OiZ2[AI0[H0[ A SEt0|AHE MM~ HEF

S3 S20|HUE O Z2|A|0| M0l A ONTAP S3 A{H{ 0| AAM|ASHEH ONTAP S3 22| X7t S3
XA 4 FEE MSdHoF gfLC,

AlZtst7| o
S3 2C2H0|UE U2 THS AWS M HTS AFE3H0] ONTAP S3 MHE 2152 4= QL0{0F L|CH.

* ME H™ 4, ONTAP 9.8 0|4
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