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clusterl::> vserver cifs share create -vserver vsl -share-name %w -path %w

-share-properties oplocks,browsable, changenotify, homedirectory

vsl::> vserver cifs share show -vserver vsl
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Control
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cluster::> vserver cifs home-directory search-path add -vserver vsl -path
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vsl::> vserver cifs home-directory search-path show
Vserver Position Path

vsl 1 /homel
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Warning: The specified path "/home2" does not exist in the namespace
belonging to Vserver "vsl".
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cluster::> vserver cifs share create -vserver vsl -share-name %w -path

%d/%w -share-properties oplocks,browsable, changenotify,homedirectory
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Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

-share-name %w
vsl

W

VSl

$d/sw

oplocks

browsable

changenotify

homedirectory

enable

Everyone / Full Control

manual
standard
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cluster::> vserver cifs share create -vserver vsl -share-name %$w —-path %u
-share-properties oplocks,browsable,changenotify, homedirectory
Bu

cluster::> vserver cifs share show -vserver vsl -share-name

Vserver: vsl
Share: %w
CIFS Server NetBIOS Name: VS1
Path: %u
Share Properties: oplocks
browsable
changenotify
homedirectory
Symlink Properties: enable

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

cluster::> vserver cifs home-directory search-path add -vserver vsl

/homel

cluster::> vserver cifs home-directory search-path show -vserver vsl

Vserver Position Path

cluster::> vserver name-mapping create -vserver vsl -direction win-unix

Everyone / Full Control

manual

standard

-position 5 -pattern userl -replacement unixuserl

cluster::> vserver name-mapping show -pattern userl

Vserver Direction Position
vsl win-unix 5 Pattern: userl
Replacement: unixuserl
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A|._g_6|.o:| g |_‘_|E1I§E| MI-I
A|.9Lx|. ~ o| E|-

EAEE ZEoto] of2] Z LjHEE| FEE UE =
e 7t o7} Liet S LICE.

-
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FE MY £ JAFLILE O M-S
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4 BLCk

ASLICH L BOl=

m
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Okl

'vserver cifs share create-share-name~%w-path%w-
share-properties oplocks, browable, changenotify,
homedir'

'vserver cifs share create-share-name %w-path
%d/%w-share-properties oplocks, browable,
changenotify, homedir'

'vserver cifs share create-share-name %w-path %u-

share-properties oplocks, browable, changenotify,
homedir'

'vserver cifs share create-share-name %u-path %u-
share-properties oplocks, browable, changenotify,
homedir'

AM AZ Bel2 93t BELIC

SMB & CIHE2| 242 9[3t 24 Z2E 2H2[ot7| 93t SF ONTAP BHO| YALICH 0l
Sof, A4 2ol st HEE A7t MH Y EAISH: BHO| YALICE AN F2 242
HZSHs WY UBLICH

st =
A4 A2 S FopeHCt

dM F2E BAIRLIL

B2 =ME HFHLI

dM F=E WAL

'vserver cifs home-directory search-path add'

'vserver cifs home-directory search-path show'

'vserver cifs home-directory search-path reorder'

'vserver cifs home-directory search-path remove'

11



SMB AHEXS| 2 ClAEE| =0 Chet EE EAIRLIC

Z CHEZ ZZ28 EAY &= JUSLICE SVM
AL AER

Il
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1. ‘vserver cifs home-directory show-user' B2 AI23t0] = ClHER| Z2E HEAIEL|CL

'vserver cifs home-directory show-user-vserver vs1-username user1'

Vserver User Home Dir Path

vsl userl /home/userl

ZIEKoR NEHel § CMEale Y NS AM2Y & oLtk 350l £ 0l8
Z2H(~)7I Y= 3RS %4%3— Windows ZE[X} EE= CHE AFEAH S & MM A)7L ALE XS]
|E“EE|01| CHot HMAS AE™SHALE s 4~ U}SLICE
NS TS o]
SVM(AEZ|X| 7tA Aol = CIHER| SR= Y0 S2H(~)7I 2= 88 37 0|22 F4sH{of gL|Ct. CH
Al SR B 2+ AFSE 20 FLCHL
= CIYER| 37 O|SLICE S0 AZst= BHl of
~ %d~ %w 'net use * {HSEAl} {““AEHAI}IPaddress{““AEHAI}
~domain~user/u:credentials'S AF23HAA| 2
~ %W 'net use * {1 S2HAl} {“”*EHAI}IPaddress{“”*EHM}

~user/u:credentials'S AI23IA A2

~abc~ %w 'net use * {“”*EHAI}{“”*EHAI}IPaddress{
8 =2l AJabc~user/u:credentials’ S A2 st A|L
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AEXtel Z CIAEZ|0f CHot BMAE H-SHALL L2 2 Yo,
S ASH ...
Windows 22| X} 'vserver cifs home-directory modify

-vserver_vserver_name_-is-home-dirs-access-for
-admin-enabled{true|false}’ 7| 222 'true’QLIC}.

= MEXHSZE M2 a. #st £ZF8 advanced:+'et-Privilege advanced 2
MEBH|C}

b. oHiM|A MH L= sHH|:'vserver cifs home-
directory modify -vserver_vserver_name_-is
-home-dirs-access-for-public-enabled{true

CIS ool = AF2XIC| = CIHE2|of Ciot S8 HMAE 2HS}BtL|CE + 'Set-Privilege advanced' + 'vserver cifs
home-directory modify -vserver vs1-is-home-dirs-access-for-public-enabled true' + 'Set-Privilege admin'

e

GRSl
SMB AFEXte| Z Ll EE| FZ20] chet HE HA|

UNIX A& 2130 it SMB ZCI0|HE HNAE AMBHL|LCH

ONTAPE Sdll UNIX 1= 2 30] it SMB Z2210|HE HM|AE K|S 5H= W

2 Y3 = OHE orY = ClAEL|of cheh 27F TetEl UNIX 2HZ0l|lM MdEl=
mAULICH S2M0|AHET A E 30| dM|ASHE 22 SE0|AE= A8 IV H=XSH=
EtZl ot = C|AE2| 2 2|C|H M ELICH ONTAPE Wwidelink(2Z nr°' A AE 2 F9
EtZIS Zetot Bl 213)5 Tt ot & Bl o= @3 E XA

ONTAPE= SMB 22t0|HE7I SYMO| M E UNIX M2 23 E et £ JEE X|JEL|CE 0] 7|52 MEY
Aret0|H CHES HH & SILEE 'vserver cifs share create' @& Q| -symlink-properties' M2 A5t SREZ
MY 2 JASLCEH

* Q7|/MT| Hto 2

>z
o
r
il

mr o> oo o
Of
H1
I
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* 97| G AN AE

* SMB 22I0|AHE0f|A
* SMB 22I0|AHE9]|

o X

TR0 gt A= YIS MFOIH Mo 42 A7} ZA| ZHSOHX| SSLICL X CiA SMB Z20) 2t A= Y39
UNIX Z2 2¢0ll DHZ2 A6H0F BiLICE ol A2 23 ofTS YN 2 of 22 L9IX| == _wwidelink 9 ine

X" == JAFLICE widelinke CHE AE2|X| C|HHO|A Q| mH AI*E“OH CHet >I30|HL S °a'<.>_P ONTAP AI*E“OHH
B9 SVMOI| 2 AR E TH A| AR st 23 Y & ASLICE widelinkE 2t T= 2210 A E T} [20f =
HEE Zafoliof LIt &, 2I0|AET CIHEE| A X| -2 AT MEA XHE USojor YLt 22 3R
oo A= mt E= LI EZ|0f st Zol o= 32 *o”’gopilm HYES 2H=Z AT ONTAP= Ef2lof et

HMAE S1ESHA| S45LICEH
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SMB 350f CHSH UNIX &= &3 X[/S 2 -EL|Ct

SMB 3R E Mde mf L= AHXMEX| 7|E SMB S RE +HoI0] A= 23 7 548 AHS

X|™35t0d SMB 370l CHEH UNIX A= 213 XS #8e + JUSLICE UNIX A= &3 X[#

J|2Mo = EMotE|0] JELICH SROA UNIX M= 23 XJ}S i = JELICH

o| Ztedof| chaH

SMB 30| CHEt UNIX A2 33 XS 24 ) O3 HF & SHLHE MEle &~ JUSLICH

MY Ml

'enable'(AFE E[X| &S *) ME 3T AHT|-MT| HMAE ALBSIEE HEE TS

|&gL|Ct

READ_OVERY'(AF2E|X| %S *) 47| ME HMAE 2I3H symlinkE AHESIES

X|HEL|C} o] d™ 2 Wodelink0l= MEE|X| gt&LICH
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* enable_, hide 3 _read-only_parameters= [ O|Af AF2E|X]

XEE FE8AHLE AFEDHR|

Widelink 2 M| A= eheh 917|-M 7| LTt
SMB Z2I0|HET} symlinkE & = H=F XIFLICL

S2t0[AET}
X|Egfct.

35 37 2522| symlinkE 2L F

symlink7t 9{7]-M7| HMAE Qo 2ZEZ HHETE
X|™EL|Ct. CIFS &M is-advertise-DFS-enabled 7}
true2 AHE|0| Q0= DFS 21 = MM X| Qt&LICE,
7|2 d™EUL|Ct.

S17|-MI| HMAE 28] 2Z symlink2t wizelinkE 25
X|™HELIC} CIFS &M is-advertise-DFS-enabled 7}
false2 M E|0] A= 2 symlink2t Wipelink 2 50|
CHal DFS &7t MM EL|CE

symlinks %! widelinksE AtE5tX| 2t == X|H LTt
CIFS 24 is-advertise-DF S-enabled?} true2 M& |0
U= DFS 2= MME[X| Q&L T
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ook ?:IE—:‘.

L- "lass

MZL2 SMB 2& '+vserver cifs share create-vserver vserver_name-
share-name share-path-path-symlink-
properties{enable

hide read-only
symlinks symlinks-and-wdelink
disable},...]+' 7|& SMB S RL|Ct

'+vserver cifs share modify -vserver vserver_name hide
-share-name share_name -symlink
-properties{enable

read-only
- symlinks

symlinks-and-wifelink disable},...]+'

2. SMB 2§ #AM0| SHFEX| 2QIBtLICE. 'vserver cifs share show -vserver vserver _name -share-name
share_name -instance'

Ci2 ™S AASHH UNIX &= 33 7140| "enable"Z EHEl "data1"0|2t= SMB 3-R7 M-AEL|CE



clusterl::> vserver cifs share create -vserver vsl -share-name datal -path
/datal -symlink-properties enable

clusterl::> vserver cifs share show -vserver vsl -share-name datal

-instance

Vserver: vsl
Share: datal
CIFS Server NetBIOS Name: VS1
Path: /datal
Share Properties: oplocks
browsable
changenotify
Symlink Properties: enable
File Mode Creation Mask: -
Directory Mode Creation Mask: -
Share Comment: -
Share ACL: Everyone / Full Control
File Attribute Cache Lifetime: -
Volume Name: -
Offline Files: manual
Vscan File-Operations Profile: standard
Maximum Tree Connections on Share: 4294967295
UNIX Group for File Create: -

HEE

SMB 30| Cist A= 23 o2 MM

i

SMB S0l thiet o= 3 0jES Mgt

SMB =70 Lot UNIX &= &3 IHES da & ASLICH &9 SHO| Xl DAoLt
ZHE ®XSH= ALY O o

= O—-L o
= = A A
Mo 42 Y22 9Hs 4 YaLct

o Zke1ofl CHaH

SMB 2.xE AtEst= HSL Mac OS X 22I0|HEN|AM WidelinkOf| HAM| AT =~ REL|CH AFZ XTI Mac OS X
Z22I0|AHE Q| widelinkE A3t 370 HZSt2{ 1 5tH A7t AoigiL|Ct J2{Lt SMB 12 AF25t= E2 Mac
0OS X 220|HE| M WistelinkE AT 4~ Q&L|CY.

EHA|

1. SMB S/01 cHet ME 23 oS MMHst2{™H LS 2 fEBLICE "vserver cifs symlink create -vserver
virtual_server_name -unix-path path path path -share-name share_name -cifs-path path path path[-cifs-
server server_name][-locality{local|free|wdelink}][-home-directory{true|false}]"

'_vserver"virtual_server_name’'2 SVM(Storage Virtual Machine) 0|22 X|&gtL|Ct.
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-unix-path’ path= UNIX 225 XIFELICH UNIX B2 & S2HA|("/")Z AIZBHOF 3t S2HAl("/")Z ZLot
L.

'-share-name"share_name’'2 OfZ< SMB

Ok

72l 0|5 S XLt

-cifs-path’ path= CIFS Z22E X|HEL|Ct. CIFS Z22= S2A("/")= AZs{of 5tH SeiAl("/") = ELI0f
gLt

'-cifs-server "server_name'2 CIFS At 0|52 X|HELICt CIFS AH 0|Z2 DNS O|Z (0l
mynetwork.cifs.server.com), IP &4 L= NetBIOS O|ECZ X|HE 4= AELICE NetBIOS 0|E2 'vserver cifs
show' BES AHE5H0] Ztolet 4 USLICEH of ME{X Di7 H4-E XIHSHK| o™ A CIFS AMH2| NetBIOS
O|E0| 7|2zgfo| EL|Ct.

X% {local | freewdelink}S 22 23, 22 23 £ He A2 U3 44 o2 XHYLICH 22 A
E’-':"— 25’* SMB 280f tHZELICt 22 AE 213 ZZ SMB M| o= IX[of|Lt T E 4 ASLICH H2
2 3= HESZS EE SMB 3RO EIH’I'*'z-'l—l Ct. o] MEHX Of7i H-E X|FSHR| §fo™ 7|22

"Iocal".°=l L|C}.

'-home-directory'{'true'|false'}= EtZ 77t 2 CIHEE|QIX| (R E X|FL|Ct. O 047 t E MEH
ARolX|2t ERZll 3R7t 2 CIMER|Z2 L E mf o] Of7H HE "true"= AHSHOF BILICE 72242 false RILICE.

o
CtE HHES AASHH 0|F0| vS1 ¢l SVMO|| &= 213 ofEo| M- ELICH UNIX ZZ¢! /src/, SMB 3] 0|8 "AA"
CIFS B, /mycompany/source/", CIFS A|H IP 4 123.123.123.123 S0| /2N, 0|= W|zeI|nk°'L|Ef.

clusterl::> vserver cifs symlink create -vserver vsl -unix-path /src/
-share-name SOURCE -cifs-path "/mycompany/source/" -cifs-server
123.123.123.123 -locality widelink

Q8= o Ol B ALE...
AlZ 2|3 ofjnle AMAMSH|C} 'vserver cifs symlink create
Al= 213 ojolof| st HEE FA|SL T} 'vserver cifs symlink show'

S ct 'vserver cifs symlink modify'

Al 213 gjmle Abg|EL|C} 'vserver cifs symlink delete
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AMEES £0|1, X|AIe] ALEXI7I SMBE A6 SVM(Storage Virtual Machine)of| X & El
ZHIXO| HMAE If HMA SE AIZES SAAZ = JSLICE

l_l

BranchCacheZE 11A36t= 22 Windows BranchCache 2210|¢E = HX SVMOJIA 2EIX
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o g
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BranchCache H7 X| &

ONTAPZ} X|&35t= BranchCache HM 2 2AlQIX| &1 Q0{0f BtL|Ct.
ONTAPE BranchCache 1 % kA=l BranchCache 2 £ X| & gL|Ct.

* SVM(AEE|X]| 744 A AR CHEH SMB AMHH2| BranchCacheE € M BranchCache 1, BranchCache 2
L= REHEUS AESEE 23 £+ ASU L

J2Moz HE HHOo| ZyetELIC

* BranchCache 20t AtE3t=E AHSH AL 1A AHRA Windows 22t0|HE A|ABI2 BranchCache 22
K| 2IsHOF BFL|Ct.

SMB 3.0 0|Af 22}0|AHEDt BranchCache 25 X|&&HL|C},

BranchCache HZ0]| CH$ XtM|8 LI 2 Microsoft TechNet 210|H2{2| & & XA

rH

e

"Microsoft TechNet 2t0| 22{2|: technet.microsoft.com/en-us/library/"

HEQZ ZZEE X 27 At

ONTAP BranchCacheE #%517| fIot HERIA Z2EZ 27 AFLES 210 L0{0f gfL|C},
SMB 2.1 0| &= AHE3HH IPv4 5! IPv6 HIE 20| A{ ONTAP BranchCache 7|58 71 4= USLILH.
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clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled
vserver smb2-enabled smb3-enabled

clusterl::*> set -privilege admin

clusterl::> vserver cifs branchcache create -vserver vsl -hash-store-path
/hash data -hash-store-max-size 20GB -versions enable-all -server-key "my
server key" -operating-mode all-shares

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: all shares
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BranchCacheZ 7A3}1, BranchCache 714 & &HQlgtL|Ct.
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clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options show -vserver vsl -fields smb2-
enabled, smb3-enabled
vserver smb2-enabled smb3-enabled

clusterl::*> set -privilege admin

clusterl::> vserver cifs branchcache create -vserver vsl -hash-store-path
/hash data -hash-store-max-size 20GB -versions enable-all -server-key "my
server key"

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share
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clusterl::> vserver cifs share
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create -vserver vsl -share-name data -path

/data -share-properties branchcache,oplocks,browsable, changenotify

clusterl::> vserver cifs share
Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

7|= SMB 2{0|A BranchCache&

I}

712 38 &M S E0| 'BranchCache'
BranchCache% AESIEE MHT

S0|M BranchCacheZ AF2381X| o

AMEOES

show -vserver vsl -share-name data
vsl

data

VSl

/data

branchcache

oplocks

browsable

changenotify

enable

Everyone / Full Control
data
manual

standard
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clusterl::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

clusterl::> vserver cifs share properties add

show -vserver vsl -share-name data?2

vsl

data?

VSl

/data?2
oplocks
browsable
changenotify
showsnapshot

Everyone / Full Control
10s
manual

standard

data2 -share-properties branchcache

clusterl::> vserver cifs share show -vserver vsl

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

rt
I
0
T

vsl

data?

Vsl

/data?2
oplocks
browsable
showsnapshot
changenotify
branchcache

Everyone / Full Control
10s
manual

standard

-vserver vsl —-share—-name

-share-name data?2
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FIXIOIM SHAIS S2IMER 6RE X Yotz T4 OHH
4 QIL|C}, “flush-hash' I}2}0|E{0l| CHEH CHS 2t

= HAE
S A
28¢ = AL

"true"Z X|H5tH ONTAP= 2l X0 A SHA|IS
AH|St2 BranchCache AHE Z2I0|HEJ M QM S
st o Af 2X]0fl A SHAIE 2HSLICE falseS
X|™5tH A7t Z{A|Z[X| $ELICE + 0] B2 Sl{A|
XMEL A2 E el X2 CHA| HESHH LtSof| 7|&
SHAIS CHA| AF2SHEE MEfSE &~ QIEL|CE
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A= =Y CES AL,

= O E HASHL O} 'vserver cifs BranchCache modify -vserver
vserver_name -operating-mode{per-share

all-share disable}'
is HEE aFY o] CHE AFof| R2fsoF BfLIC
ONTAP+= SMB A|0| H#FE|0 /S [ 3RO CHet
BranchCache X| ¥ 2 LEL|Ct BranchCacheE
ALEStEE 4-e mjf o|0] MME HHSt SE0|HEE=
HZES B CHA| HESIH O] R0 A2 2HIXE
A-EdHoF ehLCt.

BranchCache HA X|&I& HASHL|C} 'vserver cifs BranchCache modify -vserver vserver
vserver_name -versions{v1-enable

v2-enable enable-all}'

2. 'vserver cifs BranchCache show' @E S A5t LM HEA AtetS 2HolstL|Ct.
BranchCache T+40]| CHSt HEE HA|SIL|C}

74
TLAE
o

7t

2 HQIStAHLE #HE £H5H7| Mol oI A™E =olg m A8 &= U= SVM(AEE[X|
H4AN)0| BranchCache 7+40] Ciet HEE EAIY = JASLICH

1. O3 =Y & StLE sHeLIch

E HA|ot2{H. ., O] HHE UHSIMA2...
B & SVMQ| BranchCache F+A40]| CHst @9F M& 'vserver cifs BranchCache show'S MEHSIL|C}
EX SVM| 0|l CHSH XbA|SH B 'vserver cifs BranchCache show

-vserver_vserver_name_

o
Ct2 ololl M= SVM VS1 BranchCache 40i| CHst MEE FA|SL|CT

|I0
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clusterl:

Vserver:

Supported BranchCache Versions:
Path to Hash Store:

Maximum Size of the Hash Store:

:> vserver cifs branchcache show -vserver vsl

vsl

enable all
/hash data
20GB

Encryption Key Used to Secure the Hashes:

CIFS BranchCache Operating Modes:

BranchCache At 7| & HZATILICt

SVM(AEE|X| 7ta A|AEDNO|A BranchCache 718 &

BranchCache AH| 7| HAY = AFLICE

o ZHdofl CHal

o4 M7t St mtlof| BranchCache H|O|E{E M|2dt= 3R 2
MHO| SHA|E A EE £ JUEE MH 7|E EX™ A0 E H¥T £
MH 7|18 HZEY M= sHA| FHA| = S2{AISHOF BLICE SHA|E E&
SC0|HET M QHS & | Af SHAIS AT Ct

=

per share

Hotdd

CHE MH 7| X|Eot0]

SYet MY 7|12 AIEdt=E ZE

ONTAPE= BranchCache A2

'S

1. 'vserver cifs BranchCache modify -vserver vserver_name -server -key text -flush -hash true' &3

ARSI MH 7| E HE LT}
M ANH 7|E 24 = flush-hashE X| ™St
2. 'vserver cifs BranchCache show' &

of
Lt oo M= S

F

Ho| ZetEl A MH 7|2 2Fstn

clusterl::

vserver secret" -flush-hashes true

clusterl::> vserver cifs branchcache show

Vserver:

Supported BranchCache Versions:

Path to Hash Store:

Maximum Size of the Hash Store:
Encryption Key Used to Secure the Hashes:
CIFS BranchCache Operating Modes:

act
i
0
by

SVM VS1 9 siA| FHAIE

U true2 AHSHOF EhL|C.

HE AHZ510] BranchCache 10| SHHEX| =folgtL|Ct.

SE{AILIC

> vserver cifs branchcache modify -vserver vsl -server-key "new

-vserver vsl

vsl

enable all
/hash data
20GB

per share



ONTAPZ} BranchCache SiA|E £&22}dt= O|lf

X| ™=l Z=Z20] it BranchCache SHA| At A| A

BranchCache AH|AE M3t ':*o' o ClHES| E= CAER| AXo| B E mHlof CHst
SHAIE AFH AlAbgE & QAQLlEf H2 AFEEF0| BHX]| ‘BJS A|ZF 59t BranchCache A2

of &
S 72l CllOIE{of CHet SHA|S Al Lhet [H FEELIC.

O] Zredof chel
SHAl SHIE EAISHZ| Toj| HI0[E] YES Tt H 'SH| AZ 8l 'SH| SXAI' 39 BHS AHEdlof LTt

0jo

[ = R S

MO 2 7| ASta{= B2 BranchCache MH| AL K| 22 ofalo| H#| Cl2Ea| Ea|2 s}
|C

THA|
1. §Sh= tHE AP AL SHAl:

Ol M BHAIE AFH Al LS = E2... TE UL
ctol mpl ce= 2l Ez| QL Ct 'vserver cifs BranchCache hash-create-vserver

vserver_name-path path-recurse false

ClHES| X9 = mplof| EHE2™M O 2 =XHehL|Ct 'vserver cifs BranchCache hash-create-vserver
vserver_name-path absolute_path-recurse true'

2. 'SA HES ALK A7t AL =X] gelgfLCt.

a. Ast= SVM QIAE A CHSH 'hashd' ZiK| SA| EA|: 'stattisics show-object hashd-instance
vserver_name'

o
08
o
o
T

S HEsto] WHE SHAl =7t SII5H=X| 2elgtL|Ct,

o
CI2 ool = A2 /data’? SVM VS1 o 2= Iete| mi! 9l 81| C|2E2|0f SHA|S MM stL|C
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clusterl::> vserver cifs branchcache hash-create -vserver vsl -path /data

—-recurse true

clusterl::> statistics show -object hashd -instance vsl
Object: hashd

Instance: vsl

Start-time: 9/6/2012 19:09:54

End-time: 9/6/2012 19:11:15

Cluster: clusterl

Counter Value
branchcache hash created 85
branchcache hash files replaced 0
branchcache hash rejected 0
branchcache hash store bytes 0
branchcache hash store size 0
instance name vsl

node name nodel

node uuid
11111111-1111-1111-12111-1121111111111

process name -

clusterl::> statistics show -object hashd -instance vsl
Object: hashd

Instance: vsl

Start-time: 9/6/2012 19:09:54

End-time: 9/6/2012 19:11:15

Cluster: clusterl

branchcache hash created 92
branchcache hash files replaced 0
branchcache hash rejected 0
branchcache hash store bytes 0
branchcache hash store size 0
instance name vsl
node name nodel
node uuid

11111111-22211-2211-21111-111111111111

process name -
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SVM BranchCache Si{A| X{Z 20| A SHAIE S2{A[EL|CH

SVM(2E2[X| 7He H{41)2] BranchCache SHA| MEA0|M FHAIE 2E SHAIE SEIAE =
UASLICE. X|Af BranchCache 71d= HES 2 0| 7|50| RE = ASFLILL oI =9
x| 2ol 24t FHAOM SAEHE NN REZ IH REE MPMTE AR SHA| HEAE

S| AlsHOF BfLICE,
o] =Hioi| chaH

SHAIE S2{&et £ ONTAP= BranchCache AFE Z20|AEI M S & off A SHAIS ddLICt

A

1. BranchCache S{{A| X{ZA0f| A SHAIE S2{AIEILICE. 'vserver cifs BranchCache hash-flush-
vserver_vserver_name_'

'vserver cifs BranchCache hash-flush-vserver vs1'

BranchCache £7|E HA|EL|C}

BranchCache EAIE o] EAIY £ Q&LICE O
AlHEsI0 20| S20|HEN FHA|El 2HIXE K|
APH|ISHO] XA SHA| CIO|E{E MES 3712 2EY £ J=X] 2olgh &~ QELICY.

Of ZhHofl CHaH

"hashd" &7 ZiH|0fli= BranchCache siA[0f et 84| YEE MSdt= 71287t =0 ASLICE CIFS S|
ZiH|0fl = BranchCache 2t 0] it S| HEE MSdt= 7H2E{ 7t ZE|of AELICH g e =F0i|AM
ofz{et JiAlof Cist HEE +HStU BAY 5= ASFLICH

THA|
1. Y3t £ZF & Advanced:'Set-Privilege advanced’ 2 A& LI}

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

2. 'tistics catalog counter show' B&E AF856t0{ BranchCache 2 712EE £23ICL

Sl 7H2E{ofl thet ZtMISt LHE2 O 2| man HIO|X|E HESIHA|IL.

clusterl::*> statistics catalog counter show -object hashd

Object: hashd
Counter Description
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branchcache hash created Number of times a request to generate
BranchCache hash for a file succeeded.
branchcache hash files replaced
Number of times a BranchCache hash file

was

deleted to make room for more recent
hash

data. This happens if the hash store
size is

exceeded.
branchcache hash rejected Number of times a request to generate
BranchCache hash data failed.
branchcache hash store bytes
Total number of bytes used to store hash
data.
branchcache hash store size Total space used to store BranchCache
hash
data for the Vserver.

instance name Instance Name
instance uuid Instance UUID
node name System node name
node uuid System node id

9 entries were displayed.

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession

avg_directory depth Average number of directories crossed by
SMB
and SMB2 path-based commands
avg_junction depth Average number of junctions crossed by
SMB

and SMB2 path-based commands
branchcache hash fetch fail Total number of times a request to fetch
hash
data failed. These are failures when
attempting to read existing hash data.
It
does not include attempts to fetch hash



data
that has not yet been generated.
branchcache hash fetch ok Total number of times a request to fetch
hash
data succeeded.
branchcache hash sent bytes Total number of bytes sent to clients
requesting hashes.
branchcache missing hash bytes
Total number of bytes of data that had
to be
read by the client because the hash for
that
content was not available on the server.
....0utput truncated....

XIS

3. 'AELE|EIA AELE' 'AELE[E|A AE HHOE A6l BranchCache & E74|E $Z$ICt.

—

i

clusterl::*> statistics start -object cifs -vserver vsl -sample-id 11
Statistics collection is being started for Sample-id: 11

clusterl::*> statistics stop -sample-id 11
Statistics collection is being stopped for Sample-id: 11

4. EX BEA| HHE A8 £Z &l BranchCache SH|E HA|ELICE.
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clusterl::*> statistics show -object cifs -counter

branchcache hash sent bytes -sample-id 11

Object: cifs

Instance: vsl

Start-time: 12/26/2012 19:50:24
End-time: 12/26/2012 19:51:01
Cluster: clusterl

branchcache hash sent bytes
branchcache hash sent bytes
branchcache hash sent bytes

branchcache hash sent bytes

clusterl::*> statistics show -object cifs -counter
branchcache missing hash bytes -sample-id 11

Object: cifs

Instance: vsl

Start-time: 12/26/2012 19:50:24
End-time: 12/26/2012 19:51:01
Cluster: clusterl

Counter Value

branchcache missing hash bytes

0
branchcache missing hash bytes 0
branchcache missing hash bytes 0

0

branchcache missing hash bytes
5. admin #$t +EOE 57| 'et-Privilege admin’L|Ct

clusterl::*> set -privilege admin

24 X

—

I

Sy
AE EAIELICH

e

OH

llA—ll_ ELlE_I | -|Io-|u

BranchCache 15 A JHA| X|&

ONTAP BranchCache= EX BranchCache 1A D7l H4=0f CHet S S Al 2| S
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6] &35t= BranchCache GPO(Z& MM JHA|)E KIYELICt BranchCachedll= & 7HX| GPO,
= BranchCache GPO2| sllA| A|A|] GPO2} BranchCache GPO2| sHA| HZE X2l GPOZ}
SEILICE

(¢]

>

* * BranchCache GPO * 8 S{A| AHA|

BranchCache GPOZ2| 8l A| A|A|= "-operating-mode' OH7H 214=0]] SHEEILICEH. GPO YH|0|EJf & 3f'1| 0l
U2 IE BMO| HEE|= OU(ZA 714 ) Lol ZEHEI SVM(AER|X| 7Ha A AR JHH[of] -8 EL|Ct.

* * BranchCache GPO * 0f| Cii$t siA| HHF X2l

BranchCache GPOZ2| sfA| ™ X[ 2 '-versions' D17 B ~0f SHEEILICH GPO H[O|EZ}F Y MSHH O] g2
OF Yol MEE|= =& 4 thel Lol TeEl SVM ZHA|off & &L Ct

—1od

rH

H M
CIFS Mol 25 4 2HH| HE

BranchCache 15 &M Jlix|of CHSt HEE HA[SHL|Ct
CIFS AMH2| GPO(ZE ™M JHA|) 24 0f ot HEE HEA|SI] BranchCache GPOZt CIFS
*‘|H'|7f &0t | 2lof| CHBH Me|=|=X] O2|10 J23t 3R 5| 8Ek[= MH0| FAUX| =telst
2 UELICE. EESE BranchCache GPO HH0| CIFS MHO|| ME&| =X HEE =olet
U}USLICE

O| Zdofl cHah

CIFS M7t &3t =2l LHOf|A] GPO MH0| HO|%|C{2tE CIFS XY SVM(AEZ|X| 74A HA1)0] ZEHE QU(EZE!
TN o2))olle HE2EX| %2 £+ JESLICHL HEE GPO AL CIFS X[& SVMY| HE2E|= Ho|El ZE GPO9
5He| FerelL|Ct GPOZ E3ll M 2%l BranchCache ME2 CLIZ E3l| M2&E MA 2 ®Ao|gL|C}.

CHA|
1. 'vserver cifs group-policy show-defined' B2 AF23}0] Active Directory =H|Q10]| CHSH & 2| El BranchCache
GPO HEE HAIZLICE

(D ol oMol ol A8 4 Ut B2 WY 25 BAIS|X] YALICH H2H0| BYLIC
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clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl

GPO Name: Default Domain Policy

Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Pol
Registry Settings:
Refresh Time Interval:
Refresh Random Offset:
Hash Publication Mode
Hash Version Support £
[...]

GPO Name: Resultant Set
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Pol
Registry Settings:
Refresh Time Interval:
Refresh Random Offset:

Hash Publication for Mode BranchCache:

Hash Version Support £
[...]

2. 'vserver cifs group-policy show-applied'
HALICE 0|

() ol cimol= 2zl A8 2 2

42

icy Staging: failure

22
8

for BranchCache: per-share

or BranchCache: versionl

of Policy

icy Staging: failure

22
8

per-share

or BranchCache: versionl

THE AESH0] CIFS AMH 0

Mo

10O -

= &8 ZEJL BE BAEX] &

BranchCache GPO

L|Ct =o| ZE LTt

2%

=]
=



clusterl::> vserver cifs group-policy show-applied -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: versionl

[...]

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: versionl

—
.
.
.
[—

rH

H e
CIFS MHOlIM GPO K|S MESIAHL} s EtL|Ct

SMB 250{|A BranchCacheZ 8l A|&fL|C}

SMB 250{|A BranchCacheZ SiA|EtLICL 7HR

£7%d SMB 3-/0llA BranchCache 7il& MH|AE XMS3SHA| 51 fsoﬂ oj2{et IR0 7
MH|AS MBS = 22 SRER BranchCache% AHEOHR| e E B & SLCt

BranchCache?} BE ZR0IM HHAIS HESHEES TASIUK|Er BE A MH|AE
UNFO 2 $R|5t243 BranchCache T4 £Hs101 ZE BROIM XHS HAS XY 4
JEE

SMB 3R] BranchCache?t 0|20 {2 MEE = H|ZM2l:H ONTAP= ¥ E S210|¢HER HEIH|0|E HES
SX|ZLICE Hlo|E{ 7t HRPt 22t0|HE= 2HIX MH(SVM(Storage Virtual Machine)2| CIFS AH)0[A] =&

|:.||o| E1§ 7-IAH'c‘>'I-|_| |:|-_

= O1d
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BranchCache X|& SMB &% #+4

CH SMB 250X BranchCacheZS H|2HA3s}etL|Ct

OfF0| FHAIEl 2HIXE MEet EF 70l e MEIAZS MSoHX| gf2e{H 7|Z SMB
S70IA BranchCacheE AtESHX| =5 HHE = ASLICE
THA|

1. 'vserver cifs share properties remove-vserver vserver_name -share-name share_name-share-properties
BranchCache' HHS UL C}

.II->

BranchCache 3% £40| HAHELICE CHE MEE 3/ 542 Oti£ |SX|EL|CE

Cl2 HHS MtstH 0| 20| "data2"Q! 7| & SMB 2R0{|A| BranchCacheZ} H|Z A3} EIL|C}.
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clusterl::> vserver cifs share

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

clusterl::> vserver cifs share

show -vserver vsl

vsl

data?

VSl

/data?2

oplocks
browsable
changenotify
attributecache
branchcache

-share-name data?2

Everyone / Full Control

10s

manual

standard

properties remove

data?2 -share-properties branchcache

clusterl::> vserver cifs share show -vserver vsl

Vserver:

Share:

CIFS Server NetBIOS Name:
Path:

Share Properties:

Symlink Properties:

File Mode Creation Mask:
Directory Mode Creation Mask:
Share Comment:

Share ACL:

File Attribute Cache Lifetime:
Volume Name:

Offline Files:

Vscan File-Operations Profile:

vsl

data?

AVASHN

/data2

oplocks
browsable
changenotify
attributecache

-vserver vsl -share—-name

-share-name data?2

Everyone / Full Control

10s

manual

standard
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L E SMB 3R0IM At &S SXISLICH

BranchCache &0l ZF SVM(AEE|X| 7Hd 42| 2= SMB S701 CHt 72
s 2 dH™st= 2 BranchCache 7142 £85I 2= SMB 372 HHXE X522
FHASIR| R E & 5 USLICH

1. B E SMB 3R0|M Xt5 A S SX|6t== BranchCacheZS T4 BtL|Ct. 'vserver cifs BranchCache modify
-vserver vserver_name -operating-mode per-share'

2. BranchCache F+40| HIEX| &tQIEtL|Ct. 'vserver cifs BranchCache show -vserver vserver_name'

EEIII 7t HA(SVM, 0|F 2| Vserver)2| BranchCache T+40| HHAZ|0|{ 2= SMB

clusterl::> vserver cifs branchcache modify -vserver vsl -operating-mode
per-share

clusterl::> vserver cifs branchcache show -vserver vsl

Vserver: vsl
Supported BranchCache Versions: enable all
Path to Hash Store: /hash data
Maximum Size of the Hash Store: 20GB
Encryption Key Used to Secure the Hashes: -
CIFS BranchCache Operating Modes: per share

SVMOI|X| BranchCacheE H|&dotot7 Lt g-dstetL|Ct

CIFS M0l A BranchCacheZ oli®IStA{Lt CHA] EESHH oA L7}

0|M0i| BranchCacheE T Tt X|At 22t0|HETL FHA|El 2HIXE ALK R
St CIFS MM FHA S sHAE & }SLICE BranchCacheE AESHA| RS HHSHH

OftH UO| LHSH=X] &1 A{OF L}

BranchCacheE AEdIX| == HXSIH ONTAPE= o 0|4 5HA|§ HLSHK] etn @ 220|HEE HIEHH|O|EE
HUX| gt&L|Ct D2Lt oY AN A= BTEX| #ELICEH O = BranchCacheE AH&5H= 22I0|HET AT
Sl X0f cH3t HIEIH|O|E] HEE 2A3SH ONTAP= Microsoft Mo| @F 2 SEHst0] 22I0|HEJ AN 2HIXE
2HFGH= F HH @ES HHYLICL CIFS AHE 22X 28| w2t SVMAEE|X] 7H HANO| HEE A
SEXS MABHLICH

— —_——=

P

CIFS MHO|M BranchCacheS AIESHX| A= MHSH S SMB 35 += BranchCache 7|52 ¥2|X| &&LICH M
SMB HZ 0| A Cl|O|E{of] M| ASE| 2|5 2E2I0|HE = SMB 17| RHS HMHO=E X2|gL|Ct.
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HMEX| CIFS AHO0|A BranchCacheS CHA| M- E 4~ Q&L

* BranchCacheE H|2d3l5tH SilA| ME A7) AN K| B2 QFE SHAIZF TS| R=SHHHE ONTAPE
SHAl RS CHAl Zdetet £ siA| R SEE O MY E HAIE MEY = JASLICE

* BranchCache& At25IX| &= SS9 BranchCache AI2 280 SMB 928 AKXt 220|HE=
BranchCacheE L}E0|| CHA| ALESIEE A SH A BranchCache X[ &2 BHX| t&L|CE.

0|= ONTAPZ} SMB MME MATH mf Z2R0] L3t BranchCache X[ €& Z18}7| If2QIL|C}. BranchCacheZ
AESHX| ¢b= S92t BranchCache AFE 2R0| MMS HHSH 22I0|AHE = 0] 370 CHall FHA|El 2HIXE
ArE5HH AAS 210 CHA| HZH{OF Lt

CIFS MHO0f|A BranchCacheZ dliA[ot =0l SHA| MEAE NESHK| poHH S5O = AHEY 5
@ UELICE BranchCacheE CHA| A3 E AHSH= AR SHA| HE A CIRE 2|7} =X 2Hlsof
2fLICt. BranchCacheZ CHA| AF2SHEE MM St = BranchCache AFE2 3/= BranchCache 7|52
ZLICt. ONTAPE= BranchCache A2 Z2I0|HETL M @E S & uf A sHAIE M ELICH

BranchCacheZ H|&A3IStAHLE &M stetL|Ct

BranchCache 28 ZEE ALE Qt o= HAGIH SVM(*EEW 7het A A=A
BranchCacheE AIE26HA| AL E Y £+ JUSLICL 2F REE HASIH BranchCache

MH[AE S/Y MSSHHLE RE 380 XI5 = X1|42—3f0=| AHAH|=X| BranchCacheS
2tMatet 4~ UEL|CH

CHA|
1 EES Has ML

Aot =Y I8 O3 O3 2 YEgL

BranchCacheZ H|&tAs}stL|C} 'vserver cifs BranchCache modify -vserver
vserver_name -operating-mode disable'

2 2Ct BranchCacheZS MAStL|C} 'vserver cifs BranchCache modify -vserver
vserver_name -operating-mode per-share'

D0 E 220 CHdH BranchCacheE AIESIE = 'vserver cifs BranchCache modify -vserver

— OTT = o il
MASHL|CH vserver_name -operating-mode all-3-&"'

2. BranchCache & 2 =7} 'vserver cifs BranchCache show -vserver vserver vserver name' 802
TEE J}=X| %.*°|°“-|Ef

o
CH ool M= SVM VS1 0l M BranchCacheE AHEdHX| g5 AABL(C
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clusterl:
disable

clusterl:

Vserver:

Supported BranchCache Versions:

Path to Hash Store:

Maximum Size of the Hash Store:
Encryption Key Used to Secure the Hashes:
CIFS BranchCache Operating Modes:

SVMO|A| BranchCache 7+

= ALt

=

BranchCache 742 AMH|SHH O{EA| &L 7}

:> vserver cifs branchcache show

:> vserver cifs branchcache modify -vserver vsl -operating-mode

-vserver vsl

vsl

enable all
/hash data
20GB

disable

O|F0fl BranchCacheS T AMX|2t SYM(AEZ|X| 7HAH A|AENO| FHA|El 2HIXE A&
X 2otX| A== St2{H CIFS MHUIA BranchCache 7182 AMHE &~ QIELICH LM S
APK|e o O o] H/HSH=X] &1 UL0{OF gLt

aII ?JLI Ct. ONTAPONH SVM9| SHA| X@ﬁz

BranchCache 1A S AMX|si = BranchCache A2 E2I0|HEQ| HN AT BEHE|X| X&LICtH O = BranchCacheE

AtEst= 22t0|HETL o|0] FHA| =l 2EIX0| CHt 7|ZE SMB HZ0]| CHSE HIEIH|0|H HEE QMsHH ONTAP'—
Microsoft 2| @R 2 S&5t0] 22I0|AHETI AX| 2HXE QESI=E & HIY ES HYLICt CIFS AHE 2HIX
LA™ SESIH SYMO| MZHE AN 2HIXE MSTL|Ct

BranchCache T7tA0| AHX|=l & SMB 28+ BranchCache 7|5& 22|X| &&LICH A SMB €2 S A2t
O|Fof| FHAI | X| Qb2 2EIX0| UM ASH{H S210|HEE SMB 7| QES MAMHOZ Ma|ghL|Ct,
BranchCache 4= AtH|EtL|Ct

SVM(AEZ|X| 74 A|AENOA BranchCache AH|AE AX|SHE O] Aot HEH2 7|&

SHA|E AMH|SHAHLE SX|&X| 50 w2t E2FEIL|C}.
THA|
1. X BEe Adsr
Hot= &Y N ———

'vserver cifs BranchCache delete
-vserver_vserver_name_-flush-hash true

BranchCache 742 AA|St1 7|& SHAIE

'vserver cifs BranchCache delete
-vserver_vserver_name_-flush-hash false

BranchCache 7t &
SLICt

AfRISEA| 2 71 SiAl= OU=
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off
CHS oo A= SVM VS1 49| BranchCache 712 AtX|st 7| & S{AIE 25 APA||ghL|CE.

clusterl::> vserver cifs branchcache delete -vserver vsl -flush-hashes
true

T|£2 uf BranchCacheZl {2 A| ElL|7}

ONTAPE BranchCacheE X|JotX| f= EHE|ZE E|ZE 2 o o] LMSH=X|
Olslist= 0| ZRTL|Ct.

* BranchCacheZ X|2/6}X| %= ONTAP HHOZ =% AR SMB 28 = BranchCacheZ Al%t=
ZS2I0|AHE| BranchCache 7|52 YE|X| OO0 2 Z20|HE = sHA| HEE QAKX t&LICt

CHAl 28 SMB 47| RES ASI0] dX| 2HXE @FeLCh 2HX Hof [t} SMB MH= SVM(AE2|X]
7t Aol MEE A 2HXS ST

* Al MEAE S A-SHE =7t BranchCacheE A[#oHA| gi= EEIZE E|SHXH AE2(X| 2HE|xts =/
S0 eIM == BHE AL83I0 BranchCache + 42 82 &|E2{0F L Ct.

0| @S A3HSIH BranchCache 714 & sHA| 7t AFF|ElLICE.

SHO| 22E = AE2X| B2 Hots R Al MEA7 ZetE CIHER S 522 MAE = JASLICE

K

b HeE

SVMO|A BranchCache 8-S AFH|EHL|C}

r

Microsoft ¥4 SX| M5 aFA

Microsoft #4 SX| 85 7H2 7HM

Microsoft ODX(Offloaded Data Transfer)= _copy offload 2t11k= otH S AE HFEHE Sof
CIO|E{E MESHK| f e D 2tk|= AEZ|X| X LWR E= ZHof| Clo|E & = & +

OIJ\LJEf

ONTAP2 SMB X SANIZEZES &
ol
AN

T X|t= ODXE KIHYYLICH 24 = CIFS AMH = LUNY = A2
CHat2 CIFS MH EE= LUNY Ct.

El I
=]

ODX7} ol IS MESHH AA0M HIO|HE 0] HERIIE Sl F2H0|HE AFEHE MSSLICH 220
AFEHE= U EHIE S 1|0|E1§ CHAO 2 CHA| & BILICEH R9f5tH 220|HE HFE = AA|M HIO|HE %—I
CHAMO|| 24L|Ct ODX I} A S A23SHH O|0|E{ 7} AANM EFHOZ XN EALE |_||:f

l

o
Chx, SE0|QES 2|AA EEF(CPU, HE2|) ZA, HERI /O HYE ALEE U4 52| s 0|HE ¥2
olAL|CH
AN - -

QEZL SAE2 24 Y EP AER[X] ZHof| 2 e 02 450 :'71| SFMELICE a2 Sl oY Zhe] S| Azt
=1

SMB 22| 32 0] 7|52 220[AELt AEE|X| M7} 25 SMB 3.0 3 ODX 7|52 X|#5t= R0 A
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LICt. SAN &tZ2| A2 0| 7|52 Z20|HEL AER|X| MH{7} ODX 7|52 25F X5t HR0TH AtES
L|C}. ODXE x|°Jor| ODXZE Al238M= Z2J0|YHE HIE = OIS 0|S8} L EAFS 1 QT2 C &l mpel
s =2 EHSHA| AFEEILIC ODX= Windows BHM7|E Sl IAS S0{A 52X, BHEE OHY SA
AtE3st=X], 22I0|HE 0 E2|H|0|M0| IHY EAt QEE ARISH=X] 022 2 A|Q10] AFEEILICE.

of rx 4> 4>
o o 30 30
fujo mjo oy oy

rd
r
4o 0%
HT

Pl
ofn
>
mlru

AtE3t0f SMB AtE == Z2|E MSot0] 22t0|UE & AlZtS HEELCH

"Microsoft Hyper-V % SQL Serverg 9/t SMB 74"

ODX2| %& &4

ODX & A} 91125: EZ 7|8t H|HLIZSE A23610] ODX K| CIFS MH L& EE= ZH|
HO|HE {1 BLICt CIFS M= HIO|EHE S AEE Soff 28 6H= Al H|0|E £ LIEIL =
e EZS S20|HE| EHLICE ODX 220|HE = dliek EZS T MHO| X335, Of
EZ22 E6ff A= HIO|HE AA0 A EfZICE ME&T £ QUESLICE

ODX Z2I0|HE = CIFS MHH7I ODXE X|26t= MH S QIASHH AA TAS H10 CIFS AHOIM EZ

SEELCH e TS A = S20|AEE EZS A0 AHOIM HIOJHE 2200 ez XY EMOPEE
X|AlgLCt.

@ SAL &l Heof w2t AA 3l A0 YT SYM(AEZ|X| 7t HAl) = CHE SVMO)| /g =
olAL|C}
AN H .

EZ2 Hlo|E{<| *I’é.* HH9 %% LICH olE S0, 2E2[X| 2IX| Ztof| CIO|EE =AtE W CIO|E| MOHEES
LIEIL} = E20| RF S2t0[AEZ date[1, 0] 22I0|HUE= o SA=| 22 2210|¢EE S8l 7|2 CIo|HE
SArE 27t ELIt.

ONTAPE= 8MBZ| E1I0IE1 LIEILH= E22 X|TL|Ct SMBE x1}t5t= ODX 2X|22 8MB2| H|0|E{ E LIElL =
2t EZ0 et of2] EE2 ALESHo #%*E L|C}.

Ct2 30 = ODX SAt 2t A E THA S 2L}
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L/, T, | [MEA D

(MDD @ (™ [IL[[UIIJ
= i =.A1_-| — A2 — . A —
Data Transfer e
| | \BE (6 Iy \filn]
1. AF2 X7t Windows Ef | HHE QIE{I|0|A FE= JHAF A|AH! OFO| T8j[0| MO B Z MAUS BAL =
0|S38HLl 28 T2 0| It 2At £= 0|5 A|ZFEL|Ct
2. ODX X2 S2I0|HELE 0| M4 K2 ODX QHOZ Atz HEtstL|C}

CIFS MHZ HMEE|= ODX 20| E20f thet 2780] ASLICH
3. CIFS Mol ODX7H MHE|0] Yl HZH0| SMB 3.08 S8 HHE(0f AW CIFS MH{7t 228 AL
Ol A20M HOJE|S =2l oz mas ZelL|Ct

4. 22I0|UE= HIO|E S LIEI = E2S 2ot A7| @1t &1 T4 CIFS MHZ H&SLCEH

O| HIO|E= HEYIE Sl 2A00M S2O|HER SALSt CHS S210|AUEN M CHECE SASH= |t
ClolE{ i L|Ct.

5. EZ0| AEE|X| MEA|AHIO| M| ZE/L|CT,

6. SYM2 EHOZ FAI = 0|52 ELICEH

SAtEE O|SE THo| SMBELE 2 22 SHE +85t{H o2 E20| QLT 2R K2t SAE
2=57|

517| ?IoH 2-6HAIS —¢-%'°*L|Ef.
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ODX 2A XS QIR Est o Foj7t 2Aste HAL i 0|5 AI0| A i 0]

S teJof gt

o —d

(D) 71Z 971L 212 ChAl oIS ELICE DRIZEXIE, That CIFS ME{7H ODX = ODXE XIeistr] ok2

A2 =At L 0|5 F2lo| A ELE 0[S Felo oiet 7|E o7

3

ODX AFES fITF FALE

0

EARIEZES SVM(AER|X| 7hef M)t e7Hl AFESHE MY EF 27ArY

UA0{OF BhLCt.

ONTAP HH @7 Al

ONTAPE SEAI QLEZEE 2|8 ODXE X[HEL .

SMB H7 @7 Ak

* ONTAP= SMB 3.0 0| &2 X| 25tz ODXE X[ &LICt.

* ODXE At83t2{H CIFS Mol A SMB 3.02 A HsHjof &
° ODXE M83IEE MHsHH SMB 3.0 AHEY = gi&LICt
° SMB 3.02 H|gMststH ODX T H|Z M3t L|Ct

Windows AH 3! S20[AE @7 At

A EZES 23 ODXE AFESHE{H Windows S20[AEA 0] 7|52

| 24SHOF BfLCt.

o

S MT|2 THA| SOFZLICY.

&

£ 2Lt "NetApp &= 224 IHEEA"X|YE[= Windows SEI0|HE0| Chet 2|4 HEE HSELICH

o

« AAEE2 XA 1.25GB0{O} BtLILCE
c &= EES AMESE AR X QU2 M2 JMsdlor 5t 4% 18 37| 8K X[ EILICE

Hx oE fA2 X=X &L

ODX At2 X|&

SA LEZE0f| ODXE AHESHE HA X &S X5t %1010F§. I f I

AFBE 4 9l BE Q¥S Iiofstn 22{AH LR 3 23
oI-|__||:|-
(=] B

* OIS E2 28 TH0ME A QLEZE0| ODXE A Y 5= &Lt

° AA B8 7|7} 1.25GB O|2HIL|Ct

ODXE Ar23t2{H =28 37|17t 1.25GB 0| 2t0|0{0F L|LC}.
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ODXe= 2E 2R 0|3 (= SnapMirror BE= SnapVault CHA S50 AFsH= M 8 ZC0| AFRE[X|
orAL|CtH
Lo d .

o

b

2 28 5 MAH X g2 ER
o

* ODX SAHE2 S AH W SAR20|2E X ZELT.

[y = |

ODXE At83t0] MY = EC S CHE S2{AE2 EEQZ SArY = &L

7Bt XIH
* SMB &M A QEZE0]| ODXE AH23H2{H 0| 256KB 0|4F0|0{0F Lt

N3
A

ro

o2 7|

ro
i

A EEE M-S HSE LI,
* ODX SAt QEZEE =X Z2M|AQ HEZ 5 HHE AHERLICE

HIO|E|S Z AL} 0| S 1 SVM 2E0M B2 HHE 235}%| S
om=CE dHsHof ShLiCt.

OI-o

o2{H 8T SVMOA ODX =A}

* ODXE X|#stz{H HIO|E H&S +Ast= 0 Z2170]40]| HIO|EE 7| =8H0F LTt
ODXE X|#&st= OiE2(A 0] 2t 2 TSt Z&LITt.

° VHD(Zhe ot= C|A3) 4 S % Snapshot SARE 22|, 7hef A|AR 7 THY ZALeE 22 Hyper-V 22
xtdolL|Ct
—THd

° Windows EfMi7| Zted

> Windows PowerShell A} HH

° Windows Bd ZTEIE SA HYH
Windows & T E I E 9| Robocopy= ODXE X[ EfL|LCt,
(i)  ODXE X#ete Windows At i Zato|o=0]Af 0fZ2|A|0|M0] ARE| D glofof Biict,

+ Windows AMH 5! 220|HE0|M K| E|= ODX O Z2|A|0| M0 CHt XtM|et LI 2 Microsoft TechNet
210|HE2|2 A XSIAAIL.

e

HEE

"Microsoft TechNet 2t0| 22{2|: technet.microsoft.com/en-us/library/"

ODX2| AHE At

ODX7t g5 O|HS MSots &&S e = ATE SVMO|M ODXE AFEdH= AFE AlISE
S %1010F gfLct.

ODXE X|#&3dt= Windows AMH 3! S20[AEE= #Z M ZH0f| HIOJHE SAISHE 7|2 YHOZ SAFQEZES
AFEEILICE Windows MH{ EE= S2t0|HUEJF ODXE X|#5HX| g87{LE ODX EAt LEZET 0= A[FHOME ZoH7t
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LHSIH SAL L 0| ZYU0| SALE= 0|S HH| THEE 7|E 2171/47]2 THA| SORZLICt.

ODX =AL 8l 0|5 A8 S X5 AFE A= Ch3at 2L,

* ML

* ONTAP ODXE T¢5I™H ODXE A3t SMB 3®/2 FC == iSCSI S 7Hat E2I0|E 7Hoj| mbed

CHel I BEi= LUNO| M2 OHE = 20f = M2 HHE 280 JASLIC HIo|E = St SVMO|
CHet O EE= LUNO| St L E0of| l= M2 CHE £80l AELICH HI0[Ef= MZ CHE SVMOIM
SO OfY = LUNO| MZ CHE 20| = M2 LHE 280 ASLICE HIo[EH= MZ LHE SVMO|AM

a2 SLERU LUN2 S2{AE o] Mz OHE 20 l= M2 CHE S801 AASLICE 0] 7|52 SANO| 2t
X E|H CIFSOl= AlEE &= SlE LIt

mo

Sk

SMB 372t LUNO| St S2{AEN| =X st= HSR, ODXE X|&A5H= Windows EfM 7|, Windows CLI E£=
PowerShell, Hyper-V EE= 7|E} O ZE|H|0|ME AFE3H0] SMB 372t HZEE LUN 7t0] ODX SA LEZEEES
AHESH] MU S A2tsHA| 5*? L= 0|5 4 JUSLICH

* Hyper-Vi= ODX SA QEZEE 2|ot R 7HX| 37t AFE AL E S ELICH

54

° Hyper-VO| | ODX SA} QE2E HAAAZ £ AB5{0] VHD(ZH SHE CIA ) T LS S VHD T}

240l CIO|EIS ZAS{LE, BiLEl SMB B9 St Z2IAE Lol A HZE iSCSI LUN 2t O[S
=z 4 et

O[H 5tH AAE 2 MHM SHE2S 7|2 2EE[X[Z WY = AFLICL
° 1™ 37|9| VHDE M HE o ODX= & 2Tl Hizst EZS AH83I0 022 C|AIE &7|9t5t= o
AHEE LIt

o AN Y ERI AERIX|7H S 22AE 0 Y P ODX A QEREI} TRy Al AERX|



Oro| 2|0 Mol AHEE LTt

Hyper-VE AtE38t ODX EM QUL IHAME AL A E S Est2{H HAE 2F HF| 7t
@ ODXE X8, HAE 2F M|H| C|AT = ODXE X|st= AEE|X|(SMB EE= SAN)E E3

X &= SCSI C|A30{0f BfLICL AIAE 2 HH2Q| IDE C|A3 = ODX IlH***E =

K| §5tR| t&L|Ct.

ODXE MH £= dliA|

ok

FL|Ct

AEZ|X| 7HA A|ARISVM)UHIM ODXE ALESHHLE AFESHX| R E AT &~ JUSLICH
72X O = SMB 3.0 AIESIEE A™E AR ODX EAF RQEZEE XSt}
AlEtst| Fof|

SMB 3.02 &Md3}8H{of BhL|LC}.

Of ZhHofl CHaH

SMB 3.02 H|2d3t5HH ONTAPLZ SMB ODXE H|2Hd3tetL|Ct. SMB 3.02 CtA| dHst= 22 SMB ODXE
£SO CHA| AHsl{of ghL|Ct.

1. st £Z Advanced:'Set-Privilege advanced’ 2 A& gtL|Ct

2. Ct3 2e & SILIE A gLIct

ODX A QEZEL V|52 AMESI2{H. .. HY ...
M SHEl 'vserver cifs options modify -vserver vserver_name
-copy -offload -enabled true'
A2 ot &t 'vserver cifs options modify -vserver vserver_name
-copy -offload -enabled false'
3. admin #$t $£Z0 2 27| 'et-Privilege admin’L|C}

o
CI2 ool M= SVM VS1 O|A ODX EA T2 EE S5 C}

clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by technical support personnel.
Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -copy-offload
—-enabled true

clusterl::*> set -privilege admin
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I EsL
AL 753t SMB MH g4
XS fIXZ2 SMB A& = o|E M35l SE0|HE SH AlZES
Cr=SofL|Cf
s /X 7HRE S8 SMB Xt& L E X£%|E HM|3t0{ 22H0|HE SH AlZtE thuL(Ct
& /XM= SMB Xt& L E E£3|E AFE0I0 AEZ|X| 714 A|ARI(SVM)O|AM SMB
S20|HE M52 EQLICE X8 L E == QF Z20|HEE HI0|E7t 4F5t= 282
SARSHE L E SVM°I LIFE AF=0 2 2|C|2 M8t 220|HE &t A|7HS ShAFSH A
UASLILCE.

SMB S2t0[AET SVMOM 2 ARIEI SMB R0 HEY F2, QEE HI0[EE AR 42 =0 A= LIFE
A8t ABY & USLICE S2O[AETL HEE LEE= SAH HEJAIE MY LHE = =71 278 HI0|E 0
MM AT SMB HEO| RFE HO|HE Zeldtn A= =20 /U= LIFE ALESHH S20[AE0M O HE SE

— od
AlZtE e + AU

* ONTAP= Microsoft DFS 3| £ Af%érm SMB Z2t0|HE0| HIYAHO|ANN REE MY E£= ECJtHCHE
20| SAEIEICH=E AMME 22|= 0| 7|58 MSELICH

- E7}HIO[EE Zetdh= L E0| SVM LIFZE QUTH BEHSHH e =5 M2 9|of| A 2| 2| et

* IPv4 % IPv6 LIF IP 20 CHs AtS == Z=3|7} X| 2 ELICE

* X2 S2H0|AET HEE[= 3R FEL /KIS 7|H 2 BlLC}.

w

MB & S0 2etHLICH

HZO| BFE|7| Hof| 2|2[SL|CH. ONTAPZ} SMB S2t0|HES ERI e E2 HZSHH HZO0| HEE
SC0|HE= sie AHEE HEE LIF Z2E Sl HI0[Eof AMARIL|CE 0|'°271| St S2t0|AET} Cf|ofEfof|
Cf W2 A AMAS = D I SHAH S TE & ASLICH
SRt AE XHS XK= B2 25 YR LE 20| ZetE =8 01| HEE = ER 3SF
LHO| GIO|E{7} O3 EZ EMELICE ONTAP= 3/ REO| sl 2Z 2l x2S M3stE=
@ ONTAPE= O|2{¢h H| 22 &0 Z&E H0|HE HMDE7| {5l EE1¢E1 L1|E°JEE AtEdt O

SfLICH ol2{et Rl HIJAHO|A OFF|HINE AFESIH XS &= £3|7t 450 2 0|&S

=
HSotx| gbE &= AFLICE

CIOIHE 2 ARSH= 20| AME 7hs¢t LIF7} §ls B9 ONTAP2 S2t0|AHET MBS LIFE AME5IH HZS
HHELICH SMB 220U ET IUS H 20fl= L HE HES Soll A% THof AMAtL(Ct

0{™ O| R 2= CIFS MH{7} =3 & Y = 9l= B SMB MH|AT SEHE|X| §4&LICH SMB HE2 AtE E
3|7t S| X] @42 AN SFE LI,

LS

e

HEE

Microsoft ¥4 SH| 85 &t
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Statistics collection is being started for Sample-id: samplel
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C. 'AEIE|EIA AE_A|Z-ID Aplet' ZUM S FCIstC}

Statistics collection is being stopped for Sample-id: samplel

d. XI5 E #=X E7: 'stattics show -sample-id sample1-counter * node *'S &LI|C}

Object: cifs

Instance: vsl

Start-time: 2/4/2013 19:27:02
End-time: 2/4/2013 19:30:11
Cluster: clusterl

Counter Value
node name nodel
node referral issued

node referral local

node referral not possible

N N O

node referral remote

node name node?
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node referral local

node referral not possible
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A7} MEHM 2o MA Ol X7} 22 2MS XN &
UELICE XAt '—HRO 'vserver cifs share create'
HZHO0|| CH$t man H|O|X|E R ESHAIL.

7|Z& 370X ABEE 2HdatetL|Ct 'vserver cifs 25 &4 add -vserver vserver_name
-share-name share_name -share-properties access-
based-enumeration' 7| & 3F £d2 EEEL|CE
ABE 2% £42 71Z 29 44 =20 gLt
7|Z 220X ABEE H|ZMd3)etL|Ct 'vserver cifs share properties remove - vserver

vserver_name -share-name share_name -share

-properties access-based-enumeration' CtE SR
MO HEEILICH 29 £2M 220 ABE 28
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2. 'vserver cifs share show' HHS AI2510] 3§ FA0| SHIEX] 2HQIgHL|C}.
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clusterl::> vserver cifs share create -vserver vsl -share-name sales -path
/sales -share-properties access-based-
enumeration,oplocks,browsable, changenotify

clusterl::> vserver cifs share show -vserver vsl -share-name sales

Vserver: vsl
Share: sales
CIFS Server NetBIOS Name: VS1
Path: /sales
Share Properties: access-based-enumeration
oplocks
browsable
changenotify
Symlink Properties: enable
File Mode Creation Mask: -
Directory Mode Creation Mask: -
Share Comment: -
Share ACL: Everyone / Full Control
File Attribute Cache Lifetime: -
Volume Name: -
Offline Files: manual
Vscan File-Operations Profile: standard

CtZ ORI M= "data2"2h= SMB SR01 "HAMA 7|8 SH" 37 £43 FItLCt

clusterl::> vserver cifs share properties add -vserver vsl -share-name
data2 -share-properties access-based-enumeration

clusterl::> vserver cifs share show -vserver vsl -share-name data2 -fields
share-name, share-properties

server share-name share-properties

Windows 22t0|HE0|A| SMB 2101l CHoll ABE(HA|A 7[8F E7H)E HHEHSHAHL A 4=
USLICH 22{™ CIFS MHO|| HZSHX| &%k 0| 28 MM TS £ QUSLICH
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M HZE 2| Windows Server % Windows 22t0|HE0|A= abecmd S EE|EIE AIE2E £ Sl&LICH
@ O| ME2 Windows Server 20082 L E 2 EA|L|/}ELICH 2020 1E 1420f| Windows Server
20080]| CHSt X[ X 0| ZRE|AELICE.

A

1. ABEE X|&l5t= Windows 22t0|H E0| A 'abecmd[/enable|/disable][/server
cifs_server_namel{/alljshare_name} @& TIL|C}

"abecmd" BAO|| CHEH kAT L2 Windows 220|HE HdEME EZSHUAIL.
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