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clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 5 minutes
Kerberos Ticket Age: 10 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: Im-ntlm-ntlmv2-krb
Is SMB Encryption Required: false
Client Session Security: none
SMB1 Enabled for DC Connections: false
SMB2 Enabled for DC Connections: system-default
LDAP Referral Enabled For AD LDAP connections: false
Use LDAPS for AD LDAP connection: false
Encryption is required for DC Connections: false
AES session key enabled for NetLogon channel: false
Try Channel Binding For AD LDAP Connections: false
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clusterl::> vserver cifs security show -vserver vsl -fields kerberos-
clock-skew

vserver kerberos-clock-skew
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clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required
vserver is-password-complexity-required
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Vserver: vsl

Kerberos Clock Skew:

Kerberos Ticket Age:

Kerberos Renewal Age:

Kerberos KDC Timeout:

Is Signing Required:

Is Password Complexity Required:

Use start tls For AD LDAP connection:
Is AES Encryption Enabled:

LM Compatibility Level:

Is SMB Encryption Required:
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SMGHE vserver cifs security modify
-vserver vserver name -advertised
-enc-types aes-128,aes-256

AHE oF et vserver cifs security modify

-vserver vserver name -advertised
-enc-types des,rc4
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clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256
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clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc
-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-
enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256
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vserver_name -is-aes-encryption-enabled false'
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HA[ELICE

off
CHZ ool M= SVM VS1 7|EE SMB MO st AES Y=ot RES AHE5tEE AF LT}



clusterl::> vserver cifs security modify -vserver vsl -is-aes
—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-

encryption-enabled

vserver 1s-aes-encryption-enabled

CHZ oflofl M= SVM VS20i| A SMB AMH{0f| CHot AES 23t RHESE A8t S LT 22|Xt= SMB
ME{7F ZotEl QU Chet 22| AD AHH SHE Y& dt2t= HIAIXIZF HAIELICH

clusterl::> vserver cifs security modify -vserver vs2 -is-aes
-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-

encryption-enabled

vserver 1is-aes-encryption-enabled

2 e

"2l AL XL7F Domain-TunnelE AHE5H0] 22 AE( 0| 23QISHA] ZRHELICH
SMB A|HZ= ArE5I HESR(3 2ot

ONTAP SMB MZEZ ALE5I HEY 3 EotS SrAtA|F|

SMB MES ALE5IH SMB AH2F S210|HE At0|Q] HERIZ EfE0] 24EX| =2 &
= ACH, HH 37—".2 XHEHSHO] O] 2t s +ATL|Ct 7[2X 22 ONTAP= S210|ET}
QEY M SMB MES X|HELICH 20 [t AEE|X] 2#2[XH= SMB ME0| ER5IEE
SMB AHE #d& = X UASLICE.

i,

ﬂJIO

YOl ol ZOEHAIL

rr
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Mg EXO0| ONTAP SMB AH{ete| S 10| oftE Fets O|X|=X] LOotELICE

[0

CIFS MH SMB A EoF A& 2[0f| = Windows 22I0|HEQ| &= SMB AE HKe
S210|HEQ} CIFS At Zte| CIX|EH EA AHE HOELICH H|XL|A 27 At2hof| SHA|

YFE 2HE 4 UBLICH

22t0|AHE SMB H*2 MMC(Microsoft Management Console) EE= Active Directory GPOE AE38H0] LM E|=
Windows 22 Hot MM MY S Edf| MO{ELICt Z2t0|HE SMB ME 5 EoF 2X|0]| CHst XtM|EH LI Microsoft
Windows HEME XA,

CHS2 Microsoft 22I0|AHE| CHot & 7HX| SMB A|{H M AHof| Ciot MHRIL|CE,
* 'Microsoft H{E®|3 22I0|ME: C|X|E ME EA(MHOM 523t )
O] MH2 22I0|HEQS| SMB MY 7|50| M™E[J=X| HEE HO{ELICt 7|[2Mo 2 EM3tE|0f QEL|Ct
S2I0|HE|AM 0] ©™S H|ZEM3}SIH CIFS MH2te| 22I0|HE EA12 CIFS A2 SMB A AXof izt
ShatEL|Ct.
* OO|2ZHESRIA 2EI0|HE: C|X[E ME EA (T4
O| M2 Z2I0|AHE T MHI EAISHY| 2/ SMB MEHE LR Z St=X| HO{ELICL 7|2M O Z H|Z M|

UAELICH S2HO|UE| M O] B S H[EZHHstH SMB ME SE2 'Microsoft HES/ 3 SEI0|UE: CIX|E ME
SH(MHOIM Solet 22) % CIFS Mol AFof Cigt YM HFS J[Ee 2 gfLrt.

$740 SMB 20| ZR3EE THE Windows 2210|lE7} E&HEl 22 CIFS ME{ol A SMB
() Mze gxstor giLict. 2K 2LOH CIFS Mbi7t ofziet AlA0| HlO|EIS HBE 4
O-I¢|__| |:|._

HAH

2210|HE 5! CIFS AMH SMB ME MAHO| 2utHQol Zut= SMB A|440] SMB 1.0 EE= SMB 2.x O| A2 AIE5H=X|
Of2ofl w2t Z2kE Lt

CHS HOll= MM0| SMB 1.02 AIE3t= 2% 22X 2l SMB MY S20| QL0 AELCE

2ct0[AE ONTAP — MHO| HR5IX| 45LICH ONTAP — A EO| ERL|CE
MEHO| HIZGStE[oH BRSHA|  MYEX| FUASLIC MNEE

oasLict

MEHO| otz AH RO MEEX| ERpASLICH MEE

obAL|Ct

=]

MEO| HIZgStE[leH YUt MEE MNEE
MEO| AHE[0f A0{OF L|Ch MEE MEE

@ S20|AHEN M MEO| H|ZM S| AUX|2H CIFS MHUIM Z 3 AL 0|™ Windows SMB 1
Z20|HEL UL H| Windows SMB 1 22I0|AHEJt HEE|X| S 4 JESLICH

CHE H0l= MMM SMB 2.x 2= SMB 3.02 ALEdt= 4% 2282l SMB ME SA0| R9fE(0 ASLCE
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@ SMB 2.x % SMB 3.0 22I0|HEQ| B2 SMB MHO| &4t ArZst=E AFEL|CH Hgdetet -

i&LCt.
SE2I0|HE ONTAP — MHO| HQ5IX| A&ELICH ONTAP — A{HO| HRetL|C}
MEO| ZstX| t&L|Ct MEE|X| pSLICH MEE
MEO| HestL|Ct MEE MEE

CHE #0l= 7]& Microsoft 22t0|HE 8 M SMB M3 20| 2°}&|0] JASLICE

o2EZ SHAl sohulgy LREQSK| Z20|9E M 7|22t DC 7|23
A2 FZULICH BBt 4 ok&LCtH J|=gkLct
ULL|C
SMB 1.0 MD5 of of SMOlE(ER AR o EH(E4 TS
5HX| 43) Otel) gLt
SMB 2.x HMAC SHA- ofL| ol T QK| o QOHX| ol
256 or&L|Ch or&LICt aQL|ct
SMB 3.0 AES-CMAC OotL| 2 ol Aok N oI QoIX| S
or&LICtH oF&LICt agLct

Microsoft= M 0|2 "1/ ME SL(ZEH0|AUENM SQet BR) £ '1Uf M SL(MHUAM

o
oot 22) I8 M M™ES AT AS HABIX| AELICH Microsofte Eot

"EnabIeSecurltyS|gnature" EﬂXIﬁEEl HEE O O|4 AH8SIX| gi2 A S HELLLICE of2{et FM2

@ SMB 1 SZH0j| 2t HekS 0| X|H Digitally sign communications (Always)(Z4h M %*._) =Sk
M7 = RequireSecuritySignature(2 7 Hot M) 2IX|AER| YO 2 CHNE ~ JUSLICH ET
Microsoft SEE20{| A XtM|et HEE HE = JSLICE The SMB MES| 7|2 Atgh(SMB1 2! SMB2
o=zl

ONTAP SMB MEC| d&s FEk0| CHoll YOtEMAIL

SMB M40l SMB MEHE ALE3HH Windows 220|HESt 11 Bh= B E SMB
g0l &S O|K|H, 0| = S20|HEL} MH(F, SMB AMH7t ZE SVMS 2&5t=
S AHQ L) 20| S 0[ALIC.

HER A Eafjlo| &2 HELX| @fX|TH S2H0|HEL MH HF0|AM CPU AHE 0| 7I6HH 40| 0|X|= 0|
LtEFEFLICE.

“'—Oﬂ I3|7Y|E =k
2uEEE S
7I%’£19E 4

AlSH =01 ONTAP 9 H{ZFof| 2t S2tEIL|Ct ONTAP 9.78E MZ2 253 2 2=
E

0 St oo
n
-
n

SAMEl SMB ME A58 fIsiM= AES-NI QEZE J7|50| ZREL|Ch siE EHE0|M AES-NI LEZ =7}
K|z =X| &olst2{™H HWU(Hardware Universe)S & ZXSHUAIL.

H =,
2HEo| M52 SFAMAIZ £~ QISLICE SMB MY QEZE= SMB AMEO| XM=l AR
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W HHE GCM 2€112|ES X[@dt= SMB HT 3.112 AFEE &= ULHH S kel 452 ¢S + ASHCh

HESIZ, ONTAP 9 HHH, SMB & 8! SVM =0 2t SMB MES| Ms0f 0|X|= Fe2 0L Chket 4~ Qo
HER 3 SHNM EHAEE EsATt §+°I3* UELICE.

- ==

CHE 29| Windows Z22I0|HE = AHOA SMB AEHE AI25t= 2R 7|EXMO 2 AStLICH 22 Windows
S2}0|ME0]| CH3H SMB 257 LRdt1 SMB H‘I'OE QI Ms EXI7 YMst= HR M -3—7—.:' | CHot H 0t
LQSHK| ‘EJS Windows Z2}0|HENA SMB MES ALESHX| AT H™HT £ JAELICH Windows 20| HE0| A
SMB MEE AIESHXA| A& MHst= 2o Cist XWI‘PJ LH22 Microsoft Windows MEHAME £t x Of*'AIQ

ONTAP SMB MH 314 HZF ALst

SMB 2ct0|1E2t CIFS A ZHi| SMB ME S2t2 150 2ot @7 Alets 558
USLICE CIFS MHO0A SMB MBS e ff MEisH= A2 HoF @7 Afehof| et

CHELICE.

S2I0|UE E= CIFS MHOM SMB MBS 7de = ASLICL SMB MBS 8 W =2 2F Al S
= ESPNEe

ra

oF Y AR

i RN

Z20|HES}t MH 7to| E4l HotS Astdta= 29 2210|H E0f| M 'Require Option(Sign Always)' £t
HE S &42lsto] 22H0|HAE0M SMB HEHO|
HRSE = et

2= SMB E2iZ0| £ SVM(AEZ|X| 7Hah Ao SMB MEO0| 2Rt Hot S 9510 CIFS
MEstr|E ALt MEHol| SMB MEO| 2Lt

Windows 22I0|HE Hot MA M| CHS XHM|SH LHE2 Microsoft AHME & ZSHUA L.

of2{ H|O|E{ LIFSO| CHet ONTAP SMB A JA0f| CH8H XEM|S| LOtEAA|

SMB ME{OI M ZR3t SMB MBS MEsI7LE siRSHs 22 SVMO| Chst of2] Clo|E] LIF
0]l Tht X|E 2 SxIsHoF BLICH

SMB MHE 79T mf of= HIO[E] LIF7L &0 JAS = ASLICE 0] 22 DNS A0 S2ct SMB M S AE
O|E2 AtESH= CIFS Ao Chist 2] 7| "A" M| ZE &=0[ X0 L 2 A=F2 RSt IP FLE

— T 1=

e T
A ELICE O|E S0, & 7H2| Cl|O|E LIF7} L&l SMB A{H{2] DNS 'A' 2|2 E ¥ 52 Ct33t Z5LICE

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VSl

Yeixioz YR SUB A UES Hasd S2fojol=e] 4 AR SUB HY Ul W Ao SuE
LIk 221t ] Sof ofdt ool YELIct. S2f0I1E5} S R0 oist o1 Haig obx|m olm, slef o 3S
QR|stEIA MHS WS = Se0|olET} S Q0| et M AFS WA= F2t ALt 0] 22 MEL2
SMB 2127} 7|Z SMB 9120| 25 W22 SMB A2 7 AftE HEeLic

CHS GIMIE 22foll 2EHAIL.

14



1. CLIENT12 'O:\' 22 E AI2310] SMB AMHO| 2R ¢i0| 20| HAZATL|C.

2. AEZ|X| HE[XHs SMB MEO| REIEE SMB AH M S S+HotL|Ct

3. CLIENT12 "' 325 AI310{('0: ZZE A25I0 HES |XISIHA) 3t SMB ME 1 SUSH S0
HZLCt

4. 1 A3t "0:\"et "s:\" E2t0|E RR0f| A COJE{0l| BN AL o SMB MHO| AL EILICH

=4I SMB EzliZ{0]| CHet ONTAP MBS - eL|Ch

LRt SMB MES MEEI0] 220[AHETI SMB HAIX|0| MHSIEZE @7 AILE HEY
UAGLICH ZdetE B2 ONTAP= et E0| A= B0 SMB HAIXIE +=gL|Ct.
SMB M3 & 5]80ol=| SMB ME0| 2RHX| k2 B2 2R SMB AT = AESHA| HE=
MASE & QIAL|CH

o= T Md .

Of ZfHofl 3

712xo=Z HRTt SMB ME2 AFEE|X| t&LICH Rt SMB MBS AHMEX| BHSHALE shMY & AELIC

[t

CtEat 22 420M= SMB ME0| 7|2X = H|2dote|0] AX| S&LICH

1. LRt SMB AHO| MAEE|0] Q1 2HAE{7I SMB MHE X|2ISHX| = ONTAP HEQOZ
=2 ELCt.

@ 2. 0|z 22{AHE SMB ME2 X|2/5t= ONTAP HE O Z 80| =E/LCt,

0[2{gt 22 X[ == ONTAP H{T0|| /2 74 SMB ME FH2 [T =4 HO0|=S
Sl RAIELIC

SVM(Storage Virtual Machine) X3l S+ 2AE H&E mf ‘napMirror create’' & 2| -identity-preserve’ S0
MENSE Zhol| mhat BRI sVMoll SRIE 7o ME HETH AFEL(C

Okof _identity-preserve’ SM S 'true'(ID-preserve)Z2 MHSIH SMB M 2ot AX0| cHAtof| S| ElL|Ct.

-identity-preserve' &2 false(non-ID-preserve)2 HX5IH SMB ME Eot M™0| CHAlO| EX|=|X| 4&LICE. O]

E2 o] CIFS Mt Eot 40| 7|27 = AHELICE AA SVMOM R SMB MES ALESI=E dXot
A, CHA SVMOIA 223t SMB MBS 502 2HA%}sHof SHL|Ct.

SMB Ao| L3t &2 H ...
gt Mot E 'vserver cifs security modify

-vserver_vserver_name_-is-signing-required true'

ALg ot &t 'vserver cifs security modify
-vserver_vserver_name_-is-signing-required false'

2. Ct2 HHO| ZH0i|M "is signing required" HE2| 20| sh= 22 M E0 AU=X| Eelste] HRst SMB
MEO| 2dotk|0f Y=X| = H|2det=|0] JA=X| 2eletL|Ct. 'vserver cifs security show
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-vserver_vserver_name_-fields is-signing-required’

of
CHS ool A= SVM vS1 of Z 23t SMB MES &M stetL|Ct,

clusterl::> vserver cifs security modify -vserver vsl -is-signing-required
true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required

vserver 1is-signing-required

vsl true
() o=st gzl dist ez Arge A AZol HSELC 7|E fiEe W8 wx eaLt
HERT

* "SnapMirror 4"

ONTAP SMB N|MH0| AHE[X Q=X 2FQletL|Ct

CIFS MHO|A HZEI SMB M|M0f| CHSt MEHE FA|SH
MMO| MEE|QE=EX]| 2Qlet £ JUEL|CEH 0] BiHE SM
AHEI AZE O] J=X]| 04E'E oISt O] KE8L|Ct.

= UAGLICE o] SEE AHESH0] SMB
B 22}0|HE HM0| st= Hot

=
THA|
1. Ot2 =Y & StLtE ALt
Ofl Chet §EHE HEAISH ... T ...
X HEl AEE|X]| 7HA A|ABR(SYVM)OIM MEE ZE 'vserver cifs session show -vserver_vserver_name_
MM -is-session-signed true'
SVMOM EX MM ID2F MEE MM ME MHE 'vserver cifs session show -vserver_vserver_name_
-session-id integer-instance'
o]
CtE HES AASHH SVM VST ol MEE MM Chist ME &I HA[ELICE 7|2 29 £20i= "M MHE"
£ TCIL BAIE|X] &LIC
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clusterl::> vserver cifs session show -vserver vsl -is-session-signed true

Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAINN\ joe 2 23s

Ct2 Y-S AASHH MM ID7t 221 SMB MM0f|lM MMl ME RS HIXet XtMIet MM FE7F A E LT

clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

]

ted HeE

SMB ME MM EA ZL|EE

r

nodel

vsl

2
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\joe
pcuser

1

1

0

10m 43s

Im 19s

SMB3

No

true
domain-user
CIFS ALIAS1
Unencrypted

ONTAP SMB MY MM EAE ZL|E{ZISL|Ct

SMB MH SAHE ZLIE S MHE

Of Zteiof Chat
o
A

* 'CIFS’E AI23IH T E SMB M|[40]| CHsH SMB A/HE ZL|E

MEE HMT

= He e 'SA B2 MYE SMB MM £ ZLIEES= O A8
e
o

SILICE. 'Signed_sessions' 7t2E = CH31t 22 SH K|t SH At
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* 'MB1'2 AF23H SMB 1.0 MM Cist SMB ME
* 'MB2'E AHE35HH SMB 2.x %

%! SMB 3.0 M|M0i| Cigt SMB MH

SMB 3.0 E4|l= 'MB2' ZiK|o| E=d0f| ZEHEILICE.

NEE Mol 22

——

Hlme 4 gL

Z1 HO|EE E{H

AELICH Ho]H

MEEY = U= YHIO|EE HIO[HE HA

= & MM 42 H|W5l2{™ 'signed_sessions' 7+2E2] £H2 '"MdHEl sessions' 7H2E{2| £ 1}
Cf.
HX S ME T2 AlZfsof gfL|Ct. H0|E T E SXISHK| ¢o™ MEQ| HIO|HE & &
+Zg SXItH D™ E MEO| MSELICH Ho|H TS SX[6HK| ¥ o™ 2|2t H|wst= o
2 & ASLICH H{wE Edlf FME mrefet £ JAEL|Ct

2 DLEE 4 YL
S BLEYE 4

ol

AA

SLCt

LI MM 7|2 MEZ

St11 "-sample-id' OH7H

HS0M S{AEQ 2=

CHA|
1. st &2 advanced:+'et-Privilege advancedZ A& stL|C}

2. of|o|E 47 A=
statistics start -object {cifs|smbl|smb2} -instance instance -sample-id
sample ID [-node node name]
“sample-id’ 07 t#4-5 X|HSIX| rOH H0| MZ AEXIS MM o] MES C
HOlgtL|Ct. -sample-id’'2| 2f2 HIAE EXSQJLICH STt CLI M[AM0f|A o] BH=S A
HE X|FoHK| 5™ HHO| 0| 7|2 WES HO{SLICHL
HEfMOZ £S5 4N =2 XIWY 4 YALICL =ES XHIX| YO 0| HE
L Eof gt 42 =Tt
Ol CHSE XEM|BE LY statistics start "ONTAP E&E HZTQULICHS HXSHAAI

3. 'tortistics stop' BHO{E 0|85t0{ A|=0] CHet C|O|E| T & SThetct
KEMIS| LOEMR statistics stop O[A "ONTAP E&E & Z=QIL|Ch

4. SMB ME S| E7|:
Off CHet B2 E HefH. .. o=,
MEHE MM shope-sample-id sample_ID-counter

signed_sessions
node_name[-node_node_name_]' MEE MM O A™E §M
shope-sample-id_sample ID_-counter ESTANCE_SECURIONS
signed_sessions
ChY =0 CHet FETE EA[SHH 4 -node’ 0] HE X F LT
Ofl CHSt XEMISH LIS statistics show "ONTAP HE HEQULICHS HXSIMAIL.
5. HE|Xt HP £FO 2 FO04IHI|: + 'Set-Privilege admin
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CHS ollof| A= SVM(Storage Virtual Machine) VS1 0llA] SMB 2.x %! SMB 3.0 M EAE ZL|E&SH=
HHS 2o FLICL

Ct

gl

2

o

AHSHH g A 2EZ O|STHLCE

—_

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ch2 8™

AAsHH M ME2| 0|8 +=T0| A[ZHEILICE

glo
o

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

CHE 3= ddotH WE2| tloly +=&o[ SX|EL|Ct.

glo
o

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

CHS B2 Aote! ME SMB MM B0l =E8 MFE SMB M0 EAIELIC

glo
mjo
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

c}

glo

E<I3=IE=I

o

o

AAHSHH HEO|M == 20 CH3l MEE SMB Al90[ EA|EL|CE

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

Cte HHES ASH admin Het 28 = CHA| O|SELICH

clusterl::*> set -privilege admin
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SMB A{t{ SMB &=2}7t S5 Y=ot HjojE 2Fo MHZ oot S5
ShA

otz AS Lt 2otz AS LT

A3l A3l Aot SYetelX| gfptS LIt
Aot E X|ASHA| gt= SMB 2210[AEE= L=t Rt SMB MY = SR0| AZ £ &L

oot dFof oigt HE Ard2 M HZO| HEELICE 7| & HE2 S UX| 5Lt

ONTAP SMB =37t M50 0|X|= 2ol CHol LOotEMA|L

SMB M[MH|AM SMB &S 3HE AFESHH Windows 22t0
Hs0| &2 0|X|H, 0| = S2{0|HEL}t MH &0 &
SVM2 Aaist= S AEQ ).

EQ MH 7te| 2= SMB EI0|
% O|&L|ICHZ, SMB A7} etz

00I- —

0|'

HES3 Ealmo| o 3HX| K|t Sto|HESL A BE0jM CPU AL220| Z713HH A50] 0]X|= @3fo|
LbEREHLICH

S0l 0|X|= &2 A S| ONTAP 9 H{ 0| 2}t HEFELICE ONTAP 9.78EH MER ¢=23 2T 25
%*_'EIE% =l °.:.*§§f5._| SMB EzZfZoM 452 FAAZ = JUSLICH SMB =2t QEEE= SMB 2297t
gdotEl 2R 7|2Xo s gdstEL
SAME SMB Y=3t 452 oAM= AES-NI RQIZE 7|50| 2LEtL|Ct sieh SSHE0| A AES-NI LEE2ET}
K|l =X] elstz{™ HWU(Hardware Universe)S XA

HIESI3, ONTAP 9 B{X, SMB HX X SVM 20| 2} SMB 2&317} 450) 0|X|= F&e 0j< Ciorst 4 glon
HiESl3 sHzo| HAES SaiMat grolst & YLt

= - =

SMB ME{Of|M SMB ¥=st= 7|=2HO 2 H|ZHStE[0f JASLIC 2et7t 2Rt SMB SR/ £ SMB M0l A2t
SMB 2{= 35 2deldliof gL|Ct. SMB 2= StE E3ll ONTAP= 2ES = di5stl 2= 230 tiet SEHS
A2otshs FIH KEIE SYLIC mEtA 2R 2202 SMB 2 stsE Edsttiof L.

S0{2= E2liZ0] CHol ONTAP SMB 22395 ALESIHLE AHESHA| R E AFERILICE
=4 SMB E2{Z0f| SMB Y=2st7t HRot AR CIFS MH E= S5/ 2l &oM 238 =
UAELICE 7|22 Z SMB Y= eh= HR6HK| 5 LICt

o| ZrAHof| cHaH

CIFS MHO|AM SMB ¢S otE MNSIHH CIFS MHe| RE R0 X
OlSSI7F WQSHK| UAHLE ZQ Chez2 & SMB Ee{zof cHsl 2R
MHO|M 2R3t SMB °+§§r SHAIE 4= %*I—IEF

EILICH CIFS MH2| 2E SR0] CHsH SMB
ot SMB 2tz 32 MHSI = EL CIFS

I 'napmirror create' B& 2| -identity-preserve’ &M40|

SVM(Storage Virtual Machine) sl S+ A E MHE
2 HE7F ZFELC

=
MeEdst Zhofl a2t Ef2 SVMof| SX|E M ME BET

otof -identity-preserve’ M2 'true'(ID-preserve)E HHsHH SMB 253t 2ot M™0| CHAlof| S &g L|Ct
-identity-preserve' &M 2 false(non-ID-preserve)=E HXNstH SMB =2t Hot AHO| A0 SX|I= K| gt&L|Ct

22



O] 22 &2l CIFS M Eeot dFo| 7|24t 2 AFELUC 24 SVMO|M SMB Z=otE AIESIE=E 2Tt
CH&OlM CIFS M SMB 22 2tE =522 A&H{O0F L|Ct

CIFS AMH0A S0{2= sSMB E2HZ{0] L3l SMB R

M SHEl 'vserver cifs security modify
-vserver_vserver_name_-is-smb-encryption
-required true'

A2 of st 'vserver cifs security modify
-vserver_vserver_name_-is-smb-encryption
-required false'

2. CIFS MHOlM ZR%t SMB 2= 37} fsts 2 AR E AL HIZHot = J=X] &RIBLICE 'vserver cifs
security show -vserver_vserver_name_-fields is-smb-encryption-required'

CIFS MtHof| Z L3t SMB a7t A™ &[0 Y™ is-smb-encryption-required ZE0| trueZt EA|E|1
H| g H3tEl AL0f|= falseZt EA|E/LICE

o
Ct of|o M= SVM VS1HIA CIFS MO CHsH 441 SMB Ez2{Zl0| Z L%t SMB Y= sHE AA S|},

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption

-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

2210|9IE 7t = 5HEl ONTAP SMB A2 ALR310] HZE|0f QU=X| SHolgt|ct
HZE| SMB AI40f T3t HES EAISI0 22H0|AET} ASBHE SMB HHS ALBSH=X
0SS 2ol 4 AUBLICH 0] WS SMB 22}0|1E HM0| ots Hok Mt e el
QIEX| OfE Solct o REBLIC

Of Zte10i| CHH
SMB ZZI0|AHE MM2 CtZ M| 7HX| Y=ot =& F SHLHE 7HE 5= ASLICH
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- retwBE|x kg

SMB M|MO| 25 3}E| x| o
QForA| |C}.

WaolH s et ABELICL BR 47

SMB A|MO| 2t 5| ¢
SHASHE|] UK A2 £

A
- LhS &Y B StLtE "Lt
ofl CHet HEE HAISHH...
X|IHEl SVM2| M| Mof| ChHal X1 HEl st 8-S H=
MM
sPartially-encrypted
X|EE sVMOIM EF MM IDQ| Lot B-EULICE
=2 S AASHH MM ID7t 22! SMB MMM L=st

223t7t

L IEILICH SVM 2| 257t &
UAELICL SVM 2[E Y=ot AFHO

E= 3R Y

237t Y K

TYELICH SVM 2| st} st X

LHSELICE 39 £F Eolr BAstE|of YLt
2R 2 e Sy EC LML
T ...

'vserver cifs session show
-vserver_vserver_name_{encrypted

encrypted}-instance'

'vserver cifs session show -vserver_vserver_name_
-session-id_integer_-instance'

HES HIXS KpAeE M 27 EAIELIC



clusterl::

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

O =te1oi| CHaH
Ag Aok 2 He 'SA
HES IR = ASLIC

"2 SHE|X| G422 M0 S U

[

aLc}

"Y= ot X] g2 SR ASLICH

Ol2{st 7}2E = CtE S JHHoIM A2 &=

> vserver cifs session show -vserver vsl
Node:
Vserver:

-session-id 2 -instance
nodel

vsl

2
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\joe
pcuser

1

1

0

10m 43s

Im 19s

SMB3

No

true
domain-user
CIFS ALIAS1
Unencrypted

oo
LS

AT otk| 1 AT otk K|

oA S2t0|AHE st 7| 50| BESH HEE MM

2 5 ML

01|A1" S2H0[AUE e
£ MLt

ot 7|50] §lof AR E S/ ofd
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* 'CIFS'E A3 2= SMB 3.0 Ald0] sl SMB Y= otE ZLIEHEE + ASLICE

SMB 3.0 4= 'CIFS' ZiH|2] £H0i| IEELICt ASotE MM 8
"encrypted_sessions" 7}2E{2| &2 1} "encrypted_sessions" 7H2E]

ADSE SR HE £ & SR HE £5 H|wWt2{H of CHet EHS H|wg = ASL(CH

encrypted share connections Of Lot 20| = 7}2E connected shares 7h2H.

* reped_cencrypted_sessionsi= SMB 2= %}E X|oHX| @t= SEI0|HEZRE L22E 2+16t= SMB MME
Mt D A3 S8 HSELC

i
A
Mo
Of
el
iQ
rr
il
'}
=)
re
|m
1o
o2
ok
fot
N
112!
=0
rot
w
=
o
Ok
Jo
2

* refened_cencrypted_share= SMB 223}
HESHH I A5t 25 M ZELCE

AN OIO|HE E2{H HKY 4 HE TS HOf fLICH. ClIOIE| +=FE 2 EXISHX| gto™ MEC| H|O|HE &
UAELICH HIo|E &S FXIoHH D™ E ME0| MSEL|CH tIo|E =& & EXISHK| g™ 0| 2|2t H| W=
AH8e = U= HOIO|EE HIO|HE 71M 2 & JELICH H{RE S8l FME mefe & JAELC
ChA|

1. st &8 advanced:+'et-Privilege advanced2 A& stL|C}

2. HIoJg| =T A%
statistics start -object {cifs|smbl|smb2} -instance instance -sample-id
sample ID [-node node name]

'-sample-id' 07 HE X|FSHX| fo™ HHO| YE AHXE WHsta of HES CLI MM 7|2 ME=E
2ot CLI MM0j[A o] BHS St -sample-id' OH7H

H-E X[FoHX| o™ FHOo| 0|H 7|2 HES HOHLICH

MeHOZ SAS 1Y £C8 XY 4+ YALITL ES XHHK| 20T 0| YBoM Z2iAE(S| 2E
wS0f chet S71Z SEBLICE

Off CHSE XEM|SH LIS statistics start "ONTAP B2 HZEQILICH'S A ESHIAIL.
3. 'tortistics stop' BHE 0|83t0] A|=0] CHTt H|0|E TS STHICE
KEMIS| YOHE MR statistics stop OIA "ONTAP EH& X ZEQIL|CH

4. SMB &=zt E4 E7:

of cHst HEE He{H 4
S SHEl MM 'shope-sample-id_sample_ID_-counter

encrypted_sessions
node_name[-node_node_name_]' Ol SIEl MM Bl MAE| MM

shope-sample-id_sample ID_-counter encrypted_sessions
encrypted_sessions

node_name[-node_node _name_]' olsolE|l 22 oA
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of cHet YEE Eefd...

'shope-sample-id_sample_ID_-counter
encrypted_share_connections

Connected_share

ADSHE[X| gi2 MMO| AREIRASLIC

LS 1=

node_name[-node_node name_]'

'shd-sample-id_sample ID_-counter
rejected_sencrypted_share

...

node_name[-node_node name_]'

'sHow-sample-id_sample ID -counter
encrypted_share_connections

node_name[-node_node name_]'

shope-sample-id_sample_ID_-counter
rejected_sencrypted_sessions

QotE | 242 BR AZ0| AREIYSLICH

node_name[-node_node _name_]'

Th Lo CHoi Mt HE S EAISHAE S -node’ Oi7H H-E XIFHELIC

Ofl CHot XtMITH LHE 2 statistics show "ONTAP HE AEXQILICHS EXRSINAIL.

. HE|Xt HP FEQE FO0HIHI|: + 'Set-Privilege admin
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CH2 ollof| = SVM(Storage Virtual Machine) VS1 0i|Al SMB 3.0 =5t EA|E ZL|E&SH=

St

Ct

gjo

2

mjo

AASHH g A 2EZ O|STHLCE

—_

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ch2 8™

AAsHH M ME2| 0|8 +=T0| A[ZHEILICE

glo
o

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

Ch2 S AdstH sliie ¥E2| Ho|E +=To| SX|ELCt.

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

Ch2 83

AASHH Ao ohEl SMB MM B! HE2| 0] ofoh HEE SMB M40 EAIELICY.

gjo
mo



Ct

cluster2::*> statistics show -object cifs -counter

established sessions|encrypted sessions|node name -node node name

Object:
Instance:

cifs

[proto ctx:003]
4/12/2016 11:17:45
4/12/2016 11:21:45
vsim2

Start-time:
End-time:
Scope:

established sessions
encrypted sessions

2 entries were displayed

Al
=

q AH
=] (=]

glo

H
o

o

HotH

S0M =0 L2 otE(X]

LS

[o) X=]
[

2 otE|X|

olto He| A
LS —

SMB M[H10] HREl =7t EA|EL|CE

clus-2::*> statistics show -object cifs -counter

rejected unencrypted sessions —node node name

Object: cifs
Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter

rejected unencrypted sessions

1 entry was displayed.

2otz SMB /2l #7F EA|IEL|CE.
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clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim?2

connected shares
encrypted share connections 1

2 entries were displayed.

YIS dAoH HENAM 20N A2otk|X| 2 A2 SE[X] 352 SMB 7 HEO0| HEE 7t
gLt
[=]

.lﬂw

Ct
S

clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim2

Counter Value

rejected unencrypted shares 1

1 entry was displayed.
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ONTAP SMB LDAP A|E 3! S210{| CHSH X}AM|S| YOtE AL

ONTAP 98 E{= AD(Active Directory) AE{0]| CHot Z{2[0]] CHSH LDAP MM HOtS ALESIES
MEI 2018 Mt 4 QALICH SYM(AEZ|X| 7+ A|AENS| CIFS M EHot MX g
LDAP A2l Hot A of b 2 sHof ghL|Ct,

| 7122 AI2310] LDAP H0|2E H|0[E{e| RAME stolgtL|ct,

= 7 =
o =] o
L2oot0] TR0t YEHE Y HIAEZ MESHX| F == LICE LDAP 2oF =&
T 3 S FE LEHRILICE 7|22 'S YLt

2 LDAP H|O|ZE= H|O|E{E
SME LDAP EzjTol MYH,

—_

SVMO|A SVM CIFS 29t &3 H20f| Ci$l -session-security-for-ad-ldap' 82 AF2610] CIFS E2HTiof| CHSH
LDAP ME % QI A 8E = JAELICHL

ONTAP SMB MHO{|A| LDAP AH 3! 2012 =t stetL|Ct
CIFS AMH{7} Active Directory LDAP AHete| Hot 412 2|5 M I S22 A5t H
HX CIFS Mt ot ™2 X5t LDAP AMH ol

M Hot 1 gt 2 &St AD M 22| X1 A| Z2lsHoF gfLCt.

1. Active Directory LDAP AHO|A MEE|D SOIE EES AFBE o JTE CIFS M EHot M S 1 4EL|Ct.
'vserver cifs security modify -vserver_vserver_name_-session-security-for-ad-ldap{none|sign|seal}'

rir

'Atel, HIojE 22 4Y), ME 8l Sel(E', HIojE fF2d 8 g=s}) =
o

H
o )
8 = AFUCL 71282 S YL

= CH)lE8, M8 =

rir
o

o
¢ el3)

A
Ab

2. LDAP ME 8l S0l 2ot MHo| SHIEA| HH =R =X HQIRLICE 'vserver cifs security show
-vserver_vserver_name '

SVMO| O|E ¥ == AFEXE, OF, YO0 22 7|EH UNIX DEE 2[517| 2ls] St
LDAP MHE AtE23t= ZL 'vserver services name-service Idap client modify' @& 9| '-
session-security' M2 ALE5H0] sl XS M stolof gL Ct.
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Directory Q15 A MH[AL] XX ME FE CAQUSA SAIES QISA MU= LHELHZT ASCII
BIAE M2 H2tsof SfLICE Of BlAE M2 ONTAPOIA SVM(AEE|X] 7Ha Ao
ABZME MXISH= o AHZEILILCE.
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2. AB M7t MX|=|of Qe=X| 2HIBtL|CE. 'Security certificate show -vserver_vserver name '
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HES A0 M HIRIF S A= RLICH AD MHOIA LDAP x{'2 HiQlY S HIZHEot5t AL ChA| 252 H

vserver cifs security modify ' @& S ALE35}0] -try-channel-binding-for-ad-ldap' OH7H H4-5 A2 8tL|CH

KtMISt I8 2 LSS EZSHAIR.

* "ONTAP NFS SVME LDAPO]| CHal LOotEAMR"
* "Windows?2| 2020 LDAP xi'd HIQIZ 3 LDAP A|H 7 At

=z
1. Active Directory LDAP A{t{2} Ot LDAP S412 3{85l= SMB At 2ot MHS T MELIC 'vserver cifs
security modify -vserver_vserver_name_-use-start-tls-for-ad-ldap true'
2. TLSE S¢t LDAP E9t MH0| "true"2 MM E|0] Y=X| &QIBILIC. vserver cifs security show
-vserver_vserver_name_

SVMO| 0| & D% HE= 7|EF UNIX FE(M: ArEX}E, 28 9 HIE)E #z2[st7| 2o St LDAP
MHE ALESt= E 2 'vserver services name-service Idap client modify' &2 ARSI -use-
start-tls' M= HsH0f SfL|Ct
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