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clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 5 minutes
Kerberos Ticket Age: 10 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: Im-ntlm-ntlmv2-krb
Is SMB Encryption Required: false
Client Session Security: none
SMB1 Enabled for DC Connections: false
SMB2 Enabled for DC Connections: system-default
LDAP Referral Enabled For AD LDAP connections: false
Use LDAPS for AD LDAP connection: false
Encryption is required for DC Connections: false
AES session key enabled for NetLogon channel: false
Try Channel Binding For AD LDAP Connections: false
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clusterl::> vserver cifs security show -vserver vsl -fields kerberos-
clock-skew

vserver kerberos-clock-skew
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St ML= 'vserver cifs security modify
-vserver_vserver_name_-is-password-Complexity
-required true'

Al of Tt 'vserver cifs security modify
-vserver_vserver_name_-is-password-Complexity
-required false'
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off
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clusterl::> vserver cifs security modify -vserver vsl -is-password
-complexity-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-password-
complexity-required
vserver is-password-complexity-required
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E|Zl ZHA X|CH & &5 X|HSHIAIL 'vserver cifs security modify -
vserver_vserver_name_ - Kerberos - renew -
age_integer_in_days '

712 d™2 7Lt

DEKDC7IEEE £ Q202 HA|E|= KDCO 'vserver cifs security modify
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-timeout_integer_in_seconds _
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'vserver cifs security show -vserver_vserver_name_
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clusterl::> vserver cifs security modify -vserver vsl -kerberos-clock-skew
3 -kerberos-ticket-age 8

clusterl::> vserver cifs security show -vserver vsl

Vserver: vsl

Kerberos Clock Skew: 3 minutes
Kerberos Ticket Age: 8 hours
Kerberos Renewal Age: 7 days
Kerberos KDC Timeout: 3 seconds
Is Signing Required: false
Is Password Complexity Required: true
Use start tls For AD LDAP connection: false
Is AES Encryption Enabled: false
LM Compatibility Level: Ilm-ntlm-ntlmv2-krb
Is SMB Encryption Required: false
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SMGHE vserver cifs security modify
-vserver vserver name -advertised
-enc-types aes-128,aes-256

AHE oF et vserver cifs security modify

-vserver vserver name -advertised
-enc-types des,rc4

o F:* —is-aes-encryption-enabled M2 ONTAP 9.12.10{| A AFEE|X| Z4OH 0|
He|A0|M MAHE + UJSLICL
2. AES Y537t Lo w2t 2 e HIZHOEJEX] ZRIEILICH vserver cifs security show
-vserver vserver name -fields advertised-enc-types

of
CHZ ool M= SVM VS1 7|t SMB MO gt AES P=ot RS AHEot=S AL

clusterl::> vserver cifs security modify -vserver vsl -advertised-enc
-types aes-128,aes-256

clusterl::> vserver cifs security show -vserver vsl -fields advertised-
enc-types

vserver advertised-enc-types

vsl aes-128,aes-256
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clusterl::> vserver cifs security modify -vserver vs2 -advertised-enc
-types aes-128,aes-256

Info: In order to enable SMB AES encryption, the password for the SMB
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields advertised-
enc-types

vserver advertised-enc-types

vs2 aes-128,aes-256

ONTAP 9.11.1 0| HH

1. O3 =Y & SHE sAeLch

Kerberos E412 2|3t AES 253t RS flote HE 4.

-Ho

oT

stM 1= 'vserver cifs security modify -vserver
vserver_name -is-aes-encryption-enabled true'

AL ot &t 'vserver cifs security modify -vserver

vserver_name -is-aes-encryption-enabled false'
2. AES 2537t Yot= 2 AN | ALt H| 2SR} =X &QIEFLICE. 'vserver cifs security show -vserver
vserver_name -fields is -aes-encryption-enabled’

AES 25317} 2t MotEl AL is-aes-encryption-enabled ZE7} true2 EA|E| 1, H|ZHHSHEl AL false 2
HA[ELICE

off
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clusterl::> vserver cifs security modify -vserver vsl -is-aes

—encryption-enabled true

clusterl::> vserver cifs security show -vserver vsl -fields is-aes-
encryption-enabled

vserver 1s-aes-encryption-enabled

Ct2 of|0l M= SVM VS20{| Al SMB A{H0j|

CHSH AES Y53t RES A2t E MATILICE 2H2|Xt= SMB
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Hotats HAIXIZE EAIE LT

clusterl::> vserver cifs security modify -vserver vs2 -is-aes

-encryption-enabled true

Info: In order to enable SMB AES encryption, the password for the CIFS
server

machine account must be reset. Enter the username and password for the
SMB domain "EXAMPLE.COM".

Enter your user ID: administrator
Enter your password:

clusterl::> vserver cifs security show -vserver vs2 -fields is-aes-

encryption-enabled

vserver 1is-aes-encryption-enabled
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* 'Microsoft HE}3 S2t0|HE.: CIX|E MY SA(MH N S2[et BR)
O] 8H2 S2I0|HES| SMB MY 7|50| BYEY=X| HEE MOEL|Ct 7|2XHO 2 SN0 JELICE.
SEI0|AHEN|AM 0] ™S H|2HH3l5HH CIFS AHete| S2I0|HE ELA2 CIFS MH 2| SMB AMH A0 w2t

EC SIS

- Ofo|2RUEYT S20IIE: CIXY MY S4(3H4)
o] W2 Sato|glE7t Mu{et E4I5Y| 9% SMB MBS TR2 SH=X| HojLIC J|2H o2 HlEAstsof
UELICH Sato|olE0] A 0] MES HIZHatSte! SMB ME SXHS Microsoft HIEY/3 SaL0|1E: C|X|Z A
SA(MB0l M Solet 22y 9l CIFS Me{e] MEo et Ha MEg 7|so= gt

320 SMB M0| LREE THE Windows 22H0|9AE7} ESHEl 2 CIFS ME{0A SMB
() M2 mefor sLict, 2K QLOB CIFS A7} 0l2{8t AlAE0 & oIS A2 A
gLt

2210|HE 5! CIFS AMH SMB ME MAHO| 2utHQol Zut= SMB A|440] SMB 1.0 EE= SMB 2.x O| A2 AIE5H=X|
Of2ofl w2t Z2kE Lt

CHS HOll= MM0| SMB 1.02 AIE3t= 2% 22X 2l SMB MY S20| QL0 AELCE

SEI0|HE ONTAP — AHO| Q5K AELICH ONTAP — A{HO| HRetL|C}
MEO| H[ZH M3t OH HQBtK] MEE|X| ApAELICE MEE

or&LICH

MHO| M3t oH ERsHK]| MEE|X| ApASLICH MEE

oFAL|C}

Lo d

MEO| H|Z ot HadL D MEE MEE
MEO| AHE|0f RUO{OF BfL|Ct MEE MEE
@ Z20|HEOM AHHO| HIZMot=[AKX|2t CIFS MHO[M HRt 0| Windows SMB 1
S2to|H EQ 2 H| Windows SMB 1 22t0|HE 7 HZE L[| g% 2 QAL

CHE H0l= MMM SMB 2.x 2= SMB 3.02 ALEdt= 4% 2282l SMB ME SA0| R9fE(0 ASLCE
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@ SMB 2.x % SMB 3.0 22I0|HEQ| B2 SMB MHO| &4t ArZst=E AFEL|CH Hgdetet -

i&LCt.
SE2I0|HE ONTAP — MHO| HQ5IX| A&ELICH ONTAP — A{HO| HRetL|C}
MEO| ZstX| t&L|Ct MEE|X| pSLICH MEE
MEO| HestL|Ct MEE MEE

CHE #0l= 7]& Microsoft 22t0|HE 8 M SMB M3 20| 2°}&|0] JASLICE

o2EZ SHAl sohulgy LREQSK| Z20|9E M 7|22t DC 7|23
A2 FZULICH BBt 4 ok&LCtH J|=gkLct
ULL|C
SMB 1.0 MD5 of of SMOlE(ER AR o EH(E4 TS
5HX| 43) Otel) gLt
SMB 2.x HMAC SHA- ofL| ol T QK| o QOHX| ol
256 or&L|Ch or&LICt aQL|ct
SMB 3.0 AES-CMAC OotL| 2 ol Aok N oI QoIX| S
or&LICtH oF&LICt agLct

Microsoft= Cf |4 19 A3 S4I(Zato|HE M S8t 2Ly E 18 MH S (MM

o
=905t 7-10) O MM MAHS A2 S HESHK| 2U5L|CH Microsoft= EESH

"EnabIeSecurltyS|gnature" EﬂXIﬁEEl HEE O O|4 AH8SIX| gi2 A S HELLLICE of2{et FM2

@ SMB 1 SZH0j| 2t HekS 0| X|H Digitally sign communications (Always)(Z4h M %*._) =Sk
M7 = RequireSecuritySignature(2 7 Hot M) 2IX|AER| YO 2 CHNE ~ JUSLICH ET
Microsoft SEE20{| A XtM|et HEE HE = JSLICE The SMB MES| 7|2 Atgh(SMB1 2! SMB2
o=zl

SMB Mo 45 I

SMB M|M0ilA SMB MES AHESHH Windows S2t0|AESH =1 Bh= 2= SMB S410]
g0l S O[X[H, O|= S2I0|HES} MH(F, SMB M7t ZetEl SVME 2doh=
22 AEQ LE) 20| = O|HELC.

HESS E2fmlo| eke Hstx] X|Et 22to|iEet A RN CPU ALSR0| S7H6t 4501 0jX|= &gkl

LtEFEFLICE.

M“Oﬂ DIIIE ek
gNE|ES E
7I%&*9§ =

AlSH =01 ONTAP 9 HZEOf| 2} Z2tEIL|CH ONTAP 9.752H ME2 ¢33t 2T 2=
E

0 St oo
n
-
n

SALEl SMB ME A58 2l = AES-NI QEZE J7|50| ZREL|Ch siE EHE0|M AES-NI LEZ =7}
X =X| 2olst2{™H HWU(Hardware Universe)S & ZXSHUAIL.

H =
2HEIo| M58 SHAA|Z & QUELICH SMB ME @I ZE = SMB AHO| MAHE AR
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W HHE GCM 2€112|ES X[@dt= SMB HT 3.112 AFEE &= ULHH S kel 452 ¢S + ASHCh

HER3, ONTAP 9 H™, SMB HH™ 5! SVM #0] 2t SMB ME2| M0 0k[= S 0L Chde 4~ JOH
HEY3 BN HAEES SoljAMTt ‘%H'LI%* UASLICEH

CHE-22| Windows Z2I0|HE = MHOIA SMB MEE AtE5t= 22 7|2XMo = YATL|CH Y52 Windows
S2}0|ME0]| CH3H SMB 257 LRdt1 SMB H‘:”OE Ol M5 Ex|7t LMlst= AR xHA 43—74 I Cist 257t
LQSHK| 9:8 Windows Z2}0|HENA SMB MES ALESHX| AT H™HT £ JAELICH Windows 20| HE0| A
SMB AHZ AF2SHX| U= HH = HHHof| CHst XMIOJ LH2 & Microsoft Windows dHME &= owusz

SMB M3 TS flet 2F AriLict

SMB Z2ct0|1E2t CIFS AH ZHi| SMB ME S2t2 15t 2ot @7 AletsS 558
USLILE CIFS MHO0A SMB MBS e ff MEish= A2 HoF @7 Afehof| et

CHELICE.

S2f0|UE = CIFS MHOM SMB MBS 7de = ASLICHL SMB MBS 8 W =2 2E AldS
= ESPNEe

ra

oF Y AR

b
Z20|HES}t MH 7to| E4l HotS Astdta= 29 2210|H E0f| M 'Require Option(Sign Always)' £t

HEE d4ststo] S20[AE A SMB MO
LREIEE PLiCh

2= SMB E2iZ0| £ SVM(AEZ|X| 7Hah Ao SMB MEO0| 2Rt Hot S 9510 CIFS
MEstr|E ALt MEHol| SMB MEO| 2Lt

Windows 22I0|HE Hot MA M| CHS XHM|SH LHE2 Microsoft AHME & ZSHUA L.

2] CllO|Ef LIF7t 4 & 22 sMB ME= ¢let X|H LTt
SMB A{H{ 01| A “'REF SMB MEES E2Fot7Lt dliHISt= 3 SVMO| Chish o42{ Ci|O|Ef LIF
g0l tigt X|ES =XIHO0F &LICt.

SMB MHE 79T mf of=] HIO[E] LIF7t &0 AS = ASLICE 0] 22 DNS A0 S2ct SMB M S AE
O|E2 AtESH= CIFS Ao Chist 2] 7| "A" M| ZE &=0[ X0 L 2 A=F2 RSt IP FLE

— T 1=

e T
A ELICE O|E S0, & 7H2| Cl|O|E LIF7} L&l SMB A{H{2] DNS 'A' 2|2 E ¥ 52 Ct33t Z5LICE

10.1.1.128 A VS1.IEPUB.LOCAL VSl
10.1.1.129 A VS1.IEPUB.LOCAL VSl

Yeixioz YR SUB A UES Hasd S2fojol=e] 4 AR SUB HY Ul W Ao SuE
LIk 221t ] Sof ofdt ool YELIct. S2f0I1E5} S R0 oist o1 Haig obx|m olm, slef o 3S
QR|stEIA MHS WS = Se0|olET} S Q0| et M AFS WA= F2t ALt 0] 22 MEL2
SMB 2127} 7|Z SMB 9120| 25 W22 SMB A2 7 AftE HEeLic

CHS GIMIE 22foll 2EHAIL.
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1. CLIENT12 'O:\' 22 E AI2310] SMB AMHO| 2R ¢i0| 20| HAZATL|C.

2. AEZ|X| HE[XHs SMB MEO| REIEE SMB AH M S S+HotL|Ct

3. CLIENT12 "' 325 AI310{('0: ZZE A25I0 HES |XISIHA) 3t SMB ME 1 SUSH S0
HZLCt

4. 1 A3t "0:\"et "s:\" E2t0|E RR0f| A COJE{0l| BN AL o SMB MHO| AL EILICH

=4l SMB E2{jZlof| 229t SMB MBS AH™SHAHL} S|l Ch

Lot SMB MEES HHst0] S210|HUETL SMB HAIX|0f| MESIEE 27 A2 M8 +
= ONTAPE R MEO| /s ER0Z SMB HAXIS +=EfEfL|Ct.
MB AHO| HRtX| i2 22 HR%t SMB MES ALE5HX| AEE

30
I
=
n
it
0Z
ot
r
oX
» 10

SMB MEZ 5{E6tE|
MM & ASLILCY.

Of ZfHofl 3

712xo=Z HRTt SMB ME2 AFEE|X| t&LICH Rt SMB MBS HMEX| BHSHALE shMY & UELIC

[t

CtEat 22 420M= SMB ME0| 7|2X = H|2dote|0] AX| S&LICH

1. Qs SMB MEO| MEE| U1 EHAEII SMB MEE X|2I5HX| %= ONTAP HE O =
=Tt
@ 2. 0|z 22{AHE SMB ME2 X|2/5t= ONTAP HE O Z 80| =E/LCt,

0[2{gt 22 X[ == ONTAP H{T0|| /2 74 SMB ME FH2 [T =4 HO0|=S
Sl RAIELIC

SVM(Storage Virtual Machine) X3l S+ 2AE H&E mf ‘napMirror create’' & 2| -identity-preserve’ S0
MEdst grofl w2t Ef2U SVMOll SRIE 24 b2 BEIF 2™ EL(CE

Okof _identity-preserve’ SM S 'true'(ID-preserve)Z2 MHSIH SMB M 2ot AX0| cHAtof| S| ElL|Ct.
-identity-preserve' &2 false(non-ID-preserve)2 HX5IH SMB ME Eot M™0| CHAlO| EX|=|X| 4&LICE. O]

E2 o] CIFS Mt Eot 40| 7|27 = AHELICE AA SVMOM R SMB MES ALESI=E dXot
A, CHA SVMOIA 223t SMB MBS 502 2HA%}sHof SHL|Ct.

SMB AZo| BR324 T ...

S M3HEl 'vserver cifs security modify
-vserver_vserver_name_-is-signing-required true'

ALg ot &t 'vserver cifs security modify
-vserver_vserver_name_-is-signing-required false'

2. Ct2 HHO| ZH0i|M "is signing required" HE2| 20| sh= 22 M E0 AU=X| Eelste] HRst SMB
MEO| 2dotk|0f Y=X| = H|2det=|0] JA=X| 2eletL|Ct. 'vserver cifs security show
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-vserver_vserver_name_-fields is-signing-required’

of
CHS ool A= SVM vS1 of Z 23t SMB MES &M stetL|Ct,

clusterl::> vserver cifs security modify -vserver vsl -is-signing-required
true

clusterl::> vserver cifs security show -vserver vsl -fields is-signing-
required
vserver 1is-signing-required

SMB M| 0| MBE[A=X| Zeleti|ct

CIFS MHol|l X HAE SMB M[H0f| Chst HEE BAIY 4= ASLICE O] WHE ALESI SMB
M|H0] MEEIU=X] QHLE 2 JASLICE o] HH2 SMB S2I0|HE M|MO| ot= ot
A HZE| 0 Jq=X| HFE 2elsh= o RELLC.
oHA|
1. Ot2 el B StLtE s-RLICH
of ot HEE HAISH2H... T ..
X HEl AEE|X] 7HA A|ABRSVM)OIM MEE 2 E 'vserver cifs session show -vserver_vserver_name_
MM -is-session-signed true'
SVMOI|AM EX MM IDQF MEEI MM ME HE 'vserver cifs session show -vserver_vserver_name_
-session-id integer-instance'
oo

Ct2 BYS HASHH SYM VS1 oM MBE MM THeh MM FHE7E EAELCE 7|2 Qo ZH0i|= "Ald MEE"
=3 AETF BAE X §AELICE

clusterl::> vserver cifs session show -vserver vsl -is-session-signed true
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279 1 10.1.1.1 DOMAINN\joe 2 23s
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Ct2 Y S AASHH MM ID7t 221 SMB MMOf|lM MMl ME o2 E HIZ et XtMlet MM FE7F A E LT,

clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true
User Authenticated as: domain-user
NetBIOS Name: CIFS ALIASI
SMB Encryption Status: Unencrypted

rH

B M

- o

SMB M MM A 2LIHE

o] ZtAof| chst
g Aot elel'EA HE2 MEE SMB MM 2 ZL|IEESH= O A Y &+~ /U= 'signed_sessions' 7t2EE
MIZELICt 'Signed_sessions' 7H2E = L2t 22 S| X[t &H AFEE &= JASLICEH

* 'CIFS’E AIE3%H 2 E SMB A|A0]| CHoH SMB A|HE ZLIEHEE 4 JSLICE.
* 'MB1'2 ALE35HH SMB 1.0 M40l CHSF SMB MES ZLIE&S &~ Q&L|CE
* 'MB2'E AFE3%tH SMB 2.x 5! SMB 3.0 MIM0j| CHe SMB MBS ZLEZE & JAEL|CH

SMB 3.0 74l= 'MB2' ZiX|2| £2{0f| ZetELICt.

MEE Mo 5 = MM 49 H|w8t2{™ 'signed_sessions' 7122 Z22 'MHEl sessions' 712E 2| &1t

—
Blmet 4 LC,

Z0tCIo|HE Ea{H HAN SH HE =TS AEfolof Lict. Mo +=F

I

mjo
0¥
Ral
Ot
pal
&2
¢}
rg
0=
MH
10
L
[s)
m
i
T
4>
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AELICL HIo|H =& S %IIOPE" nYE WEO| MSELICE HoJE TS X 6f IE’at ™ O™ 2|2t H|wdt= o
Atge = U= YOIO|EE HIO|EE 7t E &= JASLICH H[ W E Sl FME mrotd M'ﬁ |Ct.
EHA|
1. st £Z& advanced:+'et-Privilege advanced2 A& stL|C}
2. of|o|E 47 A=
statistics start -object {cifs|smbl|smb2} -instance instance -sample-id
sample ID [-node node name]
'-sample-id' 07 H-E X|FoHK| 4™ HHO| HES AEXE MMt 0| WSS CLI MM 7|2 ME=Z
MO|BtL|Ct. '-sample-id’Q| &2 HIAE IfO“O'LIEf "e".ﬂ CLI M[M0f|AM O] HHES AMHst T -sample-id' OH7H
HE X|FoHK| gfe™ Ec'i'%iol O|F 7|2 ME= FHOo{HLIC
HEEOoZ 575 $HY L2 XIFE 4+ YBLICH ES XFHK| M 0] MZo|4 S2|AEQ| RE
20 Ciet S4E et
3. 'tortistics stop' HHO{Z 0|25t0{ A|Z0]| CH$t HIO|E &S FEHSHCL.
4. SMB ME S E7|:
Off CHot HEE Ha{H... ...
MEHE MM shope-sample-id sample_ID-counter
signed_sessions
node_name[-node_node_name_]' MEE MM 9 M= MM
shope-sample-id_sample_ID_-counter ESTANCE_SECURIONS
signed_sessions
tHY - E0f| chist YRR HEAISH{H M -node’ OH7H M-S X|FELICH
5. f2|x} et FEOZ EO0IIHY|: + 'Set-Privilege admin



of

CHS ollof| A= SVM(Storage Virtual Machine) VS1 0llA] SMB 2.x %! SMB 3.0 M EAE ZL|E&SH=
HHS 2o FLICL

Ct

gl

2

o

AHSHH g A 2EZ O|STHLCE

—_

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ch2 8™

AAsHH M ME2| 0|8 +=T0| A[ZHEILICE

glo
o

clusterl::*> statistics start -object smb2 -sample-id smbsigning sample
-vserver vsl
Statistics collection is being started for Sample-id: smbsigning sample

CHE 3= ddotH WE2| tloly +=&o[ SX|EL|Ct.

glo
o

clusterl::*> statistics stop -sample-id smbsigning sample
Statistics collection is being stopped for Sample-id: smbsigning sample

CHS B2 Aote! ME SMB MM B0l =E8 MFE SMB M0 EAIELIC

glo
mjo
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clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|established sessions|node name

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:03:04
Cluster: clusterl

Counter Value
established sessions 0
node name nodel
signed sessions 0
established sessions 1
node name node?2

signed sessions

established sessions

node name node3
signed sessions 0
established sessions 0
node name node4
signed sessions 0

c}

glo

E<I3=IE=I

o

o

AAHSHH HEO|M == 20 CH3l MEE SMB Al90[ EA|EL|CE

clusterl::*> statistics show -sample-id smbsigning sample -counter

signed sessions|node name —-node node2

Object: smb2

Instance: vsl

Start-time: 2/6/2013 01:00:00
End-time: 2/6/2013 01:22:43
Cluster: clusterl

Counter Value
node name node2
signed sessions 1

Cte HHES ASH admin Het 28 = CHA| O|SELICH

clusterl::*> set -privilege admin
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A2edts =t MElE +dE

Edf ONTAPE QHE
L|C}. 2t E oot 20T SMB 3t

N
otz ©
=2 3TIA]
EEO

OO C-

37 = SMB A{HOf| A2
i=otn 2= Q¥ et S8ES
o}3f{OF BL|CY.

4l SMB EzlZlo 2Pt SMB ¢ =otE HAHSEALE sA[eL|Ct

24l SMB E2{Zlof| SMB OF**M Lot AL CIFS AMH = S5 2o -
QUESLICE 72X O 2 SMB ¢53t= T QSHA| 9F&LICH,

O Zrofl cHat

CIFS NHO|AM SMB &= 3tE AHSIH CIFS AH 2| RE 30 MEEILICE CIFS MHe| 2E ZR0 Clisi SMB
OISt TQSHA| UL 2 T2 & SMB Ezfjzlof sl 3t SMB 2532 MAStEH= 2L CIFS

AEHHO|M Z 2ot SMB °*§§|'

A2 —’#—%*'—IEF

SVM(Storage Virtual Machine) s 57 A E AEE 0l 'napmirror create’ 2| -identity-preserve’ S40]|
MERSE Zfof| 2t B2 SYMOf| SH|E 7 M FE7F 2™ ELICH

Ttok _identity-preserve' &M 'true'(ID-preserve)=E HHstH SMB =3t HOot MHO0| iAol S| &l LICE.
-identity-preserve' &M 2 false(non-ID-preserve)=E HXNstH SMB =2t Hot AHO| M0 SXI= K| gt&L|Ct
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O] 22 &2l CIFS M 2ot Fo| 7|22 AFELC &4 SVMO|M SMB 22otE AIESIE=E 28 &

CH&OlM CIFS M SMB 22 2tE =522 A&H{O0F L|Ct

CIFS AMH0A S0{2= sSMB E2HZ{0] L3l SMB R

M SHEl 'vserver cifs security modify
-vserver_vserver_name_-is-smb-encryption
-required true'

A2 of st 'vserver cifs security modify
-vserver_vserver_name_-is-smb-encryption
-required false'

2. CIFS MHOlM ZR%t SMB 2= 37} fsts 2 AR E AL HIZHot = J=X] &RIBLICE 'vserver cifs
security show -vserver_vserver_name_-fields is-smb-encryption-required'

CIFS MtHof| Z L3t SMB a7t A™ &[0 Y™ is-smb-encryption-required ZE0| trueZt EA|E|1
H| g H3tEl AL0f|= falseZt EA|E/LICE

o
Ct of|o M= SVM VS1HIA CIFS MO CHsH 441 SMB Ez2{Zl0| Z L%t SMB Y= sHE AA S|},

clusterl::> vserver cifs security modify -vserver vsl -is-smb-encryption

-required true

clusterl::> vserver cifs security show -vserver vsl -fields is-smb-
encryption-required
vserver is-smb-encryption-required

AHZE SMB MM0f| et SEE HEAISIH S2f0|HEI FootEl SMB HES AHESH=A]
HEE =telg = ASLICE o] AH=2 SMB SEI0|AHE M|M0| o= Hot A ar HZE|0f
U=X| R E 2Ql5t= o fEELCH

O =fe1oi| CHaH
SMB E2{0[AHE MM 2 LIZ M| 7HX| f=st =& F olLtE 7HE = AS LI

- velwBis|x| o8

SMB M|M0| Y=ot X| AASLICE SVM(AER|X] 7he A|AH) B[E = SR 28 P=otrt G|
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24

FEHOoZ Ao otE|AGLICH

E2| HZ0| LUSIH Aot A|ZHEILICE 3R] =& 2ot P ELICE SVM 22 L= etvt 24t K|
AUASLICE.

l%|-§§|_ |

SMB M[410] 2tF3| A2 HEILICH SVM 2| # 2 otit 2ot Lt 3/ =& L2etst 240 QAL
2HotE[0f UX| S = ASLICEH SVM B[ L3t MFOo| 37 2i|E =3 MHELCH MLt

CHS &Y B SILIE ALt

ofl CHet HEE HAISHH... T ...

XIHEl sVMe| M| M| Chah XY el &tz B

MM

rr

2%

o

sPartially-encrypted
XIHE SVMOIM S MM IDO| 3t 45Q

™ N[ ID7} 221 SMB M|40{[ A

22

of &

'vserver cifs session show
-vserver_vserver_name_{encrypted

encrypted}-instance'

'vserver cifs session show -vserver_vserver_name_
-session-id_integer_-instance'

HE HIRe XpMISE M HETF EAIELIC



clusterl::> vserver cifs session show -vserver vsl -session-id 2 -instance
Node: nodel
Vserver: vsl
Session ID: 2
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\joe
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: true
User Authenticated as: domain-user
NetBIOS Name: CIFS ALIASI
SMB Encryption Status: Unencrypted
SMB ¢33t S E ZLIE{2IgL|Ct
SMB 222t EAIE ZBLIEZSID HEE MM 3 7 HZEO| Y=ot A= tE[X]| §f2
Mg =elg = ASLICEH
O| Zrof| ChaH
g Hot e 'EA BHE2 CH2 7H2H & MS5HH, 0| 7H2E E AFE5H0 2=t El SMB Al g ZLIHESID
HZ2 2RY 4 YaLich

"2 SHE|X| G422 M0 S U

[

LIt

"Y= ot X] g2 SR ASLICH

Ol2{st 7}2E = CtE S JHHoIM A2 &=

oA S2t0|AHE st 7| 50| BESH HEE MM

2 5 ML

01|A1" S2H0[AUE e
£ MLt

ot 7|50] §lof AR E S/ ofd

A LI
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* 'CIFS'E A3 2= SMB 3.0 Ald0] sl SMB Y= otE ZLIEHEE + ASLICE

SMB 3.0 4= 'CIFS' ZiH|2] £H0i| IEELICt ASotE MM 8
"encrypted_sessions" 7}2E{2| &2 1} "encrypted_sessions" 7H2E]

ADSE SR HE £ & SR HE £5 H|wWt2{H of CHet EHS H|wg = ASL(CH

encrypted share connections Of Lot 20| = 7}2E connected shares 7h2H.

* reped_cencrypted_sessionsi= SMB 2= %}E X|oHX| @t= SEI0|HEZRE L22E 2+16t= SMB MME
Mt D A3 S8 HSELC

i
A
Mo
Of
el
iQ
rr
il
'}
=)
re
|m
1o
o2
ok
fot
N
112!
=0
rot
w
=
o
Ok
Jo
2

* refened_cencrypted_share= SMB 223}
HESHH I A5t 25 M ZELCE

Z0tClo|HE Ea{H HAN SH HE +=HS HOF RfLICH HIOE =TS SXISHX| o™ YES| HIOIHE = +
UASLICH HoIH &S SX|otH 0 HE0| MSELICH oy =TS SX|otX| gt 07 2|2t H| W o= o
MEE =+ U= YHIO|EE HIO|HE 7t E o= ASLILE H R E Sdlf FME mfefed - ASLICE

ChA|
1. st &8 advanced:+'et-Privilege advanced2 A& stL|C}

2. HIoJg| =T A%
statistics start -object {cifs|smbl|smb2} -instance instance -sample-id
sample ID [-node node name]

'-sample-id' 07 HE X|FSHX| fo™ HHO| YE AHXE WHsta of HES CLI MM 7|2 ME=E
2ot CLI MM0j[A o] BHS St -sample-id' OH7H

A4S X FOHR| QOB

HeS H FHO0| 0|H 7| = WES HOHLIC

— O=22=2 o

Moz ES 43S LES X|FE 4 YALICH =5 XHHX| 00 o] MZo| M Zz{AEe| DE
wS0f chet S71Z SEBLICE

3. 'tortistics stop' BHO{E 0|85t0{ A|=0] CHot C|O|E| TS STHetCt.

4. SMB &=zt E4 E7I:

off chst HEE Ha{H 2
ASSHEl MM 'shope-sample-id_sample_ID_-counter

encrypted_sessions
node_name[-node_node_name_]' AoobE MM 3 M™E MM

shope-sample-id_sample ID_-counter encrypted_sessions
encrypted_sessions

node_name[-node_node _name_]' otSotel 29 HZ

'shope-sample-id_sample ID_-counter node _name[-node_node name_]'
encrypted_share_connections

26



Connected_share

A2 X| G2 MMO0| HREEIASLIC

LS

node_name[-node_node_name_]'

'shd-sample-id_sample ID_-counter
rejected_sencrypted_share

...
'sHow-sample-id_sample_ID_-counter
encrypted_share_connections
node_name[-node_node name_]'
shope-sample-id_sample ID_-counter
rejected_sencrypted_sessions

ofsotel x| 92 28 AH0| HREYSLICH

node_name[-node_node name_]'

Th L E0f CHai M2t HEE BAISHH 4 -node’ OH7H 45 XIFEILICH

. HE|Xt HP FEQE FO0HIHY|: + 'Set-Privilege admin
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of

28

CH2 ollof| = SVM(Storage Virtual Machine) VS1 0i|Al SMB 3.0 =5t EA|E ZL|E&SH=

St

Ct

gjo

2

mjo

AASHH g A 2EZ O|STHLCE

—_

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them

only when directed to do so by support personnel.
Do you want to continue? {yln}: vy

Ch2 8™

AAsHH M ME2| 0|8 +=T0| A[ZHEILICE

glo
o

clusterl::*> statistics start -object cifs -sample-id
smbencryption sample -vserver vsl

Statistics collection is being started for Sample-id:
smbencryption sample

Ch2 S AdstH sliie ¥E2| Ho|E +=To| SX|ELCt.

clusterl::*> statistics stop -sample-id smbencryption sample
Statistics collection is being stopped for Sample-id:
smbencryption sample

Ch2 83

AASHH Ao ohEl SMB MM B! HE2| 0] ofoh HEE SMB M40 EAIELICY.

gjo
mo



Ct

cluster2::*> statistics show -object cifs -counter

established sessions|encrypted sessions|node name -node node name

Object:
Instance:

cifs

[proto ctx:003]
4/12/2016 11:17:45
4/12/2016 11:21:45
vsim2

Start-time:
End-time:
Scope:

established sessions
encrypted sessions

2 entries were displayed

Al
=

q AH
=] (=]

glo

H
o

o

HotH

S0M =0 L2 otE(X]

LS

[o) X=]
[

2 otE|X|

olto He| A
LS —

SMB M[H10] HREl =7t EA|EL|CE

clus-2::*> statistics show -object cifs -counter

rejected unencrypted sessions —node node name

Object: cifs
Instance: [proto ctx:003]
Start-time: 4/12/2016 11:17:45
End-time: 4/12/2016 11:21:51
Scope: vsim2

Counter

rejected unencrypted sessions

1 entry was displayed.

2otz SMB /2l #7F EA|IEL|CE.
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clus-2::*> statistics show -object cifs -counter

connected shares|encrypted share connections|node name —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:41:43
Scope: vsim?2

connected shares
encrypted share connections 1

2 entries were displayed.

—

H

o
=
=

FS Y5 HEM 20N L= X| G2 L2t X| B2 SMB 57 HZ0| HRE 7t
IL|C}.

2 0lo

Ct
S

clus-2::*> statistics show -object cifs -counter
rejected unencrypted shares —node node name

Object: cifs

Instance: [proto ctx:003]
Start-time: 4/12/2016 10:41:38
End-time: 4/12/2016 10:42:06
Scope: vsim2

Counter Value

rejected unencrypted shares 1

1 entry was displayed.
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&g =+ A= SA A 8L 7H2H 23
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"ds ZLHE A e THR”

HOFLDAP MM EA
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LDAP M 5! 2l 7iE

ONTAP 98 E{= AD(Active Directory) AH{0]| CHiot Z{2[0]] CHEH LDAP MM HOtS ALESIES
MED 2012 28T £ JSLICE SVM(AER|X] 7HAF A|AERNQ| CIFS A Eot M™S
LDAP A 2| Hot MEof SHA| A6 of gtLCt.

e 7| 7122 AF38t0] LDAP H|0| 2 H|0|E{2] %gaﬂﬂﬁucr 29l

o S31510] ZQE HHE Yut HIAER MASHR| A2 PLICH LDAP HOH &

o 9l 20l {2 S LIEPLICE 7|22t el Lot

2 LDAP H|O|Z2E H|0|EE
SM2 LDAP EzjTlol MYH,

SVMO|A SVM CIFS 29t &3 Ha230f| Ci$l -session-security-for-ad-ldap' 82 AF2610] CIFS E2HTof| CHSH
At

o
LDAP M 8l S2E A E8E + AUSLICE

CIFS MHoll X LDAP M3 3! 2l AFELICt

CIFS AMH7} Active Directory LDAP AHete| Hot 412 2|5 M I S22 A5t H
HX CIFS At EHQt dH S +H5t0] LDAP M3 2 S2l2 Xl

Of RfLICE
Al=ret| Fo
HEH Eot T4 ZtS Stelsta{ T AD Muf B2|Xtol|A| 22lsiof SLict,
e

1. Active Directory LDAP MHO|AM MEE1T SQIE EBTES ALY =~ UL E CIFS MH Hot 438 FAMEL|C}
'vserver cifs security modify -vserver_vserver_name_-session-security-for-ad-ldap{none|sign|seal}'

HOARL, HOJE| REY), MY 3 Bol(4, HlojE 22 U s =
88 4 ABLICE 7|=Ze g ULich

rr
rir
o

S i(gig, MY = 20 948)

- HA

A
Ab

2. LDAP M 5l =29l Hot MHO0| SHIZA| MM E|A=X| 2HQIBHLICE. 'vserver cifs security show
-vserver_vserver_name '

SVMO| O|F OHE = AHEAL OF, HIOF2 22 7|BF UNIX FEE HE5H7| #f8 S et

LDAP AMHE At2SH= E 2 'vserver services name-service Idap client modify' E& 2| '-
session-security' M= }R6f01 et MA S st stsloF ghL|Ct.

TLSE Edll LDAPE A EfL|C}

KM MEE RE CA ASAMO| SA=ES UE-LIT

Active Directory EAS E55H7| Q[ SSL/ITLSE %t LDAPE AF25t2{H HX Active
Directory Q15 A MH[AL| XHH| MEH RE CAQUSA SAIES QIS A IIUZ LHELHT ASCII
BIAE iU = tHetsHof gL|Ct O] ElAE T2 ONTAPOA SVM(AEZ|X| 7HA T A0
AUBME MX[SH= O AHZEILIC.

AlZHsE7| o

CIFS M7t &3t | Qlofl CHslf Active Directory °|xk| MH|AZ}o|O] AX[ & FH=[0] LO{OF LICE. Active
Director Q13 MH|A AX| 3 FL4of| CiEE XtA[et LEE-2 Microsoft TechNet 210| E2{2|E FESHYA| L.
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"Microsoft TechNet 2t0|E2{2|: technet.microsoft.com"

|

1. " pem' HIAE Aol ol ZHEER{Q E CAQUSME F&LIL

"Microsoft TechNet 2t0|E2{2|: technet.microsoft.com"

"Microsoft TechNet 2t0|E2{2|"

SVMO|| Xt MEE £FE CA ABSME EX[L|Ct

LDAP A{EHof| HFQIISt Il TLSE AI2St LDAP Q10| 2R3t AR HX SVYMO|| XFM| AH =
FE CAQUSME AX|sHof SL|Ct

o] =tefofl CHal

TLSE E£5t LDAP7} &M351El 22 SVYMS| ONTAP LDAP Z210|HE = ONTAP 9.0 & 9.10]|A Sl X|=l QIS ME
X| x| eF&LCt.

ONTAP 9.28H TLS S4I2 AIE5l= ONTAP LHe| 2 E S8 T2 M2 OCSP(22I2! 1M MEf TZEZ)E
A5 C|X|H Q1S M AEHE 2Holet 4 QSLICH OCSP7Zt TLSE S8l LDAPO| CHdl szl 2R s x| =l
QISMIt HEE| T HZOo| AMojgL|Ct,

CHA|
1. X4 MEE 2E CAQUS M MX|:

a. QZ X MX|E A|ZEtL|Ct. 'Security certificate install - vserver vserver_name -type server -ca'

24 £30]= 'Please enter Certificate: press <Enter> when done(Q/ZAME UGN L. 2tz | H
<Enter> 7|2 2 4A|Q) HIAIX|7t EA|ELICH

b. BIAE METJ|Z QBN "pem' MUS 1 -2 AZSt= ES XS0 ASME SAFSLICE ASM AE
-2 EUE SR UABM - 2B LS HY IEIE [0 AISME E¢ &L L

C. A M7t SHIZA HAI=|=X] 2HQlgfL|Ct.

d. Enter 7|2 =2 dX|E 2= 8tL|C}.
2. QB M7t MK 2|0 JQEX| 2QIBtL|CE, 'Security certificate show -vserver_vserver_name_'

MHO0|M TLSE Sl LDAPE &-dstefLct

SMB AMH{7} Active Directory LDAP AH2te| Hot SA10f| TLSE AH&35H2{™ HX| SMB AH
Hot MM S £Hst0] TLSE E%t LDAPE &M stslof BtL|Ct,

ONTAP 9.10.15E LDAP *{'d H}QIE 2 AD(Active Directory) 3! 0| & A{H|A LDAP HZ0] CHsl 7|2Xo=

K| EILICE. ONTAP= A|ZFTLS EE= LDAPS7F M SE| 1 MM HOHO| MEH E= 20|02 MAE HL20|2H LDAP
HEES AHEot0] kiE HIRIT S A|E°*L|Ef AD MHO||AM LDAP HM'E HIQIE S H| gt AL CHA| BE st H
vserver cifs security modify ' @H 2 ALE35}0] -try-channel-binding-for-ad-ldap' OH7H H4-& A2 8tL|CH
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KtAISE LI 2 L3 2 FZotHAI2.

* "LDAP 742"

* "Windows?2| 2020 LDAP xij'g HiQlg

5! LDAP M 27 Aret".
CHA|

1. Active Directory LDAP A{H{2} Hot LDAP S48 518%t= SMB At Eot MM S dBtLICt. 'vserver cifs
security modify -vserver_vserver_name_-use-start-tls-for-ad-ldap true'

2. TLSE S35 LDAP ot AHO| "true"Z AHAEL|] U=X| 2ol
-vserver_vserver_name_

_n_
O
[Sy =]

L|C}. vserver cifs security show

SVMO| O| & O = Z[EFUNIX BE(Of: At8AH 38 L HIOE)E

-?‘JEIOPI RS
MHE At23H= AL 'vserver services name-service Idap client modify' &S A3 -use-
start-tls' M= *I*OHOF ghLiCk.
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