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2ot 2te] B Y.,

POZ &A3}SHL|C 'vserver cifs group-policy modif
-vserver_vserver_name_-status enabled'

GPOZE H|&gtdstetL|Ct 'vserver cifs group-policy modify
-vserver_vserver_name_-status disabled'

2. GPO X|&0] 'vserver cifs group-policy show-vserver+vserver_name_'(SVM CIFS 12 H& HA|) A2

&0 A=K| ALt

3 E ZEQ| CIFS MH{of| CHer OF FH MEli= "AME et &"Q =2 HAIEL(CH

o
CH2 ollof| M= SVM(Storage Virtual Machine) VS1 0l CH$t GPO X|21S MAstL|Ct,

clusterl::> vserver cifs group-policy modify -vserver vsl -status enabled
clusterl::> vserver cifs group-policy show -vserver vsl

Vserver: vsl
Group Policy Status: enabled
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ONTAPE Active Directorydl| GPO HZ AtaltE 3 2|gL|Ct. Active Directory0ll 7|1SE GPO HT™ HZ It CIFS
MHO| GPO HF HS HEL =2 ZA2 ONTAPE M GPOS AMSt D MEtL|ct T Hs It 2o CIFS
MH 2| GPOZt YO|O|EE|X| b&LICH

* HOt M GPO= 16A|Zt0ICH 2 DX ELICE

ONTAP:= 0|2{gF GPO2| 1 O Fof 24|20 2ot 2 GPOE 16A[ZtOtCt HA4st 0 MEetL|Ct.

oX

@ S ONTAP HTO| M= 16412t 7|=22tE HEE &= §ELICE Windows 22I0|YUE 7|2

AELICE
* IE GPO= ONTAP BEE AE%t0] =52 HH0|EY 4= JSLICE
0| HHE2 Windows 'gpupdate.exe' /force' B2 A|Z2]0|MetL|Ct.

o Y=

SMB AMH0|M GPO BHE 522 YG|0|ERLCE

o

ONTAP SMB AH0||A| GPO X2 £S5 O = 00| EgiL|Ct

=
CIFS MHOM GPO(Z2 & HM JliAl) BES Al YHO|ESHHH EFE +522 HO|0|EY
= AgLc HEE AT HO|0|ESIALE O|H| HEEAKXT HBE[X| 2 HHS
50 2= Aol Cisl FO0|EE XMEY & UASLICHL

CHA|
1. Mo xS setLct
AC|O|EStHH. .. HE UH...
GPO AXo| HAZ|YSL|C} 'vserver cifs group-policy update-
vserver_vserver_name '
0= GPO AX 'vserver cifs group-policy update-
vserver_vserver_name_-force-reOiZ2|#|0|M-all
-settings true'
2H HE

SMB MH{0|A GPO |0 E0| CHol 2Ot MR

ONTAP SMB GPO 140]| CHet HEE HA|SfL|Ct

Active Directory0fl H2|E GPO(Z & M JiA|) A1t CIFS MHO| MEE GPO +-dof| cHgt
HEHE BAY 5 JELICE

Of ZFHofl CHaH

CIFS M7t &3t =0|Q19] Active DirectoryOfl M|l ZE GPO 40| CHSt YEE HA|SHHLE CIFS MO HEE



GPO 0] chet ot BAIY - ASLICE

THA|
1. Ot &Y & StLE 3510 GPO 740 Ciet MEE HA|SLICt
DEJE M Fdof ciet §EE HEAISHH... FE UH...
Active Directory0f| H2|&|0{ }&L|Ct 'vserver cifs group-policy show-defined-vserver

vserver_name'

CIFS X[ AER|X| 71 A|AEI(SYM)Y| HE 'vserver cifs group-policy show-applied-vserver
vserver_name'

o
CtS ofloll = VS1 O|2t= CIFS X SVMO| &3t Active Directorydll H2|=l GPO 1S 0| FL|Ct.

clusterl::> vserver cifs group-policy show-defined -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache : versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2



Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true

No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication for Mode BranchCache: per-share
Hash Version Support for BranchCache: versionl
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr?2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
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No enumeration of SAM accounts: true

No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes: true

Combined restriction for anonymous user: no-access
Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

CI2 ololl M= CIFS X2 SVM VS1 V10| M5l GPO M8 E0of FL|CT

clusterl::> vserver cifs group-policy show-applied -vserver vsl

Vserver: vsl
GPO Name: Default Domain Policy
Level: Domain
Status: enabled
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2

Change Notify: usrl, usr2



Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

Restrict anonymous access to shares and named pipes:

Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
cap?

GPO Name: Resultant Set of Policy
Level: RSOP
Advanced Audit Settings:
Object Access:
Central Access Policy Staging: failure
Registry Settings:
Refresh Time Interval: 22
Refresh Random Offset: 8
Hash Publication Mode for BranchCache: per-share
Hash Version Support for BranchCache: all-versions
Security Settings:
Event Audit and Event Log:
Audit Logon Events: none
Audit Object Access: success
Log Retention Method: overwrite-as-needed
Max Log Size: 16384
File Security:
/voll/home
/voll/dirl
Kerberos:
Max Clock Skew: 5
Max Ticket Age: 10
Max Renew Age: 7
Privilege Rights:
Take Ownership: usrl, usr2
Security Privilege: usrl, usr2
Change Notify: usrl, usr2
Registry Values:
Signing Required: false
Restrict Anonymous:
No enumeration of SAM accounts: true
No enumeration of SAM accounts and shares: false

true
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Restrict anonymous access to shares and named pipes: true
Combined restriction for anonymous user: no-access

Restricted Groups:

gprl

gpr2
Central Access Policy Settings:

Policies: capl
capz
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2= HetE OF GPOO| e HE

£ HEAISHHE... CEREE

E
Active DirectoryOf| H2|&|0 }&L|Ct 'vserver cifs group-policy restricted-group show-

CIFS Meofl HEEL|Ct

of

defined-vserver vserver_name'

'vserver cifs group-policy restricted-group show-
applied-vserver vserver_name'

CHS oloA = VS1 0|2t= CIFS X[l SVMO| &3t Active Directory =H|Q10f| Mol H|$tEl OF GPOO| CHst

HEE EARLICH

clusterl::> vserver cifs group-policy restricted-group show-defined

-vserver vsl

Vserver: vsl

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

Group Policy Name:
Version:

Link:

Group Name:
Members:

MemberOf:

gpol
16

OrganizationalUnit
groupl

userl
EXAMPLE\group9

Resultant Set of Policy
0

RSOP

groupl

userl

EXAMPLE\group9

CHE ool M= CIFS X|¥ SVM vS1 of| HE &l HeteEl 2F GPOO]| et = E HAL|CE
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clusterl::> vserver cifs group-policy restricted-group show-applied

-vserver vsl

Group Policy Name: gpol
Version: 16
Link: OrganizationalUnit
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9

Group Policy Name: Resultant Set of Policy
Version: 0
Link: RSOP
Group Name: groupl
Members: userl
MemberOf: EXAMPLE\group9
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1. OH2 =Y 3 SHLHE st Y AM|A FHol| et HEE HAIRLICL
D= S HMA FMof| st YHE HASHAH. .. T ...
Active Directory0fl H2|=|0{ JUELICt 'vserver cifs group-policy central-access-policy
show-defined-vserver_vserver_name '
CIFS AMHo| M ElL|Ct 'vserver cifs group-policy central-access-policy

show-applied-vserver_vserver_name_'

of

CtS ol0f| A= Active Directorydl| Ho|El B E 4 AM|A Ao CHSt HEE HA|EL|CE

clusterl::> vserver cifs group-policy central-access-policy show-defined

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393-
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl
r2
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clusterl::> vserver cifs group-policy central-access-policy show-applied

Vserver Name SID
vsl pl S-1-17-3386172923-1132988875-3044489393~
3993546205

Description: policy #1
Creation Time: Tue Oct 22 09:34:13 2013
Modification Time: Wed Oct 23 08:59:15 2013
Member Rules: rl

vsl P2 S-1-17-1885229282-1100162114-134354072~-
822349040
Description: policy #2
Creation Time: Tue Oct 22 10:28:20 2013
Modification Time: Thu Oct 31 10:25:32 2013
Member Rules: rl

r2
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CHot HEE FA|SH2H™...

Active DirectoryOf| H2|&|0{ J}&L|Ct 'vserver cifs group-policy central-access-rule show-
defined-vserver vserver_name'

'vserver cifs group-policy central-access-rule show-

CIFS AMt{ol| AEELICt
applied-vserver vserver_name'

off
CtZ |0l M= Active DirectoryOfl Ho|El S M| A Y 2EE BE S AMA ZHM F2/0f chet =
HA[SLCE

M

clusterl::> vserver cifs group-policy central-access-rule show-defined

Vserver Name
vsl rl
Description: rule #1

Tue Oct 22 09:33:48 2013
Tue Oct 22 09:33:48 2013
O:SYG:SYD:AR(A; ;FA;; ;WD)
0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

r2
Description:

vsl
rule #2

Creation Time:
Modification Time:
Current Permissions:
Proposed Permissions:

CHE ool M= AR SVMAEZ|X| 7t Aol ME8El= &

Ao et YEE EAIRLICE
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Tue Oct 22 10:27:57 2013
Tue Oct 22 10:27:57 2013
O:SYG:SYD:AR(A;;FA;; ;WD)

O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)
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clusterl::> vserver cifs group-policy central-access-rule show-applied

Vserver Name
vsl rl
Description:

Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

vsl r2

Description:
Creation Time:
Modification Time:
Current Permissions:

Proposed Permissions:

o g=

rule #1

Tue Oct 22 09:33:48 2013

Tue Oct 22 09:33:48 2013
O:SYG:SYD:AR(A; ;FA;; ;WD)

O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)

rule #2

Tue Oct 22 10:27:57 2013

Tue Oct 22 10:27:57 2013
O:3YG:SYD:AR(A; ;FA;; ;WD)

O0:SYG:SYD: (A;;FA;;;OW) (A;;FA;;;BA) (A;;FA;;;SY)
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