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N a - -is
-account-disabled{true
false}' 24 ALEXt A H Q| 0| S HHELICH
o
CHS ololA= AER2|X| 7t HA(SVM, O|™ HA Vserver)2| 2Z AFEXL "cifs_server\sue™'E
"cifs_server\sue_new"'Z H}#L|C}. 1
clusterl::

> vserver cifs users-and-groups local-user rename -user-name
CIFS_SERVER\sue -—new-user—name CIFS_SERVER\sue new -vserver vsl

22 AERH NS YHSIAL shR LTt
ALEXI7E SMB HES S8l SVM(ZE2|X| 7hed Hal)ofl ISl HO[E{of] A M| A st

M AL = JUES
f 2 22 A2} AR S ML AFR X7 SMBE E38l SVM G|O|E{0]] 24 Al
S E SfH 2

i ] A 51K]
ANER AHS ALBOHA HEE MF 2T YALITH
Of ZFofl CHaH
AEX AEE T8I0 22 AZAIE 245t = JASLICH
oHA|

2ot xel T ..
AFEX AR grstELIc

vserver cifs users-and-groups local-user modify
-vserver_vserver_name_-user-name_user_name
-is-account-disabled false'
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At = =ERER
AEX} AE S H|ZH g et Ct 'vserver cifs users-and-groups local-user modify

-VsServer_vserver_name_-user-name_user_name__
-is-account-disabled true'

ZZ MEXAE 22 E HESLIC
2Z AEXL] AE = E HEY & ASLICE O] B2 AEXIS 2Tt &HE[AAL
MEXZL &= & do{HEl F20 FERLICEH

A

1. 'vserver cifs users-and-groups local-user set-password-vserver_vserver_name_-user-name_user_name_
elg +Ust0l PSS WAL

o

CIS ool M= AE2|X| 74 HA(SVM, O] HA Vserver) VS1 ot HEtEl 2 AL Xt "cifs_server\sue™2| A4S E
AMEBH|C}
=2od .

clusterl::> vserver cifs users-and-groups local-user set-password -user

-name CIFS SERVER\sue -vserver vsl

Enter the new password:
Confirm the new password:

B My

o

i

ZZ SMB AEX}O]| Chet E A SEY g-dst = HZdst
CIFS MH Hot 2o tiet =2 E HEAIL|CH
ZZ ALEXtof Chet EE HEAIRLIC

HE 22 AEXS 222 2o AA| EAIY = ASLICH EF AEX0| tie & AIE
St A& A

HES =I5t H ST ALEXtOf T XiMeh AIE FHE e o *fRIH}II et A8 2S
HEAE 4= ASLICE Ol SEE Sdll AEA 2HE +Folof st=X| R E =elst 9IF L=

o MM A ZHE HEE 5= UASLICEH

ALEX L0 CHet ME = HA|Z[X| b&LICH

r
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o

'6'|. II-Cé-I

=~

rr

SVM(AEZ|X| 7HAE A|AENO| BE AR XIO]| CHEH M E
E:IN

AFEXtOf| THEE REMIEE AIE 2 E EAIRLCH

THS AT 0 M 4 AU CHE MEH Of7H H4T

o

B ...

'vserver cifs users-and-groups local-user show

-vserver_vserver_name__

'vserver cifs users-and-groups local-user show-
instance-vserver_vserver_name_-user-
name_user_name_'

UELICE XtAIEH LHE2 man HO|X[E EXESHYAIL.

Lt oiFl= SVM VS1 o EE 2 ALEXtol| Chet §EE HEAIZL(C

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name

vsl CIFS SERVER\Administrator
account

vsl CIFS_SERVER\sue

2L MEXS OF FE# XHHof| chet YEE EAIRLICH

E00f| chet AFEXtS] UM A Hots 2P = Q
CHoll 7HE HAM|A HotsS ZFEHSIALE I A M A

o] 22 ALRAI 2AdRiol
M2 HEE EARL|C

ZZ 059 22 AEX

X HE SYMAEZ|X| 74AF HANI HAEE 24
AEXO| AR FH Y HEE HAIRLICE

Full Name

James Smith

Sue

Description

Built-in administrator

Jones

= ALEXF7L

o REE 4

moPO

T 4H...

'vserver cifs users-and-groups local-user show-
membership-user-name_user_name_'

'vserver cifs users-and-groups local-user show-
membership_group_name_'

'vserver cifs users-and-groups local-user show-
membership-vserver_vserver_name_'
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_?__|'6|-E II-Cé-I %:IE olgd

= = o -HdT
X™E SsvMel RE 2 ALEXt0f| CHst M2 HEE 'vserver cifs users-and-groups local-user show-
HA[ELICE membership-instance-vserver_vserver_name_'

o

CHZ oflofl A= SVYM VS1 Aol B E 2Z AFEXt0]| CHSt A2 HEE EAIRLICH AFEX}
"cifs_server\Administrator"= "BUILTIN\Administrators™ J1&2| 70|11 "cifs_server\sue"=
"cifs_server\G1"™ 52| M LICt.

clusterl::> vserver cifs users-and-groups local-user show-membership
-vserver vsl

Vserver User Name Membership
vsl CIFS SERVER\Administrator BUILTIN\Administrators
CIFS SERVER\sue CIFS SERVER\gl

Z2Z MEXAES AHELIC

CIFS AHof Cigt 2Z SMB ¢150| I 0|4 EQRstX| 7Lt SVMO]| ZxehEl Cf|o|E{of] CHSt
MM A HotZ ZHSH| 2o SVM(AEZ[X| 7tah A AENOIM 22 AFEXTA™E AR =
OIJ\LJEf

ol xreioil chaH

2 MEXE AMME o CFS Ao RoloHAIL.

O Ar2XAHE FZoh= It 3l A E2|2] Windows E ot BHX= ZFE[X| LT

S¢ 2ot G| O|E{Hf| O A0f| M R|AHE LICE.

* 2Z AREXO| oSt 2= EE= HH At
£ AEAE AW 5 glaLith

* Administrator?} 20| & Xl H

A

1. AMH|Et 22 AL X} A[E Q| 0|ES &tRIBtLICE. 'vserver cifs users-and-groups local-user show
-vserver_vserver_name_'

2. 24 MEX} 'vserver cifs users-and-groups local-user delete -vserver_vserver_name_-user-
name_username_name_'S AMH|EL|Ct

3. AL Xt AI™O| AH|Z| A =X &RIEFLICE. 'vserver cifs users-and-groups local-user show
-vserver_vserver_name_'

o
CHS d0lM= SVM VS1 2t 2 ALE Xl "cifs_server\sue™E AfK|grL|C}.
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clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue Jones

clusterl::> vserver cifs users-and-groups local-user delete -vserver vsl
-user-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

= = o =i = = O =t =0 A Sk A
712 22 250 tigt 8BS HESH/ L 282 0|82 HESIH 7|& 22 O5= =8 =
°|55LJE
M-
Hot= 2y HEH ALE...
2 O MHS £HetL|Ct 'vserver cifs users-and-groups local-group modify

-vserver_vserver_name_-group-name_group_name_
-description text' AH0|| S0 ZLtE|0| YOH
2 HEE F0{0F SL|CE

2Z JE9| 0|28 HIEL|CH 'vserver cifs users-and-groups local-group rename -
VServer_vserver_name_-group-name_group_name_-
new-group-name_new_group_name_'

of

CtS ool M= 2Z 3 E "cifs_server\engineering™2| 0|22 "'cifs_server\engineering_new"" 2 HHEL|LC}.

clusterl::> vserver cifs users-and-groups local-group rename -vserver vsl
—group-name CIFS SERVER\engineering -new-group-name
CIFS_SERVER\engineering new

CtS ool M= 22 O & "cifs_server\engineering™2| MHES X $tL|Ct
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clusterl::> vserver cifs users-and-groups local-group modify -vserver vsl
—group-name CIFS SERVER\engineering -description "New Description"

2Z OF0 tiet 2 EARLCH

2 AH E= XZE SVMAEZX| 7ty Haho| 88 2= 22 05 S5 EANE =

UELICE 0 Fes SyMo| B3HE Glo|E{of Cizt miel M A X Ei SVMS| AFEX} 2zt
(@3 ENE N2 1 R2Y + ABLICH

4
1. TS 5e) 3 SILiS S3BiLIC)
ol cifet HES A% FP T Q...

'vserver cifs users-and-groups local-group show'S
HESHIAIR

SVMe| EE Z2ZH 08 'vserver cifs users-and-groups local-group show
-vserver_vserver_name_'

TS AW o) M 4 U CHE MY o} H47t ASLICH K4S IS man HOIXIS

off
CHE Ol®l= SVM VS1 o 2= 2Z 50| tigt @2 E EAIRL|C

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group

vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative privileges
vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering

vsl CIFS_SERVER\sales

7t L MASHALE =Rl O5S =7t A MASIH 22 OF
LICt. O] 7|52 20 BiX|El HAMA KOS 7[22 2 Cf|0|Eof
CHet C’—*.'Hlé% X1I013fE1E B2 L= A EXA oiE 250 HEE Hets Roole = R0
FEYLICE.

Of ZfHofl 3
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22 20| FALUS X71817| 9B K| AL

* special_everyone_groupd| AtEXIE =712 4 IELICE.

* MEXHE FII6IE{H 2Z 2F0| QL0o{0F gL|Ct.

* AHBXHE 2Z OE50l| FI15H{H AFEX7E QLO{0F LT

« 2EZ OES CE 22 O50| 71 £ giELct

. EFEH||°|r AL EE S 22 O50| E=7t5t2{H Data ONTAPO|A SIDO| Ci$t 0|22 &HQlgt 4= QLo{of
i Tt

2Z 20N RAUS HHSH= KA

* special_everyone_groupdilA| A& S HAHE 4 ASLICH

* THYUS HAHE aF0| Uojof BfL|Ct,

* ONTAPE JE0|M MAHSI2 = A2 0|22 8Tt SIDE &Helst 2 Qlofof StL|C}
tHA|
1. 250N THYS F7H E= FMAGLICH
oI8t= = 2l ChS E S AL
OE0| pMUAS XJFEHL|CH 'vserver cifs users-and-groups local-group add-

member-vserver_name_-group-
name_group_name_-member-names

namel[,..]X|8E 2 JE0| It 2 EE 1 2E
=
— =

=

i
Ol 2=
=l ==

ZZ ArEX}, QN AFEA = el T =
X = ASLCH
J20|A FMHE M AHEL|CH 'vserver cifs users-and-groups local-group remove-

memers-vserver_name_-group-
name_group_name_-member-names
name[,..| X[ & E 24 JF0M ®HL 2ZH ALEXL,
T AR EE QI OEC HEE FRE 5ES
Xge = AELICL

CtE ool M= SYM VS1 49l 2Z 1F "sMB_server\sue"?t =H|Q! 1& "AD_ DOM\DOM_ENG'"E 2Z 18
"sMB_server\engineering"0fl =7}&tL|C},

clusterl::> vserver cifs users-and-groups local-group add-members
-vserver vsl -group-name SMB SERVER\engineering -member-names
SMB_SERVER\sue, AD DOMAIN\dom eng

CHS oo M= SVM VS1 22 1& "sMB_server\sue"2 "sMB_server\james"S SVM VS1 2Z 15
"sMB_server\engineering"0ll A| ®|7{&L|C},
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clusterl::> vserver cifs users-and-groups local-group remove-members
-vserver vsl —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

=]
HE SVM(AEZ|X| JHa A0 PAE 22 080 IS TN 222
!

S2{AE L X = =
EAIZ 4 UBLICH O] HBE MU HN|A 2H| = ALRXF HShRSH 2XIS 28 o
Q8% 4 AUBLICH

THA|

CH2ofl cHst HEE BASHEAH. .. T ..

S2{AEQ RE 2Z OZ0o| 1MlQlL|C} 'vserver cifs users-and-groups local-group show-
ups'

SVMO| Q= BE 2 59| LML 'vserver cifs users-and-groups local-group show-

ners-vserver_vserver_name__

o
CI2 o= SYM VST 2 129 2= 1Mo CHst HEE HA|EL|CH

clusterl::> vserver cifs users—-and-groups local-group show-members
-vserver vsl
Vserver Group Name Members
vsl BUILTIN\Administrators CIFS SERVER\Administrator
AD DOMAIN\Domain Admins
AD DOMAIN\dom grpl

BUILTIN\Users AD DOMAIN\Domain Users
AD DOMAIN\dom usrl
CIFS_SERVER\engineering CIFS_SERVER\james

SVM(AEE[X| 7t A|2=)OIM 22 OFS AHISH olii'e svma} 2 El 1I0|E101| Chet
UM A Hots BESLE SVM ALEAL Aeh(AehE OF HHo| 2Ee 2RIt gl= 32 4l

—
22 1E2 AN & UBLICH
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x}
2Z O5ES AWE o o2 Ao flstYAIL.

0| 152 &Xst= MY U CIAER2[Q Windows E o MEX = ZHEX| gb&LICt

* special_everyone_group2 At 4~ gi&L|CH

* BUILTIN\Administrators__ BUILTIN\Users_ 2t Z2 7|2 Hl& O1&

ro

AR == YlELIT

|

1. SVMO| 22 08 S5 HEAIsto AfHe 22 OF2| 0|2 =QIELICE. 'vserver cifs users-and-groups local-
group show -vserver vserver_name'

2. 24 1 F 'vserver cifs users-and-groups local-group delete -vserver_vserver_name_-group-
name_group_name_'S AH|gtL|CH

D

3. JE0| MH|=|A=X| &IELICE. 'vserver cifs users-and-groups local-user show -vserver_vserver_name_'

ol
CtE ool A= SVM VS1 23 2Z O F "cifs_server\sales™'S A K| gfLICt.

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering

vsl CIFS_SERVER\sales

clusterl::> vserver cifs users—-and-groups local-group delete -vserver vsl
-group-name CIFS SERVER\sales

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering
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ZZ H|O|E{Hf|o| A0 M =02l ALK} B! O F 0|E2 HClo|ERL|Ct

CIFS MH2| 2Z O &0 =M A8t & OFS It £ JASLICE ol2{eh =H|el JHAl=
S AE S| 2Z H|O|EH|0| A0 SFELIC =0Q! JiH|e| O|F0| HEE 3 =&

HIO[E{H[0| A S +Z2 = YH|0|EBHOF LT

—_—

Of Zrioi| Chat

Lol O|F S YHOIEY SVM(AEZ|X| Jhe A|AH)2| O|FS KIFH OF RfLICt.

Advanced:'Set-Privilege advanced’ 2 A& gtL|Ct

ool MEX S OFS YHIO|ESIHE ChE 2 O] B AFE...

BT

MIX™OZ AUH|O|EL YK HOH| 0| Eof| ATist 'vserver cifs users-and-groups update-names-
CHQI ALK B! IS BEASLICE vserver_vserver_name_'

MIMOZ AM0|E=l EHQl AKX S O5E 'vserver cifs users-and-groups update-names-

HAIELICE vserver_vserver_name_-display-failed-only false'

AH|O|Eof Almist =0|Ql AR X} &l JZ0F T A|gtL|Ct 'vserver cifs users-and-groups update-names-
vserver_vserver_name_-display-failed-only true'

AM|O|E0f| CHot ZE ME| MHE FA|SHK| &&L|CH  'vserver cifs users-and-groups update-names-
vserver_vserver_name_-suppress-all-output TRUE'

3. admin #st £F O Z 27| 'et-Privilege admin’&L|C}

o

CHE ool = AEE|X| 7He HAI(SVM, OS] Vserver) VS1 2t 2HEHEl 0[] ALZXH R OE2| 0|5
Lo ERFLICE. OFX|2E HOI0|E Al YC0|Edliof g B 0| A|Q10] ASLICE.
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=

clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs users—-and-groups update-names -vserver vsl

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654321-12345
Domain: EXAMPLE1

Out-of-date Name: dom userl

Updated Name: dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654322-23456
Domain: EXAMPLE2

Out-of-date Name: dom userl

Updated Name: dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654321-123456
Domain: EXAMPLE1

Out-of-date Name: dom user3

Updated Name: dom user4

Status: Successfully updated; also updated SID "S-1-5-21-

123456789-234565432-987654321-123457"

to name "dom user5"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123458"

to name "dom user6"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123459"

to name "dom user7"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123460"

to name "dom user8"

The command completed successfully. 7 Active Directory objects have been

updated.

clusterl::*> set -privilege admin

4 Hots EeffLict
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22 £l B9l ALSX EE TS0 AR SR

— -

rir

Asts xojsto] 22 E= 0ol ARX} s
78l A ol2{t Kol Setel 7| Aol
AERE XIHE 4 ooz goto| ZSHEL|C

AlZfot7] FHof

dots Fote 22 £= T MEX E= OFO0| 0]0] A0{OF FfLICE.

O] Zeiof chel

ZHoff AStS =7HotH sliE AFE AL EE= 200 st 7= Heto| x| ELITt. Hehs FItH e ool =7tet
2 MAHE[X] 4ELICH

 iLE Ol 4ol ABH 7K 4 gLt
+ EOl9l ALS R} S TB0] HEHS 71 1 ONTAPE ZHi9l ZESa{0f 2ol5t0] TH|! AFBX} EE 80
QBHS A £ AgLICE

tHA|
1. 224 £= T ALt EE= O 0| stLt o|Ake| MotE FIHRILICE. 'vserver cifs users-and-groups privilege
add-privilege-vserver_name_-user-or-group-name name name-Privileges_Privilege_|,...]'

2. st= Hzto| Kol ME A=K IEHLICE. 'vserver cifs users-and-groups privilege show-
vserver_name_-user-or-group-name_name_'

o

CHS ollollA & AER|X| 74 T{2l(SVM, O] BA Vserver)2| ALEX} " cifs_server\sue ""0fl "seTcbPrivilege™ X
"setTakeOwnershipPrivilege™ #$H2 Z7}8tL|CH.

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or—-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

2 s THQ ALK = OF0|A HstS ®MARLICH

rr

Hots M 22 = EH|Q AFEXRL EE
O|&7| ot ArEXIeF 1F0| E/ot £
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AlZtst7| o

S MAY 22 E= T MEX =

|

0/ o]0 RLojoF LTt

Of ZfHofl 3

ZZ L= THQAREA = OB HotE MAY M= LS ArgE G50l F0{0f ghuCt.

—_ -

* Ol AFXE

= 0
- —L
[uELS AMNT + Y

* StLE Ol &hel HetS MAHY 2= ASLICE
4

E0llM Het2 ®MAE i ONTAPE 0@l HE S0 22510 =@l ALEXL = 29
=

ONTAPZt =@l ZIEE2{0f| H2Y £ gl= 32 HO| 2e &= ASFLICH

oHA|
1. 224 = T ALEXL EE= O E0j| A StLt O] &2 HBHE MHELICE. 'vserver cifs users-and-groups privilege
remove-privilege-vserver_name_-user-or-group-name_name_-Privileges_Privilege_],...]'

2. Yst= HBHO| 'vserver cifs users-and-groups privilege show-vserver_name_-user-or-group-name_name_'
AN HAHZ[A=X] 2heletL|C

of

CIS ool = AEE|X| 74A HA(SVM, O™ HA! Vserver)Q| AF2XL " cifs_server\sue "(cifs_server\sue ")0| A
"seTcbPrivilege' % "setegenershipPrivilege™ #3t2 X HEfLICH.

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

22w Cool AR Ol IE0) 3t HOHS AEE 4 JUBLICE 0] 7|52 2 £
TO|Ql AFRRH S DE0f TSt S AFT S ST £ ARO| T 0[4F TR £= QK

S M FEELIC.

Of Zreiof| Chat

2 EE= TR AMERE E

rr

OO0l chet Aets xHEFsHH S JHA|of CHet 2ot &=0] ®7ELITt.

- o~

23



oA
1. 224 = T AFXL EE= O 0| it AHehE XA ™ BILICE 'vserver cifs users-and-groups privilege reset-
privilege-vserver_name_-user-or-group-name_name_'

2. Z4n|of st Msto| RHE ™= A=K 2RI ELICE. 'vserver cifs users-and-groups privilege show
-vserver_vserver_name_-user-or-group-name_name_'

of

CtS oA = AER|X] 7HA HA(SVM, O|™ HAl Vserver) VS1 HIA AF2XL "cifs_server\sue™d| CHEH HstS
MA™SLICE 7| 2N o2 Ut AL8XH= XpAle| AF 1t AZE Aoto] giELICt.

—

clusterl::> vserver cifs users—-and-groups privilege show
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups privilege show

This table is currently empty.

CtS Ol Mol A= "BUILTIN\Administrators" &0 CHE HotS ChA| AHSHH Mot 252 SN O Z K| HELICE.

clusterl::> vserver cifs users-and-groups privilege show

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeRestorePrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege
-vserver vsl -user-or-group-name BUILTIN\Administrators

clusterl::> vserver cifs users—-and-groups privilege show
This table is currently empty.

et Mool CHet YEE EAISLICE

el = 22 AMEAN AE L= 250 2EE AEX X[F Aot tist YEE BAE =
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clusterl::

Vserver User or Group Name

BUILTIN\Administrators

CIFS_SERVER\sue
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'vserver cifs users-and-groups privilege show
-vserver_vserver_name_'

'vserver cifs users-and-groups Hot EA| -
vserver_vserver_name_-user-or-group-
name_name_'

UASLICE XtMIEE LHE2 man HIO|X[E

> vserver cifs users-and-groups privilege show -vserver vsl

Privileges
SeTakeOwnershipPrivilege
SeRestorePrivilege
SeTcbPrivilege
SeTakeOwnershipPrivilege
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'eChangeNotifyPrivilege' #$t

* SVM2| 2% SMB AF8Xt = OF = EHQ MEX EE OF0 F716H Sat 2HelS AUE + ASLIC
* SVMe| 2Z SMB MEXt EE= OF E= R MEX E= OF0M A5 Sat =els HHE = gLt

712HMe = sSVM2| LHE BUILTIN 2 E0f= 2Tt &felS 2HE =+ Q= ATHo| JASLIC.

» 'BUILTIN\Administrators'

» 'BUILTIN\Power Users'

» 'BUILTIN\Backup Operators'
* 'BUILTIN\Users'

" EE AR

Olz{et OF & dtLtel YU0| S1t 2els AT 5185HX| gtoe{H I F0|A of HeHS H|7{sHof LT
CLIZ A3t SVMOIM 22 SMB AFEXAE 3! O F0f| CHet St AAE Fde M Ch AretS FF0f| F0{0F SfLCt.

* AR XE 2 E= TR OF0 Y0l S =elE AHHEE sH{H s JF0
'eChangeNotifyPrivilege' #$tg F7tsjoF L Ct.

*HE 2 s QN AMEXITL ET AAE RAISHEE 5 85t1 s AHeto] = OF2| FL4 o] ofd
sEt AF2 Xt A1 ™0l 'eChangeNotifyPrivilege' #etS 71 4= Q&LICE.

* AR|EX| 'ChangeNotifyPrivilege' #etS M7st0] 22 L= EH[Ql ALEXL £= O F0| tist S1f =els
AMESHA| (= E BHY & AFLICL

@ XEE 22 £z E0Ql AFEX} EE= OE0] it 22| EfHA HALE H|Z2 M5tz
"Everyone" 1E0{|A 'ChangeNotifyPrivilege' st X|7{8H{0F BfL|C}.

=&50|M sMB It 0| & tHetol| et 2Xf oHEHE AL C
SMB E& AAMA Ko S5 HdeLCt

Storage-Level Access GuardE AFE5H0] It HNAE HS LI}

AHX} = Q80| Cl2E| £t ole A S s8Lct
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ARt ols &¢I CIHE2|of Cigt AL #oto] glnEte d2 el 2= CIMERE Sate
UL E StH™ SVM(Storage Virtual Machine)2| 2Z SMB AI2X} EE= O E0|
'seChangeNotifyPrivilege' #otS F715tH EL|CH 72X O =2 ALEXt= ClAEE| S2t =els

26


https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/configure-character-mappings-file-name-translation-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/create-share-access-control-lists-task.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html
https://docs.netapp.com/ko-kr/ontap/smb-admin/secure-file-access-storage-level-access-guard-concept.html

AHE & daLCt

III

AlZtst7| o
* SVMO|| SMB A{H{7} L0{OF BfL|CY.
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* 'eChangeNotifyPrivilege' #ot2 F7Ie 22 = EHQ AAEXt E=
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THQl AMZX EE= OF0 Aot F71e 1l ONTAP= =0l ZEER{ 0| 225t =@l AFEXL = OE9
FadS dME = ASLICE ONTAPZE =M@l ZEEZ0f| HEE £ glo™ FHO| AE & ASL|C
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1. 24 £ = THQl AF2 Xt EE= JE0| 'seChangeNotifyPrivilege' HetS 71510 E1t 2012 AI2SHX| A=
A ELICE. 'vserver cifs users-and-groups privilege add-privilege_vserver_name_-user-or-group-
name_name_-Privileges SeChangeNotifyPrivilege'

-user-or-group-name' 07 0| 72 24 AFEX = 8 E= E0HQ AFEAL EE= OE/ILICEH

2. X|HE ALSX EE OE0| Sut &0l M2k 7|52 A8t S MB M =X =IBLILE 'vserver cifs users-and-
groups privilege show-vserver_name_-user-or-group-name_name_'

o

CtE HHE S AL8%HH "Example\eng” &0 £+ AL X7t 'seChangeNotifyPrivilege' #etE 1E0 F=715H0
ClAE 2| Sat 2ol AU E = ASLICH

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\eng -privileges SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng SeChangeNotifyPrivilege
el M
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ZOQI ALEX EE= O E0IM Het2 HMAY M ONTAPE ZOQl ZIEER{0 22510 =l ALEXAL = O &9
FRHYS A & JASLICH ONTAPZL =Rl ZIESE{0| AEY 4= gloH HHO| Hofe £~ JAEL|CH

1. E1p 2ol 2A| 5|2 oF & 'vserver cifs users-and-groups privilege remove-privilege-
vserver_vserver_name_-user-or-group-name_name_-Privileges SeChangeNotifyPrivilege'

0| HH2 "-user-or-group-name_name_' 07} =~ IO 2 XMt 2 = R AMEX} EE= TFE0| A
'seChangeNotifyPrivilege' #3t2 M| ELICE.

2. X|HE ALSX = OE0| S1t &0lg M| = E HEME=X] HAFLICE 'vserver cifs users-and-groups
privilege show-vserver_name_-user-or-group-name_name_'

CtE E S AAstH CIAEE| Bt A HALE AKX @11 "example\eng™ A E0i & AFZXI7H MY £

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl EXAMPLE\eng SeChangeNotifyPrivilege
clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name EXAMPLE\eng -privileges

SeChangeNotifyPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng =
el e
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AEZ|X| 2| HMA 7IE HOL2 FlexVol 28 2 qtree ZHA|0| CHS EQt AEIRKIZ HET £ JUSLICH
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* UNIX(2E2 E&st= SVMOIA CIFS MH7E M E HQ)
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qtree0l|A| Storage-Level Access Guard 222 71ME £ QIO 2 Storage-Level Access
L= gtree Z29| F20f|= Yt Ot ACLI} Storage -Level Access Guard ACLO| 25

HEAIE 4 YL

* e S X oA Hloj7h XIFE Il = Cl2E2| 220 e THE A 0] FHol= SH AMA Hof ACEO
CHS ME T TA|EL|CE
EHA|
1. ol 8l ClE2| 2ot A S fst= +FQE HAILICH

HEE BAISIEH... ChE Eds L=gLtt

ROk OFAl 'vserver security file-directory show
-vserver_vserver_name_-path_path_'

ME MEJF SHREEIL|C} 'vserver security file-directory show
-vserver_vserver_name_-path_path_-expand-mask
true'

oo
LIS Oldl= SVM VS1 B29| jvol4" Eot HEE HOELILCL.

cluster::> vserver security file-directory show -vserver vsl -path /vol4
Vserver: vsl
File Path: /vol4
File Inode Number: 64
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-
OI|CI|IO

CHS olof| M= SVM VS1 Z 29| /data/engineering®il CH
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cluster::> vserver security file-directory show -vserver vsl

/data/engineering -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl
/data/engineering
5544

ntfs

ntfs

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

777

TWXTWXTWX

NTFS Security Descriptor
Control:0x8004

SACL
DACL
SACL
DACL
SACL
DACL
SACL
SACL
DACL
DACL

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...

-path -path

Self Relative

RM Control Valid
Protected
Protected
Inherited
Inherited
Inherit Required
Inherit Required
Defaulted
Present
Defaulted
Present

Group Defaulted

Owner Defaulted
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Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

ALLOW-Everyone-0x10000000-OI |CI|IO
(P



Generic All
System Security
Synchronize
Write Owner
Write DAC

Read Control
Delete

Write Attributes
Read Attributes
Delete Child
Execute

Write EA

Read EA

Append

Write

Read

LS olo[A= SVM VS1 o[ A Z 2 '/datavol1’0| = ZE0| it Storage-Level Access Guard 2ot HEHE H|Eot
Hot MHE HAIgL|CE
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cluster::> vserver security file-directory show -vserver vsl

/datavoll

Vserver:
File Path:
File Inode Number:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Hotoj o

=52 o Hot

-path

vsl
/datavoll
77

ntfs

ntfs

10
————D-——-
0

0

777

IWXIrwXrwx

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

St AE HA|
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QOF QA i MA| B2OZ EAZ 4 ABLICH

|= EE H|E = NFSv4 ACL, NTFS It HotES AEot= 98 o 9
tEst= 25 o 5! E267 ZetE = ASLIC

* ACL £39| ARX} 8l 08 &3 == NTFS EoF dEXte| 2202t M ElL|Ct,

BEE =g 0| Hot AEFA0| UNIXQ! ZR0|E AEZ|X| 2| HNA JIE HOtS =3t Hot

EE = gtreeZ FME 4= YOO Z Storage-Level Access Guard?t THEl 28 = gtree AZ9)
|= UNIX It AtE 3t Storage-Level Access Guard ACLO| 25 HA|E £ UEL|CH

o

[=]

ro

| 2ot 2L NTFS |2 2ot AtE35t= 0[B! 22 Y It = LA ER| 20 SH AM|A
Hoj7t FEE ALH SH BA|A H|of ACE CHet HE T E=0f| HA|EL|CH

THA|
1. md 3 C3E2| Hot MY S flsts +EQE HAIFLICH
HEHE HAISHHH.. CtE dS Y=Lt
QOF QFA| 'vserver security file-directory show -vserver
vserver_name -path path path’
ME M} SHEFEIL|CE 'vserver security file-directory show -vserver
vserver_name -path path path -expand-mask true'
o]

CS ol0|A= SVM VS1 EZ '/projects’d]| CHeH HOot MEHE A=l OAST HAOZ HA[RIL|CE O] =28 HQt HfAl
ZZ20|= UNIXS| =&l Hoto| )&L|Ct.
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CHE ofldl= SVM VS1 Z £ '/data’ol| CH

clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Horo| QLS LI,
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vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

of 2ot YEE EoFLILE o 2 &

O} HFA|
- O

HAZ20|= NTFSQ| &1t

xo|
— -



clusterl::> vserver security file-directory show -vserver vsl -path /data

Vserver: vsl
File Path: /data
File Inode Number: 544
Security Style: mixed
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---

Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O

Unix Mode Bits:
Unix Mode Bits in Text:
ACLs:

OI|CI|IO

CtS dlHlM= SVM VS1 B 29| '/datavol5' AZ20] Q!

29l =Z0l= UNIXSl 2 bl Hoto] /ISLILt ol 280ls

L=
= =

—

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

Off CHet Hot MEE HA|LICE of={gt
Storage-Level Access Guard = 2t0|
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clusterl::> vserver security file-directory show -vserver vsl -path
/datavol5
Vserver: vsl
File Path: /datavol5
File Inode Number: 3374
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: Storage-Level Access Guard security
SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA
DACL (Applies to Directories):
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-Ox1f01ff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff
SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA
DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

UNIX 2ot AEtY = &9| ot Eotof Chet M2 S HA| LTt
UNIX 22t AEtE =&9| Ih 5 CIHE 2] 2otof Chet 2 (2ot AErE 3 2 1tH
AEIY, MEE[= AFE Het, UNIX 2RAH 8 OF0 tiet 2 §)8 EAE = A&
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AHE5I0] Hot S SISt ALL oY HAA ZHE HEE 5= USLICEH

o| =tejoi| chaf
SVM(AEZ|X| 7tk A|AEIO| 0|23} IjY = ClAER| Hot HHE HA|E H[0|E{Q] ZZ2E M2l 0 gLct.
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* UNIX 2ot AEHY 2 & 8l gtree= IHY MA|A AotS ZF e 0l ZE H|E E= NFSv4 ACL F 5HLI2| UNIX
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DC H|E Hstat &
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2 UNIX 22tS AFEdt= o 3l L2 E2|9] F 2 0] EE= H|0] ASLICHNFSv4 ACL

* NFSv4 2ot dHXI9| Z2 ACL &3 274 & =3 A= MBI X gELICE

|
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NTFS EQt M xtof|ot o|0| 7 QL& L|CH.

* SVMO]| CIFS M7} L& &l | 2 UNIX 28 = qtreeOf| A Storage-Level Access Guard = Q0| X|[E|D 2 -
path' O{7H H==0f| X|HE = EE qtree0ll 22 &l Storage-Level Access Guard = 0tof| CHo &It =20

ITSHEl 2~ QLA L|CH

THA|
1. o 8! CjEE| 2ot S Yots £EQZ HAIYLIL
HEE BAISIHHH... Chs s YEgH ...
ROF QFAl 'vserver security file-directory show
-vserver_vserver_name_-path_path '
ME HEIF ShEE=ElL|CH 'vserver security file-directory show

-vserver_vserver_name_-path_path_-expand-mask

true'

o
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

CHS Ol M= SVM VS1 22| / home Z =0 CHet Hot WE S SFEEl OpA 3 WA O 2 HA[SIL|CY,

clusterl::> vserver security file-directory show -vserver vsl -path /home

-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D—---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -
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A

1. o Sl Cl2E2| ZA ZH MHS plots +EQR HAIRLICH

HEHE BAISHHE... Ch2 S YU Ct...
QOF QFAl 'vserver security file-directory show -vserver

vserver_name -path path path’
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HEES EAISHEH...
x

o
g "xoHAIL

of
CHZ ool M=

SVM VS1 ZZ9| /Corp ZZ0] Cist
NTFS 2ot MEX}t= M3 9 MZ/AIH SACL &5 25 ZatetL|Ct

Ch2 S YU,

mjo

'vserver security file-directory show -vserver

vserver_name -path path path -expand-mask true'

H HM HHE HEAIRL|CEH ZZ0f| NTFS
I.

cluster::> vserver security file-directory show -vserver vsl -path /corp
Vserver: vsl
File Path: /corp
File Inode Number: 357
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwXrwxrwx

ACLs:

CHE oldl= SVM VS1 Z 29| /datavoll 201 CHo ZAL HM FHE HAL|CL 0] B20=
SACLZ} Storage-Level Access Guard SACLO| 2%

42

NTFS Security Descriptor

Control:0x8014

Owner : DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0I|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0I|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0OI|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01ff-OI|CI

2t Ife! I Eef
EBHELIC

2 20| ASLICH.



cluster::> vserver security file-directory show -vserver vsl -path
/datavoll

Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xaald
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

CLIZ AI25}0] FlexVol 2E0|A NFSv4 ZtAF K*Hof| CHet MEHE FEA|BL|CH

HOF AEFY U HIHHQ! Ot AELAO| Fo| MBE|S A I SACL(AAT AN Hof 22
)oil T2t =S mBroto] ONTAP CLIS ALZ5H0] FlexVol 2E0IM NFSv4 ZAH Eiof ch2t
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NS HEJF SbEEIL|CE 'vserver security file-directory show -vserver
vserver_name -path path path -expand-mask true'
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cluster::> vserver security file-directory show -vserver vsl -path /lab

Vserver: vsl
File Path: /lab
File Inode Number: 288
Security Style: unix
Effective Style: unix
DOS Attributes: 11
DOS Attributes in Text: ----D--R
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 0
Unix Mode Bits in Text: ---—-————---
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA
DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

SIEETIE 2XH()E A8ol X|ZE 32 E= BE =& of2hof /l= 2= ot S CHEER|e
ol 2ok S ZAL FHof tist §EE EAE & ASLIC
StUAEFLE BXf(*)= BE M 8l CRE2|o) MRS EAIE of2fel X|FE CIAER| Z2o| 0tX|2 519 74 @42

MEY = JELICE ™2 HYE EF mtOo[Lt CIHE2[o| HEE BAISHAH SUZHE(™) 2ol TH 22
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cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

46

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

S HYSHH SVM VS1 9 path 'fvol1/a' Of2Hof " * "2 HHEE mAo| HEI} HAIELICL 22= 2OHZH("
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cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: “/voll/a/*”
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

CLIE AE3I0{ SVMO||A] NTFS I} HOF NTFS ZHAF & 5
Storage-Level Access GuardE |6 LIEf

CLI 7HRE A3t SVMO{|A| NTFS It HOot, NTFS ZHAL H2 5l Storage-Level Access
GuardE zZt2|etL|C}

CLIZ Ar23t0] AE2|X| 7Hah AIABI(SVM)OIM NTFS I =k NTFS ZhAH F4 ol
AER(X| 2 HHA JIES 22l + AFLICL

SMB 220|1E = CLIZ ALS510] NTFS Il biot 9l 204l Ha4g B2|gt & gLICh J21Lf CLIS AS3tol
Tjel ot 8l ZhAF WS TSR 212 S20|MES ABolo] I 2otS BRlS URJ YALICE CLIS ALSSHH
EOl B33 ArZsio] 012 I BLio) 2ot2 Hgots of 22l S 37 BY 4 YaLit

ONTAPO|A SVM EE0i| M 8%t I CHE HOot A|Zel AEZ|X| 28 HNA JIEE e & UESLICE Storage-
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M2 ME517| Mol 50l Fo{0F e R 7HX| X|&O| AUELICH.
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SVM Ml 5719| F J7HX| 8 & SLIE 48 o+ YELICHL
* ID7t EZEL|Ct
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* ID7t A H|E[}ASLICH
O] ollM= SVMI}F CIFS MHQ| ID7t R X|=|X| §4&LICt O] A|Lt2|20]M= tHe SVM2| SVM ! CIFS
ME2| 0]20| AA SVYMS| SVM & CIFS A 0|21} CHELC}.
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24 ANEX, 28 Y Aot 7 M0| ZeE SVM 249 A2 ID7HH|Z|E oM SVM CH&e| CIFS AMH 0| &1t
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clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description
vsl CIFS1\Administrator Built-in
administrator account

vsl CIFS1\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 DST\userl = =

EZ MEX Y OF HIo[EH[o|AM 2H ALEXL I OF 0|S0| AS2E HAR|M2HE It ClHE2| M
T ('vserver security file-directory' & ME S ALK CLIO| A& )0l =22 AHEXH E= OF 0|50
XsoE HEEX| tELICH

of|E S04, "vs1"2| B2 "-account" 0f7i ML "CIFS1\user1™ 2 M El DACL &=2 740t 42 42| CIFS
MH 0|52 BtFSI== &t SVMOIM 70| XAt 2 HEEX| S5 LIC

clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder
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CIFS Mt 0|22 4 CIFS MH 0|20 Z £50Z HASIZ{M 'vserver security file-directory modify' HHES
AHE3HOF L|Ct.

A oo Haoh ZotE b A ER| YM 1Y d 2AL(Ct

ZZ MEXE=E OFS Eote = A= 7 He- EFS MBS =
AL

= M 7tX o Dl 2| ™ g 74 247t

£9

* Hot dEXt

oo w2t 2o dHXte| ARX et Hot HHXIS| AfXte| 7|2 I8E X¥Y £+ JSLICH Het AEXIt
A2RXH 7|2 28 =00 el 22 ALK Es 82 M 8%te 32, AlE OI%OH CH& SVME AI8SHE =
Hot MHEXIE £HdljoF gL|Ct. 'vserver security file- dlrectory NTFS modify' BEZ A5t AH 0|2
oo w2t HEAY &~ JASLICH

* DACL &=

~
(=]

mjo

Zf DACL 222 A ¥ at HZE|0] A0{OF SHLICH L2 SVM 0| ES ArE3I2{H =2 MEXt = O A
AH83h= 2= DACLE —’.‘—EOHOF LICt 7|& DACL &=0]| EH?J AEOIESE +HE = SiOE'E Hor
HEXOM 22 A = 052 DACL =S Mot +=FE iy AIE 0|E2= M DACL =8 UE
CHS Ol2{et M DACL =S M ZE¢h Hot X e HZASHOF gLt

* SACL 5=
Z} SACL &=2 A™at AZE[0] RU0{of ShL|Ct ChHat SVM 0|22 ArE%t2{H 22 MK = O AEE

MEdH= SACL§ Holiof LIt 7|Z SACL &=0f| Chel A 0|F2 =Y + SI_E2 Hot AFXM 2Z
MEXt = OFS 718 SACL 222 MAStD +=HE thed AE 0|5e= AH SACL g=S HELS
.I

L= Of={eh M
SACL &t55 XEet Hot AEXtet HASof LTt
S HESH| Hof| ot ClAEe| Y 20| MEE[= 22 AEAt EE= OFS HEHOF LT O-X| §eH
HE Zr0| fofiRtLct.

NTFS Eof dHXHIY Hot HAHE MMst= A2 NTFS ACL(YMA X S5)2 #+451¢
SVM(AEZ[X| 7HAF A LHO| = TfY 8! E2E0| ME2SH= & HIY THA[IL|CH EoF
MOEXIE M Ztdo| M e= E0 220 HE3E £ AUSL|CE

o] Zkoi| CHaH
NTES E9F AR EE LHOfl Q= M 8l Zrf fF= B3 Kot AELY 220f| AZsts Il 9l Z0{of| i3S NTFS
Hol MuxI= Dr 2 daLct

7| EMOE Kot MEX|7 BFSO{X|H | 742 DACL(°'°| HNA O] =) ACE(UMA X0 2H=)7t s Hot
X0l FIHELICE Wl kK] 7|2 ACE= Ch3ah Z2&Lt.
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QHEHE HMA REALICE OHM|A ATt AtE Hot2 Mg
IX|L|Ct
BUILTIN\Administrators® 3|2 DE Hot 20, o9 24, oY
L|ct
BUILTIN\AF2X} 52 DE At Z0, otel 24, o
IS PPN ESIN 518 DE Mt Z0, ot¢l 20, o
NT 5 DE Mt £4, st¢l 24, oY
AUTHORITY\SYSTEM

Ch2 MEHA O HE ALY 2ot BHAL 23S AMEX XHY & AUSLICE

MENH o7 BH4~0f 242 Storage-Level Access GuardOflA| R A|ELICE XtM|Et LHE2 man H|O|X|E & XsHUAI2.

NTFS DACL A2 R0 222 NTFS HoF MExtof F7hgLct

NTFS EQt MHEXI0| DACL(RL| HMA MO =Z) ACE(HMA MO &=)E FII5t= A2
OHUO|LE ZL0| NTFS ACLE 714511 M E5t= & H SHAQIL|CEH 2 et=52 MM AT}
S| &AL ARE JHHIE AEstn ACEO| MolEl O = Z00| EHoH 7H7c1|7r T =

QIAALE $8E & gl XIS WOBLIt

O =te1oi| CHaH
Hor AHXLS| DACLO| StLt O] 42| ACEE F7te &= JUELICE.

Hot AEHXI0f| 7|Z ACEZt = DACLO| ZetE Z2 -2 M ACEES DACLO| Z=7tfL|ct. 2ot A0 DACLO]
EotE[of AUX| 4™ FHO|M DACLS HH35t2 M ACEE F7HetLCt.

-account' OH7H tA==0ff X1 E Aol CH3l 318 L= HEY ASHS X5 DACL &FS MEX O 2 AEX X[Fe
= ASLICE Hets XEY = A= Ml 7HX] &= HHEFE Q1 0| QIS LT

(i)  DacL@=0| oyt Azt NIFEHA o 7|=gte "R E Mo MFE L,
MefmOoR 4 Mg WS X|Yst0] DACL 32 ALSX XY 4 AUBLICL

MEHX o7 H0| ZE2 Storage-Level Access Guardd| Al FA|ELICH XtA|St LIE2 man H[O|X|E EZSIMAI2.
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1. 2ot MHEXI0| DACL &=2 F7t2tLICt. 'vserver security file -directory NTFS DACL add -vserver
vserver_name -ntfs -sd sd sd_name -access -type {allow | deny} -account
name_or_SlDoptional_parameters'

'vserver security file-directory NTFS DACL add-NTFS-SD SD1-access-type deny-account domain\joe-
rights full-control-apply-to this-folder-vserver-vs1'

2. DACL &=0| SH}EX]| =2IBtLICE. 'vserver security file-directory NTFS DACL show -vserver vserver_name
-ntfs -sd sd sd_name -access-type{allow|deny} -account name_or_SID'

'vserver security file-directory NTFS DACL show -vserver vs1-ntfs-sd SD1-access-type deny-account
domain\joe'

Vserver: vsl
Security Descriptor Name: sdl
Allow or Deny: deny
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

HOL MAHS MAMSHL|C}

o ocood

SVMO| Chet mp Hot YA S W dst= A2 TholLt Z2H0 ACLE 74 % HEdt= Ml Hi
THAIRILICEH Y2 Lt ZIY S elet ZHI0|LH H& S otH, 67| A 2 Y2 THEO|LE
S0 HEY + A T SFYLICL LS| 2ot HMof| ZUS Fore = ASLICE

Of ZfHofl 3

HOF HMof| :715h= Zoll= NTFS 2oF 83Xt MY t= E0 F = 2t HZ0| ZSELICE Mt 2ot YHS
Zf SVM(NTFS E2ot AEIY £F L= 28 2ot AEMY £F Zoh)at HZsHof fLict.

oHA|
1. 'vserver security file-directory policy create-vserver vserver_name-policy-name policy name' £t M S
AHAd6+L|[}
ocood
'vserver security file-directory policy create-policy-name policy1-vserver vs1'
2. Hot MM vserver security file-directory policy show'S 2tQI%tL|Ct

vserver security file-directory policy show
Vserver Policy Name
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1. ot Mo 224 Hot MEXII} Totel 2AS FIt8tLICE 'vserver 2O It - C|IE2| HAH XM X7} - vserver

vserver_name -policy -name policy_name -path path -NTFS-SD_nameoptional_parameters'

ot Ll E2|= -access-control' TF2FO|E{ Q] 7| = ZLLICt Thd Sl CIZE2] AM|A ZHAS T mf HM2
Mo RS XZot=s A2 U= ArgL(Ct

[ R |

'vserver security file-directory policy task add-vserver vs1-policy-name policy1-path/home/dir1-security-type
NTFS-NTFS-MODE propagate-NTFS-SD SD2-index-num 1-access-control file-directory’S MEHBtL|C}

= - "1d

2. MM =) Mg 2IBtL|C. 'vserver security file-directory policy task show -vserver vserver _name -policy
-name policy_name -path path path'

'vserver security file-directory policy task show' S MEHSHL|CH

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFES NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2
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OtX|2} CHAl= SYMOY| Ih ot XA
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=0t HMo|l HO|E 1ot MHE Flexvol 2B(NTFS Ei £3t Hot AEIR) Ljofl = NTFS It U Zciof Mg
A OlALIC}

T Mg

HAL M 51 23 SACLO| HEE|H 7[Z9| 2= DACLE EO{=LIL. S

@ HESHH 7|Z DACLE FOHELICE M 2ot HMS 2= MESH| Hof| 7| & Hot Y3 HEH0f
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1. 2ot MH ('vserver security file-directory apply-vserver vserver_name -policy -name policy _name')S

gL

'vserver security file-directory apply-vserver vs1-policy-name policy1'

0z

M HE 20| o= &Y ID7} gt EL(Ct.

[y

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

Hot ZH xels RLIE L

SVM(2EE[X] 7t Hahof| MET ol 2ot M P S ZLIEF5H0 A

OI_I- % - O 1 1 —
THES DL EZY = JAGLICL 0] 7|52 2ot YHo| S8 T2 F0| §SH=A
efelstal= J20| RELICE 0] 7|52 B2 +=2 It S0 thgk 2ots HEdt= F7|
ad 20| = R0 FERLIC.

HoF FM X0l chet XtMiet EE EAISHH -instance' OH7H H~E AESHOF LICY.

1. Hob M# X+ 'vserver security file-directory job show -vserver vserver_name’S ZL|E{ZIEtL|Ct

'vserver security file-directory job show -vserver vs1'

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

0 Hot MM X238t SYMAEZ|X| 7t H{ANQ| I} tE= Z[ o
(0] o

| 222} H|0o[E{7} Z&tEl SVM2| 0|F2 MSatiof LICt. &4 -Expand-mask' Oi7H
ot XEMISt HEE BAIY 4= JASFLICH

1. ol 5l E0 2ot M HA|: 'vserver security file-directory show -vserver vserver_name -path path path[-
expand-mask true]'

'vserver security file-directory show -vserver vs1-path/data/engineering-expand-mask true'
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Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
.0 ... ... .... = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
e vee. ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004

l... veee vvee «... = Self Relative
.0.. .... .... .... = RM Control Valid
0. .... .... .... = SACL Protected
.0 ... .... .... = DACL Protected
O... .... .... = SACL Inherited
.0.. .... .... = DACL Inherited
.0. .... .... = SACL Inherit Required
.0 .... .... = DACL Inherit Required
.0. .... = SACL Defaulted
.0 .... = SACL Present
0... = DACL Defaulted
.1.. = DACL Present
.0. = Group Defaulted
.0 = Owner Defaulted

Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
O
Generic Read

Generic Write



Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

System Security

ALLOW-Everyone-0x10000000-0OI|CI|IO
0...
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CLIZ AFE5I0] NTFS It & EC{0f| I Eets F-dstn HERLCt

NTFS Eot MEX} ZAI HAMZ MMSH= A2 SYMO| A F5H= T 51 Z00f| NTFS
ACL(°”HI* |0 %E)% 7 8l M85H= X HW THAIQJL|CH 2ot MHXIE HA 2ol mid

of Eriof cis}
NTFS 9t AER 25 Ljofl 9= T2 9l BCf Ei =g Hot ARt BE0 AZFohs T 9 ZCiof tfg NTFS
Bot MBS BHE 4 YALICH

71RO Hot MK}t OHS0IR|2 1] o] DACL(RIS] M2 R0 2) ACE(MIZ Hof ISt sl et
Meixjoll Z7HEILICE Gl 7HX] 712 ACES T2 2&LIC

QHEHNE HM|A RYILICE OHM|A HTt g Hotg Hgd
X|L|Ct
BUILTIN\Administrators® 3|2 SE Mot =04, o9 24, ot
L|Ct
BUILTIN\AF2 X} 58 DE Hst Z0, otel 24,
IS PPN ESIN 518 DE Mgt E0, ot¢l 20, ot
NT 58 DE Jst Z0, sotel 24, o
AUTHORITY\SYSTEM

Ct2 MEHA O HE ALY 2ot BHAL 23S MEA XHY + AUSLICE

MEHX o7l tH4:0| Z2 Storage-Level Access Guardd| A 2 A|EIL|Ct XIS LI 2 man H|O|X|S & ZTsHMAIL.

oA
1. 05 047 H4-E A E2ot2{H Aot 2 15 'Set-Privilege Advanced 2 A& gfL|Ct
2. Hot MdX}'vserver security file-directory NTFS create-vserver vserver_name-NTFS-SD

sd_nameoptional_parameters’S A etL|Ct

'vserver security file-directory NTFS create-NTFS-SD SD1-vserver vs1-owner domain\joe'
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3. Hot Max}t 10| SHIEX| 2HQIEHL|CE. 'vserver security file-directory NTFS show -vserver vserver _name
-NTFS-SD sd_name'

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

4. N3 Mot £F0l AL 'Set-Privilege admin’ @2 SO0}ZfL|C}
NTFS SACL ANA 0] =2 NTFS 2ot MHEXIof| F7pgfL|ct

SACL(AAE AMA MO S=) ACE(H M2 H[O] °*E)% NTFS 2ot BEHX0f| F£It5t= A2

SVMO) TH EEE ZC{0f TSt NTFS 2t A4S WMot & i chijelLich 2t g2 e
LABtE S ALRA} s DES AIMRILICH SACL S22 HEe HAA AT Ei Ml

H=E =2dg o [ |

HMA ANEE 7W°*II o &FE Folghict.

—_—

O =te10i| CHaH
Hor AEHXIS| SACLO]| StLt 0| 42| ACEE 7t &= ASLICH.

Hor A0 7|1E ACEZt U= SACLO| &t F2 0 HH2 M ACES SACLO| =7gfL|Ct. 2ot dFXtof
SACLO| Z£etk|0f K| 4™ HHM M SACLE & %_T'_ M ACEE F7hgtLct.

-account' OW7H BH=0fl XIFE #|He| d3 = Amj O|HIE| CHol ZALE Mets X5t SACL &=S 718

= o o= _JI\_
UAFLICH HSHE XFY = A= Ml 71K “2 HHEFE Q! ol ASLICE.

() sACL®=ol tigt Mets xIHsHR op J|= MFe "R E Ak eLIC

"apply to" Oi7H -5 A8t 42 HESt= UHSE XIFsI0| SACL g55 MO 2 ALEX XYY +
ASLICE. of o7 H=E X|FSHA| 42 x 2 O] 20, sl 2 3 mhUol| HEeIL|C.

|

1. 2ot MEHXI0| SACL &=2 7T}, 'vserver security file-directory NTFS SACL add -vserver
vserver_name -ntfs -sd sd sd_name -access -type {failure | success} -account
name_or_SlDoptional_parameters'

'vserver security file-directory NTFS SACL add-NTFS-SD SD1-access-type failure-account domain\joe-
rights full-control-apply-to this-folder-vserver-vs1'

2. SACL &=0| SHFEX| IstL|C}, 'vserver security file-directory NTFS SACL show -vserver vserver_name
-ntfs -sd sd sd_name -access -type {failure | success} -account name_or_SID'
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'vserver security file-directory NTFS SACL show -vserver vs1-NTFS-SD SD1-access-type deny-account
domain\joe'

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

SVM(AERIX| 7k CIA0| THSt ZhAF A4S MNSt= 242 ACLS TAISHOY THY T Zcof

o 1= o
R GBHe M I ESILICH HAE Clors Aol 9/8t ZI|0|U] oS B0y, 0f7| M 2
xfoie melo|Lt ZCiof MEE 4 9l thel BRI LIB0| 2ot FMo| KHeiS Fobe 4
olAL|C}
MM - .

i=)
2
8%

|
1.

2.

Hob FMof| =715t= Zol= NTFS 2ot dAtet M fe= E0 F2 2o AZO0| LotELICt kM 2ot FH
S

off CHaH

=~

VM(AEZ|X] 7tA HANNTFS Hot AEMY 28 = 28 Hot AENY S8 Egh)at AZsoF Lt

'vserver security file-directory policy create-vserver vserver _name-policy-name policy name' 29 MM S
AMSHL|C}
ocood

'vserver security file-directory policy create-policy-name policy1-vserver vs1'

Hot ™M™ 'vserver security file-directory policy show'S &HQIgfL|C}

vserver security file-directory policy show
Vserver Policy Name

vsl policyl

Hob IO 2HS =Tttt

0t Mol A X2 MABHT ATfHs 22 SVMO| I = BC{0 ACLS T4 &

SOt U W EHAQILICE A XIS MAIS f XIS wot HMO| HZBLICE SHLt
|A4o] Be] B2 wok FHMO| A7ke 4 AL

Of Zhofl CHaH

(=1
=
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Tk 8 Cl2Ef] el

XgE ot 8 EC0) 2ot HEXE HESH= 2YS XFots ol Arg gLt ot Sl LA E2| XS Sl
HEE ACL2 SMB 2210|¢E E= ONTAP CLIE Sdlf 22l 4 /JSLICE

© AEE[X] 2E AMA THE Y

=~

X| ™=l E80f| Storage-Level Access Guard 2ot MHIIE M

= T10

2 HAA TLE ZAS S MEE ACL2 ONTAP CLIE SdliA

X of
2 rir
R
e
et njo
>
20 oA
o> ot
orr
Aminl
Rl
00
o
I
o
|>
HM
o
Ral

Aol TY(Es Bof) e T FEHEE SO0 ot R0 et Hol7t TEELICE WMol BE Fele F2E
TROH| AMEILICH T FA Lo B2 Shfo] JEt 92 4 ABLICE Aol SRE Hef #2092 4
O-IAL_' |:|-

HA H .

e 5]H 10,0007H2] &9} $=0] 2
~
o

| AN
Mo = St} ol ete| Aol Tt 4= AFLILH.

0| 5 0|A0] F{2i0] e 4 X IR CIE(R] U XTA £F AHA JHE XIS DE EPHICE
HHS TN~ QISLICH MOl BE AE2|X 2 HNA JIE Kl EE DE 0t Cl 2| Kelo]

otz ofOF LICt.

Storage-Level Access Guard= AtE #otS H|etst= ol AFEELICE

— —

=7F MM A HoE2 ®SSHA| &L Lt

Ct2 MEHA oo HaE AL 2ot AR 23 MEX XHY & AUSLICE

* HMIA MO FYULICE

13

Storage-Level Access GuardOllX| FA[EL|C} XtM|et L2 man H|0|X|E &ZXSHMA|IL.

[}

1. Hob Mol 2t Hot XTI IEEl Zd S FIHELICE 'vserver HoF I - Cl2lE2| MM Q] =7} - vserver
vserver_name -policy -name policy_name -path path -NTFS-SD_nameoptional_parameters'

o C|ME2| = -access-control' Ti2t0|E{ Q| 7|22t IL|CE mHY Sl CIAIE 2] AMA XAS AT mff HMA
Mol 82 X Hshes A2 MEd AfIL|C.

[ B |

'vserver security file-directory policy task add-vserver vs1-policy-name policy1-path/home/dir1-security-type
NTFS-NTFS-MODE propagate-NTFS-SD SD2-index-num 1-access-control file-directory’S MEfSrL|C}

= L-"1d

M xR LM S 2oIBHL|C, 'vserver security file-directory policy task show -vserver vserver_name -policy
-name policy_name -path path path'
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'vserver security file-directory policy task show'S MEHSFL|C}

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFE'S
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

oped = E00 NTFS ACLE d'dot e MEot= OiX[8f EHAlE SVMOf| ZiAt YRS K Edte=

HOob ol HelE Hot @S FlexVol E&(NTFS EE= 28 Hob AEHY) L0 = NTFS It 3! SC{of| HEe
A O
ES

2ALEH 9 piet SACLO| MEE|B 7|0 BE DACLE HOI&LIC 2ot Bt 221 DACLS
(i) =250 7= DACLE HOI&LICH M 29t S BrE 1 Mgsy| X0 7|Z 2ot HMS HEsor

gfLict.

A

1. 'vserver security file-directory apply-vserver vserver_name-policy-name policy name' &9t M S
=23t |C}
1o d

vserver security file-directory apply-vserver vs1-policy-name policy1'

M Mg 2HO0| ok XY ID7F BretE LT

[ B

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

Hot ZH xS RZLIE LT

Hot YIS SVM(AEE|X| 7h Haholl MEE m 2ot HM XS HLH 5 &Y
THES HLEEY &= AFLICE 0] 7|52 2ot Yo 38 T2 70| dSU=X
efolote{= 20| REELICE 0] 7|52 B2 2| ot EMo i 2ots HEsh= F|
A 20| U= R0 T FETLIC

Of Zte10i| CHaH
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HoF FM X0l chet XtMiet EE EAISHH -instance' OW7H H=-E AFEHOF RfLICY.

1. ot MM Xk 'yserver security file-directory job show -vserver vserver_name'S ZL|E{2IEHL|Ct

'vserver security file-directory job show -vserver vs1'

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

'vserver security file-directory show' BE 2 ALESH0] ZiAL A HEHE EAISLICH FA|S DHY &£
HHE 7171 H|o|E{e] BE2} H|0|E{ 7t £ Y= SVMe| 0| S 2 HISsHof gfL|Ct.

rir
M
n
oy
>
0
12

1. ZAF HX MH HA|: 'vserver security file-directory show -vserver_vserver_name_-path_path '

ol
Ct2 ¥ S dAstH sSVM VS1 Z29| "/Corp" Z20| HEE At X YEJt HA|ELICL 220 43 S 83
/AT SACL &=20| B= MEEIL|C},
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ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f0l1lff-0OI|CI

SUCCESSFUL-DOMAIN\userl-0x100116-0I|CI|SA
ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI

ALL-DOMAIN\Administrator-0x100081-0OI|CI|SA|FA
DACL - ACEs

ALLOW-CREATOR OWNER-0x1f01ff-OI|CI

NTFS Security Descriptor
Owner : DOMAIN\Administrator
Group:BUILTIN\Administrators
SACL - ACEs

vsl
File Path: /corp
ntfs
ntfs
10
____D___
777
IWXIrWXIXrwX
Control:0x8014

0
0

Vserver:

Unix User Id:
Unix Group Id:
Unix Mode Bits:
ACLs:

:> vserver security file-directory show -vserver vsl -path /corp
Unix Mode Bits in Text:

Security Style:
Effective Style:
DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

cluster:

=
ol <"
ol =T ofru
oI RO =T
Mﬁmw KO0
wE o
U0 55 1o
ol © RO
= oju <k
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1 s
o1 Joll KF
Rl RO o
RO < =1
ol T KT
Ho m
170 ™ 70
= Ki &
o =
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o3 ol JlJ
SRTH

= DA«

= St
%0 < <F RO
<0 51 u <F
0 £0 0
uir <k <k &
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ol

g Aol L

A1 o

e Eof ot =0l

8
ELICH
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ot MRS B2|5}7| 913t S5 ONTAP HEO| UBLICH Hot Muxjol st HES 44,
|

27, AEl 9L BAIZ 4 ALC
Adt= 2 O] HH ALE...

NTFS EQF MEHXIE OtSL|CH 'vserver security file-directory NTFS create'
7|& NTFS 2ot dHXE SHHeL(Ct 'vserver security file-directory NTFS modify'S

HZESHIAIR

7|Z& NTFS Eot MdEXIof| Chgt MEE HEA|EL|CH 'vserver security file-directory NTFS show'
NTFS 2ot MHXIE ArA|gfL|Ct ‘'vserver security file-directory NTFS delete

XiMet LIE 2 7hat Mt Hot I CIHEZ| NTFS HE0| et man H|O|X|E &ESHUAR.

DACL ACE(HM|A X0 &=)E 2t2|5t7| flet £ ONTAP EFHO0| JAELICEH =X
ACEE NTFS DACLO|| F7tg = JU&LICEH DA L°| ACEO| CHt MEE +3, Af| 8
HEAISHO] 7|Z NTFS DACLS #2|g & &Lt

st =] ol B Al

ACEZ 0H=0{ NTFS DACLO]| =7}gtL|C} 'vserver security file-directory NTFS DACL add'
NTFS DACLO|A 7|& ACEE +XgLICt 'vserver security file-directory NTFS DACL modify'S

MeyptLict

NTFS DACLS| 7|= ACEO]| CHst MEHE FEA|SHL|C} 'vserver security file-directory NTFS DACL show'
NTFS DACLO|A 7|& ACEE H|7{&L|Ct ‘'vserver security file-directory NTFS DACL remove'

XiMIst L2 'vserver security file-directory NTFS DACL' H&0]| Lot man H|O|X|E & ESHUAL.

(m 3|
o

ol

Y LICH

I'II'

NTFS SACL HMA X st=E 2t2|d}
SACLACE(HMA MO &=)E &2[5t7| 2/3t EH ONTAP HHO| JELICH HAXIEX]
ACEZ NTFS SACLO| =7t 4= Q&L|Ct SACLS| ACEN| CHet HEHE 7, AbA| 8l
HEASHH 7|& NTFS SACLS z2|& &5 Q&L
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ACEZE THS0{ NTFS SACLO| Z=7fstL|Ct

NTFS SACLO||A| 7|& ACEE £HgfL|Ct

NTFS SACLS| 7|Z ACEO|| CHet MEHE HA|EL|C}

NTFS SACLO||A| 7|Z& ACEE H|7{gfL|Ct

O] B AE...

'vserver security file-directory NTFS SACL add'

'vserver security file-directory NTFS SACL modify'E
A RSHAAIR

'vserver security file-directory NTFS SACL show'

'vserver security file-directory NTFS SACL remove'

XAMI3t LHE 2 'vserver security file-directory NTFS SACL' E&0]| it man H|O|X| S & ZHMA|L.

ot S B2st7| 93t SH ONTAP BHO|
ATIEE 4 YALIC Bot YMS 2T 4 glg

UG LI Aol chet
L|C}.

HHE BEAlot M=

L= E PR

o o [SEEE

'vserver security file-directory policy create'S
EZSHIAIR

'vserver security file-directory policy show'&
MEdSEL| T

'vserver security file-directory policy delete

Xt LHE 2 'vserver security file-directory policy' @0l CHSH man H|O|X|E & XSHUAIL.

2 HA Y HAISH= ONTAP H&o|

UFLILH.
O] HY AE...

'vserver security file-directory policy task add'

'vserver security file-directory policy task modify'S
MEHSELCE

'vserver security file-directory policy task show'S
MEHSIL|CE

'vserver security file-directory policy task remove'
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XMIEE LHE 2 'vserver security file-directory policy task' E210f| L8t man H|O|X|S &t XS AL,

Hot A X0l et YEE LAl SXI, ChA| AlEE, SX| 81 EA[Sh= ONTAP EE0| /LELICH.

1

A= =Y O BH ALE...
HOt M XA S A A| =KX|etL|CH 'vserver security file-directory job pause -vserver

vserver_name -id integer'

HOF MA XA S CHA| A|ZFBELICH 'vserver security file-directory job resume - vserver
vserver_name -id integer'

Hob HAH Xtiof| et HEE EA|ISL|Ct 'vserver security file-directory job show
-vserver_name' 0| BHE AFE5I0] 22l %] IDE
stolgt 4 QlgLct.

HOot MAH XA S ZX[hL|Ct ‘'vserver security file-directory job stop -vserver
vserver_name -id integer'

XMIBE LHE 2 'vserver security file-directory job' HZ0]| CHSE man H|0|X|S A ZESHMAIL.

SMB = =0 Cieh HIEHE|O[E] FHA|S L= LIC

SMB H|E}H|O|E F{AlQ| =t BfAl

HIELE|O|E] 7 &S AFESHH SMB 1.0 2EI0|HE|M It £4 FHS Soff ot & =4
Edoll O W= HMAT = JFLICE SREZ E4 IS EFotALE oliME = ASLICE
HIEtCOIE FHAIZE B E B2 FHAIE =00 it 202 A2 & Fde == ASLICt
S2t0|HETF SMB 2.x &L= SMB 3.02 S3ll SRl B&5h= 0= HIEHHOIH JHES
T4 2RIt sLC

SMB H|EtTO[Ef FHA|ZF AEE|H MStE AlZh S¢t Z
At&3dH= SMB 1.0 2210|HES| SMB d50| g2

2 £4 HO0IHE MELIL et S8 |IZES

1> hu
)

>

£ -

ful

Aol 22 sMB= E= A It HiEtCO[Efofl st 2] 7Hel St #2[E

EzfjmE MMetL|ct sSmB I:|'||E|'|:'||O|E1 FHAIS AL FHAOM HEE 71 = HHAloZ SMB 1.0 2210|9E Q|
ZE 2| A2 0|1 M5 S SFAMSE A QIA L}

@ 7t 2 X[ HEIH|O|E FHA|7F 22fE HEE SMB 1.0 2210 E0| M3 = ASLICL
FAtel 2ol M ol2{st fIH S HYY = Y= R 0l 7SS %QQPOHI Ot A2

OIF

SMB HEIH|O[E FHAISE SFHELICH

SMB DIEIOEf AHA| 101 SMB 1.0 S2t0l2iEe| SMB 58 Y4 + gt
7|20z SMB HIEFE|O|Ef HHAIS SHH|E|0f YU&LICH
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|

st xS =EREN
2= MAMTHI| SMB HIEIH|O|E 7HAIS MASHL|CI  'vserver cifs share create -vserver_vserver_name_

-share-name_share_name_-path_path_-share
-properties attributecache'

7|& S70M SMB HIEIH|O|H FHA S ™ efL|Ct "vserver cifs 37 &4 add -vserver_vserver_name_

-share-name_share_name_-share properties
attributecache

i

S]]
SMB HIEtTO[E] FHA| eF=o| +F 7Y

7|Z& SMB 2 &0i|M

OR

Q 44 27} e R

SMB HEIHIO[E FHA| =2 +FS FHELICH
SMB H|E}E|O|E] FHA| EFo| S 50 AHEXt 2HE0f|lA SMB HIEIHIOIE Al d52
| Motet = JSLICE 7|22 10X LI

AlZtsE7| o

SMB HEIH|O[E] FHA| 7|SS &d2tsl{OF SfLICH SMB HIEIH|O|E] 7H&I0] MFE &[0 UAX| 2™ SMB FHA| TTL
AHO| ArEE[X| &L Lt

ChEa 22 29 SMB HEIH|O|E] 7HA| =2 =2 TH ..

T 22

2= MMSHL|C} 'vserver cifs share-create-vserver_vserver_name_-
share-name_share_name_-path_path_-attribute-
cache-tl[integer][integerm]’'

& 28 SHThL|C} 'vserver cifs share-modify-vserver_vserver_name_-
share-name_share_name_-attribute-cache-
tilintegerh][integerm][integer]'

SRE MESIHL £F8L I 7t 3/ 74 SMN SHS XHE = AJSLICH XiAet LIEE2 man H|O|X| &
ARSI
[ =
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@ oh Mot HE2 SMB 2210|E0| FA| HEE[X|ZH NFS 22t0|HUET Ed LS ALEdt= BR
NFS 2EI0|AEN JA| MEEX| g2 == ASLIC

37 22 74 249 T3 X2[of et ONTAP2H Windows2| XH0|H

rr
=
ne
=2
i
rot
oN
HU
1o
N
-1
0Z

Windows®} &42| ONTAPE I}2lo| 2z gl Sot =3 9l
QAE HIX| &LICH 0] X2 SMB 28 Z20|E T2 FLCH

ONTAPE Z29| 2t 74 245 BIX| 002 ¥2f YL I Fi 2R 90 A= 22 74 240 0|28 HIE
2 QULIC 0|3| 512 SN S8 TR0 2HI7L YUsI7ILE SMB 742 BR BRI FRE 4 YBLICL 0|2
olsi BR0 HMAE 4 il & & Y&LICH

S| ot =0l chist YEE EAIE = ASLILE 67|0= Exet 30 7Y 3 &= oH,,
HIO|E el ZZ0f Chet M2 EE, 3R &3 ZE, 2|e &= ¥ HoA &3, &30l 74
L= K& HSE SRR R SO0| ZELICH

Of ZfHofl 3

NFSv4 &= NFSv4.12 Sdil 2 & 30l tisll 22H0IUE IP FAE EAE &= YISLIC

J|EHoR HYS DE 30| thet LS BATLICH T 0 HAS AFBSI0 SF SVM(AE2|X 74 0{41)o)
aH30] et RS EASL B £24S C12 7|Z0R HEYY £ UBLIC

'vserver lock show' @d 2 | 71X| 39| &Z0| et HEE TA|EL|CH

e
m o

* 2|2l - NFSv4.x0l|A 22}o

MEH Of7H 5 X|FoHH 2 T3 /Y0l tist St HHE =telet = AELICH XM g2 O Ciet man
H|O|X| & HESHIAIL.

|

1. 'vserver lock show' HHE At25t0] Z20f| CHSH HEE HA[EL|C

o

CtS oflof| M= 'fvolt/file1' B2t A= THAC| NFSv4 & 20| CHSt of HEE HEA|BILICH sharelock WMA BE=
write-deny_none O|H, Z=0]| M7| |1} atH| 2O & ASLICE
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clusterl::> vserver locks show

Vserver: vsO
Volume Object Path
voll /voll/filel

Protocol Lock Type Client

1if1l nfsvi share-level -

Sharelock Mode: write-deny none

Delegation Type:

delegation -
write

LS oo = B & '/data2/data2_2/intro.pptx' £ A&t T2l SMB &20f| CHSE XtA|SH oplock % sharelock

HEE BAIELICH IP 2471 10.3.1.32! 22t0|AH E0]| write-deny_none?2|
Ue HE0| 2O EILICE HHX| oplock 20| = 2|A oplockO| HO4 &l L|CE.

TERE

29 EZ MM A DEEZ 7R IHUof|

clusterl::> vserver locks show -instance -path /data2/data2 2/intro.pptx

Vserver:

Volume:

Logical Interface:

Object Path:

Lock UUID:

Lock Protocol:

Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Bytes Locked:
is Mandatory:

Number of
Bytelock
Bytelock
Bytelock

Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time

is Exclusive:

is Superlock:

(Secs) :
SMB Open Group ID:

vsl

data2 2

1if2

/data2/data2 2/intro.pptx
553¢cf484-7030-4998-88d3-1125adbbalb’?
cifs

share-level

node3

granted

write-deny none
false

10.3.1.3
durable
connected

78a90c59d45ae211998100059a3¢c7a00a007£70da0£8££££cd445p0300000000

Vserver:

Volume:
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vsl
data2 2



Logical Interface:
Object Path:
Lock UUID:

1if2
/data2/data2 2/test.pptx
302fd7bl1-f7bf-47ae-9981-f0dcb6az224f9

Lock Protocol: cifs
Lock Type:

Node Holding Lock State:
Lock State: granted

Bytelock Starting Offset: -

Bytes Locked: -

is Mandatory: -

op-lock
node3

Number of
Bytelock
Bytelock
Bytelock is Superlock: -

Bytelock is Soft: -
Oplock Level:

is Exclusive: -

Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -

Client Address: 10.3.1.3
SMB Open Type: -

SMB Connect State:

SMB Expiration Time

connected
(Secs) : -

SMB Open Group ID:
78a90c59d452e211998100059a3¢c7a00a007£70da0£8ffffcd445b0300000000

= oA

o H=2 2 Qs S2t0|UET A HMASHK| Zoh= 32 dxl 2EREl H300 et
HEE Bl L2 £ E2S U = ASLICL 22 sliAsH0F ot= AlL2[22] H2=
S8 Z2IF C|HZO| ASLICE

'vserver lock break' HH
ESE|O0 AELICE

|

1. X+

oy

2 SliA|siof ot= MEE AtO2{™ 'vserver lock show' BHS AT}

HFof| Chiet man | 0| X| 0] XtM|Tt HE 7t Zete|of UELICE
2. M3t ZF2 Advanced:'Set-Privilege advanced’ & A& gL|C}

3. L} el & SILIE - gLIct

LHES XIEsto] =S stixlstaE... T ..
= =
= =

'vserver lock break - vserver vserver_name -
volume volume_name - path path path -lif lif'
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2 Xt =2 sHisH=HE... T ..

o
Zr= IDRILICE 'vserver lock break-lockid UUID

4. admin #3t +FOZ S| 'et-Privilege admin’&JL|Ct
SMB XS LB LIt

SMB MM HEZ HA[SfL|CH

SMB ¢1Z 5! MM 1Dt Aﬂ* % 8%tz /I AHO|MQ IP FAE EESt] MEE SMB
MlMol CHot HEE HAIE & JYSLICEH MM SMB Z2EE HA g
HE AXo| Cfst ME = EAI o] MO 250 2AS X|Yst=X| B E 2olg 4= QIELICE

Of Zteiof| Chat

SVME| HE M|Mof| CHet EE Q% HAOZ HAY + JUELILE =Lt R ES| F Hhete|= ZHE0| FLC}
S8 07 H-E X6t E2H0] EAL = B2 E MEX XHY + USLICE

= =
* “instance' 0i7Hf H4-5 AtE3HH MHEl SMB M|Mof| CHEE KMo HEE BAIE & JAELICH
* fields' 047 4= EE= “instance' OH7 H4-8 THEO 2 ARESILE THE =Y Oi7H B0 S AL S S &
A LILH.
A
1. Ohg =Y & SiLtE LI
SMB MM HHEE HEAISIZ{H... Lt ¥ S Y- ELC...
SVMe| B = M|Moj| CH8H 9F LAlS ZHMSHL|CH 'vserver cifs session show -vserver
vserver_name'S MEHSIL|Ct
K™= A& IDof| &Lt 'vserver cifs session show -vserver vserver_name
-connection -id integer'S ME4SIL|C}
X HEl IFAHO|M IP FAHAM 'vserver cifs session show -vserver vserver_name
-address workstation_ip_address'
X HE LIF IP =AQLICE 'vserver cifs session show -vserver vserver_name
-lif-address LIF_ip_address'
XN™E ==0|M 'vserver cifs session show -vserver vserver_name

-node{node_name
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SMB M HEE HA[SHH...

local}'

'vserver cifs session show -vserver vserver_name
-windows-user domain_name\\user_name'

'vserver cifs session show -vserver vserver_name
-auth-mechanism{NTLMv1

Kerberos

XHE Z2ES HES ALE3HH

SMB2
SMB3

XIZE SMB ME Md el

NTLMv2

Anonymous}'

'vserver cifs session show -vserver vserver_name
-protocol -version{SMB1

SMB2_1
SMB3_1}2 MEfBtL|Ct

INOTE] ==== X|& X2 A8 75t E= J|sHt
SMB ZE| ®'d2 SMB 3.0 O & M| MO|| A TH AL &
UAELICHL ZE XA MMM s AEHE E2{H 0
Oj7H 22 'MB3' O|AtC 2 MA St 7ho 2 X| A8l of
gLt

'vserver cifs session show -vserver vserver_name
-Continuously-available{No

Partial}'

[NOTE] ==== A& Al8 753t MEf7} "E2"2 H2
MNIMof St O Aol Ei Q= HE ALE 7Hs S TIHUO|
TS| O] UXIDE MM Al AL THsE S 7[50]
Ue YE ool S JAX| 42 AYULICE 'vserver cifs
sessions file show' BEZ ALE5H0] AHEEl M[AM0{ A
H& AL 753 HS 7|52 AF20t0] 2 QK| g2
oMU =olet 4 JAELICE,

'vserver cifs session show -vserver vserver_name
-is-session -signed{true

HAHSHH IP F27F10.1.1.120 /I AH0|H0M EFE SVM VST M9l M FEIF EAIELICE
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clusterl::> vserver cifs session show -address 10.1.1.1
Node: nodel

Vserver: vsl

Connection Session Open Idle
ID ID Workstation Windows User Files Time
3151272279,
3151272280,
3151272281 1 10.1.1.1 DOMAIN\joe 2 23s
CHE BHES dASHH SVM VS1 0N XEHQZ ME IH5tt B3 7|52 X[&St= MMoi| CHeh XtMIeh MM FEIt
HA|ELICH ORI AZE A8 HZE TEASLICH

clusterl::> vserver cifs session show -instance -continuously-available
Yes

Node: nodel
Vserver: vsl
Session ID: 1
Connection ID: 3151274158
Incoming Data LIF IP Address: 10.2.1.1
Workstation IP address: 10.1.1.2
Authentication Mechanism: Kerberos
Windows User: DOMAIN\SERVERI1S
UNIX User: pcuser
Open Shares: 1
Open Files: 1
Open Other: 0
Connected Time: 10m 43s
Idle Time: 1m 19s
Protocol Version: SMB3
Continuously Available: Yes
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

CHE HHES dASH SVM VS1 7|8 SMB 3.0 3! SMB E| x{2E ArE3dt= MM Chish ME FEIF FHA[ELICE 0
Aol AHEXHE LIF IP A& AFE5H0] SMB 3.0 X[ 22t0|HE0 A 0| ROl HZEHSLICE W2t IS
HIFHLIE2 NTLMv2Z 7|2 LICE XIEHO 2 A8 7tstl B3 7SS AHE0H0 HESHEH Kerberos 2152
At A Zstof LTt
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1
**Connection IDs: 3151272607,31512726078,3151272609
Connection Count: 3**
Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

SMB HZ S MM ID, 228 =&, SR 0I5 % 37 822 Z&ot¢ €& U= SMB IH |
Cict YEE BEAE = ‘Riﬁl-lﬁf Aol X[&HMRl A 7hset B2 +F0| tist YEE BEAIY
= AFLICE Ol HE= B U= IHE0| FSH HES X&st= HEfo| A=K HEE
ehelsh= o %93“—|Ef

HHE SMB MAMof|lA E2l IHUo ot HEE BAY = JUSLICH BAIE HEE= SMB MM Lo EX el
SMB MMl & Z stols{of 3t mf S83H|C}

=2
i}
rot

O£ S0, g2l It I LRI XZHOZ A IHsT S 7|52 Sl B3 AU LR XSHOE A8 JHsEt
23 J|sE S5l @2 UX| 42 SMB MMO| U= o—.—(vserver cifs session show EE 2| £ Z{0| £ & (Partial)¢!
f

MEHX Ofj7ff 44~ @10]| 'vserver cifs session file show' BEE At23tH SVM(AEZ|X| 7H A|AENOM MHE SMB
Mdel RE Ea = THYo| Citt HEE Rof dAloz BAY ~ JUSLICH

JeiLf iR20| FR dtete|s 0| FLCH M o7 Ha-E XYoo 0| EARl= BEE MER X|HE
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A
T

80

2M 'fields' Oj7HH 2~

"-instance' D471 B4

ASLICL 0] 7|52
O o7 tHa= H=
£ M85t g5
O o7 tHa= H=

SHLIS S33t

L{Ct.

Ze{ A= SMB LU= HAISIE{H...

SVMO| CHslf QoF dAlo = HA|EILICH

K™=l = E0i A

local}'E MEHSIL|C}

'vserver cifs session file show -vserver
vserver_name -file-id integer'S MEHEIL|C}

'vserver cifs session file show -vserver

=

vserver_name -connection -id integer's

'vserver cifs session file show -vserver
vserver_name -session-id integer'S MEig

'vserver cifs session file show -vserver
vserver_name -hosting -aggregate
aggregate_name'

'vserver cifs session file show -vserver
vserver_name -hosting -volume volume
volume_name'

'vserver cifs session file show -vserver
vserver_name -share share_name'

'vserver cifs session file show -vserver
vserver_name -path path path'

UAE SMB IR0 CHet XhA

O ALZBt7IL} CH2 MEf] o7l 4o}

re

HHEE

SH ALE

et

Cig By o

UBILICE...
'vserver cifs session file show -vserver
vserver_name'sS MEHSIL|CH

'vserver cifs session file show -vserver
vserver_name -node{node_name

A LT

X|’dE SMB ¢ IDO|A

XM=l SMB MM IDO| A

Mefgtct

gt

XM E SMB S0 A

X" El sMB ZZ0i| L0{0f rL|Ct

XEHOZ AME 7tstet B &

=2 x|t



o

Ze{ A= SMB ItL S FA|SIZ{H... Chs S YEguCt...

'vserver cifs session file show -vserver Yes}'
vserver_name -Continuously-available{No

[NOTE] ==== Z|& A2 7}58t AEf7t 'OH—IR’?J 75'—?—
e = M2 Takeoveret GivebackdlA STk 10|

57 4 glELICh £33, 718N 2Ao A= T

Ztol Lt o 12| AH|O| E THEH KO M ST & 81“.:.‘

K™ El ChA| HZAE AEHO| A 'vserver cifs session file show -vserver
vserver_name -reZE{No

M

=3 NS FH=Ehs Ol AFEE &= A F7F A=A o7l Ha=It ASLICE XiMeh LHE2 man H|0|X[E
X

=
AZSHIAL.

CtZ ool M= SVM VS of| A 221 mHlof| Chet YEE EAIRLICE

clusterl::> vserver cifs session file show -vserver vsl
Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

CHZ ool M= SVM VS10i| M Th ID 827t = 7Hded SMB IHof| st XpA|et HEE FAIRLIC

IEL
L|C}.
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clusterl::> vserver cifs session file show -vserver vsl -file-id 82
-instance
Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal
Path from CIFS Share: windows\win8\test\test.txt
Share Mode: rw
Range Locks: 1
Continuously Available: Yes
Reconnected: No
A e
SMB A4 FE S EARILICE
A £ A= SH A 2 FHR2EE elgtL|ct
CIFS, SMB, ZtAl 8! BranchCache SiA| SA|0f| Ciet HEE Hd0 M52 DL|EHESI2{H
CIOIHE 72 £ A= 7HH[2F 7H2EHE L1 QUO{OF gL|CE.
CHA|
1. {3t +FE Advanced:'Set-Privilege advanced'2 A& BtL|Ct
2. O3 =Y B otLIE EeLct
CHS A2 &elstxt o= 32 U=,
At = A= A 'EA FHEIZED N A
A = A= EX JHMI LTt 'SA FHEHED A K| K| K| K| Z2K]|_O|E S
HEAL|CH
ALY £ U= FH2H 'E7| FIE 20 FH2E = object object_name=
HFELC}
ArEE £ U= THAl % FHRE{O CHEE XEAISH LHE-2 man H|0|X|E & ZESHUAIL.
3. admin #st £FOZ =27 'et-Privilege admin’L|C}
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istH g Aot +F0| EAIE CHE 2 AEO|A CIFS 5! SMB M| AL 22 El MEHSH EH| JHA|of|
=

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only

when directed to do so by support personnel.

Do you want to continue? {yln}:

clusterl

audi

::*> statistics catalog

t ng

performance counters

clusterl
cifs

clusterl

::*> statistics catalog

::*> statistics catalog

nblade cifs

Server

clusterl:

smbl
SMB

clusterl:

smb2

clusterl

:*> statistics catalog

:*> statistics catalog

::*> statistics catalog

hashd

measure

daemon.

clusterl

Al
=

alo

0H2d
S o

mjo

y

object show -object audit
CM object for exporting audit ng

object show -object cifs
The CIFS object reports activity of the
Common Internet File System protocol

object show -object nblade cifs
The Common Internet File System (CIFS)
protocol is an implementation of the

object show -object smbl
These counters report activity from the

revision of the protocol. For information
object show -object smb2

These counters report activity from the
SMB2/SMB3 revision of the protocol. For

object show -object hashd
The hashd object provides counters to

the performance of the BranchCache hash

::*> set -privilege admin

HEIH g A +=F0|M EA|E|= "CIFS" 7N Y5 FH2E{0] CHet H 27 EA| LT,
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rk

Q

o

=
Mt
]

10 &

L

(D) ol IFolME "CIFS" 2ol THSh AHS 7HS 8t FHREIS BE EASHA] Lick,

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: vy

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg_directory depth Average number of directories crossed by
SMB
and SMB2 path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv ops

cifs write recv_size 0B
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0

[oool

GRS



SAHE EAILICH

EAE BEAILL|CH

CIFS &! SMB, ZtAl & BranchCache dl{A|0f| CHEE E4
Ms2 ZLEZStD M2 RIEe 4= &Lt

—L—=

A|Zfot7] FHof

ZiAoff Cist HEE HAISIAH HA "SAH AIE!

o
1.

2.

rH
rot

m

glo

f

e
ot

A & SHLEE ARt

of thet SAHE

B = SMB HZH

HEA[SH...

SMB 1.0

SMB 2.x % SMB 3.0

L EO| CIFS o] A|IAEILICH

HE|ZIZE

Mk

HAb

BranchCache SHA| AH[AQIL|CH

CtolLtg) DNS

o e
MEY =+ A= SAI A 8L 7H2H 2F

SMB MY MM A ZLIEY
BranchCache 4| EA|

E/E ARSI0 XI5 & 3| 252 DL EZSL|CH
"Microsoft Hyper-V 2! SQL ServerZ ¢/$t SMB A"

"ds ZLHYE 48"

SUSA B HHE ALES

£Z 2 Advanced:'Set-Privilege advanced' 2 M%
X

HefLict

UH...

'SA EAl - 24| CIFS'
'AELE[EIA &-ZHAH SMB1'

'AELE|E|A & QHHE SMB2'

'AELE|EIA £&-ZHH| nblade_cifs'
'AELE|E]A £-ZHH| ZAF_ng'
'AELE[E|A 2&-ZHA| SHAIE!

'SA EA| - QEHE DDNS_UPDATE'
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