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DE AHEHO| ID S-1-0RLCt ZNotifyPrivilege’ & L|Ct

O AE0= AAE(AUH AMEXL H|2))E Zefet ZE
AFEZZH LetELICE O] AE2 SAIE HHAS JH
AAIH OFYLIC

=R
* MHS| BUILTIN 2& 3 2Z 22|t Aol Cislf LotEAM K.

+ X|giE|s At SRt

rH

* HIO|IHA EziHHA HAF LMo CHo LOotEMR
=4 MEX S OF 7|52 A™HSHALE sHAILICE
ZZ ONTAP SMB AFEXL 8! O& 7|50f CHoll YotEMR

NTFS k19t AEFR! BIOJEIo] A FOjo 22 ARt U IES AFESIID X 22 A8
12 ALgsta{E 22 AFE X}

A IE 7IsS Sdelelor »LICt ot SMB Q150 22 ALEX

°E 7|ls= &dstsl{oF BiLILt.

EEMEXNUOE 7S U ZZ AEX AB2 72X MEELICL 0| FMH0| HFE0] UX| AT 2ZH ALK}
NHOFS FEot MEY = AT EFot7| ol dFtof LIt AMEX| 22 AMEXL B OF 7|SE AHESHA|
Ot 2 MATh 2 QlAL|C}

LS = =2o=2 T M-

ZZ MEXN U OE 7I5S BAHLR dliHsHE A 2o, SHAES| LLEJL Y 7|5E XI-USHA| 8= ONTAP
2E| X2 E|S2X|= 22 ONTAP= 22 A%t 8l O F 7|5 HlghdsteLct E"E1J‘E1°| BE =M XSk
ONTAP H{T0| &l EEHWXI 2 MEX Y OF 7I50| 2YStE[X| ELILt.

SVM(AE2|X| 74 D140 SMB HHAS 9I8 22 ALRR U
ALICL 22 A8 Y 18 7152 J|=EoR eysts|o] YL

|

52 2T57 L ainE =

—_—



O =te1oi| CHaH

SMB 28 9 NTFS T2l HetS 748t of 22 A8 U IES ASY 4 200 SMB HAS YA o 22
NETE oIZ0| A2 25 UBLICH 22 AIBXE OIZ0| AlZoliE 22 AISX % 18 oI5 SME g0}

‘6'I-|_| |:|-

= .

1. Y3t £ZF & Advanced:'Set-Privilege advanced’ 2 A& $tL|C}
X

2 MNEX L OAFE MESH = E2... T ..

M 3HEl 'vserver cifs options modify
-vserver_vserver_name_-is-local-users-and-groups
-enabled true'

A2 of &t 'vserver cifs options modify
-vserver_vserver_name_-is-local-users-and-groups
-enabled false'

3. admin #3t £FOZ =24 'et-Privilege admin’ & L|C}

off
Lt ool M= SVM VST O[M 22 AFEX B OF 7|58 AHEste & ZF et

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-users-and

-groups-enabled true

clusterl::*> set -privilege admin

b2

—

Kl

=l
* MHOIM 22 ALEX} QIS S Edetdt7 LY HIZ-d ot gfLTt.

0z

r

* 22 AEX AZ S ESHAL SHAIgL T

ONTAP SMB MH0lM 2Z ALEX} 215 S E-gtot7 Lt Hlg-detelL|Ct.

SVM(2EE[X| 7tef HAN)oll A SMB M| A0f CHet 2H ALEXL Q1SS BFSHAHLE oiME ==
USLICL 7[222 28 ArEXt Q1SS 51&dt= AYLICE 0l= SVMO| =2l ZIESE{0f

L— HA L—

AZE 4 Gl7ILE E0Ql 2 HN|A KOS AR EZ Metots Z20| RBBILICE

AlZtst7| o
CIFS MHO|M 22 AL & OF 7I5S 2FEslof &Lt



Of Zredof chol
AREX| 22 AMEXt Q1SS Edst = HEdote = ASLICHL SMB HES Mg M B0 22 AEXIE
AFE3I2{H CIFS Ao 22

1. st & Advanced:'Set-Privilege advanced’ 2 A& gtL|Ct
x

22 olEg A3t E2... w2,
St ML= 'vserver cifs options modify

-vserver_vserver_name_-is-local-auth-enabled true'

Al ot st 'vserver cifs options modify
-vserver_vserver_name_-is-local-auth-enabled
false'

3. admin #gt =0 Z 27| 'et-Privilege admin’L|C}

ol
CHS OloiM = SVM VST Ol 2E AFEX} 2BE AFEEILICE

clusterl::>set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs options modify -vserver vsl -is-local-auth
—enabled true

clusterl::*> set -privilege admin

kl

ted HeE
* 2Z AEX IS0 CHal LOotE MR

r

* MHOIM 22 AL S O F Edst = HEds

2Z A EX AZE 2RI

—

ZZ ONTAP SMB AI2Xt AE £&F

J|E AFBRLS] HA| 0|2 i MRS WASHD AFSR ATS BASOPLL TSt
=22 AR TS $3E 4+ ASLICL ABX} 0[S0 SUEGL 2RIS 9l 0l5
Lot ZS 22 AR AH 0128 HHE 4= AUBLITH
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o

Ste xH CERIE

o -d=.

rr

x|
2 A2 X[ Mi|| 0|22 £MTtL|Ct 'vserver cifs users-and-groups local-user modify
-VServer_vserver_name_-user-name_user_name_
-full-name text' A| 0| E0| S4H0| Eotz|0| QICQ™
22 HE FO{0f eLCt.

EH AIEXe| MHS £H™HTtL|Ct 'vserver cifs users-and-groups local-user modify
-vVsServer_vserver_name_-user-name_user_name_
-description text' AH0i| Z0| XetE 2R ESHE
SO{OF RfLICt.

2 MR} AEE S A5sEALE H g A st CH 'vserver cifs users-and-groups local-user modify

=
-vserver_vserver_name_-user-name_user_name_-is
-account-disabled{true

false}' ZZ AEX AFQ| 0| FS BiELICE

o

CHS olo[A= AER2|X| 7t HA(SVM, O|™ HA Vserver)2| 2Z AF2XL "cifs_server\sue™'S
"cifs_server\sue _new"Z H}#EL|C} 1

clusterl::> vserver cifs users-and-groups local-user rename -user-name
CIFS_SERVER\sue -—new-user—name CIFS_SERVER\sue_new -vserver vsl

ZZ ONTAP SMB ALEX} AIH 2t M5t fE= H|ZH s}

AMEX7t SMB &S Sl SVM(2EE[X| 7het HA)of| etz ClOJE{off KM AT £~ JAESF
| &

St 22 AEX A" S gHoteiLIC A7 SMBE &3l SVM |0 E{0f| A M| ASHK]
TO=E SHHEH 2Z AL AEE AME5HK| 8 4TY = JUFLICL
O] Ztof| ChaH
AR AEE 2T 22 AEXE gdste = JASLICH
CHA|
1. =Es Rlg Sueiict
elst= &Y I 2.
ANEXAHAEES ehMdstetL|CH 'vserver cifs users-and-groups local-user modify

-vserver_vserver_name_-user-name_user_name_
-is-account-disabled false'

INE=IN PSRN P et d i 'vserver cifs users-and-groups local-user modify
-vserver_vserver_name_-user-name_user_name_
-is-account-disabled true'
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ZZ ONTAP SMB A Xt AE H|Y

[E
EE
oX

2L AMEXS AE =S HEY &= ASLICE O] YH2 AEXIS] Y27t EHEIUAHLE
MEX7L 2 E dojHEl F20 FERLICE

|

1. 'vserver cifs users-and-groups local-user set-password-vserver_vserver_name_-user-name_user_name_
IS UG Q2 E HASHIAIL

of

CHS ool M= AE2|X| 7+ HA(SVM, O] HA Vserver) VS1 ot HEtEl 2H AL Xt "cifs_server\sue™2| A4S S
MESH|C}.
=2od

clusterl::> vserver cifs users-and-groups local-user set-password -user
-name CIFS SERVER\sue -vserver vsl

Enter the new password:
Confirm the new password:

R
T
HI
re
nx
0l
=2
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rot
oz
HL
H
=

ONTAP SMB =Z ALEXI0]| Ciot HE HA|

HE 22 AEXS 252 Qo AA EAIE = JASLICEH EF AEX0| thal S & AlE
HHS =elsta ™ s AL X0l st XiMjeh A|1E FEet of2] ALt thist AE HEE
EAE 5= ASLICE 0| EE Sdll MEX 2FE #Tal0F Sst=X| EE =elsta ¢l
O HMA ZHE WEBS = ASLICE

-0 0

ol
A

rir

81 =0l Chet MEE HA|EX| $ELICH

1. Ct3 el B StE +-ELICh

st They R

SVM(AEZ|X| 7tAF A|AENS| D E AL X}Of| CHSH ME  'vserver cifs users-and-groups local-user show
HA -vserver_vserver_name '

AL X10]| CHSE XEM|BE A™ MEE B A|BHL|C} 'vserver cifs users-and-groups local-user show-
instance-vserver_vserver_name_-user-
name_user_name_'

0g

o
mjo
n=
o
ot
rx

ju]
ot

4 QI Th2 MehE| ofl $47} ABLICE Of et KNI KBS vserver cifs
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"ONTAP E& EEQILICH'S EESHIAIL.

o
CIS OfIXl= SVM VS1 ol 2 & 2 ALEXto]| CHSt MEE HAIEL|CL.

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS_ SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue Jones

HU
Y
>
oo
Pal
N
i[S
rot
HU
my
|
Hn
2

ORKRSHA O

= =
CHoll 7HE HM|A wetS ZFot7LE oH KA 78 =+ ASLICE

CHA|
1. Ot Zed B St s™ELIc

Aste =] =R
XNAEE 22 AKX 22 A2 A2 AHE 'vserver cifs users-and-groups local-user show-
HAL|Ct membership-user-name_user_name_'
O| 2 AIEX7F AMel0l 22 OE9| 2 AIEX} 'vserver cifs users-and-groups local-user show-
Ml MEE FA|EL|C} membership_group_name_'
X HE SYMAEZ|X| 7t M)t AZE 2H 'vserver cifs users-and-groups local-user show-
AFE2XI9| AFEXF LM MEE HEA|BL|LCY. membership-vserver_vserver_name_'
X|HEl SVMe| RE 2 ALEXI0| CHSH M2 MEE 'vserver cifs users-and-groups local-user show-
HAIELICE membership-instance-vserver_vserver_name_'

o]

CHS Olloi M= SVM VST &9 BE 2Z ALEXtof| thet A8 BEE EAIRLICE ALEX}
"cifs_server\Administrator= "BUILTIN\Administrators™ J2-&2| 40|11 "cifs_server\sue
"cifs_server\G1"™ 52| M IL|Ct.

mi_
[
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clusterl::> vserver cifs users-and-groups local-user show-membership
-vserver vsl

Vserver User Name Membership
vsl CIFS SERVER\Administrator BUILTIN\Administrators
CIFS SERVER\sue CIFS_SERVER\gl

ZZ ONTAP SMB ALEXt A AlK|

CIFS Mol T2t 22 SMB 2150| Tf 0|4 TRHX| 94741t SVMO| E2HEl Hjo|Efof Cist
oUN|A HSHS ZHOHI| oh SVM(AERIX| THat ARSI M 22 AFSRH ARS AtR[E
ALt

A
T

Of ZhHofl 3
N

24 MEXE AN mf CHS Atetof| RlstdA2.
© IHY A|AEIO| HAR[X] SUSLICE
O| AtEXIE & X6t I U C|AE2|9 Windows H ot EXH= ZHE|X| &LICE
* 2Z ALEX}0| et B E HEE= HH X}
* Administratoret 20| & 22Xl E&

A

1. AMH|Et 22 AL X} AE Q| 0|22 &Rl BtLICt. 'vserver cifs users-and-groups local-user show
-vserver_vserver_name_'

2. 28 ARt 'vserver cifs users-and-groups local-user delete -vserver_vserver_name_-user-
name_username_name_'S AH|EL|Ct

3. AF2XL A™O| AF|IE| R =X 2lBtL|Ct. 'vserver cifs users-and-groups local-user show
-vserver_vserver_name_'

o
CHS WlM= SVM VS1 2t 2 ALE XL "cifs_server\sue™E AfK|grL|C}.
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clusterl::> vserver cifs users—-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description

vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

vsl CIFS_SERVER\sue Sue Jones

clusterl::> vserver cifs users-and-groups local-user delete -vserver vsl
-user-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups local-user show -vserver vsl

Vserver User Name Full Name Description
vsl CIFS SERVER\Administrator James Smith Built-in administrator
account

ZZ ONTAP SMB & 3

7| 22 I8 T3t M2 WAL 10| 0152 HH! J|E 22 182 4WY 4

—

OIJ\LJEf

A= =Y TH AE...

24 12 MHE SXSH L} 'vserver cifs users-and-groups local-group modify
-vserver_vserver_name_-group-name_group_name_
-description text' AH0|| S0 ZLtE|0| YOH
202 HE JFO{0f gLCt.

2Z 59| 0|E8 Hi&EL|Ct 'vserver cifs users-and-groups local-group rename -
Vserver_vserver_name_-group-name_group_name_-
new-group-name_new_group_name_'

o

CtS ool M= 22 38 "cifs_server\engineering™2| 0|52 "cifs_server\engineering_new"" = HH&L|C},

clusterl::> vserver cifs users-and-groups local-group rename -vserver vsl
—group-name CIFS SERVER\engineering -new-group-name

CIFS_SERVER\engineering new

CIS ool M= 2Z 1E "cifs_server\engineering™2| MHE =X 3tL|C}.
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clusterl::> vserver cifs users-and-groups local-group modify -vserver vsl
—group-name CIFS SERVER\engineering -description "New Description"

ONTAP SMB 2Z 120 LSt ME HA|

2 AH E= XZE SVMAEZX| 7ty Hihol 88 2= 22 05 S5 EANE =

UELICE 0 Frls SyMo| B3 Glo|E{of Cizt miel M A X Ei SVMS| AFEX} 2zt
(@B ENE HZY 0 R2Y + ABLITH

CHA|
1. OHS &Y B StLIE LIt
of CHot MEE g E2 HE Y.L
SAHS BRE EH IFLICt 'vserver cifs users-and-groups local-group show'S
EZSHHAIR
SVMe| EE Z2ZH 08 'vserver cifs users-and-groups local-group show

-vserver_vserver_name_

Ol BHES Aldiet uff Mefet £ U= CHE MEHA o7 HT1 QUSLICE off CHSE XHM|St LHE 2 vserver cifs
p 2

ofl
CHS o= SYM VST 2 BE 2Z OS50 gt 2 S FEAIEL|CH

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group

vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative privileges
vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering

vsl CIFS_SERVER\sales

—

ZZ ONTAP SMB 1§ 7 ¥ AtAS 22|t

ZZ L= TR AFEXE =718 X1|710f71|—f el agS F7H A HASHH 22 OF
+4¥ XP:'Q HeE|e = ASLICL 0] 7|52 20| BiX|E HM|A HOE 7|22 2 H|o|E o
Chet HMIAES MO{Stal= 3R = AF%XMIHI oid 250 AEE Hets Bools = 20

FELICE.

Of ZfHofl 3
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22 20| FALUS X71817| 9B K| AL

* special_everyone_groupd| AtEXIE =712 4 IELICE.

* MEXHE FII6IE{H 2Z 2F0| QL0o{0F gL|Ct.

* AHBXHE 2Z OE50l| FI15H{H AFEX7E QLO{0F LT

« 2EZ OES CE 22 O50| 71 £ giELct

. EFEH||°|r AL EE S 22 O50| E=7t5t2{H Data ONTAPO|A SIDO| Ci$t 0|22 &HQlgt 4= QLo{of
i Tt

2Z 20N RAUS HHSH= KA

* special_everyone_groupdilA| A& S HAHE 4 ASLICH

* THYUS HAHE aF0| Uojof BfL|Ct,

* ONTAPE JE0|M MAHSI2 = A2 0|22 8Tt SIDE &Helst 2 Qlofof StL|C}
tHA|
1. 250N THYS F7H E= FMAGLICH
oI8t= = 2l ChS E S AL
OE0| pMUAS XJFEHL|CH 'vserver cifs users-and-groups local-group add-

member-vserver_name_-group-
name_group_name_-member-names

namel[,..]X|8E 2 JE0| It 2 EE 1 2E
=
— =

=

i
Ol 2=
=l ==

ZZ ArEX}, QN AFEA = el T =
X = ASLCH
J20|A FMHE M AHEL|CH 'vserver cifs users-and-groups local-group remove-

memers-vserver_name_-group-
name_group_name_-member-names
name[,..| X[ & E 24 JF0M ®HL 2ZH ALEXL,
T AR EE QI OEC HEE FRE 5ES
Xge = AELICL

CtE ool M= SYM VS1 49l 2Z 1F "sMB_server\sue"?t =H|Q! 1& "AD_ DOM\DOM_ENG'"E 2Z 18
"sMB_server\engineering"0fl =7}&tL|C},

clusterl::> vserver cifs users-and-groups local-group add-members
-vserver vsl -group-name SMB SERVER\engineering -member-names
SMB_SERVER\sue, AD DOMAIN\dom eng

CHS oo M= SVM VS1 22 1& "sMB_server\sue"2 "sMB_server\james"S SVM VS1 2Z 15
"sMB_server\engineering"0ll A| ®|7{&L|C},
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clusterl::

> vserver cifs users-and-groups local-group remove-members

-vserver vsl —-group-name SMB_SERVER\engineering -member—-names
SMB_SERVER\sue, SMB_SERVER\james

2 HE
2Z 15 0 tiet YEE EAIELIC
2Z 15 740l Cist ONTAP SMB T E HA|
S2{AE F= XFE SYMAER|X| 7R Aol BHE 22 D50 RE TN 228
HAIS &= JAGLICE 0I HE = Ot HMA ZH| E= AFEAL Heh(@eh 2XHE HEE
8% 4 Bt
EHA|
1. O3 =Y & StLtE sAEL(CH
CHSoll Chet HEE EAISH2{H... TH 4.,
S2{AEQ RE 2Z OZ0o| 1MlQlL|C} 'vserver cifs users-and-groups local-group show-
ups'
SVMO| = BE 24 O89 A M 'vserver cifs users-and-groups local-group show-
ners-vserver_vserver_name_'
o
CHE o= SVM VS1 2 89| RE 70l et BEE FAISLICE
clusterl::> vserver cifs users—-and-groups local-group show-members
-vserver vsl
Vserver Group Name Members
vsl BUILTIN\Administrators CIFS SERVER\Administrator

BUILTIN\Users

CIFS_SERVER\engineering

ZZ ONTAP SMB 13 Atx|

SVM(AEZ|X| 7HAF A|AENOIA 22 I8
HM|A Mot AXMSIHLE SVM AFR X} At

2 122 AY|E £ JSL|Ct
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AHISH diE svMmat 2 El 1I0|E101| Chet
Hohs 05 HHo| 2Ee 2RIt gl= 32 4l

AD DOMAIN\Domain Admins
AD DOMAIN\dom grpl
AD DOMAIN\Domain Users
AD DOMAIN\dom usrl
CIFS_SERVER\james
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x}
2Z O5ES AWE o o2 Ao flstYAIL.

0| 152 &Xste MY U CIAER[Q Windows E ot MEX = ZHEX| gb&LICt

* special_everyone_group2 At 4~ gi&L|CH

* BUILTIN\Administrators__ BUILTIN\Users_ 2t Z2 7|2 Hl& O1&

ro

AR == YlELIT

|

1. SVMO| 22 08 S5 HEAIst0 AfHe 22 OF2| 0|2 =IELICt. 'vserver cifs users-and-groups local-
group show -vserver vserver_name'

2. 24 1§ 'vserver cifs users-and-groups local-group delete -vserver_vserver_name_-group-
name_group_name_'S AH|gtL|CH

D

3. JF0| MH|=|RA=X| &IELICE. 'vserver cifs users-and-groups local-user show -vserver_vserver_name_'

ol
CtE oflofl A= SVM VS1 23 2Z O F "cifs_server\sales™'S A K| gfLICt.

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering

vsl CIFS_SERVER\sales

clusterl::> vserver cifs users—-and-groups local-group delete -vserver vsl
-group-name CIFS SERVER\sales

clusterl::> vserver cifs users-and-groups local-group show -vserver vsl

Vserver Group Name Description

vsl BUILTIN\Administrators Built-in Administrators group
vsl BUILTIN\Backup Operators Backup Operators group

vsl BUILTIN\Power Users Restricted administrative
privileges

vsl BUILTIN\Users All users

vsl CIFS_SERVER\engineering
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ZZ M|0|E{H|0| AN|A ONTAP SMB |2l At2X} 8! OF 0|2 ¢H|0|E

CIFS MH2| 2Z O 0 =M A8t & OFS It £ JASLICE ol2{et =H|Ql JHAl=
S AES] 22 H|O|EH|0| A0 SFELIC =Rl JiH[e| 0|F0| HEE 3 =&
HIO|E{H[0| A S +F 2= YC|0|EBHOF RfL|Ct.

Of Zreioi Chat

L2l 0|S 2 YUHOIEY SVM(AEZ|X| 7t A|AR)2| O|FS KIFH OF RfLICt.

Advanced:'Set-Privilege advanced’ 2 A& gtL|Ct

ool MEX S OFS YHIO|ESIHE ChE 2 O] B AFE...

BT

MIX™OZ AUH|O|EL YK HOH| 0| Eof| ATist 'vserver cifs users-and-groups update-names-
CHQI ALK B! IS BEASLICE vserver_vserver_name_'

MIMOZ AM0|E=l EHQl AKX S O5E 'vserver cifs users-and-groups update-names-

HAIELICE vserver_vserver_name_-display-failed-only false'

AH|O|Eof Almist =0|Ql AR X} &l JZ0F T A|gtL|Ct 'vserver cifs users-and-groups update-names-
vserver_vserver_name_-display-failed-only true'

AM|O|E0f| CHot ZE ME| MHE FA|SHK| &&L|CH  'vserver cifs users-and-groups update-names-
vserver_vserver_name_-suppress-all-output TRUE'

3. admin #st £F O Z 27| 'et-Privilege admin’&L|C}

o

CHE ool = AEE|X| 7He HAI(SVM, OS] Vserver) VS1 2t 2HEHEl 0[] ALZXH R OE2| 0|5
Lo ERFLICE. OFX|2E HOI0|E Al YC0|Edliof g B 0| A|Q10] ASLICE.
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clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous; use them
only when directed to do so by technical support personnel.

Do you wish to continue? (y or n): y

clusterl::*> vserver cifs users—-and-groups update-names -vserver vsl

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654321-12345
Domain: EXAMPLE1

Out-of-date Name: dom userl

Updated Name: dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654322-23456
Domain: EXAMPLE2

Out-of-date Name: dom userl

Updated Name: dom user?2

Status: Successfully updated

Vserver: vsl

SID: S-1-5-21-123456789-234565432-987654321-123456
Domain: EXAMPLE1

Out-of-date Name: dom user3

Updated Name: dom user4

Status: Successfully updated; also updated SID "S-1-5-21-

123456789-234565432-987654321-123457"

to name "dom user5"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123458"

to name "dom user6"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123459"

to name "dom user7"; also updated SID "S-1-5-21-
123456789-234565432-987654321-123460"

to name "dom user8"

The command completed successfully. 7 Active Directory objects have been

updated.

clusterl::*> set -privilege admin

4 Hots EeffLict
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tHA|
1. 224 = T ALt EE= O 0| stLt o|Ake| MotE FIHRILICE. 'vserver cifs users-and-groups privilege
add-privilege-vserver_name_-user-or-group-name name name-Privileges_Privilege_|,...]'

2. st= Hzto] Kol ME = A=K IErLICE. 'vserver cifs users-and-groups privilege show-
vserver_name_-user-or-group-name_name_'

o

CHS ollollA & AER|X| 74 T{Al(SVM, O] HA Vserver)2| ALEX} " cifs_server\sue ""0fl "seTcbPrivilege™ X
"setTakeOwnershipPrivilege™ #$H2 27}t CH.

clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or—-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

ONTAP SMB 2Z L= 0@l AFXILE IF2| Mot H|A

Hets Mot 22 £= EHQ AR = OF0| theh AHEXAF &
O|Z7| otH ArEXtet O1F0| ERoh X AStS AEX X|HE =
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oHA|
1. 224 = T ALEXL EE= O E0j| A StLt O] &2 HBHE MHELICE. 'vserver cifs users-and-groups privilege
remove-privilege-vserver_name_-user-or-group-name_name_-Privileges_Privilege_],...]'

2. Yst= HBHO| 'vserver cifs users-and-groups privilege show-vserver_name_-user-or-group-name_name_'
AN HAHZ[A=X] 2heletL|C

of

Efg oloME AER|X| 7HAF HHAI(SVM, O|F BAl Vserver)2| AF2X}" cifs_server\sue "(cifs_server\sue ")0i| A
"seTcbPrivilege' %! "setegenershipPrivilege™ #$tS M HEL|CH.

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue -privileges
SeTcbPrivilege, SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

ONTAP SMB 2Z L= TH|Q AFEXI B O F0f cHet Mot RAH
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1. 224 = T AFXL EE= O 0| it AHehE XA ™ BILICE 'vserver cifs users-and-groups privilege reset-
privilege-vserver_name_-user-or-group-name_name_'

2. Z4n|of st Msto| RHE ™= A=K 2RI ELICE. 'vserver cifs users-and-groups privilege show
-vserver_vserver_name_-user-or-group-name_name_'

of

CtS oA = AER|X] 7HA HA(SVM, O|™ HAl Vserver) VS1 HIA AF2XL "cifs_server\sue™d| CHEH HstS
MA™SLICE 7| 2N o2 Ut AL8XH= XpAle| AF 1t AZE Aoto] giELICt.

—

clusterl::> vserver cifs users—-and-groups privilege show
Vserver User or Group Name Privileges

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege
-vserver vsl -user-or-group-name CIFS SERVER\sue

clusterl::> vserver cifs users-and-groups privilege show

This table is currently empty.

CtS Ol Mol A= "BUILTIN\Administrators" &0 CHE HotS ChA| AHSHH Mot 252 SN O Z K| HELICE.

clusterl::> vserver cifs users-and-groups privilege show

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeRestorePrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege

clusterl::> vserver cifs users-and-groups privilege reset-privilege
-vserver vsl -user-or-group-name BUILTIN\Administrators

clusterl::> vserver cifs users—-and-groups privilege show
This table is currently empty.

ONTAP SMB Z ot MZlof Cioh M= HA

el E= 22 MEAN AE L= 250 2EE AEX X[FE Aot tist YEE BAE =
USLICE O] HEE Sdll A= AEX Ao HEE|=X| 67 S =oled = ASLIT
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Ct2ofl cHst HEE HASHH. .. 0| HHZ YUHSHIAI2...
SVM(AEZ|X| 7tat A|ABNS BE EOjjQl B 2Z 'vserver cifs users-and-groups privilege show
A2 XS JF0f cist AFR2XF XA AHst -vserver_vserver_name '

SVMOIM EX 0|9l == =Z ALXL 8! 501 Cigt 'vserver cifs users-and-groups #oF HA| -

ArEXE X #et vserver_vserver_name_-user-or-group-
name_name_'

O| HES A mjf MEHS &~ Q= CHE MEHX O 7 t':‘*7f USLICE of CHet XtM[St LHE 2 vserver cifs

users-— and groups privilege show "ONTAP E& HZQIL|CHS FZSHUAIL.

o
Che WS Asial SVM VST of Cigt 22 £ o9l ALK W IET BANoR HAHE BE Astol
ZAELIC

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges

vsl BUILTIN\Administrators SeTakeOwnershipPrivilege
SeRestorePrivilege

vsl CIFS_SERVER\sue SeTcbPrivilege
SeTakeOwnershipPrivilege

22| St AE LI -LICE

ONTAP SMB HO|I{A E2{HHA ZA}F A0 CHSH LOotE M| L.

St 2l FA| ALEX He(_privilege_ 2t = §)2 AHEXIV 0|F ¢ C|ZE|2|0f Chet
HoHo| glHfete J2 el 2= CIAEZ| S T2 0|SY & A=K 6F S 2FEL L Sat
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2. X|™ME AIXEES O20| E1f &0l MEF 7|52 AI2SIEE MMM =X| &QIEtL|C}, 'vserver cifs users-and-
groups privilege show-vserver_name_-user-or-group-name_name_'
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clusterl::> vserver cifs users-and-groups privilege add-privilege -vserver
vsl -user-or-group-name EXAMPLE\eng -privileges SeChangeNotifyPrivilege

clusterl::> vserver cifs users—-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng SeChangeNotifyPrivilege
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1. E1t 201 2 A| 518 9 & 'vserver cifs users-and-groups privilege remove-privilege-
vserver_vserver_name_-user-or-group-name_name_-Privileges SeChangeNotifyPrivilege'

0| HAH "-user-or-group-name_name_' 07 H IO 2 XMt 2 = T AFEX E= TFE0|AM
'seChangeNotifyPrivilege' #$t2 M| ELICE.

2. X|HE ALSAL = O F0| S1t &0l A8 EEE HEME=X] HAFLICE 'vserver cifs users-and-groups
privilege show-vserver_name_-user-or-group-name_name_'
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clusterl::> vserver cifs users-and-groups privilege show -vserver vsl
Vserver User or Group Name Privileges

vsl EXAMPLE\eng SeChangeNotifyPrivilege
clusterl::> vserver cifs users-and-groups privilege remove-privilege
-vserver vsl -user-or-group-name EXAMPLE\eng -privileges

SeChangeNotifyPrivilege

clusterl::> vserver cifs users-and-groups privilege show -vserver vsl

Vserver User or Group Name Privileges
vsl EXAMPLE\eng =
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H=dg

'vserver security file-directory show
-vserver_vserver_name_-path_path '

'vserver security file-directory show
-vserver_vserver_name_-path_path_-expand-mask
true'

o
LIS Olxl= SVM VS1 B29| jvol4" Eot HEE HO{ELILCL.

cluster::> vserver security file-directory show -vserver vsl -path /vol4

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

OI|CI|IO

vsl
/vold
64
ntfs
ntfs

777

IYWXIWXIXrwx

NTFS Security Descriptor
Control:0x8004

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-

CHS ool M= SVM VS1 B 22| /data/engineering0il CHSE SHEHEI OFA S QL S| Hot HEHE HAIRLICE

cluster::> vserver security file-directory show -vserver vsl -path -path

/data/engineering -expand-mask true
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Vserver: vsl
File Path: /data/engineering
File Inode Number: 5544
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: 0x10
.0 ... ... .... = Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
ce+e eve. ...0 = Read Only
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: rwXrwxrwx
ACLs: NTFS Security Descriptor
Control:0x8004

l.ve et viee «... = Self Relative
0., .... .... .... = RM Control Valid
0. ... .... .... = SACL Protected
.0 .... .... .... = DACL Protected
0... .... .... = SACL Inherited
.0.. .... .... = DACL Inherited
.0. .... .... = SACL Inherit Required
.0 .... .... = DACL Inherit Required
.0. .... = SACL Defaulted
.0 .... = SACL Present
0... = DACL Defaulted
.1.. = DACL Present
.0. = Group Defaulted
.0 = Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
O
Generic Read



Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

Generic Read

Generic Write

Generic Execute

Generic All

ALLOW-Everyone-0x10000000-0I|CI|IO
0...



System Security
Synchronize
Write Owner
Write DAC

Read Control
Delete

Write Attributes
Read Attributes
Delete Child
Execute

Write EA

Read EA

Append

Write

Read

CtS ool = SVM VS1 0| A '/datavol1'0| = SE0I| CHPt Storage-Level Access Guard 2ot HEE H|Z ot
Hot MHE HAIRLICEH
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cluster::> vserver security file-directory show -vserver vsl -path

/datavoll

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

34

vsl

/datavoll

77

ntfs

ntfs

10

D=

0

0

777

TWXTWXTWX

NTFS Security Descriptor

Control:0x8004

Owner :BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone-0x10000000-0OI|CI|IO

Storage-Level Access Guard security
SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
DACL
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff
SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1fO0lff

(Applies to Directories) :

(Applies to Directories):
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* ACLEZO| AQX Y 15 =3 LWE= NTFS 29t MEXIo| Z20|0t MEIL|C},
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HT
e

Mol | o
E2 = gtree2 PAE 4= YOO Z Storage-Level Access Guard?t A El 28 = gtree 229
|= UNIX It AFE Mot Storage-Level Access Guard ACLO| 25 HEA|E £ JUESL|CH
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|

1. o Sl Cl2E2| 2ot BYE Asts £E2 2 BAIFL|C

rio
of

HEE BAISHHH.. Ch2 B¥S LSt
QOF QFA| 'vserver security file-directory show -vserver

vserver_name -path path path’

ME HEJt SHREEIL|CH 'vserver security file-directory show -vserver
vserver_name -path path path -expand-mask true'

o
CS ol0|A= SVM VS1 EZ '/projects’d]| CHeH HOot MEHE A=l OAST HAOZ HA[RIL|CE O] =28 HQt HfAl
ZZ20|= UNIXS| =&l Hoto| )&L|Ct.
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CHE ofldl= SVM VS1 Z £ '/data’ol| CH

clusterl::> vserver security file-directory show -vserver vsl -path

/projects -expand-mask true

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Horo| QLS LI,

36

vsl
/projects
78

mixed

unix

10

————D-——-
0x10

= Offline

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

of 2ot YEE EoFLILE o 2 &

O} HFA|
- O

HAZ20|= NTFSQ| &1t

xo|
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clusterl::> vserver security file-directory show -vserver vsl -path /data

Vserver: vsl
File Path: /data
File Inode Number: 544
Security Style: mixed
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---

Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O

Unix Mode Bits:
Unix Mode Bits in Text:
ACLs:

OI|CI|IO

CtS dlHlM= SVM VS1 B 29| '/datavol5' AZ20] Q!

29l =Z0l= UNIXSl 2 bl Hoto] /ISLILt ol 280ls

L=
= =

—

777

TWXYWXTWX

NTFS Security Descriptor

Control:0x8004

Owner:BUILTIN\Administrators

Group:BUILTIN\Administrators

DACL - ACEs
ALLOW-Everyone-0x1f01ff
ALLOW-Everyone—-0x10000000-

Off CHet Hot MEE HA|LICE of={gt
Storage-Level Access Guard = 2t0|
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clusterl::
/datavolb

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

H

e

> vserver security file-directory show -vserver vsl

-path

vsl

/datavolb

3374

mixed

unix

10

____D___

0

0

755

rwXr—-xr-x

Storage-Level Access Guard security

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL
ALLOW-BUILTIN\Administrators-0x1f0l1ff
ALLOW-CREATOR OWNER-0Ox1f01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01ff

SACL
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA
AUDIT-EXAMPLE\market-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-BUILTIN\Administrators-0x1f01ff
ALLOW-CREATOR OWNER-0x1fO01lff
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-EXAMPLE\market-0x1f01lff

(Applies to Directories):

(Applies to Directories):

(Applies to Files):

* NTFS 2ot AEtY =F9| mf Eotof thet =2 E HAIRL|C

* UNIX 29t AEIY =& I HO

UNIX 20F AEIY =

UNIX 2ot AEY 282
AENY, HEE= AME H
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* UNIX 2ot AEHY 2 & 8l gtree= IHY MA|A AotS ZF e 0l ZE H|E E= NFSv4 ACL F 5HLI2| UNIX
obe MR AREELIC.

* NFSv4 20to| A& E e 3! ZC0] CHoll A2 ACL £20] EAIELICE.

DC H|E Hstat &
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HO
HA D3 )-

0f0

2 UNIX 22tS AFEdt= o 3l L2 E2|9] H 2 0] EE= H|0] JASLICHNFSv4 ACL

* NFSv4 2ot dHXI9| Z2 ACL &3 274 & =3 A= MBI X gELICE
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NTFS EQt M xtof|ot o|0| 7 QL& L|CH.
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1. o 8l CjEE] 2ot S YUots £EQZ HAIYLIL
HEE BAISIHHH... Chs s YEgH ...
ROF QFAl 'vserver security file-directory show
-vserver_vserver_name_-path_path '
ME HEIF ShEE=ElL|CH 'vserver security file-directory show

-vserver_vserver_name_-path_path_-expand-mask

true'

o
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clusterl::> vserver security file-directory show -vserver vsl -path /home

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—-—----
ACLs: -

CHS Ol M= SVM VS1 22| / home Z =0 CHet Hot WE S SFEEl OpA 3 WA O 2 HA[SIL|CY,

clusterl::> vserver security file-directory show -vserver vsl -path /home

-expand-mask true

Vserver: vsl
File Path: /home
File Inode Number: 9590
Security Style: unix
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: ----D—---
Expanded Dos Attributes: 0x10
0 ... ... ..., = 0Offline
.0. .... .... = Sparse
0... .... = Normal
.0. .... = Archive
.1 .... = Directory
.0.. = System
.0. = Hidden
eee «ee. ...0 = Read Only
Unix User Id: O
Unix Group Id: 1
Unix Mode Bits: 700
Unix Mode Bits in Text: rwx—------
ACLs: -
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HEE BAISHH... Cts dds ™.
ROk OFA 'vserver security file-directory show -vserver

vserver_name -path path path’
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HEES EAISHEH...
x

o
g "xoHAIL

of
CHZ ool M=

SVM VS1 ZZ9| /Corp ZZ0] Cist
NTFS 2ot MEX}t= M3 9 MZ/AIH SACL &5 25 ZatetL|Ct

Ch2 S YU,

mjo

'vserver security file-directory show -vserver

vserver_name -path path path -expand-mask true'

H HM HHE HEAIRL|CEH ZZ0f| NTFS
I.

cluster::> vserver security file-directory show -vserver vsl -path /corp
Vserver: vsl
File Path: /corp
File Inode Number: 357
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwXrwxrwx

ACLs:

CHE oldl= SVM VS1 Z 29| /datavoll 201 CHo ZAL HM FHE HAL|CL 0] B20=
SACLZ} Storage-Level Access Guard SACLO| 2%

42

NTFS Security Descriptor

Control:0x8014

Owner : DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-0I|CI|SA|FA
SUCCESSFUL-DOMAIN\userl1-0x100116-0I|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0OI|CI
ALLOW-BUILTIN\Users-0x1f01ff-OI|CI
ALLOW-CREATOR OWNER-0x1f01ff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01ff-OI|CI

2t Ife! I Eef
EBHELIC

2 20| ASLICH.



cluster::> vserver security file-directory show -vserver vsl -path
/datavoll

Vserver: vsl
File Path: /datavoll
File Inode Number: 77
Security Style: ntfs
Effective Style: ntfs
DOS Attributes: 10
DOS Attributes in Text: ----D---
Expanded Dos Attributes: -
Unix User Id: O
Unix Group Id: O
Unix Mode Bits: 777
Unix Mode Bits in Text: IrwxXrwxrwx
ACLs: NTFS Security Descriptor
Control:0xaald
Owner:BUILTIN\Administrators
Group:BUILTIN\Administrators
SACL - ACEs
AUDIT-EXAMPLE\marketing-0xf01ff-OI|CI|FA
DACL - ACEs
ALLOW-EXAMPLE\Domain Admins-0x1f01ff-OI|CI
ALLOW-EXAMPLE\marketing-0x1200a9-0I |CI

Storage-Level Access Guard security

SACL (Applies to Directories):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1£f01ff-SA

DACL (Applies to Directories):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

SACL (Applies to Files):
AUDIT-EXAMPLE\Domain Users-0x120089-FA
AUDIT-EXAMPLE\engineering-0x1f01ff-SA

DACL (Applies to Files):
ALLOW-EXAMPLE\Domain Users-0x120089
ALLOW-EXAMPLE\engineering-0x1f01ff
ALLOW-NT AUTHORITY\SYSTEM-0x1f0lff

O AEFQI 9 ROl HIok AELRIO| HO|, MBE|S HEt W SACL(AIA AHA Hof B2
)oll CHgt &8 T BHstol ONTAP CLIS AHZ10] FlexVol 20l NFSv4 ZHAL ol ezt
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QOF QFA| 'vserver security file-directory show -vserver

vserver_name -path path path’

NS HEJF SbEEIL|CE 'vserver security file-directory show -vserver
vserver_name -path path path -expand-mask true'

of
CHe Mlxl= SVM VS1 Z 2 /lab0f| Cigh EoF HEE 20| FLICE O] UNIX EoF AEIY HZ0|= NFSv4 SACLO|

AL
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cluster:

Vserver:

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

IUETIE EXH(*)E

vsl
/lab
288
unix
unix
11

NFSV4 Security Descriptor

Control:0x8014

SACL - ACEs
SUCCESSFUL-S-1-520-0-0xf01ff-SA
FAILED-S-1-520-0-0xf01ff-FA

DACL - ACEs
ALLOW-S-1-520-1-0xf01ff

HM HEE HAIS= SEHSE ¢

20tE AN K.

:> vserver security file-directory show -vserver vsl -path /lab

FE =& of2fofl e 2= ot 8 D EE|Q

2E T o CIMEf2lol KB B ofefol MRl CIEfel F2o oix|ot sifl 24 242

MEY = JELICE ™2 HYE EF mtAOo[Lt CIHE{2[o| HEE BAISHAH SUZHE(™) 2ol TH Z2E

M SeHoF gLt

o

IELEIE EXHE AFEOH LhE BdS

HEIF FEAEL|C

Assiet

SVM VS1 A=Z29| '/1/ ofzlof| =

BE 1t

% C|A E2of chst
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cluster::> vserver security

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

46

file-directory show -vserver vsl

vsl

/1/1

mixed

ntfs

10

____D___

0

0

777

IYWXIrwXrwx

NTFS Security Descriptor
Control:0x8514

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI
vsl

/1/1/abc

mixed

ntfs

10

____D___

0

0

777

FWXIrwXrwXx

NTFS Security Descriptor
Control:0x8404

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff-OI|CI

-path /1/%*

(Inherited)

(Inherited)

S HYSHH SVM VS1 9 path 'fvol1/a' Of2Hof " * "2 HHEE mAo| HEI} HAIELICL 22= 2OHZH("
%



cluster::> vserver security file-directory show -vserver vsl -path
"/voll/a/*"

Vserver: vsl
File Path: "/voll/a/*"
Security Style: mixed
Effective Style: unix
DOS Attributes: 10
DOS Attributes in Text: —----D---
Expanded Dos Attributes: -
Unix User Id: 1002
Unix Group Id: 65533
Unix Mode Bits: 755
Unix Mode Bits in Text: rwxr-xr-x
ACLs: NFSV4 Security Descriptor
Control:0x8014
SACL - ACEs
AUDIT-EVERYONE@-0x1f0lbf-FI|DI|SA|FA
DACL - ACEs
ALLOW-EVERYONE@-0x1£f00a9-FI|DI
ALLOW-OWNER@-0x1f01ff-FI|DI
ALLOW-GROUP@-0x1200a9-IG

CLIZE AtE3t0{ SVMOf|A] NTFS It HOf NTFS ZfAF HA4 5l
Storage-Level Access GuardS t2|gfL|Ct

§4M1B NTFS I} HOot NTFS ZiAF A Ol AEZ|X| £F HMA HS 2E|E 2/t ONTAP
=
[oNe]

CLIZ AM23t0] AER|X| 7H A|ABI(SVM)OIM NTFS It 2Ok NTFS ZhAH % ol
AEE|X| 2|2 HMA TIES HE[" + ASLIC

SMB 220|HE = CLIE AF2SI0] NTFS I HOt 8l ZhAt MM S atz|gh 4~ QI&L|CH Jd2{Lt CLIE AE3st

i
mh 2oF 3 ZAL HMES FotH A S20|AES A5 Ii 2ots 2ale BRIt glELIth CLIE M85t
the ™S AFESHY o2 o at EC 0| 2ots HESH= ol Zels AlZtE 3 2 = ASLIT.

ONTAPO|A SVM 20| %t I 2 Hot A|Z0l AEZ|X| ' AN A JHES AT 4 QI&L|CE Storage-
Level Access Guard= 2= NAS ZZE 20| A Storage-Level Access GuardZt M E&|= AE2|X| Z4A|of cHst
MM A HEELICE

AER[X] 2[H ANA TEE= ONTAP CLIOIAMTE 714 S 2t2|gh o~ USLICH SMB S210|HEM AEZ|X| &
HMA ZtE ™S 2Ha|gh 4= IELICE 8 NFS EE= SMB 2210|HEQ| mhel = [l E2(of CHs 2ot MX S =
4 Storage-Level Access Guard 22t0| FA|E|X| QF&LICEH A|AR(Windows EE= UNIX) 22| XHe
S20|AHENM AEE|X] £F HMA JIE HOLZS F[AT 4= GPELICE M2tM Storage-Level Access Guarde
AERX| 22Xt SEHMOE MAHS D #2|5H= H0|E WMAE It =7t Hot A|ES H|S Lt
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AE2|X| 2 A4 A THE0] CHSH NTFS 4|2 A3HoH X|QEX|BH ONTAPE UNIX ALEXI7H 258
() 2%98t= SUMOIM Windows AFXHIZ THEIE 29 ASa|X| 2 N4 7=t el 250
cf| 0| Efoi] CHal NFSOI| CHfgt M AS 93t Hot ZAS 3% 4 ULtk

NTFS 20t AEIY =&

NTFS Hot AEtY =& 9 QtreeOiI EEE.*E.J DE oY A E0= NTFSS| 22591 Hotg AFERILICE. "vserver

security file-directory" BE M ET S ALE3I0] NTFS EQt AEtY 250 CHS R HotE oY 4 JUSLICH
« 250 XaE orY 9l Z0{of| cheh obY Aot 2 ZEAL B
* SEO| Ciet AER[X]| 2['d ANA 7LE Hot

£t w0t HA 28
S HOF AEI 2

E % gtreelll= UNIXS| 2utXQl HOtO| Ql= Y2 miut E07 ZetE 4+ JUQH, HE H|IE
NFSv4.x ACL X NFSv4.x ZHAt M NTFS 2ot&{Ql Hoto| M- El AR mhd 5 0, NTFS It #eot 3
A IS A EotE SR I 9 E07F ZEE 5 JSLICH 'vserver security file-directory' §& MEZ2

of 22 Hot AEHY C|O|E{0f| CH2 Rl HotE ME8d +~ U&LICH

> 0¥ A Thot
Zrre

o
_0,_F

* 2% 28 = qtree®llA NTFS f8 HOt RS AF2dte IHY 8l ZC{0f| cHeh oh Mo 8l ZhAL =Y
c AE2|X| 2| HMA NTFS B! UNIXS| 20l HotvfAloZ Z50| Lot ES
Unix E0F AEIY E8

UNIX £t AEtY £5& 8! gtreedil= UNIX 85 EOHEE H|E = NFSv4.x ACL)O| Qe It 8l E2C7F ZEHE| o]
UELICH UNIX 2ot ﬁEP' =50 2ot2 FHst7| I8l 'vserver security file-directory' & '1'31 HELS AHE5H2H
CIS AtetS @50l S0{0F ghL|Ct.

* "vserver security file-directory" @& HEZ2 UNIX 29t AEIY =& Gl gtree0|A] UNIX IH = Ot 51 ZEA}
MM ft2lst= ol AF8E & Si&LICH

* SVMzt EtZl 2&0i| CIFS M7t EEHEl AR "vserver security file-directory” & HMEZS AF3SH0{ UNIX
Hot AELY EF0f|M Storage-Level Access GuardES F1A4E 4= AUELICH

217 2210|AE0| Y gl0] 2 T4 G Brf OIS M W MY 4 YOOE Y2 4
mhel s EC{of ChsH Ch2 2Ot MFets o Hals AlZtS 30| FY 4 st

CLIE ArESI0] CHE 2t Z2 AFS Al[olM Thed 8l E0 22tE 23E & AL

* Z Oz oY AR X|QF 242 R AE{ZEt0| = 2HFof| U= | AEZ|X|
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* G|O|E{ Oto|2zf|o|d

* Windows =@l A

* NTFS IF A|AR] Mol ZX MHY Hot 3 ZhAL M FES}
ONTAP HHEZ AE%10{ sSMB It I EL HotsS AAe m{of H|o Atetol| CHo LOotEAM K.
CLIE AH85I0] mrd 3 EO Hots AAe mf EF H[et Al & QUo{of hL|Ct.

* 'vserver security file-directory' & M E=2 NFSv4 ACL B S X|otX| of&LCt

NTFS Eot MHXI= NTFS It 8! E2H0f|2F Mg 4~ QIEL|CE.

HoP UXE ALESI0{ ONTAP SMB It 3! ZrC Hots MEgetL|Ch
Hot dHA= AR oFY 8 S| ol &g + e At A IHE 5B E2H
MM AT o ZAL 2P S BHEHSE ML HO S=S ZeRLCE

HOt MRS Ifel i Erioh BRE H3HS Wolots Het HETt mErEl GlojE REYLIC,
* * ACL(AAIA o] 22) *
A2 F0f S5 Hot Moixl SSE gl S BLIO|M ASK, 18 Ei ARE K7L $UY & e

=
selof| chst HEE mafol Bot Muxio] TEE SRYULICH Hot MEXE C12 £ 71X R¥ ACLS Ead
+ UBLCH

° DACL(2I2] AAA HO| £5)
o A|AHI HMA KO EZ(SACL)
* * DACL(2| HHA Mo ==)*

OI'

DACLOll= mH &= ZCH0f| T
CHet SIDS 550 Zete|0] )

r

TS 28 4 QI MHAV} SIS E HEE ASXL,
r

£ 3 HFE Ao
LICH. DACLOll= ACE(YM|A H|0] &5)7 by t

a
7H Ol ZRtE[0f AFLIE

S

o * A AR HMA HO] SF(SACL) *

SACLOI= 83 = &l ZAL O[HIETL 7| B &= AHEAL, OF I HFE WM ofl T SIDS S50] Z3E[of
UELICE SACLO= ACE(HMIA X0 &=)7t 07H O] & ZRE|0] A&

* *ACE(YMIA MO =) *
ACE+= DACL E= SACLY| 7HE e=QlL|C}.

° DACL HMIA Mo &=2 ET ALEXL, OF = HFE JHAOf tio 518 = HEE HHA 2t
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X|Egfct.

| O
Mzc '—AI]IH 0|I:|-||EE X|&SHL|C}.

2t 40|A mot SHT0| HolE A0 22 HHolA N2 HIlSls Weig LHLIC 44 St
Al 7 o 25t MRS 0 B0, k9] B0, TIo| o] ECH0| M, 8t

C : =38,
Bri 19 S5 B6| ol HEE A4 & S| (LS HHH 4 SoLich

ONTAP SVM sl 27 LAt A 22 SMB AI2XL E= 128 AIRSH= It Clail gz
Mg HRehs o sl Lote AR,

oH IZIE—*!Eﬂl MM LMo 2O MEXILF DACL 2= SACL 29| ZZ AIEAt E£= 158
A3t A2 ID H|7| 2429 SVM(Storage Virtual Machine) ZHsH 23 CHAN| TH Cl2IEZ|
HME MEot7| Mof| 0| Fo{of & H JHX| X[&O| U}SLICE.

A SPAEQ| A4 SVMO| &4 SVMO|M HIOJE] 8 1S A4 SVMO[A Ef2ll 2E{AE{S| T4 SVMR =2
EHstE SVME 2l M3l 57 S Y = ASLICL

SVM M3l 579| = J7HX| 8 & StLIE 4T = YASLICH
* ID7} HZEEL|Ct
0| 2AM0|M= SVMIt CIFS MH Q| ID7t EZEEIL|LCE,
* ID7t M HIE[}AELICH
O] #40iM= SVMt CIFS MHQ| IDIF RX|=|X| & LICE O] A[LIE| 20| M= CHe SVME| SVM & CIFS
ME2| 0|E0| AA SVMS| SVM % CIFS AMH{ 0|53t CHELICE
ID 7| F+oi CHet x| &
2ZAEX, 38 Y Ao 40| ZetEl SVM AA0| A2 D7t H|7|E LMof|lA SVM CHARS| CIFS AH 0| S 3t
X[t & 2 TOHQ(2ZH CIFS M 0|§)2| 0|52 HANOF LI 0IE S0{, 22 SVM 0|F0] "VS1™0|11

CIFS At 0|50] "™CIFS1"™0| 11 LA SVM 0]£0] "VS1_DST"0|11 CIFS A|H O|50]| "™CIFS1_DST"™?l &2
2 ALKl ""CIFS1\user1™2| 2Z =09l 0|20| "FS1"™" 2 XI5 HZAEIL|C}.
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clusterl::> vserver cifs users-and-groups local-user show -vserver vsl dst

Vserver User Name Full Name Description
vsl CIFS1\Administrator Built-in
administrator account

vsl CIFS1\userl - -

clusterldst::> vserver cifs users-and-groups local-user show -vserver
vsl dst

Vserver User Name Full Name Description
vsl dst CIFS1 DST\Administrator Built-in
administrator account

vsl dst CIFS1 DST\userl = =

EZ MEX Y OF HIo[EH[o|A0M 2H ALEXL I OF 0|S0| AS2E HAR|M2HE It ClHE2| FHM
T ('vserver security file-directory' & ME S ALK CLIO| A& )0l =22 AHEXH E= OF 0|50
XsoE HEEX| tELICH

of|E S04, "vs1"2| B2 "-account" 0f7H H==7F "CIFS1\user1™ 2 M El DACL &=2 743t 42 42| CIFS
Mt 0|52 BtFSI== &t SVMOIM 70| XAt 2 HEEX| S5 LIC

clusterl::> vserver security file-directory ntfs dacl show -vserver vsl

Vserver: vsl
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
CIFSl\userl allow full-control this-folder

clusterl::> vserver security file-directory ntfs dacl show -vserver
vsl dst

Vserver: vsl dst
NTFS Security Descriptor Name: sdl

Account Name Access Access Apply To
Type Rights
**CIFS1**\userl allow full-control this-folder
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CIFS Mt 0|22 4 CIFS MH 0|20 Z £50Z HASIZ{M 'vserver security file-directory modify' HHES
AHE3HOF L|Ct.

A oo Haoh ZotE b | ER| Y 1Y 19 2AL(Ct

ZZ MEXE=E OFS Eote = A= i) He- EFS MBS =
AL

£0

= M 7tX| o Tl Ee| ™ g 74 247t

* Hot dEXt

oo w2t 2o HXe| ARX et Hot AHXIS| AqXte| 7|2 IFE XHY £+ JSLICH Het AEXIt
A2RXH 7|2 OF =00 el 22 ALK Es 82 M85t 32, AlE OI%OH CH& SVME A8SHE =
Hot MHXIE £HdljoF gL Ct. 'vserver security file- dlrectory NTFS modify' B2 A5t AH 0|82
oo w2t HEAY &~ JASLICH

* DACL &=

~
(=]

mjo

Zf DACL &2 2 A¥at HZE|0] A0{OF SHLICH L2 SVM 0| ES ArE3I2{H 2 MEXt = O A
AH83h= 2= DACLE —’.‘—EOHOF LICt 7|& DACL &=0]| EH?J AEOIESE +HE = SiOE'E Hor
HEXIM 22 A = 252 DACL =S Mot +=FE Y AIE 0O|E2=Z M DACL =8 UE
CHS Ol2{et M DACL =S X Z¢h Hot X e HZASHOF gLt

* SACL Y=
Z} SACL &=2 A™at AZE[0] RU0{of ThL|Ct ChHat SVM 0| E2 ArEot2{H 22 MEXL = O AFEE

MEdH= SACL‘E’ Holiof LIt 7|Z SACL &=0f| Chel A 0|FS +8Y + SI_E2 Hot dFXAM =2Z
MEXt = OFS 718 SACL 222 HAStD +HE thed AE 0|52z AH SACL g=S HELS
.I

L= Of={eh A
SACL &t5 5 XEet Hot AEXtet HASof LTt
HME HES f | ol e CIHER] HM G0l A8 El= 2Z ALEAL EE &S HEMOF LILh. 2FX| g™
HE Zr0| Aot

CLIS AE35I0] NTFS It 8l ZC0f o 2ot g5t XM E.fL|CE

ONTAP SMB AMH{0{[A] NTFS 2ot AHXt Mo

NTFS Eof dHXHIY Hot HAHE MMst= A2 NTFS ACL(YMA X S5)2 451K
SVM(AEZ[X| 7H&F A LHO| = Tf 8l Z2E0| ME2SH= & HIY THA[QIL|CH EoF
MHXIE MM zrdo| M tt= E0 HZ20| HEE = JELCt

O =te10i| CHaH

NTFS Hot AEtY =8 U0l l= T & 20 £= 28 2ot ARY 250 4F5h= ot 3! EC0f thigt NTFS
Hot HEXE ':'*: AL

I_I

7| EMOE Kot MEX|7 BFSO{X|H L] 742 DACL(°'°| HNA O] =) ACE(UMA X0 2H=)7t s Hot
X0l FIHELICE Wl 7kX] 7|2 ACE= Ch3ah &Lt
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QHEHE HMA REALICE OHM|A ATt AtE Hot2 Mg
IX|L|Ct
BUILTIN\Administrators® 3|2 DE Hot 20, o9 24, oY
L|ct
BUILTIN\AF2X} 52 DE At Z0, otel 24, o
IS PPN ESIN 518 DE Mt Z0, ot¢l 20, o
NT 5 DE Mt £4, st¢l 24, oY
AUTHORITY\SYSTEM

Ct2 MEHA O HE AL 2ot BHA 23S AMEX XIHY & AUSLICE

MEHH o7 H4~2| f2 Storage-Level Access GuardO|A| FA|EIL|CtH XtM|EH LHE2 S "ONTAP B XLt

ONTAP SMB AMH{2| NTFS = 2F ZHXI0| NTFS DACL HA|A Ko &= =7}

NTFS EQot AHEXI0| DACL(RL| HMA MO =Z) ACE(HMA MO &=)E FII5t= A2
otdo|Lt ZL0| NTFS ACLES 746t MESh= & Hm| THAIQILICEH 2 &52 HMHATL
S 8E&[7LE AR E JHHIE AlEst 0 ACEO MelFl mh EE= Z00] chal 7M1 7t =l

UALE =g & gle HUS FHoAFLIC)

Of ZfHofl CHaf
Hor AEHXLS| DACLO| StLt O] &2| ACEE F7te &= JU&LICE.

2ot AKX 7| = ACEZt = DACLO| E el 22 B2 M ACEES DACLO| 7Lt 2ot AEXtofl DACLO|
HAE[Of AKX o H ‘?3'3401|M DACLE 43t M ACES FItetLCt.

-account' OH7H A ==0f XIFE Aol CH3l 318 L= AHEY AEHS X750 DACL 252 MK o2 ALEX X[Fe
H o

| X =
= ASLICH Hets XEY = A= Ml 7HX] &= BHEFH Q1 0| QIS LT

_e=

(i)  DacL@=o| ot Azt RIFEHK go 7|=gte "R E Mo MHELC,
MO A4 M8 WS KWl DACL B2S ALRXH K| 4 aLiC

ME™ o7 40| Zt2 Storage-Level Access GuardOlA| FA|EL|Ct O EXIof|A] HSH= HHo| CHSE XhAl|sH
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82 B "ONTAP B HZeLIChEZSHIAIR.

|

1. HoF MAHXI0| DACL 28 F7tEtLICt. 'vserver security file -directory NTFS DACL add -vserver
vserver_name -ntfs -sd sd sd_name -access -type {allow | deny} -account
name_or_Sl|Doptional_parameters'

'vserver security file-directory NTFS DACL add-NTFS-SD SD1-access-type deny-account domain\joe-
rights full-control-apply-to this-folder-vserver-vs1'

2. DACL &=0| SHI2X| &QIgtLIC}. 'vserver security file-directory NTFS DACL show -vserver vserver_name
-ntfs -sd sd sd_name -access-type{allow|deny} -account name_or_SID'

'vserver security file-directory NTFS DACL show -vserver vs1-ntfs-sd SD1-access-type deny-account

domain\joe'

Vserver: vsl
Security Descriptor Name:
Allow or Deny:
Account Name or SID:
Access Rights:
Advanced Access Rights:
Apply To:
Access Rights:

Off THEE REMISE LHE
ARSI 2.

ONTAP SMB H Ot H Al AfA

SVMO]| CHet IT
CHAIQIL|CH A

o
Zo| M8t

a=!
XH
~
A
1o T

O =te1oi| CHaH

2ot HAo| £7FSH= TR0l NTFS 20t MEx
Zt SUM(NTFS 2ot AEIY £58 = =8 Hot AEKY

£

2 vserver security file-directory ntfs dacl "ONTAP E&

mﬁf% 510, O17| A 2t %t

1=

sdl

deny
DOMAIN\joe
full-control
this-folder
full-control

E00ACLE 74 5 HEdt
2 THEOILE
o

S
ol &S =t &= ASLICE

=

4 xH

1. 'vserver security file-directory policy create-vserver vserver_name-policy-name policy name' £t H*H

dgect

'vserver security file-directory policy create-policy-name policy1-vserver vs1'

2. Hot M 'vserver security file-directory policy show' & &
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vserver security file-directory policy show

Vserver Policy Name
vsl policyl
ONTAP SMB = xH0j| Ztef 37t

Hob @™ol M MNP S HHotn FI15h= A2 SVM o = EM0| ACLE 714 &
q N [=} X ()

=
Mot U] WY CHARILICE B4 XIS MABH of KRl Hot HAo| HZELIC Stk
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Level Access GuardE T 8dt= 22 =& 7HAl)oll s e

Th % Cl2Ef 2] B

XgE ot 8 EC0)| 2ot AEAE HESH= 2YS KHots ol ALgEL . o Sl LA E2] 5
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© AEE[X] 2E AMA THE Y

X|HEl =&0l Storage-Level Access Guard 2ot AHXIE M E06t= &2 X|™ot= ol AHEE/LICH AEE|X]|
2| HA JIE ZH S Sl M2 = ACL2 ONTAP CLIE STt 228 £ UELICt
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S0l DRy BOf) e T FeH(ES BO)o| Hot R0 ofet Ho|7t BEELICE WMol BE Sle Z22
TQSH| AMEILICH T FA LjoM B2 Shfo] AIEt 9l2 4 AsLICE Aol SRE Hef #2092 4
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4 QXS I CIE(E] B HEA £F AN|A JIE KIS DS EIHTE
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* Storage-Level Access Guard= AHE HotE H[otst= o AFSEIL|Ct

=7F MM A HeE2 ®SSHA| &Lt

Hob FMof| X YS Fore o ofZ Ul 7HX| E4= oo HaE X|FsHoF LTt
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HAHA HO FRLICH

MEHX D7 =0 212 Storage-Level Access GuardOil A FA|ELICE O] EXtof|l M ESH= B0 CHet XiMIst
L2 £ "ONTAP B HZEUL|ICHERSHHAIL.
THA|
1. 2ot Mol gt Hot XTIt IEEl 2 S FIIELICE 'vserver H ot I - Cl2E2| MM Q) =7} - vserver
vserver_name -policy -name policy_name -path path -NTFS-SD_nameoptional_parameters'
I} C|2 E2]= -access-control' TH2tO|E{2| 7|27 ILICH M 5! C[2E 2] HMA ZHS L off HAHA
MOl RYE XY5h= A2 ME Attt
'vserver security file-directory policy task add-vserver vs1-policy-name policy1-path/home/dir1-security-type
NTFS-NTFS-MODE propagate-NTFS-SD SD2-index-num 1-access-control file-directory’S MEHBtL|C}
2. MM XA 1S eHolBtL|Ct. 'vserver security file-directory policy task show -vserver vserver_name -policy
-name policy_name -path path path'
'vserver security file-directory policy task show' S MEHSHL|CH
Vserver: vsl
Policy: policyl
Index File/Folder Access Security NTFS NTFS
Security
Path Control Type Mode
Descriptor Name
1 /home/dirl file-directory ntfs propagate sd2
Ofl CHet XEMIBt LHE2 vserver security file-directory policy task "ONTAP E& &EQILICHE
EZXSHUA L.
ONTAP SMB =20t X M
Itel Ei EC{0| NTFS ACLS MAI8tD Hgste e £Hls SvMol IHe Hot Hag
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0t HMo|l HO|E b0t MH2 Flexvol 2E(NTFS Ei £3t Hot AELR) Ljofl = NTFS It X Zcio Mg
A O
x

ZEAL A gl 2t SACLO| MEE|H 7|= DACL=
@ MEstH 7|E DACLE HO{SLICE M 2ot Mg gtsT

'vserver security file-directory apply-vserver vs1-policy-name policy1'

ZH HE ZYO| of|of=1 =Y D7} ghetEL(Ct

[

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

2Ot HAS SYM(AER|X| JHA 0 A0 M2 nf Hot MM XS DLE=IsI0] 2]
AUES DUEY £ YALICH 0] 7|52 Hot FHo| S8 T2 0| HIHEF|
stolsteis Z20| RBELICE 0] 7|52 B 40| IfU D Zojof the 2ote MBots &7
A3 xrelo] 9l A0 KBTIt

ot FAH XH0f| CHet XMISH HEE EAISHAH -instance’ OH7H 45 AHE3H{OF RfLICEH

1. ot MM Xt 'yserver security file-directory job show -vserver vserver_name'S ZL|E{2I&L|Ct

'vserver security file-directory job show -vserver vs1'

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

ONTAP SMB I Hot =20l

of 2ot S M Eot SVM(AEZ|X| 7het M4l)9| It = ZH0|
(o]

=]
OF o

57



Tfel 9 B et

2jof che
22 sole mjolm Briel 2
AFE 51O} ot 0] Chzt A

expand-mask true]'

} OlO[E{7t et SVME| O|ES
o YEE BEAE = ASLICEH

H|SdhoF ghL|ct. &M -Expand-mask' Oi 7H

MH HAl: 'vserver security file-directory show -vserver vserver_name -path path path[-

'vserver security file-directory show -vserver vs1-path/data/engineering-expand-mask true'

58

Vserver: vsl

File Path:

File Inode Number:
Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:

.0

Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

/data/engineering
5544

ntfs

ntfs

10

= Sparse

= Normal

= Archive

= Directory
= System

= Hidden

= Read Only

777

IWXIrwXrwXx

NTFS Security Descriptor
Control:0x8004

Self Relative

RM Control Valid

SACL Protected

DACL Protected

SACL Inherited

DACL Inherited

SACL Inherit Required
DACL
SACL
SACL
DACL
DACL
Group Defaulted

Inherit Required
Defaulted
Present
Defaulted
Present



Generic Read

Generic Write

Generic Execute

Generic All

System Security

Synchronize

Write Owner

Write DAC

Read Control

Delete

Write Attributes

Read Attributes

Delete Child

Execute

Write EA

Read EA

Append

Write

Read

.0 = Owner Defaulted

Owner :BUILTIN\Administrators
Group:BUILTIN\Administrators
DACL - ACEs
ALLOW-Everyone-0x1f01ff
0...

ALLOW-Everyone-0x10000000-0OI|CI|IO
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Generic Read
Generic Write
Generic Execute
Generic All
System Security
Synchronize
Write Owner
Write DAC

Read Control
Delete

Write Attributes
Read Attributes
Delete Child
Execute

Write EA

Read EA

Append

Write

Read

CLIS AHE5t0] NTFS Ije 5! EC0f| ZAr Y S 75t HELILIC

NTFS It 5! EE0]| SMB ZHAF M A

mjo
-1
0x
Of
[
il
o
Of
N
40
rot
O
2
>
)
08
o

ONTAP CLIE A2 I NTFS It 5! ZEC{0| ZAt HAM S ME52{™ S J1X| HAE
alSHOF SIL|CH HA NTFS EQF MEHXLE 0tE1 Hot MAHXIY| SAC
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CHS Hot HMS BHE T FA XIAS AJFEILICH I3 CHS SVM(AERIX| JH4 AJAR)o| ot
HMS MELL|CH

of sfelof che

2Ot HAS MB3 3 Hot MM TS DUIEYSHT HBE A HHo| MHS oIz 4 AL

@ ZAF "M gl 2t SACLO| ME&H 7|EQ| 2 E DACLS HO{ELICEH Af Eot MMS ohS1 X857
Hofl 7|1& 2ot YHMS HELHOF gLt

* Storage-Level Access GuardE AHSH0] QtT ot M HA| A0 CHH LOtEMR

* SMB It 2! O Hots AFsH| fIo HEE AH8E whof Xiet Aol CHaH Lot M.
© Hot dEXIE Aot I I E0 Eots MEetL|Ct

* "SMB % NFS ZfAF 2 HoF =&

* AMH{O| NTFS E ot MEX} BHE7|

ONTAP SMB A{HO||A NTFS 2ot HHX} MM

NTFS &0t MOIX} ZEAF HAS MASHS 242 SVMO|l AZste T 9 EH0 NTFS
ACL(UAIA HO| 22)2 A 9 H23ts & ) THAQLICH Hot MBXS B xhejo| Ij

L= 20 Z20| HESLICL
0| =heoi| cis

NTFS ot AEf 25 Lol i T4 U B0 i 23t ot AEtY 250 MZohs Th U ZCiof thdt NTFS

Zl2Xo=z Hot X7 BHES0{X|H H| 7He| DACL(YS| UM A Ho| S 5) ACE(UMA Hof eh=)7F sl Eet
HAEXtof| =7HELICE Wl 7HA] 71 ACE= CHE2t Z&LICt

QHEHE HMA REALICE OH | A St At Hot2 Mg
X|L|Ct
BUILTIN\Administrators® &2 D= #Hot 204, o9 24, oY
L|Ct
BUILTIN\AF2 Xt 5 DE Jst Z0, otel 20, o
PPN IN 518 DE Mt £4d, st¢l 2d, o
NT 518 o= dst £4, st¢l 24, oY
AUTHORITY\SYSTEM
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242 Storage-Level Access GuardOil A 2 A|ELICE O] EXtofl A MHSH= HHO|| CHot XISt
LHE2 & "ONTAP HH

_JIC_OI |_| |:|."Jtl-x 0|.A|A|9

rLIFIO
ot @

chHA
1. 05 047 H4-E A 2ot2{H Aot 52 13 :'Set-Privilege Advanced 2 A& gL|Ct
2. ot MHX}'vserver security file-directory NTFS create-vserver vserver_name-NTFS-SD

sd_nameoptional_parameters'S A etL|C}
'vserver security file-directory NTFS create-NTFS-SD SD1-vserver vs1-owner domain\joe'
3. HQoF MX| 40| SHHEX| =QIBtL|CE. 'vserver security file-directory NTFS show -vserver vserver_name

-NTFS-SD sd_name'

vserver security file-directory ntfs show -vserver vsl -ntfs-sd sdl

Vserver: vsl
Security Descriptor Name: sdl
Owner of the Security Descriptor: DOMAIN\joe

4. g At 2F 91 B 'Set-Privilege admin’ @ 2 =0tZfL|C}

ONTAP SMB A{HH2| NTFS 20t AHX0| NTFS SACL MM A X 2= F=7¢

SACL(A|AH! HMA HO| S=) ACE(HAMA X °*E)% NTFS Eot MEX}I| F7I5t= A2
SVMe| It EE= ZL{0f| CHSE NTFS ZAL MM S MMSH= = H THAIQILICE 2 252
s s

o
A= AFEAT EE= 252 AEELICE SACL &=22 d3¢ AMA Al = 4T
HMA A =S ZALX| HRE FolfL|ot.
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—

O =te1oi| CHH
Hor AKX SACLO| StLt 0| 49| ACEE 7t = UASLILH.

HoF X0 7|= ACEZ} U t ACLOI el 22 0] HHEL M ACES SACLO| Z=7t8tL|Ct Eot MHXtof
SACLO| E&te|0f QK| o™ HEH|M SACLS 2HE10 M ACES F 7ttt
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AFLICH HEHE XFE = A= A

[y}

-yt
- g H
« 2UA| FBHDF HBH)

(D sAcL#=ol cizt 23t xHetx| 208 7|2 HFL "BE AYLIC

62


https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/
https://docs.netapp.com/us-en/ontap-cli/

"apply to" D7 HE ALESHO] &

8ot= YWHE XY SACL Z=2 MEX Oz MEX} X|FE =
A LICL O] oW7H Ha=-E XIFHSHK] x

=
7|2HQ 2 0] SACL &=2 0| E0, otel EH 3 nhHof| HERILIC.

52 I
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1. 2ot MHEXI0| SACL &=2 F71etLIC}. 'vserver security file-directory NTFS SACL add -vserver
vserver_name -ntfs -sd sd sd_name -access -type {failure | success} -account
name_or_Sl|Doptional_parameters'

'vserver security file-directory NTFS SACL add-NTFS-SD SD1-access-type failure-account domain\joe-
rights full-control-apply-to this-folder-vserver-vs1'

2. SACL &=0| SHIEX| &QIgtL|Ct. 'vserver security file-directory NTFS SACL show -vserver vserver_name

-ntfs -sd sd sd_name -access -type {failure | success} -account name_or_SID'

'vserver security file-directory NTFS SACL show -vserver vs1-NTFS-SD SD1-access-type deny-account
domain\joe'

Vserver: vsl
Security Descriptor Name: sdl
Access type for Specified Access Rights: failure
Account Name or SID: DOMAIN\joe
Access Rights: full-control
Advanced Access Rights: -
Apply To: this-folder
Access Rights: full-control

ONTAP SMB =0t HAH Al

SVM(2EE[X] 7t H{ahof| CHet ZAF HMS dddt= A2 ACLSE F+dot0] It = Z0|

o 1= o
HEot= Ml Hu THAIYLICH HM2 Crefet Y S e ZIH|0|H &S otH, 6{7|1M 2t
Y2 Dol 20| HEE +~ U= HE FYLICH LS| 2ot Mo HES =71 =+

_'_

Hob FMof| =715t= Zoll= NTFS 2ot dRtet I fr= E0 F=2 7| AZ0| LRtELICt 2t 2ot A
SVM(2EZ|X| 7t HA)NTFS Eot AEIY 25 EEE =2 2ot AEIY 2F Eoh)at AZHOf SfLCt.

1. 'vserver security file-directory policy create-vserver vserver_name-policy-name policy name' £t M S
AH A '6|-|_| |:_|.
ocood
'vserver security file-directory policy create-policy-name policy1-vserver vs1'

2. Hot MM vserver security file-directory policy show'S &tQIgtL|Ct

HS
=
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vserver security file-directory policy show

Vserver Policy Name
vsl policyl
ONTAP SMB = xH0j| Ztef 37t

Hob @™ol M MNP S HHotn FI15h= A2 SVM o = EM0| ACLE 714 &
q N [=} X ()

=
Mot U] WY CHARILICE B4 XIS MABH of KRl Hot HAo| HZELIC Stk
|Afo] Ztel S22 Hot FAof 2748 4 YaLCt
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X

Hot Mi2 xtAo| AHE|O|L{L|Ct XH2
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Th % Cl2Ef 2] B

XgE ot 8 EC0)| 2ot AEAE HESH= 2YS KHots ol ALgEL . o Sl LA E2] 5
HMEE ACL2 SMB £210|¢E E= ONTAP CLIE Sdlf 222 & JSLICL
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© AEE[X] 2E AMA THE Y

X|HEl =&0l Storage-Level Access Guard 2ot AHXIE M E06t= &2 X|™ot= ol AHEE/LICH AEE|X]|
2| HA JIE ZH S Sl M2 = ACL2 ONTAP CLIE STt 228 £ UELICt

—
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4 QXS I CIE(E] B HEA £F AN|A JIE KIS DS EIHTE
Mol DE AE2|K W HN|A TS B} = DE T C]2E2| FHP0)
E 3t 0{oF BLICE.

Storage-Level Access Guard= AHE #HotS H|otst= O AFEEILICE

=7F MM A HeE2 ®SSHA| &Lt
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MEHH o7 40| g2 Storage-Level Access Guardd| Al FA|EIL|Ct O] EXtof|A dHSH= HE | CHet XpA|BH
LH22 E "ONTAP H& A X QIL|CHEXSIMAIL.

|

1. Eob FHHoj| 2t Hot BEXIF ZotEl XS FIFSLICE 'vserver HOF I - CIAE2| FHM =] =7t - vserver
vserver_name -policy -name pollcy_name -path path -NTFS-SD_nameoptional_parameters'

TH C]2 E2| = “access-control’ TH2HOIE{] 7|2 ZtQILICE TF B! CI2E{2] HA|A KRS TASE Of oA A
Rlof 982 XFsts A2 Mey ArgrlLict

'vserver security file-directory policy task add-vserver vs1-policy-name policy1-path/home/dir1-security-type
NTFS-NTFS-MODE propagate-NTFS-SD SD2-index-num 1-access-control file-directory’S MEHSIL|C}

2. M xd 1M S =koIBtLICE. 'vserver security file-directory policy task show -vserver vserver_name -policy
-name policy _name -path path path'

'vserver security file-directory policy task show' S MEHSFL|CH

Vserver: vsl

Policy: policyl

Index File/Folder Access Security NTFS NTFS
Security

Path Control Type Mode
Descriptor Name

1 /home/dirl file-directory ntfs propagate sd2

op = E00 NTFS ACLE ddst e MEdt= OrX[af THAl= SVMOf| ZhAr YRS X E5t=

[l

oF Yol FolEl 2ot S FlexVol E&(NTFS £= 28 EoF AEHY) L{of| QL= NTFS It 8! ZC0) M8
o
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24AL EM o 212 SACLO| 8|8 J|E0| BE DACLES HOISLIC} B0t B3t 2121 DACLES
(i) =280 7= DACLE HOI&LICH M 29t A2 BrE 1 Mgshy| X0 J|Z 2ot HM2 HEsot

gfLict.

A

1. 'vserver security file-directory apply-vserver vserver_name-policy-name policy name' £t M S
=23t |C}
1o dJd

'vserver security file-directory apply-vserver vs1-policy-name policy1'

M Mg 20| ok XY ID7F BretE LT

[

[Job 53322]Job is queued: Fsecurity Apply. Use the "Job show 53322 -id
53322" command to view the status of the operation

SVM(AE2|X] 7H T A1)0f| M2t of ot M xtg DLIE|RIH0] &l
S E§—|EHO| Mo NQEM

=
ote{= ER0| fRELLC Ciofl chHE 2ots MEdhs B

.
ol A= FR0U = RFEHLIC

ML- O
HOF HA ZEA0)| CHEE XtM|SE HEE HAISIEH -instance' 017 tH~5 AFESHOF LT,

1. Hob M& X 'vserver security file-directory job show -vserver vserver_name’S ZL|E{ZI8tL|Ct

'vserver security file-directory job show -vserver vs1'

Job ID Name Vserver Node State

53322 Fsecurity Apply vsl nodel Success
Description: File Directory Security Apply Job

A EAS Solsto] ot HMS M8 SVMAER|X| T4t A AH)| T £ Brof
= x| stols

'vserver security file-directory show' B2 ALE5t0{ ZHAL ’éﬁ*—.” HHE BASLICH EAY It = S0 ZAH M
HMEE JHEl o|o|E{ 2| ZZe} H|0|E{7t S0] = SVMe| 0| & & HISsHOoF ZL|Ct.

|
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H SVM VS1 Z 229

HAHSHH
JAIIH SACL E20| D& MEEIL|C},

HEA|: 'vserver security file-directory show -vserver_vserver_name_-path_path '

"/Corp" ZZ20l HEE ZA HM YL HAIELILE 20| 43 3 43

cluster::> vserver security file-directory show -vserver vsl -path /corp

Vserver:

File Path:

Security Style:
Effective Style:

DOS Attributes:

DOS Attributes in Text:
Expanded Dos Attributes:
Unix User Id:

Unix Group Id:

Unix Mode Bits:

Unix Mode Bits in Text:
ACLs:

vsl

/corp

ntfs

ntfs

10

____D___

0

0

777

FWXTWXTWX

NTFS Security Descriptor

Control:0x8014

Owner : DOMAIN\Administrator

Group:BUILTIN\Administrators

SACL - ACEs
ALL-DOMAIN\Administrator-0x100081-OI|CI|SA|FA
SUCCESSFUL-DOMAIN\userl-0x100116-0OI|CI|SA

DACL - ACEs
ALLOW-BUILTIN\Administrators-0x1f01ff-0I|CI
ALLOW-BUILTIN\Users-0x1f01ff-0OI|CI
ALLOW-CREATOR OWNER-0x1f01lff-OI|CI
ALLOW-NT AUTHORITY\SYSTEM-0x1f01lff-OI|CI

ONTAP SMB H ot H& xtd 2tz |of] CHof LOotE M| R
EX™ Aol M 2oF HAH XtA0| Y= ZLR off HoF MM = off = HAof| 2 E 22
Mg £ QIELICH HME MY £ Qe ZHO|LE £8Y £ Qe ZHE O|ssljof HAES
Mg £ ASLICH MMM ~Hofl= HAof| SEE 2AZS 71 HAH E= £HSHD HAMZ Al
L= H™S= 2rd0| etEIL|CE
SHEH RAHol| CH3H ZHdo| Q1 SHEH XHQ10| CHS AEHOI A SHTH MAHo|| SHEtEl HOE MM fEe XpolS ANE 4
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© GM X0l SX| = ASLICEH
© "M 20| HBHOE A= EUSLICE

SMB AHHO||A] NTFS EOoF MEHXIE 2t2|517| 2/ ONTAP EH

Hot JHALE 2elot| 212t £EF ONTAP EHO0| /LELIct. 2of X o tet HEE 4,
=3, AN S EAIE = ASLIC.

At T ol T AIS.
NTFS Hot dHXIE ot5L|C} 'vserver security file-directory NTFS create'
7|1E NTFS 2ot dEXE f~FefL|ct 'vserver security file-directory NTFS modify'S

EZXGIMA R

7|Z& NTFS Eot MEXI0f| CHgt MEE HEA|EL|CH ‘'vserver security file-directory NTFS show'

NTFS Eot MHXIE AH|ghL|Ct 'vserver security file-directory NTFS delete

Ol CHet XEMIBt LIS vserver security file-directory ntfs "ONTAP E&E EZQILICHE

XXSIAAN L.

SMB A{H{0|A] NTFS DACL HAM|A X0 T2 242|517| 95t ONTAP

DACL ACE(MA H|0] gt=)E &t2|5t7| 2ot EF ONTAP H-O| JSLICEH AXNEX]

ACEZ NTFS DACLO]| 71t 4= QI&L|CH DACLS| ACEO]| CHSt HEHE 4K Abx| 4l

HAISIO| 7|& NTFS DACLS 228 &= J&L|Ct,

A= 2 Ol BH AE

ACEZ 0H=0{ NTFS DACLO]| =7}gtL|C} 'vserver security file-directory NTFS DACL add'

NTFS DACLO|A 7|&E ACEE +H&LICt 'vserver security file-directory NTFS DACL modify' S
MEHSEL|C}

NTFS DACLS| 7|= ACEO]| CHst MEHE FEA|SHL|C} 'vserver security file-directory NTFS DACL show'

NTFS DACLO||A 7| = ACEE H|HgtL|Ct 'vserver security file-directory NTFS DACL remove'

CHS XEM|Bt LHE 2 vserver security file-directory ntfs dacl "ONTAP & & ZEQILICHE
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SMB MOl NTFS SACL HM|A 0] st=22 22|3t7| 25 ONTAP HH

—

SACL ACE(YMA X|O] &=)E 22|57 2Tt £ ONTAP HHO| J}SLICEH AXMEX]|

ACEE NTFS SACLO|| F7te o~ U&LICH SAC L°| ACEO] Chigt HEE =3, 4K &

HAISH0] 7|Z& NTFS SACLS Zt2|g & JUEL|CE.

st =] ol B AL,

ACEE TH=0{ NTFS SACLO| =7}gtL|C} 'vserver security file-directory NTFS SACL add’

NTFS SACLOlIM 7|&E ACEE +HgfL|Ct 'vserver security file-directory NTFS SACL modify'S
EZSHMAIR

NTFS SACLQ| 7|= ACEO]| CHst BEE TA|BILICH 'vserver security file-directory NTFS SACL show'

NTFS SACLO|A 7|= ACEE HN|7{gtL|C} 'vserver security file-directory NTFS SACL remove'

0” EH_°.L_ XH‘”OP LHE2 vserver security file-directory ntfs sacl "ONTAP E& & EQILICHE

(0
ONTAP 20| QI&L|CH M*Ho|| st MEE FA|StD HAH

Hob M= #elst| elet 53 &
ATIE 4 UBLICH Bot BHS AH 4 gLl

Aot 2t O T ALE...

St HAS MBIt

'vserver security file-directory policy create'S
EZSHIAIR

'vserver security file-directory policy show'E
MEdSEL| T

Hot Mxe Abx||stL|Ct 'vserver security file-directory policy delete
Ofl CHet XEMIBt LI 2 vserver security file-directory policy "ONTAP E&E A ZQILICH'S
EXSHAA 2

SMB 2¢F YM XS 22|5H7| 2| ONTAP B

Hob @M ol st YEE 71, =8, ’MH 5 EAIS= ONTAP 0| ASLIC.

Ust= xHY o] B ALE...
Hob MKl xS X 71SH|C} 'vserver security file-directory policy task add'

k=]
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Aot =Y Ol BH ALE...

Hot MM 2 g Lt 'vserver security file-directory policy task modify' S
MEHSHLICE

Hot da xt]of| Ciet DEE HEA|LICH 'vserver security file-directory policy task show' S
MEHSHLIC}

HOot M xtAS H|HErL|Ct 'vserver security file-directory policy task remove'

Ofl CHet XEM|Bt LI 2 vserver security file-directory policy task "ONTAP & &ZEQILICH'E

RSN

SMB =0t HA 2 A S 2i2|SH)| 2/e ONTAP EH

Hob A Aol st YEE LAl SXI, ChAl AlEE SX| 8L EA[SH= ONTAP EE0| /LELICt.

;o= =Y O] HH ALZ...

HOF A Xt S QUA| SX|EHL|Ct 'vserver security file-directory job pause -vserver
vserver_name -id integer'

HOob M xAS CIA| A|ZFSHL|CH 'vserver security file-directory job resume - vserver
vserver_name -id integer'

Hob H&H Xtiof| et HEE EA|SL|Ct 'vserver security file-directory job show
-vserver_name' 0| BHE AFE5I0] 22l % IDE
stolet 4 Lot

Hot MxH XA S Z=X|sh|C} 'vserver security file-directory job stop -vserver

vserver_name -id integer'

Ol CHSt XEMIBt LI 2 vserver security file-directory job "ONTAP E&E EHZQILICH'S HZTSHUAIL.

SMB = =0l Clieh HIEtH|O|E FHA|S LI =ILIC

ONTAP SMB H|EIC|O|E{ ZHA0]| CHo YOtE AR

HIEIH|O[H 7S AHESHH SMB 1.0 22I0|HEO[NM OjY £ F &S Sol| oh & =0
EMO| Cf W2H HMAL £ JAELICH ZREE EM IHAS MHSHALE sHAIY &~ JASLICE.
HEICHO|E] FHA[Z7} B ™ El B2 FHAIE QEOH EHOP ar0|u AlZt % TAE £~ &L|CE
Z20|HETF SMB 2.x EE= SMB 3.02 Sdll R0l E&5t= Z2<0= HEHHO|E &S
Tt LIt gl&LCE

SMB HIEtC|OEf FHAIZF AHE|H HMetE A2t Set B2 5l 0t £ HI0[EE ME-LICL Wt 38 H2AZES
AE3t= SMB 1.0 220[HEQ| SMB §50| &t = AFLICE
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S Zigio) 39 SVBE 22 9 1 olefclolElof tigt ofed Jho] St AeIE ek 4 2l uey ool
SafmS M ElLICh SMB HEHIO]E| HAIS ALZBI0l HHAIOIH REE /KOS 2AOF SMB 1.0 S2H0[lEe
55 22/ 2 5011 452 P 4 AL

@ tsd2 X2 HEIH|O|E] FHA|7F 22 E HEE SMB 1.0 22t0|AUE0| M == ASLICEH
FAre] 2ol M ol2{st /IS AYE & Gl=E R 0| 7|52 EHSI6HR| OHHAIL

ONTAP SMB H|E}G|O|E| FHA| EM 5}

SMB DEICIOIE| 7HA|S 320l SMB 1.0 B2folol=0] SMB 458 B4 + gL
7|25 0= SMB HIEFE|O|Ef HAIS SIS/ YU&LICH

CHA|
1. Yot= ztd e et
st =] =ELIEN
2o = MAMSHI| SMB HEHH|O|E 7HAIS MASHL|C}  'vserver cifs share create -vserver_vserver_name_
-share-name_share_name_-path_path_-share
-properties attributecache'
7|1& 350X SMB HIEIH|O|E] FHA S A BILICt "vserver cifs 27 &4 add -vserver_vserver_name_
-share- name_share_name_-share properties
attributecache
e sl

* HIEIE|OIE FHA| &=l =T 14

* 7IE A FA &4 27} EE R

ONTAP SMB HIEIH|O|E] FHA| =2 T 1M

SMB HEIH|O|E] FHA| =2 £=HE FLd5I0] ALEX} 2tZ 0| M SMB HIELE|OIE IHA| 452
| Xotet = ASLICLH 7|22H2 10X LICE

AlZtst7| o

SMB HEIH[O|E] FHA| 7|52 E-d2tolof eL|Ch. SMB HIEHH|O|E] 7H&0] B [0 AUX| 2™ SMB FHA| TTL
HHO| AFEIX| §ELITH.

[Ey =]

Ct3at 22 39 SMB HEIHIO[E| FHA| &=9| +85 T YH..
TR EP
L= MAMSH|C} 'vserver cifs share-create-vserver_vserver_name_-

share-name_share_name_-path_path_-attribute-
cache-tl[integer][integerm]’
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CtEat 22 22 SMB HIEIH|O|E] FHA| =2 +FHE FE ..
FHslEE 22
7|1&E 2QE SNt Ct 'vserver cifs share-modify-vserver_vserver_name_-

share-name_share _name_-attribute-cache-
ti[integerh][integerm][integer]'

%%% oL +EE W =7t SR 74 S Y2 XYY 5 ASLICH of Tt KpAlet tHE2 vserver
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UELICE
* NFS ¢{7] 5! M7| EA2 SMB HE-217| & HE-MT| H7| 2E0f 2fsf 2t2F HEElL|CE
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72


https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+share
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+share
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+share
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+share
https://docs.netapp.com/us-en/ontap-cli/search.html?q=vserver+cifs+share

° NFS 0|5 HE2 X[HE[X| gs5LCt.

NTFS 3! SMB 20|17t #R35t2 2 X|E[X| E&LIC

UNIX 2ot AEtY 2F0|M NFS 23 6l 8! 0|E H} 17| 22 SMB &3 HHIE
S| EeLICH UNIX 22t AEHY EF0|M CHE 2= NFS 22 SMB &3 AElE EFHLICE

ONTAP SMB &17| & H|E| CHslf LOotEM R

97| TE HIEE IS M| 7ts(AtE et &h)lX] §17] HE(ALE 7t5)0 XIS LEILZ| 23l
myHz SFELI

WindowsE AFE3h= SMB S2I0|HE E oUE 7| MEH | £ 4d™Y == ASLICE NFS 220|AE= MU
87| M8 HIEE AIE3t= Z2EZE ZH¢0| ?JODE oAE 817] ME HIES EFSIA| &Lt

ONTAPE= WindowsE AHEdt= SMB 20| ET} 8T TS ddg o ool ¢ | HEHEE d¥E =+
UASLICH EESF ONTAPE= NFS 2210|AEet SMB 2210|UE ZHof| I 0| S/ 2 EEH 7| HE HIE% 48
UAFLICH LR AT EL0{= NFS S2t0[2AE 8l SMB S2I0|AEM AL [EH &I I.J% HIEE AIEOIER

HFqHOF gLt

ONTAP7} NFS EE|'O| EQ} SMB 22}0|91E 7t0f| ZQE|= mhloj| Cisl MASH 97| 8l M7| IS LX|sta{H
Cte F*lof w2t 27| M2 H|EE Ma2|Et|c}.

PHIEJH AEEIX] 882 ZAME M|t

=/ —

* NFS= 87| HE HIEJ B TS M7| #e

* NFS S20|UET} ZE M7 Hot H|ES AMESHK| =5 A5t oo 3ilE HIE & Stit 0|0 24tz
Z2 ONTAPE 8llE Thof| CHal &1 "d% HIES 2FgLCt.

* NFS 22I0|HEZ} M7| Mot HIEE HHSH ONTAPE offet I

ﬁ§
=2
fim
of
o
1o
N
r
ol
=
m
i

|.
==
=
o
il
iul

* Otofl Tt 17] TE HIEIF BFE[0 A1 NFS S2H0[AETL i 4
ChHet 2ot HIE7f NFS 2=l0|HER JH-’ﬁEIXI 171 ONTAPE M7 *._JEP HIEZ} OtAZE HE 2 NFS
S20|HE| A HTHHIES TEELICH

o d

* OpUof| Chet 47| & HIEZF HEE(0| Al SMB 22I0|ETL 7| W& HIEE AESHX| & HHS E2
ONTAPE 8iE THof Cheh AR At M7| ot HIES AL

97| ME HIEV ¥ IY2 FEOME & = ASLICH

0

* ST THAS[ ACLO= HE ArZO
B gLt

£Q
o>
i
n
Z
M
w

lu
o
2
rir
1o
N
ra

& H|ETF 2357 Mt St ACLSE

* TR0 Chigt M| HRS $1&0Hs BE Unix BE HIES SAIFLIC
* NFS} SMB 22/0|9EL BE TAS 92 4

* ACL 2 UNIX EE HIE= 97| ME H|E W20 RAIELICE &, ACLO| 7| HMAS S EIICEEHE 7| TE
HELS AKX S x| S| C}.

AT, 2HE S ghLTh

ool §17] ME HIEZL HEEX| &

FIO
ox

SISt mpAOf CHEE HMAS

At 1 SHAE T

73



* ONTAPACL % UNIX ZE HIEE 7|dtlo 2 HNAE ZASIL|CH

° ACL EE= UNIX EE H|ETF MT| HHA S HESH= H2 NFS 3 SMB 220 EE TS =3 =

HAI:IL'll:I-
° ACLO|L} UNIX EE H|ETJt M7| HMAS HEEIX| fQH NFS 3! SMB 22I0|UE7 MY E =T =
AFLIC
@ o Aok HE2 SMB S20|UE0| HA| HEE|X[2F NFS S20|UEJ EH Y S MES= 32
NFS 20| A 0] ZA| H2EX| o2 4 UFLIC

39 Z2 74 20 chst ZZ X2[0l A ONTAPZI Windows 2t O{"@7| Ct2X| MEHetL|C}

Windows2t & 2| ONTAP= II0| €3 Q= SOt g2 Q= mlof st =9l 2t 1M

QAE FOX| %ASLICE O] ZXE2 SMB 28 220 S8 FL|CH

ONTAPE= ZZ9o| 2t 1M QAZ FIX| Y002 Hay Q E oM = 29 90 Y= 22 M @40 0|28 HE
ISLICH 0|2 8t EX 28 T2 ao|| 2|7t LMt HLE SMB 2AC 28 AZJt RS 4 QI&LICH 0|2

Ols 2RO HMATH & QA = £ UBLICH

A2 7N QA0 0|28 HASI WAMS= 2H|S WX[SI2{M ALRAIL 28 T2 20| Z23% C|2Ez2|9| 0|28

HIRX| R3tE2 Hot MMS M3t 4 UAL|CH

ONTAP SMB Z 20| CHet ME HA|

SiMl o H=oll chist YEE BEAE = ASLICE o7[o= Exel 32 /Y 8 &= dH,
HIO|E Hel =0l thet MR ZE, S/ &= 25, ?lY &= % HAX &3z, 30| L+d
we X% $HEZ FFEX| 02 So| EEL|CH
O =te10i| CHaH

NFSv4 EE= NFSv4.12 Edl| B™ =l Z20] CHol 220|HE IP FTAE EAEY £ QIELICEH

JIENoR HYL BE FF0| izt YRS BAIBLICL B 07 H4S ABs10] S5 SVMAERIX 7 BiAl)
a3l et HEE EASIL o] 2242 12 7|F0R BEYY 4

'vserver lock show' @2 | 7IX| 39| &2 ciiet HEE TA|EL|CH
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© 3R E3- ¥R TUe B3
* SMBE S8 22f0[2E % 42 Fojsts HolH B 7|5

MENA o7 HE XSHHE 2t &3 Ko oot YEE el = AFLICE of et XiM[et LHE2 vserver
o

locks show "ONTAP E& EZQILICHS &
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1. 'vserver lock show' B2 AE3t0] Z 20 st HEE HA|BL|C

o
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CHZ oflof| M= 'fvolt/file1' B2t A= THAC| NFSv4 &0 CHot 2of HEE HEA|BLICH sharelock WMA BE=
write-deny_none 0|, ZZ0| A7| 2|2t A 2= ASLICE

clusterl::> vserver locks show

Vserver: vsO
Volume Object Path LIF Protocol Lock Type Client
voll /voll/filel 1ifl nfsv4 share-level -

Sharelock Mode: write-deny none
delegation -

Delegation Type: write

CIS olollM = B £ /data2/data2_2/intro.pptx'E AHESHH M| SMB ZZ0H CHEt XHM|St oplock % sharelock
MEE HABLICL IP ££47F10.3.1.32] 22t0|HE0]| write-deny_none2| 25 2 HNA BEE JHE THA0|

LM Q= 3HEO| 2O EILIC HHX| oplock O = 2| A oplockO| SO EILICE.

clusterl::> vserver locks show -instance -path /data2/data2 2/intro.pptx

Vserver:

Volume:

Logical Interface:

Object Path:

Lock UUID:

Lock Protocol:

Lock Type:

Node Holding Lock State:
Lock State:

Bytelock Starting Offset:
Number of Bytes Locked:
Bytelock is Mandatory:
Bytelock is Exclusive:
Bytelock is Superlock:
Bytelock is Soft:

Oplock Level:

Shared Lock Access Mode:
Shared Lock is Soft:
Delegation Type:

Client Address:

SMB Open Type:

SMB Connect State:

SMB Expiration Time (Secs):
SMB Open Group ID:

vsl

dataz 2

1if2

/data2/data2 2/intro.pptx
553¢cf484-7030-4998-88d3-1125adbbalb?
cifs

share-level

node3

granted

write-deny none

false

10.3.1.3
durable
connected

78a90c59d452e211998100059a3¢c7a00a007£70da0£8££££cd445b0300000000
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Vserver: vsl
Volume: data2 2
Logical Interface: 1if2
Object Path: /data2/data2 2/test.pptx
Lock UUID: 302fd7bl-f7bf-47ae-9981-f0dcb6a224f9
Lock Protocol: cifs
Lock Type: op-lock
Node Holding Lock State: node3
Lock State: granted
Bytelock Starting Offset: -
Number of Bytes Locked: -
Bytelock is Mandatory: -
Bytelock is Exclusive: -
Bytelock is Superlock: -
Bytelock is Soft: -
Oplock Level: batch
Shared Lock Access Mode: -
Shared Lock is Soft: -
Delegation Type: -
Client Address: 10.3.1.3
SMB Open Type: -
SMB Connect State: connected
SMB Expiration Time (Secs): -
SMB Open Group ID:
78a90c59d45ae211998100059a3c7a00a007£70da0£f8ffffcd445p0300000000

ONTAP SMB %2 s A|
T}l RSO 2 QI8 Sato|QIET} IO HM|ASHK| Rete S WA BB TTof sl
HEE EAISHCHS EH M2 2 BT & JASLICEH 22 siA[sHof ot= AlLI2| 22| HZ2=
S8 m2E Ozl UALIC
0| =t of| CHasH

‘vserver locks break HEHE advanced HPt £ZF O|MO D AFEY £ JUSLICE. of CHSE

XtM[St LH22 ‘vserver locks break' link:https://docs.netapp.com/us—-en/ontap-
cli/vserver-locks-break.html ["ONTAP Y& A ZXQILICt~ 12 HXSHMAIL.

1. 32 dlimslo} St= HEE £02{™ 'vserver lock show' HES AF2EHL|CY
ol CHst XpMISH LI 2 vserver locks show "ONTAP EHE EHZQILICHS HZESHMAIL.

2. Hst £Z8 Advanced:'Set-Privilege advanced’ 2 A& gtL|C}
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LSS XI5t 32 SHusheH... T YH...

SVM O] EO0E LIFOIEY O E=Z 'vserver lock break - vserver vserver_name -
volume volume_name - path path path -lif lif

Z=2 1pelL|Ct 'vserver lock break-lockid UUID

4. admin ot +FOZ 57| 'et-Privilege admin’L|Ct
O Hxtoi| M MHESH= HFO0|| CHEE XtA[St LHE2 £ "ONTAP BE HELICHEERSHYAIL.
SMB ¢S ZL|E 2Lt
ONTAP SMB M| HE HA|
SMB 12 gl 4|A 1Dt MH|A % A88te YTAH|O|MO| IP FAE ZXESt HFE SMB
M|M0f I3H°* HEE BAE ﬁ'—ltf NMo| SMB ZZEZ HH 8l

Bz £Z0| Citt EE EAISI MMO| EFE 2ES X=X &2
o] Ztedoi| CHaH

LICt J2{L tHREE 9| 32 dhetk|= E30| FLICt.
I.

* &4 fields' Oi7HH~F ALESH0] MEtioh ZEOf TSt EHS BAE 5= ASLICH

* “-instance' D7} HE ALSotH MHEl SMB MMof| Cist XtH[st HEE EAIE 2 JAELICH
* 'fields' O§7f 4= L= instance' D7 B2 THE O 2 A2StALE CHE MEH Df7f tHa-0f SHH| AFRE 4
USLILH.
|
1. Ct2 = & StLtE "L
SMB MM FEHE BAISIZ{H... Cts HdsS Y™EeUrt...
SVM| 2= MM CHBH R2F AAlS REMTHL|C} 'vserver cifs session show -vserver
vserver_name'S MEfBIL|C}
K™= AZ IDof| &L|Ct 'vserver cifs session show -vserver vserver_name
-connection -id integer'S MEHEIL|C}
K™=l IAHOIM IP FAUIA 'vserver cifs session show -vserver vserver_name

-address workstation_ip_address'
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SMB M HEE HA[SHH...

K™= LIF IP =AQL|CE

X HE =20

local}'

'vserver cifs session show -vserver vserver_name
-windows-user domain_name\\user_name'

'vserver cifs session show -vserver vserver_name
-auth-mechanism{NTLMv1

Kerberos

XNHE Z2EE HTES AHE5HH

SMB2
SMB3

Yes

XIHE SMB ME M| el

'vserver cifs session show -vserver vserver_name
-lif-address LIF _ip_address'

'vserver cifs session show -vserver vserver_name
-node{node_name

X|HEl Windows AF2XTZ HE

XEE 15 HALIES AL

—

NTLMv2

Anonymous}'

'vserver cifs session show -vserver vserver_name
-protocol -version{SMB1

SMB2_1
SMB3_1}'S MEHBILICE

[NOTE] ==== X|&X 22 A& 75t E= J|sit
SMB EE| A{'22 SMB 3.0 0| &} M|M0j M2t A S 5=
UASLICH 2= XA ME0M oie HEIE E2{H 0]
O47H 42 'MB3' O| 2= &t 22 2 X[FHOF
L.

'vserver cifs session show -vserver vserver_name
-Continuously-available{No

Partial}'

[NOTE] ==== A& Al8 758t MEf7} "B 2"2 H2
MN|Mof| StLt O|Ate] Eq U= HE AHE JHs T T 0|
IS O] AUX|2E MM AL AL 7HsT E= 7[50]
Ues L mAo| Ea{ UK 42 AL|CE 'vserver cifs
sessions file show' BH 2 ALE5H0] HHEl H[M0f| A
AL A 7HsT ES 7152 AFE5H0] 2 QUX| k2
o2 =olgt 4= JAELICE,

'vserver cifs session show -vserver vserver_name
-is-session -signed{true



ChE S AASHH IP F47110.1.1.12 Y2 AH0]H0f|lM 2FE SVM VST MA2| MM FEIH EAIE LT

clusterl::> vserver cifs session show —-address 10.1.1.1

Node: nodel
Vserver: vsl

Connection Session

Open Idle
Files Time
2 23s

ID ID Workstation Windows User
3151272279,

3151272280,

3151272281 1 10.1.1.1 DOMAINN\ joe

CHE 332 A SVM VST 0| M XIEH 2 M8 Jtstt B2 7SS K
BEAELICE =M AEE AE0to] AZES TEASLIL.

= Mol et XpAleE M8 Z L7t

clusterl::> vserver cifs session show -instance -continuously-available

Yes

Node:

Vserver:

Session ID:

Connection ID:

Incoming Data LIF IP Address:
Workstation IP address:
Authentication Mechanism:
Windows User:

UNIX User:

Open Shares:

Open Files:

Open Other:

Connected Time:

Idle Time:

Protocol Version:
Continuously Available:
Is Session Signed:

User Authenticated as:
NetBIOS Name:

SMB Encryption Status:

nodel

vsl

1
3151274158
10.2.1.1
10.1.1.2
Kerberos
DOMAIN\SERVER1S
pcuser

1

1

0

10m 43s

Im 19s

SMB3

Yes

false
domain-user

Unencrypted

CtE HES dASH SVM VS1 7[8 SMB 3.0 5! SMB ZE| x{E2S ArEdt= MM chish M FEIF FA[ELICE 0

ool M AFEXH= LIF IP FAE AFZ3I0{ SMB 3.0 X[ S2t0|E0| A 0] 3RO

HEJSLICE et 21F

HFLE2 NTLMV2Z 7|22 ALICE XSHO 2 ALE Thstt B2 7|52 AFE5H0] HESIEEH Kerberos 2152

At AZstof gfLILCt.
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clusterl::> vserver cifs session show -instance -protocol-version SMB3

Node: nodel
Vserver: vsl
Session ID: 1
**Connection IDs: 3151272607,31512726078,3151272609
Connection Count: 3**
Incoming Data LIF IP Address: 10.2.1.2
Workstation IP address: 10.1.1.3
Authentication Mechanism: NTLMv2
Windows User: DOMAIN\administrator
UNIX User: pcuser
Open Shares: 1
Open Files: 0
Open Other: 0
Connected Time: 6m 22s
Idle Time: 5m 42s
Protocol Version: SMB3
Continuously Available: No
Is Session Signed: false
User Authenticated as: domain-user
NetBIOS Name: -
SMB Encryption Status: Unencrypted

E&{ A= SMB LU0 TSt YE HA|

=2 Q= ONTAP SMB I} 0| CHSE HE HA|

SMB HZ X MM ID, SAR 28, SROEX S
St BE S BAIZ = ASLICH e X575l A

& AGLIEL 0] = e /= THEo| FSTH NS XAt
gelot= ol R ERLICE

Z2E Tapoto] T2 i SMB o
THstt B £E0 Cfet HEE BAIY
Aol Q=X oS

HEE SMB MIMol M F2l IHUo)| Chet MEE BEAY = JASLICHL BEAE ME = SMB MM Lol EX mped
SMB MMl X EZ stols{of 3t I S83H|C}

=2
=
ret

O£ S0, 2l I T LRI XZHOZ A IHsT S 7|52 Sl B3 AU LRE XSHOE A8 JHsEt
23 7|5 S5l @2l UX| 42 SMB MMO| U= o—.—(vserver cifs session show 2| £ Z{0| £ & (Partial)¢!
f

MEHX Ofj7ff 4~ @10]| 'vserver cifs session file show' BEE AL23tH SVM(AEZ|X| 7HA A|AENOM MHE SMB
Mdel RE Fa = THYo| Citt HEE Qo dAloz BAY ~ JUSLICH

JeiLf tie2o| FR dtetels EHF0| FLCH M o7 Ha-E XYoo 0| EARl= BEE MER X|HE
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A

& LTk o] 715

* ZM fields' OH7HH

O| O Hap= B
* -instance' 07 HE AL SHH Ee
O| O Hap= B

SHLIS S33t

L{Ct.

Ze{ A= SMB LU= HAISIE{H...

SVMO| CHslf QoF dAlo = HA|EILICH

K™=l = E0i A

local}'E MEHSIL|C}

'vserver cifs session file show -vserver
vserver_name -file-id integer'S MEHEIL|C}

'vserver cifs session file show -vserver

=

vserver_name -connection -id integer's

'vserver cifs session file show -vserver
vserver_name -session-id integer'S MEig

'vserver cifs session file show -vserver
vserver_name -hosting -aggregate
aggregate_name'

'vserver cifs session file show -vserver
vserver_name -hosting -volume volume
volume_name'

'vserver cifs session file show -vserver
vserver_name -share share_name'

'vserver cifs session file show -vserver
vserver_name -path path path'

A= SMB IR0 CHet XhA

O ALZBt7IL} CH2 MEf] o7l 4o}

re

ol
HL
i

o

STH ALE

et

Cig By o

UBILICE...
'vserver cifs session file show -vserver
vserver_name'sS MEHSIL|CH

'vserver cifs session file show -vserver
vserver_name -node{node_name

A LT

X|’dE SMB ¢ IDO|A

XM=l SMB MM IDO| A

Mefgtct

gt

XM E SMB S0 A

X" El sMB ZZ0i| L0{0f rL|Ct

XEHOZ AME 7tstet B &

=2 XL
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Ze{ A= SMB ItL S FA|SIZ{H... Chs S YEguCt...

'vserver cifs session file show -vserver Yes}'

vserver_name -Continuously-available{No
INOTE] ==== A& At& 7t5¢t &Ef7t OtL| el 32
F2q Qe T2 Takeover?t GivebackOlA St 10|
ST = fELCh o 17t8d A0l = THEY
Zkel Lt O 32| AH|0| E THHH X[ M =7 4= l&LICt.

K| MHEl CEA| HZE AFEHO| A 'vserver cifs session file show -vserver
vserver_name -reZE{No

=3 Z1UE FH2tot= o AP & U= =71 MEIN o7 HaTF QUELICE off CHet XpM|SE LI 2 vserver
cifs session file show "ONTAP HZ A ZXQILICH'E AXSIHMAIL.

of
Lt ool M= SVM Vvs1 oA 21 mtofl Tiet YEE FAIRILICE

clusterl::> vserver cifs session file show -vserver vsl

Node: nodel

Vserver: vsl

Connection: 3151274158

Session: 1

File File Open Hosting Continuously
ID Type Mode Volume Share Available

41 Regular r data data Yes

Path: \mytest.rtf

CHZ ool M= SVM VS10i|l M Tt ID 827t = 7Hded SMB IHof st XpA|et YEE HAIRLIC.
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clusterl::> vserver cifs session file show -vserver vsl

-instance

Node: nodel
Vserver: vsl
File ID: 82
Connection ID: 104617
Session ID: 1
File Type: Regular
Open Mode: rw
Aggregate Hosting File: aggrl
Volume Hosting File: datal
CIFS Share: datal
Path from CIFS Share: windows\win8\test\test.txt
Share Mode: rw
Range Locks: 1
Continuously Available: Yes
Reconnected: No

e
r

My

MM HE HA|

r=

ONTAP SMB MHO||A AL

st E4, A B FH2E E el

|

-file-id 82

CIFS, SMB, ZtAl & BranchCache SiA| EA[0]| CHSE HHE A s= ZL|H ™
OB E 7”@% T A= WKL FIREHE Y1 A0{OF SLLCE,
THA|
1. Y3t £ZF & Advanced:'Set-Privilege advanced’ 2 A& tL|C}
2. O3 &Y & ot gL C
CHS AtEE ¢ 2 U,

'SA FIEED A &

statistics catalog object show -object
object name

statistics catalog counter show
-object object name

AME Ttseh A B FIRE E H|ZE o off CHS XEM|SF statistics catalog object show LHEE OA
"ONTAP E& EZIL|CHLOotEMA 2.

3. admin #3t +ZO 2 24 'et-Privilege admin’LIC}

83


https://docs.netapp.com/us-en/ontap-cli/statistics-catalog-object-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-catalog-object-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-catalog-object-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-catalog-object-show.html
https://docs.netapp.com/us-en/ontap-cli/statistics-catalog-object-show.html

MEHSE SAH| ZH Ao

a5
—_ — -

of #AIE 2 22{AE0|M CIFS % SMB A A2}

use them only

CHe HYS AMels D Ut 47
3 o] EA|ELIC

ot &
clusterl::> set -privilege advanced
Warning: These advanced commands are potentially dangerous;

when directed to do so by support personnel.
Yy
CM object for exporting audit ng

Do you want to continue? {y|n}:
clusterl::*> statistics catalog object show -object audit
The CIFS object reports activity of the

Common Internet File System protocol

audit ng
clusterl::*> statistics catalog object show -object cifs

performance counters
(CIF'S)

cifs
clusterl::*> statistics catalog object show -object nblade cifs
The Common Internet File System
protocol is an implementation of the

nblade cifs
These counters report activity from the
revision of the protocol. For information

Server
clusterl::*> statistics catalog object show -object smbl
For

smbl
SMB
These counters report activity from the

clusterl::*> statistics catalog object show -object smb2
SMB2/SMB3 revision of the protocol.

smb?2

clusterl::*> statistics catalog object show -object hashd
The hashd object provides counters to
the performance of the BranchCache hash

hashd

measure
daemon.
Ol M EAE|= "CIFS" 7HA[2] L& FH2E{0f CHot HE T EA|EL|CE

clusterl::*> set -privilege admin

AX
T
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L

(D) ol IFolME "CIFS" 2ol THSh AHS 7HS 8t FHREIS BE EASHA] Lick,

clusterl::> set -privilege advanced

Warning: These advanced commands are potentially dangerous; use them only
when directed to do so by support personnel.

Do you want to continue? {yln}: vy

clusterl::*> statistics catalog counter show -object cifs

Object: cifs

Counter Description

active searches Number of active searches over SMB and
SMB2

auth reject too many Authentication refused after too many

requests were made in rapid succession
avg_directory depth Average number of directories crossed by
SMB
and SMB2 path-based commands

cluster2::> statistics start -object client -sample-id

Object: client
Counter Value
cifs ops
cifs read ops
cifs read recv ops
cifs read recv_size 0B
cifs read size 0B
cifs write ops

cifs write recv ops

cifs write recv_size 0B
cifs write size 0B
instance name vserver 1:10.72.205.179
instance uuid 2:10.72.205.179
local ops 0
mount ops 0

ru
0
HT



© £218 EABILIC
-+ "S2) FEE0 SR WA EA
LA Al

ONTAP SMB E7| FA|

CIFS % SMB, &AL 8! BranchCache SH{A|0f| CiSt SHE H|ZoF CHF
MS2 QUE2istn 22 RIokst & QIaL|C)

L=

rot
Om
)
min
=]
R

Alzteto] Hof
2ol Chet HEE EASIS 2F 'SA| AlS %S SXI YYS ABst0] HlolE] MBS 2ot

1. @t £&F2 Advanced:'Set-Privilege advanced 2 A& $tL|C}

2. Otg ZY B StLIE ™SI

off tist SAIE EAISHAH...

1

D E SMB HZA 'S EA| - 44| CIFS'

SMB 1.0 'AELE[E|A &-ZHK| SMB1'

SMB 2.x %! SMB 3.0 'AEE|EIA 4 QHHEE SVB2'

L. EO[ CIFS 59| A|AEIQIL|CH 'AELE[EIA &-ZHA| nblade_cifs'
HE|ZZEZ A 'AELE|E|A &-ZHK| ZEAL_ng'
BranchCache SHA| AMH|AIL|C} 'AEE[EIA A-ZHR| SHA| S

CHo|Lt2] DNS 'E7| HA| - 22X E DDNS_UPDATE'

O CHSE XEM|8H LIRS statistics show "ONTAP HE £xQIL|CHES AZXSHAIL.

3. admin #3t £FO 2 =4 'et-Privilege admin’L|C}

K

I-IE_ I‘lE

© MHOIM AL 7SSt SA|, 0l X FHREE el
SMB ME MM A 2LIEE

* BranchCache S EAIEL|Ct

* SAIE MO X5 & =3 &

r

o
mjo
H
=
n

o
o
=
n
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